China: Information management in the digital age
China’s new Data Security Law (DSL) and
impending Personal Information Protection
Law (PIPL) add to a series of previous laws
dating back to 2015 that guide regulation of
the Mainland’s information activities and
broader digital space. These developments
are all but certain to invite foreign
multinational company reviews of their
compliance status and, in many cases, are
likely to require some restructuring and
reporting of data acquisition, storage, and
use. They bear on treasury functions and
financial management, customer relationship
management, supply chain management, and
a broad range of data security issues.
Specifically, the State Security Law went into
effect in 2015, the Cybersecurity Law in 2017,
and the DSL on September 1 this year; the
PIPL is under review. Along the way, several
clarifications and implementation documents
have been published. The broad trend of this
regulatory series is to clarify and empower

the relevant regulatory bodies; divide data
into National Core Data, Important Data, and
General Data for regulatory intensity; set out
local storage requirements and constraints
on cross-border transmission; and publicize
penalties for violations. A final component is a
claim to extraterritorial jurisdiction over any
data-processing activities outside the
sovereign territory of China that would be
detrimental to Chinese national security or
public interest.
While scrupulous compliance with published
regulations is a must, we believe that for
MNCs to get ahead of major trends in China
and optimize digital activities while complying
with the laws, it is useful to understand two
fundamental issues. One is the set of
government goals that lies behind both the
published regulations and regulator
sensitivities and their actual enforcement
practices. The other is the deeper cultural and
historical realties of governance in Asia

related to information management—that is,
what informs and shapes Chinese trends in
information regulation today.
To these ends, there are four framing issues
that we believe are material to navigating the
prevailing and future regulation of information
services. These are not limited to China, but
China is an important harbinger, as it continues
to influence the broader Asia Pacific area
politically, culturally, and economically. China’s
Belt and Road Initiative explicitly seeks to
project aspects of its information management
across Asia.
US-based companies providing cloud,
database, enterprise software, and platform
services have pioneered entirely new business
realms. In understanding the challenges of
globalizing these, the uniqueness of the US
information environment in which they
emerged and differences outside the
Anglo-American tradition are worth
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considering. In the United States, given a
history of near-total tolerance for freedom of
speech and assembly, new forms of
technology-driven information activities have
developed and prospered with very limited
content supervision, clarity over privacy, and
security practices. The current climate of
misinformation and incitement, as well as the
technical prowess of internet cyberthieves,
has left the United States currently challenged
to define online content boundaries and ways
to manage them, the allowable use of
personally identifiable information (PII),
and the provision of sufficient security for
rapidly expanding financial data and other
critical information.
From their deepest histories to the present
day, Asian governments have consistently
taken management of information and
content of public discourse as a core
government function.
Here are four cornerstone drivers of Asian
Pacific regulations, laws, and practices:
1. Historically forceful government
control of information, manifest most
dramatically in North Korea, but
overall across East and Southeast
Asia. Information regulation has
been an historical focus of Asian
governments from premodern times,
and in the present, it remains a point of
convergence and focus for diverse Asian
government models, from democratic
Singapore to reclusive, autocratic
North Korea. In China, from the earliest
imperial eras, rulers have all but
monopolized in their imperial academies
the writing of histories, moral and social
codes, lexicons, and descriptions of
their own virtuous conduct without the
competing counterforce of other literate
institutions like Benedictine monasteries
or the secular media that arose and
persisted in the West.
2. There is a strong focus on the
importance of digital currencies and
payments. The contest to be Asia’s
financial center continues. Singapore
is striving to take the lead in new-era
financial services, while China is piloting
a digital currency and streamlined,
centralized payment clearance systems,
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with Hong Kong and the Pearl River
Delta poised to play a major role in
cross-border deployment. To align with
these goals, regulators and service
providers should balance government
and enterprise interests in innovation,
proliferation, and access with very
strong secrecy protection and fraud
resistance. South Korea’s take on this is
set out in the Finance Sector of the Act
on the Development of Cloud Computing
and Protection of its Users (the Cloud
Computing Act).1 China’s DSL includes
provisions to promote the development
of data security testing, assessment, and
certification services. In the wake of the
passing of the Cybersecurity law in 2016,
China’s Cybersecurity Administration
promoted the Network Products and
Services Security Review Measures
aimed at a security review regime with
respect to network products
and services.2
3. Governments and data access: There
is varying (but limited) institutionalized
resistance to the government’s appetite
for access to data on individuals and civil
organizations. Service providers would
be expected to be aligned with these
interests, not a counterbalancing source
of resistance. At the same time, in Asia’s
more advanced and populous nations,
citizens are demanding an historically
unprecedented level of privacy, which
aligns with government interests in
keeping PII on their citizens from being
exported or unfairly exploited.3 In China,
domestic online retailers amassed huge
databases that served as the core of the
early stages of the Social Credit Scoring
System. In the government’s eyes, and in
addressing privacy concerns, is there a
difference between domestic companies
and MNCs?
4. South Korea, China, Singapore, and
India, among others, are all focused
on the economic benefits of becoming
major service and technology exporters
in knowledge-based information
services, including cloud, applications,
security, and social platforms. The South
Korean government focus on becoming
a major global cloud and broader ICT
innovator and service exporter was set

out with clarity. South Korea’s Cloud
Computing Act explicitly emphasizes
the priority goal of developing the cloud
computing industry in South Korea and
the government role in promoting South
Korean cloud computing services to
foreign customers. China’s aspirations
to become a major regional and global
provider of everything digital has
been explicit since the 13th Five-Year
Plan and amplified substantially since.
Those aspirations have been detailed
in numerous technology plans and
supported with numerous investment
programs. In the Chinese government’s
eyes, and in this regard, is there a
difference between incentives for and
regulation of domestic companies and
foreign companies?
The regulatory and audit process itself is
guided by these deep features and goals. In
making case-by-case decisions on compliance,
regulators will likely use the opportunity to
seek a comprehensive education from key
applicants, improve their understanding of
their competitive strengths and vulnerabilities,
assess their fit with the country’s strategic
goals, and weigh decisions on access to their
markets accordingly. This can all happen with
or without specific laws and regulations.
Because China’s newest data laws have been
described as similar to the European Union’s
2018 General Data Protection Regulation
(GDPR), for MNC general counsels and IT
leaders, a comparison might be helpful. Both
the recent and forthcoming Chinese laws
focus on data security and privacy concerns
for individual data. GDPR is more narrowly
focused on personal information “relating to
the protection of natural persons with regard
to the processing of personal data and rules
relating to the free movement of personal
data” (Art. 1). The Chinese laws add a
categorization of data with priority attention
to “Important Data” unrelated to natural
persons but focused on national security and
economic interests. GDPR makes no claim to
extraterritorial jurisdiction, but it does assign
to the governing commission the task of
determining the adequacy of controls in
jurisdictions governed by international law
similar to the GDPR (Art. 3). A dozen articles
set out in detail the rights of data subjects
(Arts. 12–23), a subject relatively uncovered in
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China’s series of laws implemented to date.
Very importantly, the GDPR does not prohibit
transfers of data across borders to third
countries or international organizations,
which, if certified by the governing
Commission, require no special authorization
for such transfers (Arts. 44–50). This is
perhaps the greatest difference. The GDPR is
less restrictive in its constraints on global data
transfers, a significant difference that could
affect everything from information of interest

to global health organizations or of use in the
pursuit of evidence needed for commercial
arbitration and litigation.
Actionable outcomes of a deeper look at the
forces and legacies that shape China’s digital
laws and regulations for C-suite executives
could include findings to support more
successful interactions with Mainland
authorities that govern certification and
recertification processes, assess compliance

levels and adjudicating penalties, and take
positions within their broad range of authority
on which MNCs are aligned with national
interests and which are not. An MNC’s ability
to communicate understanding of and
alignment with China’s underlying plans and
goals and to shape their value propositions
and operating procedures accordingly can
contribute materially to positive outcomes in
what has become a difficult and somewhat
uncertain compliance environment.
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