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Executive Summary
The Committee of Sponsoring Organization of the Treadway Commission (COSO) included a precise
summary of its objectives for the 2013 COSO Framework (2013 Framework) enhancement within the
first page of the foreword to Internal Control – Integrated Framework Executive Summary:
“In the twenty years since the inception of the original framework, business and operating
environments have changed dramatically. Becoming increasingly complex, technologically driven,
and global, at the same time, stakeholders are more engaged, seeking greater transparency and
accountability for the integrity of the systems of internal control that support business decisions
and governance of the organization.”
As the 2013 Framework is not meant to be a re-write of the original framework (1992 Framework), it
is an opportunity for organizations to refresh their existing internal controls as needed. This research
report, sponsored by RR Donnelley, provides insights from professionals and thought-leaders in key
roles in the early phases of the transition to the 2013 Framework. The report is intended to assist
senior-level financial executives as they plan and execute their own transition in the months ahead.
We invited senior-level financial executives from various industries to offer their views on how the
2013 Framework will impact companies, where gaps between the two frameworks may appear, and
what areas companies should focus on or are focusing on – notably including Outside Service
Providers (OSP), Disclosure Management Solution (DMS)1 and eXtensible Business Reporting
Language (XBRL).

Methodology
FERF and sponsor, RR Donnelley, interviewed the following thought leaders:









Charles E. Landes, COSO Board Member
Charles E. Harris, Audit Partner at PwC LLP
Jeff Getz and Sandra Herrygers, Audit Partners at Deloitte & Touche LLP
Chris Jeffrey, Audit Partner at Baker Tilly
Stephen McNally, Finance Director at Campbell Soup Company
Keith Kawashima, Managing Director at Protiviti Inc.
Director of Internal Controls at Fortune 500 Insurance Company
Managing Director of Internal Controls at Fortune 500 Technology Company

1 Disclosure Management solutions enable streamlining of financial statement assembly and review processes. For additional information please see
Disclosure management: Streamlining the Last Mile,
http://www.xbrl.org/sites/xbrl.org/files/resources/SAP%20Disclosure%20Managemenr%20paper%20v2a.pdf
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Summary of Interviews
We have summarized the responses of our interviewees below. However, we strongly suggest that
you read the in-depth interviews in Appendix D, as well, for additional details and insights.
1. Based on a poll by RGP2of more than 850 participants, 34 percent are familiar with the concepts
of the 2013 Framework, but had not started implementation; and only 7 percent have
completed the mapping process. Most companies contacted for interviews were in the initial
stages of transitioning to the new framework.
2. The 2013 Framework was issued to “refresh” the 1992 Framework and make it easier to
understand the components of an effective system of internal control.
Charles Landes, COSO Board member, shared that the objective of the Board with the
enhancement of the framework was to “…freshen up the 1992 Framework…make clear what a
company needs to do in order to have an effective system of internal control……easier to
understand the components of an effective system of internal controls..” He also adds, “the
principles were implicit in the old guidance and what we have done was to lift what was implicit
to be explicit by calling it out in ‘principles’.”
Chris Jeffrey, Partner at Baker Tilly, indicated that the 2013 Framework was a great improvement
over the 1992 Framework. He states, “…the 1992 Framework was quite nebulous and left a lot to
interpretation. While the new framework is still intended to be principles based, the addition of
the seventeen principles with the points of focus underneath that, provide actionable steps that a
company can take to implement their controls framework to get a better understanding…”
Stephen McNally, Finance Director at Campbell Soup Company, stated that the enhancement
“…encompassed key changes that have occurred in business over the past 20 years such as
globalization, growing regulatory requirements, more complex business models, including the use
of outside service providers in a much more significant way, greater reliance on technology,
higher stakeholder expectations regarding the board and the board’s oversight of risk
management, identification of fraudulent activities, etc.…”

2Resources Global Professionals (RGP)
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3. The new framework will not have a significant impact on organizations that already have a
strong system of internal control.
Landes comments, “If your current system of internal control is pretty strong and effective over
the years and has been updated for built-in technology controls, I would think that moving from
the 1992 Framework to the 2013 Framework would be relatively painless; however, if your
current system of internal control isn’t very good to begin with, you are going to have a lot more
changes if you are trying to design and operate a system that would be in compliance with 2013
Framework.”
Chuck Harris, Partner at PwC, agrees and states, “The impact of the 2013 Framework on a
company will depend on how well the company understood and implemented the 1992
framework; that is, if management fully understood the principles implicit in the 1992 framework,
there shouldn’t be a significant impact in transitioning to the 2013 Framework.”
4. Companies agreed that there is minimal impact if strong controls were in place prior to
transition; however, the most common gap is documenting existing processes.
Keith Kawashima, Managing Director of Internal Audit Services at Protiviti, indicates that the
biggest gap that his clients experienced is the need for additional documentation. He explains
“...with the additional specificity that is contained in the new framework, clients had to update or
add documentation to reflect or clarify controls, that in many instances, the company was
already performing... for example, the added guidance around entity level controls may require
more or greater clarification of the documentation of the related control activities.”
A Fortune 500 insurance company director of internal audit shares “…We have a project plan in
place to address any gaps which are solely documentation to reflect the points of focus that is
within the 2013 Framework. The explicit points of focus were very helpful in understanding the
intent of the controls.”
The managing director of a Fortune 500 technology company shares the same experience, “…our
mapping exercise of our existing SOX risks and controls to the seventeen principles identified very
few gaps. The gaps were primarily documentation issues where we have existing controls but
have not included them in our SOX design. These were primarily entity level controls.”
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5. Auditors share that there is not one particular area that companies should focus their efforts on
but should consider all five components.
Harris indicates “…I think where companies, especially public companies, will spend most of their
time on will be on the components of control environment, risk assessment, information and
communication and monitoring activities. The reason is that companies have a fairly mature
system around control activities because of Sarbanes Oxley (SOX) but perhaps less so with respect
to these other components of internal control.” He continues “…because those are the
components that management is less familiar with, and the principles and the points of focus
articulate important aspects of the controls that need to be in place for those principles to be
present and functioning. Management’s assessment may result in some “tweaking” of its system
of internal control...”
Risk assessment is another important component, according to Jeff Getz and Sandra Herrygers,
partners at Deloitte & Touche LLP, they indicate, “There is a new focus on the risk assessment
component, which is key, because if your risk assessment is inadequate, then you likely have
deficiencies in your controls. In particular, fraud risk assessment is called out as a separate
principle in the new Framework, but wasn’t as prominent in the 1992 Framework.” Getz enforced
the notion that companies cannot really spend enough time thinking about fraud.
6. Companies should also consider controls related to: a) Information technology and b) OSPs
which are a new focus in the 2013 Framework.
a) Information Technology
Stephen McNally, Finance Director at Campbell Soup Company and member of the COSO advisory
council, explains “…the new framework recognizes that technology is now a key part of controls
going forward. Specifically, the 11th principle in the Control Activities component reads ‘the
organization selects and develops general controls over technology to support the achievement of
objectives.” Another perspective is how technology plays a role with the fifth component Monitoring Activities, McNally explains, “During the COSO Advisory Council meetings, there was
discussion around what monitoring looks like. Initially, it seemed that monitoring activities were
heavily weighted to internal and external audits. However, technology allows us to do some real
time monitoring through mechanisms like dash boards, comparing transaction details to
predetermined thresholds for anomalies, monitoring trends and patterns that may raise red flags,
and assessing performance via metrics...”
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From the auditors’ perspective, both Getz and Herrygers emphasize information technology (IT)
as an area of focus in the 2013 Framework.. “The IT context in the 1992 Framework was light.”
Herrygers expands on this notion, “COBIT had a SOX for COBIT3 guide whom many companies and
auditors leveraged for IT concepts. The 2013 Framework embedded many of the same concepts.
So even though there is additional content related to IT in the new COSO Framework, it may not
be an area of significant change for companies that have already included those controls in their
ICFR program.”
b) Outside Service providers
COSO Board member Landes states, “The CFO needs to understand that even though a function is
outsourced to a service organization, the company is still responsible for their system of internal
control. Therefore, there has to be ways that they are monitoring the effectiveness of that service
organization…” He explains that this may be difficult sometimes because this information may
travel “…so quickly and at real time…”
Articulating this new focus on OSP, Getz notes, “Since the use of external service providers is
more common today, COSO provided explicit content related to OSPs in 12 of the 17 principles.
The underlying notion is that an entity’s responsibility for controls extends to the activities
performed on their behalf by OSPs. Therefore, a company should understand the OSP’s activities
and processes to be able to analyze the risks and help ensure that the appropriate controls are in
place regarding those activities…” He adds, “Since a deficiency in an OSP’s controls may be
indicative of a deficiency in the company’s controls, management should not depend solely on
receiving a Statement on Standards for Attestation Engagements No. 16, Reporting on Controls at
a Service Organization, (SSAE 16) report later in the year. Instead, companies should be
proactively monitoring their OSPs throughout the year to make sure there are no surprises at the
last minute. However, the extent of certain OSP monitoring depends on how significant the OSP’s
activities are to the company…” Herrygers expands on the use of OSPs, “There wasn’t much
content on OSPs in the 1992 Framework and some companies focused on getting service auditor’s
reports related to the control activities in place at the OSPs. Today, however, there is much more
context in the 2013 Framework related to the other components—well beyond the control
activity component to the OSP - some of these considerations may be satisfied through a service
auditor report, but there are others that require more specific monitoring from the company.”
3

http://www.isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/IT-Control-Objectives-for-Sarbanes-Oxley-2nd-Edition.aspx
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Jeffrey also shares that the 2013 Framework may require more work around IT OSPs. He states
“…there could be more work in and around outside IT service providers.” For example, “…we were
working for a client that outsourced an IT function and they chose to outsource to an IT service
provider that did not have a SOC 1 report in place. We helped that company put mitigating
controls in place that ultimately addressed the new COSO principles. However it wasn’t a simple
task. The framework is clear that companies need to do their due diligence around selecting an
outside service provider and to make sure they select the right outside service providers that have
appropriate controls in place, especially if the company needs to be SOX compliant. If an OSP
does not have appropriate controls and cannot demonstrate the operation of those controls (such
as in a SOC 1 report), I would recommend to my client not to use that OSP. ”
7. Depending on what function the Disclosure Management System (DMS) has in relation to the
financial reporting will determine whether the auditor will consider it in their review of internal
controls.
Harris explains the concept of ‘upstream and downstream’ and how this concept will determine
whether DMS will be in scope or out of scope of an audit. “Upstream implementations are those
where DMS pulls information from the company’s trial balance, ledgers and/or consolidation
systems to generate the company’s financial information to comply with regulatory requirements
for external financial reporting, and will require the auditor to consider the controls around DMS,
because the direct output now has a bearing on the audit... If that DMS is ‘downstream’, where
the company does not use DMS to compile the required information to comply with regulatory
financial reporting requirements, then the auditor has no responsibility to evaluate controls in
connection with the audit. That is not to say that DMS or the information it produces is not
important, or that management does not have an obligation to design and implement controls
over the accuracy and completeness of the information input to or produced from DMS.”
Furthermore, Kawashima explains that disclosure management solutions are an area where
controls are needed, “… this is certainly an area where garbage in garbage out applies. If you
don’t have a control around the DMS to identify disclosure events and transition, no process in
place to support those disclosures, and monitor what you are disclosing, a company runs the risk
of doing it incorrectly. Whether under the old, or the new revised framework, a company
must have a process in place to ensure that they are doing it right and are consistent.”
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8. As XBRL is a form of reporting that companies should provide reasonable assurance as to its
accuracy and correctness.
Landes states that companies should consider internal controls around XBRL reports “…it is not a
paper world anymore. It is therefore important to consider controls addressing where
misstatements could electronically occur. For example, if the company has not done a very good
job mapping the appropriate general ledger account to the XBRL code, when that is absorbed
through XBRL by a user, there may be an error…”
Harris also shares the sentiments that controls around XBRL are important and explains the two
aspects to XBRL. “The first is from management’s standpoint, and I absolutely strongly believe
that management should have controls around the XBRL reporting process and that those
controls should be designed to ensure management’s XBRL data is complete and accurate. The
second aspect is from the auditor’s standpoint. As of now, there is no regulatory requirement for
the auditor to be involved in the tagging process or the reporting process for XBRL. Management
may certainly engage the auditor, at its discretion, to test the accuracy of its interactive data as a
project unrelated to the audit, but is not required to do so. Until that requirement changes, it is
not going to be an audit driven event. Companies run a significant risk if management is not
producing accurate XBRL information. For example, an analyst using inaccurate XBRL information
may draw wrong conclusions about a company’s financial position or results of operations. This,
in turn, could damage a company’s reputation, which in a competitive marketplace could have
serious implications. This potential scenario once again underscores the importance of
management implementing effective internal control over its interactive data process.”
Kawashima explains “…if you didn’t have the right controls in place in the last stage, and a defined
process and supporting tools to allow for timely and accurate submission of the company’s
required information to the SEC for these various reports, a company can potentially put
themselves at risk. There continues to be growing focus around controls that are in place over the
submission of reports, including XBRL exhibits, to the SEC, or any other regulatory bodies for that
matter. As the requests of these regulatory bodies are expanding, controls should expand as well.”
9. Both auditors and companies believe the new framework will provide ample benefits to
improve current internal controls and provide far-reaching opportunities.
Jeffrey feels, “For companies that already have a formal internal control framework in place, such
as those companies that are already compliant with SOX, there will be some mapping; but if they
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only consider this as a mapping or compliance exercise, they are missing an opportunity to take a
look at their control environment to make some value-added changes based on the new
framework. This new framework is very dynamic.”
McNally agrees that there are benefits to the new framework. He explains, “…besides supporting
management at public companies in meeting their SOX compliance requirements, the 2013
Framework can and should be leveraged throughout the organization, at the division, business
unit, and/or functional level, to mitigate risk related to the achievement of operational, reporting
and compliance objectives. The 2013 edition of COSO’s framework can provide a common
language regarding governance, risk management and internal control.”
Another benefit, Kawashima shares is that the 2013 Framework will allow companies to “…have
the opportunity to rationalize controls with the refresh, and highlight those that really matter.
Also, they can now reduce controls that are not as important to organization to achieve…this is
causing companies to review control by control and take a hard look at where they all fit in…”
From the corporate perspective, the director of a Fortune 500 insurance company expects the
new framework to have future benefits of applicability beyond the SOX based compliance. For
example, “..we want to use a similar approach to the framework in order to provide additional
transparency to ourselves, regulators, senior leaders, etc. on how the system of internal controls
work holistically, and giving the company a common language on internal controls.”
The managing director of a Fortune 500 technology company notes that the framework was
helpful all around. They stated “[T]the 2013 Framework has pushed us to evaluate our design
against a deeper set of assumptions and requirements. It has reconfirmed our guiding principles
to think broadly and deeply across the business to make sure we are considering all areas that
impact the accuracy and completeness of our financial reporting and areas that present the risk
of financial fraud within the business.” The managing director adds that there are other benefits
their organization experienced with the transition to the 2013 Framework. For example, “We have
other areas of our business that operate compliance programs but leverage other frameworks
(i.e., Five Elements of Compliance and Seven Essential Elements of Compliance.) The expansion
of the 2013 Framework into the seventeen principles helps us better align our SOX system of
internal controls with these other compliance frameworks. This increases our ability to quickly
identify the common elements between our SOX program and these other compliance programs
and enable these other programs to leverage our core design as the foundation for their design.”
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After transitioning to the 2013 Framework, the managing director believes, “The principles put
more structure and define better what is meant underneath the different components. For
example, the explanation of areas to consider under risk assessment will help companies think
more broadly around potential risk areas like emerging markets, the impact of IT in their controls
framework and fraud risk. The framework also requires a stronger linkage across areas. For
instance, if there is an issue with an IT General Control, the company needs to clearly examine
and document the potential impact to their control activities related to that IT area deficiency.
For many companies who have been updating their risk assessments and controls design on a
fairly rigorous basis over the past ten plus years, this will be more of a mapping exercise with
some additional controls wrapped around the core design.”
10. PCAOB’s Staff Audit Practice Alert No. 11 may provide insight into what companies need to
focus on.
Kawashima states “…what we see happening is the culmination of a few things; firstly, there has
been ongoing scrutiny by the PCAOB of the work that external audit firms perform over the last
couple of years. The PCAOB inspects some of the audits the firm completed, the conclusions that
the firm came to, and the support for those conclusions and subsequently produces an inspection
report, which highlight whether the work done by the external auditor supports and evidences
conclusions made by the external auditor. Some of the common areas listed where evidence was
deemed to be insufficient and would require external auditors to gather more data to support
their conclusions were; reliance on work of others, management review controls, IT controls, etc.
Then if you add to that the introduction of the revised COSO framework, it is easy to see that the
efforts for most companies and their external auditors may continue to grow around the
evaluation of internal controls over financial reporting.”
The director of a Fortune 500 insurance firm notes that, “..In October 2013, the PCAOB issued the
Staff Audit Practice Alert No. 11 - Considerations for Audits of Internal Control Over Reporting4
(alert), provided some clear direction to all the public accounting firms of the PCAOB expectations
around the auditing that is performed on certain control types. This alert included, for instance, IT
controls, management review controls, etc. The alert is in line with the new COSO framework, but
a bit more prescriptive because this is what they will be expecting of auditors, therefore, we are
using as well to update our documentation.”

4

http://pcaobus.org/Standards/QandA/10-24-2013_SAPA_11.pdf
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11. Even though there will be changes in audit methodologies, the principles were already implicit
in the internal controls that were implemented and tested in previous years.
Landes believes that “…audit methodologies will not change a great deal, I don’t expect audit fees
will be much higher for an issuer in order to do an integrated audit. However, this assumes the
issuer has maintained a good system of internal controls to begin with…audit costs should not be
much more, because the principles are already implicit in what they auditor should have already
been testing for.”
12. CFOs should put a cross functional team in place and make the transition a priority.
Landes states “…Since the COSO framework starts with the tone at the top, CFOs, should
assemble a cross-functional team to own the conversion. Also, the CFO needs to be serious about
making this a priority and believe that the adoption of the new framework will result in a better
system of internal controls which will ultimately reduce the risk of material misstatements. The
lack of compliance may be embarrassing to a company’s reputation and the company’s ability to
raise money in the capital markets. To me, it is an easy decision for a CFO.”
Harris suggests, “CFOs should go ahead and make transition with two goals in mind. First, give
new controls implemented upon transition enough time to operate so that management can
conclude on effectiveness; and second, as I earlier indicated, make this transition before the
auditors come in and conduct their initial testing. Remember, auditors cannot tell management
what internal control framework to use – they can only audit the system of internal control that
management has put in place.”
13. A good place to start the transition is to perform a gap assessment.
Herrygers, Partner at Deloitte & Touche LLP, recommends that companies perform a ‘gap
assessment’ by mapping their current controls to the 17 principles, and by considering the points
of focus for each principle, to identify potential gaps. She further explains, “In some cases, the
principles are more specific and prescriptive about what companies need to have in place to
demonstrate that they have addressed a principle. We, at Deloitte, recommend companies focus
their energies on the areas where there is new or enhanced content in the 2013 Framework.”
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Performing the gap assessment may help companies:
1) Identify the need to scope in other already existing controls; i.e., the company identifies a
gap, but has other existing controls that were not assessed under the prior Framework;
2) Enhance existing controls, i.e., a company might have a control in place related to the
principle, but it may not address all the specific attributes that are relevant and; thus, may
need to be enhanced; and
3) Design and implement new controls to achieve the principle.
Jeffrey adds “…the real work will be for companies to look at their controls framework and
understanding where the new principles are and making sure that they are covered. So the value
of the new framework to a company comes in understanding where they have gaps, and
conversely, understanding areas where they might be ‘over controlled’ and trying to reconfigure
their control framework based on their assessment…”
14. There are concerns that a company that has not adopted the framework by December 15, 2014,
may receive a comment letter or questioning from the Securities and Exchange Commission
(SEC), as to why it has chosen not to adopt the new framework.
Although the SEC has not provided guidance as to if and when companies are required to
transition to the new COSO framework, it has, however, hinted that it expects companies
presently using the 1992 framework to transition soon to the 2013 Framework, considering that
COSO has announced that the 1992 framework will be superseded as of December 15, 2014.5

5

http://www.complianceweek.com/sec-drops-new-hint-update-to-new-coso-framework/article/320514/
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Summary of Enhancements
The 2013 Framework did not change but strengthened and clarified the five fundamental
components of the 1992 Framework - Control Environment, Risk Assessment, Control Activates,
Information & Communications and Monitoring Activities. To accomplish this, COSO has articulated
17 underlying relevant “principles” to support the design, implementation and assessment of the five
components.
To help organizations implement the framework, and achieve the goal of applying internal control,
COSO has published the following documents:
1. Executive Summary – provides a high level overview.
2. The Framework and Appendices – provides the definition of internal control, describing
requirements, components and principles for an effective system of internal control.
3. Illustrative Tools for Assessing Effectiveness of a System of Internal Control – provides
templates and scenarios.
4. Internal Controls Over External Financial Reporting: A Compendium of Approaches and
Examples – provides illustrations of how the enhancements can be applied in preparing
external financial statements6.
The new framework will help managements and boards of directors to:


Reconsider whether all of the five components and the relevant principles are present and
functioning; and close any gaps;



Enhance the risk management process through additional attention to fraud considerations and
risks associated with outsourced processes;



Consider expanding the application of the framework beyond financial reporting to other forms of
reporting, operations, and compliance objectives; and



Identify and eliminate inefficient and redundant controls.

If implemented effectively, the 2013 Framework should provide stakeholders a better understanding
and obtain greater confidence in the effectiveness of internal controls.

6In addition, COSO also published the Enterprise Risk Management – Integrated Framework, which is intended to be applied in tandem to the

Framework. As some concepts overlap, they are indented to be complementary.
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To be effective, all the five components as well as the 17 principles supporting these components
should be present and fully functioning. Additionally, the COSO board published “points of focus”
which does not necessarily need to be present and functioning, but may help organizations to better
understand the principles and design effective controls.
To reiterate, each of the five components and relevant principles must be present, functioning and
operating together to achieve an effective system of internal controls.

Functioning

“Present” =
components and
principles exist in
the design and
implementation of
the system of
internal controls

Present

Operating
Together

Effective Internal Controls = Assurance regarding
achievement of an entity's objective

“Functioning” =
components and
principles continue to
exist in the operations
and conduct of the
internal controls

“Operating Together”
means that controls
implemented to effect
the principles in one
component support the
effectiveness of other
principles and
components.

To determine whether the components of the system of internal control are "operating together,"
management must aggregate the deficiencies across all components and make a determination of
whether, in the aggregate, these deficiencies amount to a major weakness. If a major deficiency
exists, even if management had concluded that each principle was present and functioning, the
system of internal control could not be considered as effective.
To help get started, Appendix B provides the five components with their respective principles.
7
Appendix B contains selected illustrations from the COSO Compendium for how to select an OSP and
IT security. Appendix C provides brief sample controls ideas for DMS and XBRL.

7

Internal Control – Integrated Framework
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Appendix A:
This chart illustrates the five core components from the old COSO framework that have carried over
to the new. It also illustrates the 17 new explicit principles that COSO added to the new framework.
Component (NO change)

Principle (Explicit in 2013 Framework)

Control Environment

1. Demonstrates commitment to integrity and ethical
values
2. Exercises oversight responsibility
3. Establishes structure, authority and responsibility
4. Demonstrates commitment to competence
5. Enforces accountability

Risk Assessment

6. Specifies relevant objectives
7. Identifies and analyzes risk
8. Assesses fraud risk
9. Identifies and analyzes significant change

Control Activities

10. Selects and develops control activities
11. Selects and develops general controls over technology
12. Deploys through policies and procedures

Information &
Communication

13. Uses relevant information
14. Communicates internally
15. Communicates externally

Monitoring Activities

16. Conducts ongoing and/or separate evaluations
17. Evaluates and communicates deficiencies
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Appendix B:
To help users apply the framework, COSO’s Internal Control over External Financial Reporting: A
Compendium of Approaches and Examples (Compendium) provides illustrations of how organizations
may apply the principles set out in the 2013 Framework. Please note that the full Compendium can
be purchased http://www.coso.org/IC.htm. We have provided examples:


From page 39 Selecting Outside Service Providers:
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From pages 85 -86 Implementing or Assessing Control Activities when Outsourcing to a Third
Party

Continue next page……
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From pages 122 -123 Identifying, Securing, and Retaining Financial Data and Information
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Appendix C: Examples
Below are samples of controls, provided to us by individuals at several organizations, which are used
in relation to disclosure management solutions and XBRL. These examples are intended to illustrate
possible approaches in managing the risks in these processes.
Disclosure Management Solution
1. On a quarterly basis, the Director of SEC Reporting provides an e-mail to the Controller,
confirming that they have reviewed the accuracy and completeness of the HTML (Edgarized)
and XBRL formats. This e-mail is then acknowledged by the Controller prior to filing.
2. Annually, we obtain the SOC 1 report from [DISCLOSURE MANAGEMENT SOLUTION NAME]
and complete an evaluation template for any reported exceptions.
3. Suggested “complementary user entity controls” are also evaluated and commented on by the
financial reporting manager.
4. If needed, we request from [DISCLOSURE MANAGEMENT SOLUTION NAME] a bridge letter
that rolls forward the SOC 1 through year-end.
5. User access controls – Annually the SEC reporting manager obtains a listing of all users with
access to [DISCLOSURE MANAGEMENT SOLUTION NAME]; and validates whether all users are
active employees and should be on the listing.
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Appendix C: Examples cont….
XBRL Internal Control Checklist (Taken from Challenges of XBRL report8)
Planning for new disclosures and tagging changes:
1. Review all current quarter disclosure and any planned tagging changes for appropriate use of U.S.
GAAP or extension tags. This includes a review of the tag's preferred label, definition, balance
type and negation (if applicable). Extensions should only be created if an equivalent tag cannot be
found in the U.S. GAAP taxonomy.
XBRL Tagging Review
1. Level 1 (Block tagging) – includes block tagging of all narratives, tables and footnotes to tables.
a. Ensure that all narratives, tables and footnotes for a note in the report are included under
that note's overall tag (completeness) and appropriately tagged (accuracy for time period)
2. Detail tagging (Level 2 – for Note 1)
a. Ensure that all required policies in Note 1 are tagged (completeness) and appropriately
tagged (accuracy for time period)
b. Ensure element definitions are correct with regards to the policies the company are
reporting
3. Level 3 (Table tagging) – includes block tagging of all tables and footnotes to tables.
a. Ensure that all tables and table footnotes within a note in the report are tagged to the
correct table tag (completeness) and appropriately tagged (accuracy for time period)
4. Detail tagging (Level 4 – for all financial statements and other notes) – includes tagging of all
required data in the tables and narratives
a. Preparer review –
i. Ensure that all required data in the tables is tagged (completion) and appropriately
tagged (accuracy for signage, time period, unit and scale)
ii. Ensure element definitions are correct with regards to the reported amounts.
iii. Ensure that all required data in the footnotes to tables and
narratives/parenthetical information is properly tagged, including language such as
"none" or "no" used to report 0 activity
iv. Print the view of the rendered file from the disclosure system and file in work
paper for independent review.
b. Independent review –
i. Review work paper (Printout from disclosure system) for completeness and
accuracy of XBRL tags for all required elements
ii. Ensure that changes identified during the initial planning process we executed
according to plan
5. Utilize validation testing system and calculation inconsistencies
8

http://www.financialexecutives.org/KenticoCMS/Research/catalog/2013/Challenges-with-XBRL.aspx#axzz34RLlJ3F1
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Appendix D: Interviews
COSO Board Member
Charles E. Landes is Vice President of Professional Standards and Services at the American Institute
of Certified Public Accountants (AICPA)/ COSO Board Member
Mr. Landes shared his thoughts with FERF on the primary intentions of the COSO Board as it released
the 2013 Framework. He states, “The first objective was to ‘freshen up’ the 1992 Framework
document. It has been a number of years since COSO issued the original internal control framework,
way back before technology was a big player in the whole controls environment, where many
controls were done at the manual level. So it was necessary to freshen up the document to read for a
current day document.” He continues “The second objective of the Board, and certainly one of the
higher priorities, was to make clear what a company needs to do in order to have an effective system
of internal control, and I believe that was accomplished through the principles that were added to the
2013 Framework. As a result of COSO issuing the small business internal control guidance in 2006,
when we first introduced the principles, it was a much more robust document. Not just to read but to
understand what was being asked. Building the principles in, around the five mandatory components,
made the document easier to understand, implement and determine what does an effective system
of internal control look like…”
One of the changes to the new framework included intentionally dropping “financial” from the
financial reporting objective by the COSO Board. He states “…because there is a great deal of
reporting that occurs today, earnings and other non financial data, a CFO/controller should consider
controls around all published reporting, and not merely financial statements in a paper form.
Therefore, it is necessary to break down the mentality that other reporting is in a separate silo and
not the integrated reporting all together.”
As for XBRL, Landes notes, “Users are going to absorb information in greater technological forms than
in the past, as it is not a paper world anymore. It is, therefore, important to consider controls
addressing where misstatements could electronically occur. For example, if the company has not
done a very good job mapping the appropriate general ledger account to the XBRL code, when that is
absorbed through XBRL by a user, there may be an error. Why shouldn’t companies then subject all
reporting to the COSO framework to provide reasonable assurance that the information is correct?”
Another important change from the 1992 Framework, are the controls around OSPs. Landes explains,
“CFO needs to understand that even though a function is outsourced to a service organization, the
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company is still responsible for their system of internal control. Therefore, there has to be ways that
they are monitoring the effectiveness of that service organization. That maybe through service
organization reports such as SOC 1 type 2 reports or even meeting with their outside service provider
to understand how they assess their risk, and how they make changes to their system. What we tend
to see from the audit profession is management thinking - ‘this is not something I have to worry
about because it is an outside service’ - but that is simply not the case; even though the task is
outsourced, the company is still ultimately responsible because it is the company’s financial
statements. Therefore, if the information received is incorrect from the service organization it may
impact the company’s financial statements. Management must think of ways to monitor the
effectiveness of those controls and those processes. The underlying problem with that is all
information travels so quickly and at real time, it is difficult to monitor service organizations control
because some of information, perhaps around fair value pricing or outsourcing of income taxes, some
things happen at the last minute, so management doesn’t have time to do an effective job of
monitoring and thinking about the risks in advance, and asking oneself How do I know this
information from the service organization is correct; and, what am I doing to control those risks and
monitor those control activities? That is an important item to think about and also difficult. The
amount of processes that are outsourced today is very different than it was in 1992…”
In relation to the impact that the 2013 Framework will have on organizations, Landes says, “The
framework does not only apply to issuers; it will apply to private, public, governmental, non-profit,
etc. that may be interested in designing an effective system of internal control. Whether it is an
effective system around their operations, compliance, or reporting (and financial reporting is a subset
of that). Furthermore, to answer the question of impact, it depends on what your current system of
internal control looks like. If your current system of internal control is pretty strong and effective over
the years, and has been updated for built in technology controls, I would think that moving from the
1992 Framework to the 2013 Framework, would be relatively painless, ….if, however, your current
system of internal control isn’t very good to begin with, you are going to have a lot more changes if
you are trying to design and operate a system that would be in compliance with 2013 framework. It
depends on what your starting point is, and without knowing the starting point, it is hard to
determine the gaps you may have and whether the gaps will require major effort to fill, or relatively
easy to change controls to fill the gaps.”
Audit firms will not need to significantly change their audit methodologies. Landes believes, “…audit
methodologies will not change a great deal; I don’t expect audit fees will be much higher for an issuer
in order to do an integrated audit. However, this assumes the issuer has maintained a good system of
quality internal control to begin with. Going back to changes made, COSO believes that the principles
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were implicit in the old guidance, what we have done was to lift what was implicit to be explicit by
calling it out in ‘principles’. If the issuer already had a good system in place, there is going to be a little
bit of methodology change. Once methodology changes are made, the audit costs should not be
much more, because the principles are already implicit in what the auditors should have already been
testing for.” In regards to the PCAOB, he adds, “what the PCAOB does with the new framework is up
to them, whether the inspection teams will take a ‘checklist’ mentality, which wasn’t the intention, or
whether they will want to look at the audit documentation, and go down through each principle and
steps that they think may have been necessary. We hope that’s not the case. We don’t want the audit
firm or PCAOB inspectors to view the principles as additional items to put on a checklist and check a
box procedure is complete.”
The AICPA is also revisiting standards due to the 2013 Framework. Landes states, “We are actually
revisiting AICPA standards for auditing of non-issuers (private) to determine whether or not our risk
assessment standards need enhancing as well. By that I mean, risk assessment standards directing an
auditor when planning their engagement, an auditor has to understand the client’s environment,
which includes understanding a client’s system internal control. Understanding the internal control of
a company will help an auditor identify potential areas for misstatements, in other words, the weaker
a client’s system of internal control is, the higher the chance there could be a material misstatement
to the financial statements. Where there is higher risk of potential misstatements, more work needs
to be done by the auditor. We don’t think our standards will change, but where we will probably
address this change in our audit guides where we get more specific to the internal control
framework.”
Landes expects that companies that do not adopt the required framework in the allotted time may
get a letter from the SEC. The CFO should expect the audit committee to get a call from their auditors.
He adds, “…it is interesting to consider whether an auditor will consider the non-adoption as a
material weakness?” He explains, “If the framework is better and easier to use and understand, but a
company chooses to ignore the new framework, an auditor should consider what the decision says
about the control environment and how serious is management about an effective system of internal
control and shouldn’t let that attitude translate to a control deficiency. There may be facts and
circumstances that may justify why the company has not adopted, but if is a blatant disregard on the
part of the company - that is a clear red flag on the control environment of the company…”
Landes provided some takeaways on the 2013 Framework for CFOs to consider. He indicates, “Since
the COSO framework starts with the tone at the top, CFOs, should assemble a cross-functional team
to own the conversion. Also, the CFO needs to be serious about making this priority and believe that
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the adoption of the new framework will result in a better system of internal controls which will
ultimately reduce the risk of material misstatements. The lack of compliance may be embarrassing to
a company’s reputation and the company’s ability to raise money in the capital markets. To me, it is
an easy decision for a CFO.”

Auditors:
Chuck Harris - Partner, National Auditing Services PwC, LLP
Chuck Harris says that the impact would depend on the company. He explains, “The impact of the
2013 Framework on a company will depend on how well the company understood and implemented
the 1992 framework; that is, if management fully understood the principles implicit in the 1992
framework, there shouldn’t be a significant impact in transitioning to the 2013 Framework. The
articulation of seventeen principles and their associated points of focus provide management the
opportunity to assess more effectively the controls in place to effect each principle, possibly requiring
management to either revise existing controls or to design and implement new controls.
Furthermore, I think where companies, especially public companies, will spend most of their time will
be on the components of control environment, risk assessment, information and communication, and
monitoring activities. The reason is that companies have a fairly mature system around control
activities because of SOX but perhaps less so with respect to these other components of internal
control.
When asked whether his clients are experiencing gaps as a result of their assessment of the new
framework, Harris shares “…gaps may be too strong of a word…I point to the four components above
because those are the components that management is less familiar with; and the principles and the
points of focus articulate important aspects of the controls that need to be in place for those
principles to be present and functioning. Management’s assessment may result in some “tweaking”
of its system of internal control. Take risk assessment, for example, management is likely performing
some form of risk assessment periodically, but the documentation around the risk assessment
process is probably not as strong or robust as it may need to be, to comply with the risk assessment
principles in the 2013 Framework.”
Harris shared that when an auditor is required to opine on the system of internal control, the auditor
will be examining evidence that all seventeen principles are present and functioning. “When we
opine on internal control, we make sure that all seventeen principles are present and functioning and
gather the appropriate evidence to support our conclusions. Auditors will most likely continue to
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focus the majority of their time and attention on control activities. The reason for this is that control
activities directly affect whether management can prevent, or detect and correct on a timely basis,
potential material errors in the completeness and accuracy of the information reported in the
company’s financial statements.”
In regards to implementing the 2013 Framework, Harris suggests to senior-level financial executives:
“Think about making the transition before the auditors come in to begin their audit, because you
want to transition with sufficient time to test whether any new controls that are relevant for financial
reporting that you needed to implement have sufficient time to operate so you can conclude that
they are operating effectively; but more importantly, you should avoid having your auditors begin
their audit process under one framework and concluding it under the updated framework. In other
words, you don’t want your auditors to commence their interim testing when you are on the 1992
Framework; and then you subsequently make changes to your controls based on transitioning to the
2013 Framework which may require the auditor to retest controls or scope in new controls. That is
potentially very inefficient and could, depending on the number of changes, be more expensive than
it needed to be. The message is go ahead and make transition with two goals in mind: First, give new
controls implemented upon transition enough time to operate so that management can conclude on
effectiveness; and second, as I indicated above, make this transition before the auditors come in and
conduct their initial testing. Remember, auditors cannot tell management what internal control
framework to use – they can only audit the system of internal control that management has put in
place.”
As it relates to DMS, Harris explains the concept of ‘upstream and downstream’ and how this concept
will determine whether DMS will be in scope or out of scope of an audit. He explains, “A company
that implements a DMS still has the responsibility of ensuring that there are controls relevant to the
solution; but depending on how DMS is used, those controls may not be relevant to the audit.
“Upstream” implementations are those where DMS pulls information from the company’s trial
balance, ledgers and/or consolidation systems to generate the company’s financial information to
comply with regulatory requirements for external financial reporting, and will require the auditor to
consider the controls around DMS because the direct output now has a bearing on the audit. If that
DMS is ‘downstream’, which means the company does not use DMS to compile the required
information to comply with regulatory financial reporting requirements, then the auditor has no
responsibility to evaluate controls in connection with the audit. That is not to say that DMS or the
information it produces is not important, or that management does not have an obligation to design
and implement controls over the accuracy and completeness of the information input to or produced
from DMS. Management has responsibility for such controls, but from an audit perspective, those
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controls occur downstream from the systems that produce the financially relevant information and
disclosures for purposes of regulatory financial reporting; and thus, are not part of the audit at this
time. The question the auditor will ask is how the disclosure management solution figures into the
processing of information that goes into the financial statements. If it is the principle software that
produces management’s financial statements and footnotes for SEC or other compliance
requirements, then DMS will clearly have audit implications.

Harris also shares that controls around XBRL are important. He explains, “There are two aspects to
XBRL. The first is from management’s standpoint. I absolutely strongly believe that management
should have controls around the XBRL reporting process and that those controls should be designed
to ensure management’s XBRL data is complete and accurate. The second aspect is from the
auditor’s standpoint. As of now, there is no regulatory requirement for the auditor to be involved in
the tagging process or the reporting process for XBRL. Management may certainly engage the auditor
at its discretion to test the accuracy of its interactive data as a project unrelated to the audit, but is
not required to do so. Until that requirement changes, it is not going to be an audit driven event.
Companies run a significant risk if management is not producing accurate XBRL information. For
example, an analyst using inaccurate XBRL information may draw wrong conclusions about a
company’s financial position or results of operations. This, in turn, could damage a company’s
reputation which, in a competitive marketplace, could have serious implications. This potential
scenario once again underscores the importance of management implementing effective internal
control over its interactive data process.”
Regarding public companies not adopting the new framework in a timely manner, Harris states “I
would encourage financial executives of public companies who are thinking about not transitioning to
the new framework to consider what management’s response would be to a possible comment letter
from the SEC as to how its use of a superseded framework satisfies the SEC’s criteria for selecting an
internal control framework. There really is no bright line when the SEC will begin to question
companies that stay on the 1992 framework, but the SEC has stated publicly that it will monitor
transition.”
Jeff Getz and Sandra Herrygers, Partners at Deloitte & Touche LLP
Both Jeff Getz and Sandra Herrygers believe that the impact of implementing the 2013 COSO
Framework in the context of reporting on Internal Control over Financial Reporting (ICFR) depends on
where a company’s ICFR is today. Getz explains, “Companies may need to consider the seventeen

Page 26

IMPACT OF THE 2013 COSO FRAMEWORK- THOUGHT LEADER VIEWS

June 2014

explicit principles that underlay the existing five components from the 1992 Framework. These
seventeen principles are significant because the 2013 Framework requires them to be present and
functioning for the company to get a passing grade.” Herrygers agrees and adds, “Whether there are
gaps to be addressed may vary depending on how well a company constructed and maintained its
ICFR under the old Framework.”
Getz and Herrygers highlighted a few of the more significant content enhancements in the 2013
COSO Framework. “There is a new focus on the risk assessment component,” Getz states, “which is
key, because if your risk assessment is inadequate, then you likely have deficiencies in your controls.
In particular, fraud risk assessment is called out as a separate principle in the new Framework, but
wasn’t as prominent in the 1992 Framework. Another risk assessment principle present relates to the
timely assessment of risks that may affect the business and ICFR; for example, an acquisition, a
system implementation, or changes in key personnel.”
Herrygers comments, “These principles may require companies to improve documentation and
controls, although many larger companies may have already been focusing on fraud risk
assessments.” Getz enforces the notion that companies really cannot spend enough time thinking
about fraud. “Fraud was the primary driver for the requirement to report on ICFR under SarbanesOxley,” he says, “and fraudulent financial reporting still continues to occur today.”
Getz points out that a second significant area of focus in the new COSO Framework is information
technology (IT). “The IT context in the 1992 Framework was light,” he says, “so much so that
management looked to other frameworks, such as COBIT 9, for considerations.” Herrygers adds,
“COBIT had a SOX for COBIT10 guide, which many companies and auditors leveraged for IT concepts.
The new COSO Framework embedded many of the same concepts. So even though there is additional
content related to IT in the new COSO Framework, it may not be an area of significant change for
companies that have already included those controls in their ICFR program.”
Getz emphasizes that the 2013 Framework includes significant changes related to the use of OSPs.
“The use of external service providers is more common today, so COSO provided explicit content
related to OSPs in 12 of the 17 principles. The underlying idea is that an entity’s responsibility for
controls extends to the activities performed on their behalf by OSPs. Therefore, a company should
understand the OSP’s activities and processes to be able to analyze the risks and help ensure that the
9

Control Objectives for Information and related Technology (COBIT®), developed by ISACA®.

10

http://www.isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/IT-Control-Objectives-for-Sarbanes-Oxley-2nd-Edition.aspx
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appropriate controls are in place regarding those activities–whether performed by the OSP or by the
company,” he says.
“Since a deficiency in an OSP’s controls may be indicative of a deficiency in the company’s controls,”
he states, “management should not depend solely on receiving a Statement on Standards for
Attestation Engagements No. 16, Reporting on Controls at a Service Organization, (SSAE 16) report
later in the year. Instead, companies should be proactively monitoring their OSPs throughout the year
to make sure there are no surprises at the last minute.”
“However, the extent of certain OSP monitoring depends on how significant the OSP’s activities are to
the company; for example, only outsourcing processing payroll versus outsourcing entire IT systems,”
Getz states. “Similarly, when a company engages a new OSP, the risk assessment should help analyze
whether this new relationship poses a higher risk. If it does pose a higher risk, companies should
consider what additional activities should be implemented to more proactively monitor the OSP’s
performance,” he says. Herrygers expands on the use of OSPs, “There wasn’t much content on OSPs
in the 1992 Framework, and some companies focused on getting service auditor’s reports related to
the control activities in place at the OSPs. Today, however, there is much more context in the 2013
Framework related to the other components—well beyond the control activity component to the
OSP.”
“Some of these considerations may be satisfied through a service auditor report, but there are others
that require more specific monitoring from the company,” Herrygers says. “As an example, one of the
points in the 2013 Framework related to the fraud risk assessment principle is that a company should
consider the risk of fraud related to outsourced activities as a part of their fraud risk assessment. This
assessment should be done by the company—it is not something that the company will look for in a
service auditor’s report. So, it is really important that companies go through the various consideration
points in each of the components and consider how to address them— whether through monitoring
activities by the user organization or through a service auditor’s report on the OSP,” Herrygers
concludes.
“Lastly, the quality and reliability of the information that management uses in their ICFR may be
much more explicit, which may be in direct response to the evolution of how information is used in
ICFR. Information today comes in a number of forms, but two most typical are IT system generated
information, which is typically subject to the IT controls, and other ad-hoc data and reports outside of
the IT systems, (e.g., data warehouses, Excel spreadsheets and query tools) which have a higher risk
of error. How does the company ensure that the information is reliable?” Getz asks.
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Herrygers recommends that companies perform a ‘gap assessment’ by mapping their current controls
to the seventeen principles, and by considering the points of focus for each principle, to identify
potential gaps. She explains, “In some cases, the principles are more specific and prescriptive about
what companies need to have in place to demonstrate that they have addressed a principle.
Performing the gap assessment may help companies:
1) Identify the need to scope in other already existing controls; i.e., the company identifies a
gap, but has other existing controls that were not assessed under the prior Framework;
2) Enhance existing controls, i.e., a company might have a control in place related to the
principle, but it may not address all the specific attributes that are relevant and, thus, may
need to be enhanced; and
3) Design and implement new controls to achieve the principle.
Both Getz and Herrygers recommend companies focus their energies on the areas where there is new
or enhanced content in the 2013 Framework. “We do not anticipate a situation where a majority of
companies have a gap in a principle, as gaps are expected to be very company-specific based on their
circumstances. For example, companies that make extensive use of OSPs may find some gaps related
to controls over their portfolio of OSPs, while other companies, particularly the mid- to smaller-sized
companies, may find some tidying up to do with delegation of authority, or assessing and monitoring
the competence of the groups that are preparing the financial statements and applying GAAP. We
suggest companies also look closely at the common areas of material weakness and/or fraud, and as
they are looking at the new Framework, focus on those areas and make sure the controls are
appropriate. So regardless of your view of the potential impact of the new Framework…this is an
opportunity for management to take a ‘fresh look’ and challenge, in the spirit of a new Framework,
whether they have the right controls place.”
Getz and Herrygers identified principles that they believe may be particularly challenging for many
companies. For example, principle number five, which deals with establishing accountability for
internal control; principle twelve, which deals with establishing expectations for performing controls
which the Framework links to maintaining internal control policy and procedures. Getz suggests,
“Many organizations may not have been maintaining policies and procedures to achieve the principle,
which may be a gap. Principles five and twelve work in tandem, and management needs to establish
policies and procedures for its employees and then hold them accountable for those responsibilities.”
Herrygers points out that her preferred principles are no. 11 Selecting and developing general
controls over technology, and no. 13, Use of relevant information to support the functioning of
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internal control. While many companies have general IT controls in place today, there is opportunity
to improve the linkage between financial statement risk and the automated controls and information
used in business controls to address risks. There is also opportunity for companies to improve the use
of access controls to help segregate duties related to business transaction processing, which helps
mitigate the opportunity for fraud.
Getz and Herrygers agree that the 2013 Framework is a great tool for management to use to take a
fresh look at their entity level controls and at their process level and IT controls as well. The new
COSO Framework gives companies the opportunity to look a little closer at the controls currently in
place and determine whether they are really addressing their financial reporting risks.
Chris Jeffrey, CPA, Partner, Risk and Internal Audit Consulting Services practice at Baker Tilly
Chris Jeffrey believes that the new framework is a great improvement over the 1992 Framework,
“…mainly because the 1992 framework was quite nebulous and left a lot to interpretation. While the
new framework is still intended to be principles based, the addition of the 17 principles with the
points of focus underneath that, provide actionable steps that a company can take to implement their
controls framework to get a better understanding. At the end of the day, it is going to be highly
useful for companies that plan to implement their framework from the ground up to use the
compendium of examples and get a better understanding what the principles and points of focus are
driving at.”
Jeffrey also believes that companies should consider the implementation of this framework as an
opportunity for improvement rather than just a mapping exercise. He says, “For companies that
already have a formal internal control framework in place, such as those companies that are already
compliant with Sarbanes Oxley, there will be some mapping, but if they only consider this as a
mapping or compliance exercise, they are missing an opportunity to take a look at their control
environment to make some value-added changes based on the new framework. This new framework
is very dynamic.”
It seems that the COSO framework is ‘catching up’ with companies that are already SOX compliant,
Jeffrey explains, “…as I reviewed the points of focus and more detail in the compendium, COSO calls
our certain items such as outside service providers, risk assessment and information technology, but
overall it seems that COSO is catching up with companies that already have a robust control
environment in place since SOX has been in place for over ten years.”
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In regards to complying with the 2013 Framework on the date of transition, Jeffrey states, “The SEC is
very clear that you don’t have to use the COSO framework to comply with SOX; but, practically
speaking, most companies do use the COSO framework. Regardless, its implementation will be
heavily monitored by most company’s external auditors. Since I am on the advisory side of the firm,
my team is working closely with our client’s external auditors. Therefore, I know they will be looking
at whether a company has actually done enough work around the implementation of the new
framework. Since this is not intended to be a ‘check the box’ exercise for companies, external
auditors are looking to ensure companies are taking this seriously.”
Of the five COSO components, Jeffrey believes there will be a lot of focus within the control activities
and monitoring sections. He says “…the real work will be for companies to look at their controls
framework, understand where the new principles are and make sure that they are covered. So the
value of the new framework to a company comes in understanding where they have gaps, and
conversely, understanding areas where they might be ‘over controlled’ and trying to reconfigure their
control framework based on their assessment.” In regards to the level of work companies need to do
to become compliant with the new framework, Jeffrey shares, “…. Since most companies that are SOX
compliant are already dealing with risk assessment, IT and outside service provider controls, the
transition will be to ensure that a company has the principles covered within those areas. For
instance, there could be more work in around outside IT service providers. For example, “…we were
working for a client that outsourced an IT function, and they chose to outsource to an IT service
provider that did not have a SOC 1 report in place – we helped that company put mitigating controls
in place that ultimately addressed the new COSO principles. However it wasn’t a simple task. The
framework is clear that companies need to do their diligence around selecting an outside service
provider and to make sure they select the right outside service providers that have appropriate
controls in place, especially if the company needs to be SOX compliant. If an OSP does not have
appropriate controls and cannot demonstrate the operation of those controls (such as in a SOC 1
report), I would recommend to my client not to use that OSP. ”
For non-SEC registrants, Jeffrey states “…auditors will continue to look at their client’s control
environments to comply with the AICPA’s ’risk assessment standards‘. However, if an auditor chooses
to rely on the controls of their client to reduce their substantive testing they may be more inclined to
do so if the new COSO framework was in place. If non-SEC registrants do comply with the new COSO
framework and do go through the transition process, they may have a better argument to push their
auditors to rely on their controls, which could result in a reduction in audit fees.”
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For SEC registrants, Jeffrey explains “…auditors will take a good hard look at what a company’s efforts
were over the company’s implementation period to ensure that the company has gone through a
robust exercise to implement the new COSO framework. I don’t see that auditors will select one area
in particular to focus on; all of the principles will need to be covered. It will be helpful for companies
to create or use a tool to assist with their transition, as this can be used evidence to auditors that a
robust implementation has been completed.”
Management:
J. Stephen McNally, Finance Director, Campbell Soup Company
As IMA’s11 representative on the COSO Internal Control Framework Refresh Project Advisory Council
and author of The 2013 COSO Framework & SOX Compliance: One Approach to an Effective
Transition12, J. Stephen McNally suggests that companies need to begin by “…educating the core
team on the 2013 Framework…to identify how the updated edition is the same as and different from
the original … and how the updated framework will potentially impact the company’s current SOX
program. This can be done by mapping existing controls against the 2013 Framework.” He reiterates
the sentiments of COSO’s Board members, “…if a company interpreted the 1992 Framework
correctly, the new Framework will have little impact on a company’s underlying controls.
Furthermore, if there is a deficiency or gap relative to the 2013 Framework, it is likely that a company
also had a deficiency under the 1992 Framework, too. You may have interpreted the old Framework
incorrectly. ”
As it relates to gaps that could be detected, McNally suggests that it all depends on the maturity level
of the company’s processes around internal controls and explains “…companies that were mature in
their inventory control process or inventory control environment in the past should not see many
changes and/or have a hard time transitioning. With that said, the original framework was very
wordy and perhaps difficult at times understand, making it hard to extract the important nuggets of
insight.”
The new Framework provides many benefits. McNally thinks the enhancement “…will encompass key
changes that have occurred in businesses over the past 20 years, such as globalization, growing
regulatory requirements, more complex business models, including the use of outside service
providers in a much more significant way, greater reliance on technology, higher stakeholder
expectations regarding the board and the board’s oversight of risk management, identification of
11
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http://www.coso.org/documents/coso%20mcnallytransition%20article-final%20coso%20version%20proof_5-31-13.pdf
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fraudulent activities, etc.…” Also the updated framework is more user friendly, McNally continues
“…under the old Framework, the internal control principles and supporting points of focus, or key
consideration to think about, were embedded throughout, whereas in the updated Framework, the
principles have been codified and the requirements for effective internal control have been clarified.
Management now has clarity that, to conclude they have an effective system of internal control, all
seventeen principles must be present and functioning, and the five components of internal control
must all be present, functioning and operating together in an integrated manner. And now
management has additional help in making their assessment via the supporting points of focus,
which have been called out in a clear and concise way. If a company cannot say that their internal
controls, specifically the seventeen principles, are present and functioning, their system of internal
control may not be effective.”
In regards to technology, McNally explains “…the new framework recognizes that technology is now
a key part of controls going forward. Specifically, in the Control Activities component, principles no.
11 reads ‘the organization selects and develops general controls over technology to support the
achievement of objectives.’ Another perspective is how technology plays a role with the fifth
component, Monitoring Activities and explains, “During the COSO Advisory Council meetings, there
was discussion around what monitoring looks like. Initially, it seemed that monitoring activities were
heavily weighted to internal and external audits. However, technology allows us to do some real time
monitoring, through mechanisms like dash boards, comparing transaction details to predetermined
thresholds for anomalies, monitoring trends and patterns that may raise red flags, and assessing
performance via metrics. Technology overall allows for deeper and more streamlined monitoring
than in the past and allows companies to embed internal control responsibility into the fabric of their
culture, business processes and procedures, which was not as evident in the past.”
To make the transition easier, the COSO board published, as part of the overall Framework materials,
a volume entitled Illustrative Tool for Assessing Effectiveness of a System of Internal Control. McNally
states, “…COSO published this document to assist users when assessing effectiveness of internal
control, providing both illustrative templates as well as scenarios illustrating how to use these
templates. COSO also issued “Internal Controls Over Financial Reporting: A Compendium of
Approaches and Examples”, which McNally states was “…issued in conjunction with the Framework
which is considered separate but complimentary to it. It is meant to guide those who leveraged the
original Framework for external financial reporting purposes and/or others that will do so going
forward. It provides a lot of good ideas on how to leverage the Framework and what controls can
look like from a financial reporting perspective. It is a very user friendly resource, allowing you to
pinpoint what insight you are looking for versus reading the document cover-to-cover.”
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McNally shares that “…back in 2000, the easiest component to implement, document and test was
the Control Activities component. However, there were four other components in the COSO
framework and they also had to be addressed under SOX 404 requirements. The four remaining
components - Control Environment, Risk Assessment, Information & Communication, and Monitoring
Activities - are tougher to address and evidence. For example, Control Environment principle no. 1
reads ‘the organization demonstrates a commitment to integrity and ethical values’. How does a
company do this? Is there a documented code of conduct? And even if yes, how do you document
that the company is complying with the code of conduct? This is where management’s judgment and
creativity come in. Perhaps in this case, management can leverage technology. For example,
requiring employees to take an on-line course on their company’s code of conduct; and then have
them confirm that they have read and are complying with it. Leveraging the supporting points of
focus in the framework, as well as, the approaches and examples in the supporting Compendium, can
help management effectively address all five components of internal control.”
McNally’s final thoughts around the benefits of the new framework, “…besides supporting
management at public companies in meeting their SOX compliance requirements, the new
Framework can and should be leveraged throughout the organization - at the division, business unit,
and/or functional level - to mitigate risk related to the achievement of operational, reporting and
compliance objectives. The 2013 edition of COSO’s Framework can provide a common language
regarding governance, risk management and internal control.”
Keith Kawashima Managing Director, Internal Audit Services for Protiviti Inc.
Speaking from his client’s perspective, Keith Kawashima indicates ,“…the largest impact that the 2013
Framework will have on clients is in the area related to internal control over financial reporting.
Most, if not all companies state in their financial statement that they use the COSO framework to
evaluate the effectiveness of internal control over financial.”
Regarding changes in controls, Kawashima states “The 1992 Framework was solid and a good way to
evaluate controls. If you compare the two, the 2013 version gives additional guidance and more
specificity to the framework than the 1992 version. The same five components exist, but what is new
is the seventeen principles and related points of focus that now align with the components within
the framework. These nuances give users of the framework a lot more guidance around what
constitutes an effective control environment. Another significant change is that the revised
Framework makes is clear that all of the seventeen principles should be present and functioning, as
well as, operating together.”
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He explains, “The biggest gap that many of my clients have experienced is the need for additional
documentation. With the additional specificity that is contained in the new Framework, my clients
have had to update or add documentation to reflect or clarify controls that, in many instances, the
company was already performing. For example, the added guidance around entity level controls may
require more or greater clarification of the documentation of the related control activities.”
In regard to principles being present and functioning, Kawashima shares “…principles should be
evident in their own component. A good example is the COSO component of Control Environment
which has five principles defined for it. All five are required to be present and functioning. Each
principle may have a number of controls in place that help to support it. As an example that
demonstrates the fourth principle under control environment Demonstrates commitment to
competence, you would expect to see company control activities including company policies and
procedures documenting, a detailed job requisition, and the need to define specific job
responsibilities. You would also look at what the company does in recruiting, such as background
checks, a defined hiring process which may include validation of education milestones such as
transcripts or certifications, or contacting of referrals if appropriate. You would also expect to see
ongoing performance evaluations and for some positions these activities might include relevant
training or professional development.
Defining ‘present‘, would be the evaluation of whether the design of the controls is appropriate to
effectively support the specific principles and ‘functioning’ is the evaluation of whether those
controls are operating effectively. Within SOX and internal audit world, testing of the controls in place
is performed; and, if the right control activities are in place and they are operating effectively, one can
than conclude, they are present and functioning. Most of these controls are already in place for most
companies, but the new Framework gives more in depth guidance around them. The new Framework
also discusses other areas that most companies will, at a minimum, need to do more to document
existing controls and for some, may require new controls to be put in place. Common areas where
we are seeing need for additional controls or clarification and documentation of existing controls are
in areas such as entity level controls, information technology and outside service providers.”
As it relates to a company’s auditors, Kawashima notes “…what we see happening is the culmination
of a few things. First, over the last couple of years, there has been an ongoing scrutiny by the PCAOB
of the work that external audit firms perform. The PCAOB inspects some of the audits that the firm
completed, the conclusions that the firm came to and the support for those conclusions and
produces an inspection report, which highlight whether the work done by the external auditor
supports and substantiates conclusions made by the external auditor. Some of the common areas
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listed where evidence was deemed to be insufficient and would require external auditors to gather
more data to support their conclusions include reliance on work of others, management review
controls, IT controls, etc. Then, if you add to that the introduction of the revised COSO framework, it
is easy to see that the efforts for most companies and their external auditors may continue to grow
around the evaluation of internal controls over financial reporting.
Besides providing the appropriate evidence to auditors to complete audits properly, other benefits
that Kawashima is finding is that companies “…have the opportunity to rationalize controls with the
refresh and highlight those that really matter. Also, they can now reduce controls that are not as
important to organization to achieve…this is causing companies to review control by control and take
a hard look at where they all fit in…”
As part of the overall submission of financial reports, Kawashima explains “…if you didn’t have the
right controls in place in the last stage, and a defined process and supporting tools to allow for timely
and accurate submission of the company’s required information to the SEC for these various reports,
a company can potentially put themselves at risk. There continues to be a growing focus around
controls that are in place over the submission of reports, including XBRL exhibits, to the SEC, or any
other regulatory bodies for that matter. As the requests of these regulatory bodies are expanding,
controls should expand as well.”
Disclosure management solutions are also an area where controls are needed, he explains, “… this is
certainly an area where garbage in garbage out applies. If you don’t have a control around the DMS
to identify disclosure events and transition, no process in place to support those disclosures, and
monitor what you are disclosing; then, a company runs the risk of doing it incorrectly. Whether under
the old or the new revised framework, a company must have a process in place to ensure that they
are doing it right and are consistent.”
Director of Internal Audit of a Fortune 500 Insurance Company
Even though this Fortune 500 insurance Company is at the midpoint of their implementation of the
new Framework, its director of internal audit shares “…the new framework has impacted their SOX
404 guidance and identified any gaps in control documentation. We have a project plan in place to
address any gaps.” ”The gaps where solely a documentation to reflect the points of focus that is
within the new framework and an exercise to complete the documentation and assessment process
in light of how the rest of our SOX documentation works. The explicit points of focus where very
helpful in understanding the intent of the controls.”
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In relation to process, “We have a data base and standards of how those controls need to be
described and then the assessment process on top of it….to comply with SOX 404 requirements. Even
though it is a subtle distinction, the control processes themselves, are documented and understood;
it is just that additional step that we do to facilitate the SOX 404 assessment that had not been
done…which we have changed under the new Framework…” For example, the company found a
documentation gap in the Control environment space. The director explains, “…we have code of
ethics procedures in place for annual compliance for employees, under the old Framework we had
high level reference, and less rigor in our SOX 404 compliance documentation; however, under the
new Framework, we are documenting more detail in our SOX 404 compliance to clearly draw a line of
sight as to how our code of ethics procedure are meeting the COSO principles, using the points of
focus to best document it.”
The director expects the new Framework to have future benefits of applicability beyond the SOX
based compliance. He explains “…we want to use a similar approach to the framework in order to
provide additional transparency to ourselves, regulators, senior leaders, etc. on how the system of
internal controls work holistically, and giving the company a common language on internal controls.”
“So far, there has not been so many challenge around financial reporting objectives, because we are
finding that we already have the control processes and governance process in place already”, the
director explains, “it is only documentation of these process.”
Regarding outside service providers, the company is now taking a closer look at SSAE 16 reports from
OSP and identifying areas where the audit report does not cover specific control expectations, and
determining how else the OSP can evidence that for the company.
The director notes that “..In October 2013, the PCAOB issued the Staff Audit Practice Alert No. 11 Considerations for Audits of Internal Control Over Reporting13 (alert), provides some clear direction to
all the public accounting firms of the PCAOB expectations around the auditing that is performed on
certain control types. This alert includes, for instance, IT controls, management review controls, etc.
The alert is in line with the new COSO framework, but a bit more prescriptive because this is what
they will be expecting of auditors, therefore, we are using as well to update our documentation.”

13 http://pcaobus.org/Standards/QandA/10-24-2013_SAPA_11.pdf

Page 37

IMPACT OF THE 2013 COSO FRAMEWORK- THOUGHT LEADER VIEWS

June 2014

Managing Director of a Fortune 500 Technology Company
As it relates to the impact of the 2013 Framework, the managing director indicates that “Our
mapping exercise of our existing SOX risks and controls to the seventeen principles identified very few
gaps. The gaps were primarily documentation issues where we have existing controls but have not
included them in our SOX design. These were primarily entity level controls.”
It was also stated that “The principles put more structure and define better what is meant
underneath the different components. For example, the explanation of areas to consider under risk
assessment will help companies think more broadly around potential risk areas like emerging
markets, the impact of IT in their controls framework and fraud risk. The framework also requires a
stronger linkage across areas. For example, if there is an issue with an IT General Control, the
company needs to clearly examine and document the potential impact to their control activities
related to that IT area deficiency. For many companies who have been updating their risk
assessments and controls design on a fairly rigorous basis over the past ten plus years, this will be
more of a mapping exercise with some additional controls wrapped around the core design.”
Concerning the benefits that the 2013 Framework provides, “The 2013 Framework has pushed us to
evaluate our design against a deeper set of assumptions and requirements. It has reconfirmed our
guiding principles to think broadly and deeply across the business to make sure we are considering all
areas that impact the accuracy and completeness of our financial reporting and areas that present
the risk of financial fraud within the business. “Furthermore, we have other areas of our business
that operate compliance programs but leverage other frameworks (i.e., Five Elements of Compliance
and Seven Essential Elements of Compliance.) The expansion of the 2013 Framework into the
seventeen principles helps us better align our SOX system of internal controls with these other
compliance frameworks. This increases our ability to quickly identify the common elements between
our SOX program and these other compliance programs and enable these other programs to leverage
our core design as the foundation for their design.”
As for OSPs, “Currently our process is to survey our controllers and other stakeholders every year to
reconfirm where we are leveraging outside service providers for areas that impact financial reporting
and ensure that we, as a company, are receiving audit reports which address critical control
requirements, reviewing those reports for deficiencies and putting mitigating controls in place for any
deficiencies which may occur. We address risks within processes and systems our outsource providers
as if they were internal departments.”
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About RR Donnelley Financial Services
A Fortune 300 company, RR Donnelley is a global provider of financial disclosure solutions, helping
our clients efficiently meet their regulatory obligations and streamline their SEC reporting process.
With a global network of service professionals and innovative technology, RR Donnelley is uniquely
positioned to assist companies with all of their financial communications needs. RR Donnelley
provides:
 EDGAR Filing Expertise - Handling more than 130,000 SEC filings annually - 10-K, 10-Q,
DEF14A, 8-K, S-1, S-4, S-3 – more than any other filing agent
 XBRL Filing Experience - Tagging more than 35,000 SEC filings to date, including transactional
registration statements requiring XBRL
 Deal Leadership - Bringing the world’s largest financial transactions to market – IPOs, merger
acquisitions, bankruptcy/restructuring, leveraged buyout transactions
 Venue® Virtual Data Rooms- Providing secure document storage – facilitating Regulatory
Compliance activities, M&A Due Diligence, Fundraising & LP reporting, Board of Director
communications and IPOs
 ActiveDisclosure - Built around Microsoft Office® productivity tools, RR Donnelley's
comprehensive disclosure management solutions works the way you do.
 Extensive Distribution Network - Delivering content across 14 time zones, 4 continents, and
nearly 40 countries
 Financial Stability - A $10.6 billion Fortune 500 company founded in 1864

For more information, visit:

www.financial.rrd.com
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