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Preface

Welcome to Deloitte’s annual report examining trends in technology put to business use. Once again, we’ve selected ten 
topics that have the potential to impact businesses over the next 18 to 24 months. 

Developing the list of trends is an ongoing process of primary and secondary research. The process includes:
•	 Feedback	from	client	executives	on	current	and	future	priorities
•	 Input	from	Deloitte	industry	and	practice	leaders
•	 Perspectives	from	industry	and	academic	luminaries
•	 Research	from	alliance	partners,	industry	analysts,	and	competitor	positioning	
•	 Crowd-sourced	ideas	and	examples	from	our	global	network	of	practitioners

This year’s theme, Elements of postdigital, examines the convergence and controlled collision of five forces – Analytics, 
Mobile,	Social,	Cloud,	and	Cyber	–	as	businesses	move	closer	to	achieving	the	possibilities	of	the	Postdigital	EnterpriseTM,	
where	all	five	forces	are	mature,	implemented,	integrated,	and	baked-in	instead	of	bolted-on.	These	five	forces	offer	a	
new	set	of	tools	for	business,	opening	the	door	to	a	new	set	of	rules	for	operations,	performance,	and	competition.	IT	can	
deliver engagement and empowerment to business customers, both innovating and industrializing.

The	Postdigital	era,	like	the	post-industrial	era,	reflects	a	“new	normal”	for	business	and	a	new	basis	for	competition.	In	
post-industrial	times,	we	didn’t	forego	industrialization,	we	embraced	it.	The	Postdigital	era	is	similar,	but	with	digitaliza-
tion as its core. 

It’s	an	uncommon	time	to	have	five	forces	–	all	newly	emerged,	all	evolving,	all	technology-centric	–	already	impacting	
business	so	strongly.	It	is	an	opportunity	for	IT	to	deliver	extraordinary	value	via	modest	investments	on	top	of	a	strong	
legacy technology footprint.  

Our 2013 report shares ten trends grouped into two categories. Disruptors are opportunities that can create sustainable 
positive	disruption	in	IT	capabilities,	business	operations,	and	sometimes	even	business	models.	Enablers are technologies 
in	which	many	CIOs	have	already	invested	time	and	effort,	but	which	warrant	another	look	because	of	new	developments	
or	opportunities.	Enablers	may	be	more	evolutionary	than	revolutionary,	but	the	potential	is	often	there	nonetheless	to	
elevate the business game.

For	2013	we	have	also	attempted	to	personalize	our	general	Tech	Trends	article	to	include	topics	and	examples	specifically	
relevant	to	the	Consumer	Product	industry.	While	we	have	maintained	much	of	the	rich	content	contained	in	the	original	
version	of	this	article,	we’ve	specifically	included	examples	from	leading	Consumer	Products	companies	such	as		Schwan’s	
(Mobile Only and Beyond) and OfficeMax (Design as a Discipline),  and have also featured our collaboration on Big Data 
with the Grocery Manufacturers Association (GMA).  

Each	topic	also	includes	an	external	point-of-view	in	the	My Take. This year, you’ll also find a new section called Flying 
Car Future,	which	takes	a	provocative	view	into	where	the	trend	may	be	headed	in	Horizon	3	–	and	beyond.	Last	but	not	
least,	where	we	deem	applicable,	we’ve	included	our	Consumer	Products	perspective	to	share	our	industry	insight	on	the	
implications of the respective trend.

Each	of	the	2013	trends	is	relevant	today.	Each	has	significant	momentum	and	potential	to	make	an	impact.	And	each	
warrants	timely	consideration.	Forward-thinking	Consumer	Products	organizations	should	consider	developing	an	explicit	
strategy	in	each	area	–	even	if	that	strategy	is	to	wait	and	see.	But	whatever	you	do,	step	up.	Provoke	and	harvest	 
disruption. Don’t get caught unaware or unprepared.

Thank	you	for	your	interest	in	this	year’s	report.	We	welcome	your	feedback	and	questions.	To	the	many	executives	who	
have	provided	input	into	Tech	Trends	for	Consumer	Products	2013,	thank	you	for	your	time	and	insight.	We	look	forward	
to	having	more	of	the	essential	dialog	between	business	and	IT.
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At a Glance

 CIO as the Postdigital Catalyst
Catalyzing value from the elements of mobile, social, analytics, cloud  
and cyber 
CIOs	can	lead	the	move	to	tomorrow	–	reshaping	business	as	usual,	and	driving	innovation.	
They are faced with unprecedented opportunity for innovation such as the potential to enable 
Customer	Intimacy	at	scale	for	Consumer	Products	Organizations.	How	should	business	 
respond?	When	CIOs	harness	the	convergence	of	the	five	postdigital	forces,	they	can	change	 
the conversation from systems to capabilities and from technical issues to business impact.  
Plan	big,	start	small,	fail	fast,	scale	appropriately.	

 Mobile Only (and beyond) 
The enterprise potential of mobile is greater than today’s smartphone  
and tablet apps 
Mobile	should	be	top	of	mind	for	organizations.	But	don’t	limit	your	ideas	to	Mobile	First.	 
Think	Mobile Only, imagining an untethered, connected enterprise. The next wave of mobile  
may	fundamentally	reshape	operations,	businesses	and	marketplaces	–	delivering	information	 
and services to where decisions are made and transactions occur. The very definition of mobile  
is	changing	–	as	evidenced	by	our	featured	Consumer	Products	organization	that	already	
improved	customer	service	efficiency	and	quality	through	the	Mobile	Only	paradigm.

 Social Reengineering by Design
How work gets done is no longer constrained by 19th century platforms 
Businesses are no longer building technologies just to enable interaction – they are now  
engineering social platforms for specific context – platforms that can relieve rather than serve 
traditional	organizational	constraints	such	as	deep	hierarchies,	command-and-control	cultures,	
physical proximity and resource concentration. Social reengineering can fundamentally  
transform	how	work	gets	done,	but	it	isn’t	just	a	“project.”	It’s	a	strategy.	It’s	time	to	uncover	
the	opportunities	for	Consumer	Product	organizations	to	harness	the	power	of	the	crowd	to	
augment business operations through external communities.

 Design as a Discipline
Inherent, pervasive and persistent design opens the path to enterprise value 
Driven	by	consumer	experience,	intuitiveness	and	simplicity	are	moving	from	IT	aspirations	to	
enterprise	mandates.	Design	is	not	a	phase;	it’s	a	way	of	thinking.	Beyond	look	and	feel,	beyond	
user	interfaces.	Isolated	in	silos	of	user	experience	(UX),	marketing	and	product	development,	
individual design functions may be reaching their limits. What’s needed is a collaborative, 
immersive	environment	to	work	together.	Design	is	not	just	an	“IT	thing”	or	a	“marketing	thing”	
or	a	“product	engineering	thing.”	It’s	an	enterprise	thing	as	evidenced	by	our	featured	Consumer	
Products	organization		that	dramatically	improved	user	productivity	and	customer	experience.

 IPv6 (and this time we mean it)
Ubiquitous connected computing is straining the underlying foundation  
of the Internet
Internet	Protocol	is	the	foundation	of	networking,	but	we’ve	run	out	of	addressable	space	 
for addressable items. The more important it is for your business to connect with the outside 
world,	the	more	important	IPv6	is	for	your	future	–	and	the	more	urgent	this	issue	is	for	you	
today.	IP	addresses	are	woven	deep	into	applications	and	infrastructure,	and	migration	can	 
bring	challenges.	While	there’s	no	drop	dead	date	for	IPv6,	the	final	IPv4	address	blocks	have	
already	been	allocated.	Careful	and	proper	adoption	will	take	time	for	planning,	execution	 
and verification. The time to start is now.

Disruptors
Opportunities	that	can	create	sustainable	positive	disruption	in	IT	capabilities,	business	
operations, and sometimes even business models.
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 Finding the Face of Your Data 
Fuse people and technology to discover new answers in data – and new 
questions, too 
Humans	do	some	things	really	well,	while	computers	are	better	at	other	things.	It	is	this	
particular combination that enables the identification of new patterns and relationships 
across dimensions of data – structured and unstructured, internal or external, big or 
otherwise.	By	combining	human	insight	and	intuition	with	machine	number-crunching	
and	visualization,	companies	can	answer	questions	they’ve	never	answered	before.	For	
Consumer	Products	organizations,	Deloitte’s	collaboration	with	the	Grocery	Manufacturer’s	
Association is raising awareness of the business value of data visualization.

 Gamification Goes to Work 
Driving engagement by embedding gaming in day-to-day business processes 
Gamification can encourage engagement and change employee, customer and supplier 
behavior, creating new ways to meet business objectives. The goal is to recognize and 
encourage	behaviors	that	drive	performance	–	sometimes	in	unlikely	places.	This	trend	
has moved beyond hype and is already demonstrating business value. More specifically, 
Deloitte’s collaboration with the Grocery Manufacturer’s Association is exposing the 
significant	potential	for	consumer-targeted	applications	(such	as	in-store	gamification).	
 

 Reinventing the ERP Engine 
Revving up data, hardware, deployment and business model architectures  
at the core 
If	you	could	really	get	ERP	cheaper	and	faster,	what	would	you	do	differently?	Run	
materials	requirement	planning	(MRP)	many	times	each	day?	Close	the	books	in	a	matter	of	
minutes?	Optimize	delivery	routes	on-the-fly	in	response	to	new	orders,	traffic	or	customer	
preferences?	What	would	it	mean	for	business	agility,	capability	and	competitiveness?	If	
approached	with	a	focus	on	reinventing	business	capabilities,	the	evolution	of	the	ERP	
engine can yield significant competitive edge.   

 No Such Thing as Hacker-proof 
If you build it, they will hack it. How do you deal with that? 
You’ve	either	been	breached	–	or	you	soon	will	be.	Your	boss	knows	it,	your	business	
knows	it,	your	board	knows	it,	your	customers	know	it,	and	hackers	know	it.	It’s	your	job	
to	deal	with	it.	That	means	changing	the	way	you	think	about	defending	yourself.	Be	more	
proactive about the threat – and react more rapidly when breaches do occur. Detect them 
quickly,	respond,	clean	up	and	adjust	your	tactics.	Be	outward-facing,	prepared	and	ready	
in advance. Anticipate and prevent when possible, but be ready to isolate and encapsulate 
intrusions	to	minimize	impact.	It’s	better	to	lose	a	finger	than	to	lose	an	arm.	

 The Business of IT
After reengineering the rest of the business, IT’s children deserve some shoes  
Fragmented	processes	and	systems	can	prevent	IT	from	effectively	delivering	on	the	
changing	demands	of	the	business.	IT	may	need	to	transform	its	own	management	
systems	to	keep	up.	Is	this	ERP	for	IT?	Maybe	someday.	Today,	CIOs	are	crafting	solutions	
from	industry-leading	products	and	testing	business	cases	at	each	step.	And	the	potential	
benefits are worth the investment – not only in driving down costs and better managing 
risks,	but	in	positioning	IT	as	the	business	partner	in	provoking	and	harvesting	disruption	 
in	the	Postdigital	era.	 

Enablers 
Technologies	in	which	many	CIOs	have	already	invested	time	and	effort,	but	which	
warrant	another	look	because	of	new	developments	or	opportunities.
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IPv6  
(and this time we mean it)5

The backbone of the Internet is straining. 
And we’re running out of time.
Internet	Protocol	(IP)	is	how	we	connect	to	anyone	and	
anything	on	the	Internet.	Every	participating	device,	 
application, or service has a distinct address – a way to 
identify itself and communicate with other devices,  
applications,	and	services.	Today’s	IP	standard,	IPv4,	dates	
back	to	the	1970s.	It	allowed	for	4.3	billion	unique	IP	 
addresses, which was more than sufficient to meet the 
computing	demands	of	the	time.	Fast	forward	to	2013,	
with more than a billion personal computers in use1, a 
billion smartphones2, many times as many corporate 
desktops,	laptops,	network	equipment,	and	servers,	and	
a	growing	number	of	non-traditional	sensor	and	actuator	
devices, including cars, thermostats, aircraft engines,  
elevators,	and	vending	machines.	IP	addresses	have	 
become a scarce resource, already exhausted  in some 
regions:	Asia	Pacific	(APNIC)	ran	out	in	April	2011;	Europe	
(RIPE)	in	September	2012;	and	IPv4	in	North	America	 
(ARIN)	will	likely	be	fully	assigned	by	spring	20145. 

The problem has been understood for decades. The next 
generation	Internet	Protocol	(IPng),	widely	known	as	 
IPv6,	was	announced	by	the	Internet	Engineering	Task	 
Force	(IETF)	in	19956. This new standard allowed for 340  
undecillion (1036)	unique	addresses,	along	with	 
improvements	in	protocol-level	security,	routing,	and	 
network	management.	

Unfortunately,	there	has	been	little	sense	of	urgency	to	
adopt the new standard, especially for private enterprises 
and	public	sector	agencies.	Workarounds	such	as	network	
address translation (NAT), dynamic host control protocol 
(DHCP),	and	private	addressing	have	eased	the	burden	
inside many organizations – allowing each company to 
operate comfortably with its own set of private addresses 
within	its	firewalls.	U.S.	federal	government	mandates	have	
set deadlines that have passed7, setting the precedent for a 
“wait	and	see”	mentality.			

But	we’re	approaching	a	breaking	point,	fueled	by	 
growth of mobile adoption, increased pace of public  
cloud adoption, and the explosion of new end points  
with	Internet	connectivity	via	embedded	sensors	on	 
physical	objects.	This	will	likely	force	enterprises	that	 
work	with	customers	and	business	partners	via	the	public	 
Internet	to	move	to	version	6	as	their	primary	 
communication method in the next two or three years.

In	response	to	this	deadline,	you	may	be	saying,	“OK,	a	
change	is	coming,	but	I	still	have	time.”	Not	quite.	In	 
reality,	the	migration	from	IPv4	to	IPv6	may	take	years	to	
complete. The hardware impact is significant, though  
likely	this	aspect	is	the	most	mature	today.	Networking	
routers,	switches,	and	load	balancers;	servers,	desktops,	
and laptops; smartphone, tablets, and feature phones; 
printers, web servers, and storage arrays are all affected. 
And	it	doesn’t	stop	there.	The	entire	application	stack	
should be assessed – especially with the historical  
reality	of	hard-coded	network	addresses	in	code,	scripts,	
and	configuration	files.	Like	with	planning	for	Y2K,	you	
should examine, remediate, test, and promote assets  
that may have gone untouched for years. Security  
solutions	need	similar	handling.	Firewalls,	intrusion	 
detection appliances, and third party suppliers should be 
examined. Architecture and engineering policies as well  
as	network	operations	should	be	updated	to	take	 
advantage	of	IPv6	in	the	configuration	and	management	 
of capabilities. 

This	is	a	daunting	task	for	which	action	should	not	be	
deferred	much	longer.	IPv4’s	sunset	is	no	longer	a	question	
of if, but of how soon. Telecommunications, hardware and 
systems software providers, and content providers have 
been leading the way – ahead of customer and enterprise 
demand. Organizations should follow suit promptly. This 
time, we really mean it.
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History repeating itself? 
IPv6	is	anything	but	new	–	a	standard	that	was	conceived	nearly	20	years	ago.	Few	CIOs	are	unaware	of	the	issue,	but,	
outside	of	telcos	and	high-tech	providers,	it	is	rarely	high	on	corporate	IT	agendas.	The	barrage	of	priorities	assaulting	the	
CIO	is	partially	to	blame.	Budget	crunches.	IT	efficiencies.	Cost	cutting.	Pressure	from	the	business	to	expedite	cloud,	 
mobile,	and	social	adoption.	Unyielding	pressure	for	an	always-on,	incident-free	technology	footprint.	And	more.	But	
fatigue	surrounding	the	topic	is	also	partly	to	blame.	The	Internet	Engineering	Task	Force	(IETF)	has	been	pushing	for	
adoption	for	at	least	a	decade,	but	the	“smoking	gun”	to	change	behavior	has	just	now	begun	to	manifest.	

IPv6	(and	this	time	we	mean	it)

What were the challenges? What’s different in 2013?

IPv6 •	 IETF	is	somewhat	a	victim	of	its	own	prescriptive	
vision.	Instead	of	waiting	for	the	issue	to	mount,	
the	impending-though-distant	exhaustion	of	 
IPv4	addresses	spurred	a	task	force	almost	20	
years before the issue would reach climax.  
The	real	near-term	issue	has	been	diluted	by	
years of posturing, vendors attempting to  
co-opt	the	topic	with	solution	refreshes,	and	
general confusion on the impact as regional 
IP	authorities	saw	their	stockpiles	of	addresses	
exhausted	(which	happened	to	APNIC	and	RIPE),	
with little evidence of adverse effect. 

•	The	premonition	that	the	IP	sky	is	falling	is	finally	
coming true – with the combined storm of 
globalization, cloud/mobile proliferation, and the 
explosion of embedded sensors and connected 
objects.	Familiar	enterprise	workarounds	such	
as	NAT	and	DHCP	are	reaching	their	limits,	and	
many large organizations are facing years of 
effort	to	complete	safe	IPv6	deployment.	CIOs	
should	look	beyond	historical	bias	and	see	 
what	IPv6	means	to	their	business	circa	2013,	
and	how	to	mitigate	risk	of	continued	reliance	
on	IPv4.

Y2K •	 IPv6	is	sometimes	equated	to	the	fervor	around	
the	Year	2000	(Y2K).	Part	of	the	rhetoric	rings	
familiar: a potentially catastrophic issue at 
the core of our computing environments that 
requires	systematic	remediation	across	network,	
hardware,	and	software	stacks.	The	non-event	 
at the actual turn of the century is often cited  
as proof that such prognostications are nothing 
but hype. 

•	 Y2K activities were a hedge against a theoretical 
issue.	IPv6	is	a	fact-based,	cut-and-dried	problem.	
We	are	running	out	of	unique	network	addresses,	
even as the number of objects connected to the 
Internet	is	growing	exponentially.	IPv6-addressed	
devices	are	not	anticipated	to	be	able	to	talk	
freely	and	effectively	to	IPv4	infrastructure	
without	continued	workarounds.	This	will	likely	
affect almost every corporation, organization, 
and governmental agency.  
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Technology implications
Migration	to	IPv6	has	wide-reaching	implications	–	at	the	network,	server,	end-point,	and	application	levels.	Planning	has	
to	cover	the	potential	need	for	open-heart	surgery	during	the	transition,	while	supporting	ongoing	compatibility	between	
IPv4	and	the	new	protocol.		

IPv6	(and	this	time	we	mean	it)

Topic Description

Routing IPv6	features	a	fixed-length	40-byte	header.	Removal	of	options	fields	from	IPv4	limits	router	 
processing.	Fragmentation	is	only	allowed	by	the	source	and	destination	nodes.	Individual	routers	 
do	not	have	to	spend	time	processing	checksums	or	handling	extension	headers.	

Procurement New	hardware	and	software	installations	or	upgrades	should	explicitly	feature	IPv6	and	IPv4	 
compatibility.	Operating	system,	networking	hardware,	virtualization	packages,	network	and	security	
management	solutions,	and	large	commercial	applications	have	featured	dual-support	for	years.	 
Cross-compatibility	is	not	a	given	for	second-tier	providers.	IPv6	adoption	is	deemed	inevitable.	Make	
sure you’re protecting existing assets for eventual migration. 

Security IP	Security	(IPSec)	is	a	native,	mandatory	part	of	the	IPv6	protocol	–	authenticating	and	encrypting	
each	IP	packet	of	a	session.	Instead	of	relying	on	application-layer	adherence	to	secure	sockets	layers	
(SSL)	or	transport	security	layer	(TSL),	security	is	automatically	handled	by	the	protocol	itself.	IPv4	could	
accommodate	IPSec,	but	not	as	a	default	–	requiring	updates	to	the	IP	implementation	of	every	device	
along	the	communication	route.	This	is	impractical	for	internal	networks,	and	likely	impossible	for	 
traffic	covering	public	networks.	

Quality of service IPv6	includes	a	“flow	label”	field	in	the	header	to	prioritize	packets	that	need	to	arrive	at	their	 
destination	close	together	with	low	latency,	such	as	video	streaming	and	voice	over	IP.

Deployment options There are three primary deployment options: 
•	 Tunneling.	IPv6	hosts	talk	to	IPv6	infrastructure	via	an	end-to-end	tunnel	that	traverses	IPv4	 
networks,	effectively	establishing	a	tunnel	between	IPv6	endpoints.	The	IPv6	traffic	flows	are	 
encapsulated	by	a	router	with	an	IPv6	interface	inside	IPv4	packets	and	routed	through	IPv4	 
endpoints	to	the	other	endpoint,	where	an	IPv6-enabled	router	reassembles	the	IPv6	original	 
packets	and	send	them	to	the	IPv6	target.

•	Dual-stack.	Infrastructure	components	are	upgraded	to	support	both	protocols,	with	dual	IPv4	 
and	IPv6	addresses.	IPv4	users	and	clients	will	see	only	IPv4-enabled	components	and	vice	versa.	
Beyond hardware and firmware updates, critical applications should be validated to operate in  
the	dual-stack	mode.	

•	Network	Address	Translation	64	(NAT64).	Building from today’s common practice of mapping 
one	public	address	to	many	private	addresses,	NAT	can	be	used	to	translate	IPv6	traffic	to	IPv4	–	
maintaining	dependencies	on	application	layer	gateways	(ALGs)	to	correctly	monitor	and	route	
some types of traffic. 



412013 Technology Trends – Disruptors

IPv6	(and	this	time	we	mean	it)

Lessons from the frontlines
No more excuses
Before	deploying	IPv6,	we	can	learn	from	Google,	who	
began	making	the	transition	in	2008.	Their	initial	approach	
involved a small, core team of engineers who spent an  
additional	20%	over	their	regular	work	hours	for	18	months	
to	make	Google	publicly	available	over	IPv6.	But	it	wasn’t	
as	easy	as	it	seemed.	Lorezno	Collitti,	a	network	engineer	at	
Google,	said	IPv6	needs	to	be	production-quality	or	it’s	of	no	
use.8	IPv6	transition	must	be	done	properly.

Transitioning	services	over	to	IPv6	involves	more	than	just	 
a	software	and	hardware	update.	The	time	required	for	 
auditing, upgrading software, reconfiguring, and testing for 
an	IPv6	roll-out	can	take	12	months,	with	associated	costs	
likely	to	far	outweigh	the	costs	of	any	required	software	or	
hardware upgrades9.	An	effective	transition	also	requires	
management	buy-in	and	a	clear	understanding	of	its	
business	values.	For	early	adopters	like	Google,	it	required	
considerable support from external vendors who weren’t  
yet	faced	with	surging	demand	for	IPv6	support,	further	
exacerbating	IPv6’s	chicken-and-egg	problem.	Google’s	 
effort	to	deploy	IPv6	in	its	own	enterprise	network,	which	
has	been	underway	for	four	years,	was	a	larger	undertaking	
than the team had anticipated10. As of December 2011,  
the project was only half finished, though 95% of the  
company’s	engineers	have	IPv6	access	at	their	desks11.  

Vinton	Cerf,	Chief	Internet	Evangelist	at	Google	and	one	
of	the	founding	fathers	of	the	Internet,	says,	“There	are	no	
more	excuses.	You	have	to	be	able	to	run	both	IPv4	and	IPv6	
all the time, anytime, because this is not going to be turned 
off.	For	any	ISP	and	any	edge	provider,	if	you	are	not	capable	
of	running	IPv6,	you	are	not	being	noticed.	Get	going.	Get	
IPv6	running.”12

Brazil’s Silver Bullet
Silver	Spring’s	early	commitment	to	an	IPv6	standards-based	
networking	platform	has	changed	the	utility	industry’s	 
approach	to	modernizing	the	grid.	In	2006,	Silver	Spring	 
introduced	the	industry’s	first	IPv6-based	smart	grid	 
networking	platform13,	and	has	since	networked	more	 
than	11	million	homes	and	businesses	worldwide.	Raj	 
Vaswani,	Chief	Technology	Officer	at	Silver	Spring	 
Networks,	envisioned	a	networking	platform	as	the	 
foundation	for	smarter	energy	networks	of	the	future.	 
Securing	networks	and	assigning	IPv6	addresses	to	 
elements in the power grid, such as onsite customer  
meters, can allow for greater coordination, reliability, and  
efficiency of electricity delivery and use. According to 
Vaswani,	open	communications	protocols	and	standards-
based infrastructure are a founding principle at Silver 
Spring	Networks.	“Our	approach	has	been	to	build	an	open	

network	optimized	for	the	massive-scale	machine-to-
machine (M2M) communications across millions of devices 
that	are	required	for	the	next	generation	of	smart	energy	
networks,”	he	says.

In	October	2012,	Silver	Spring	introduced	a	new	smart	 
grid	offering	for	the	Brazilian	market.	Partnering	with	 
Brazil	utilities,	Silver	Spring	integrated	standards-based	
communications solutions that were tailored to Brazilian 
utilities. The upgrade has not only assisted Brazilian utilities 
to	meet	the	requirements	of	the	recently	published	Agência	
Nacional	de	Energia	Elétrica	(ANEEL)	mandate,	but	also	
established	a	networking	foundation	for	future	grid- 
modernization investments.  

Eric	Dresselhuys,	Executive	Vice	President	of	Global	
Development	of	Silver	Spring	Networks,	says,	“Leveraging	
these	great	products	on	a	highly	reliable,	IPv6	networking	
platform	will	empower	our	clients	to	meet	the	ANEEL	 
mandates while improving operational efficiency and 
revenue realization, while also delivering ever greater value 
to	all	of	their	customers.”14 With the accelerating pace of 
devices being connected online, Silver Spring is helping to 
lay	the	foundation	for	a	massive-scale	global	machine-to-
machine	network	–	starting	with	the	smart	grid.	

Not as easy as it looks
Two	years	ago,	U.S.	Federal	CIO	Vivek	Kundra	released	a	
directive	requiring	all	federal	agencies	to	transition	their	
public-facing	Web	sites	to	IPv6	by	September	30,	201215. 
But	by	November	2012,	a	snapshot	from	NIST	revealed	
that	less	than	half	of	U.S.	government	domains	were	on	
IPv616.	Among	the	early	leaders	was	the	Defense	Research	
and	Engineering	Network	(DREN).	DREN’s	chief	engineer,	
Ron	Broersma,	says	that	getting	an	early	start	was	critical	
to	keeping	transition	costs	low.	Its	transition	in	2010	was	
done	over	a	five-year	period	with	no	additional	staff.

Speaking	at	the	2012	North	American	IPv6	Summit	in	
Denver, Broersma explained that agencies should gain 
some	IPv6	operational	experience	to	prevent	mistakes	in	
implementation.	He	focused	particularly	on	the	operational	
complexity	of	a	native	dual-stack	implementation	and	the	
lack	of	IPv6/IPv4	parity	as	areas	where	important	lessons	
must	be	learned.	“The	business	case	for	DREN’s	IPv6	 
deployment	is	business	survival,”	said	Broesma,	but	the	
‘killer	app’	for	IPv6	is	the	Internet	itself.17

Kundra’s memo also established a second deadline of  
September 30, 2014, for federal agencies to upgrade 
internal client applications that communicate with public 
Internet	servers	to	use	native	IPv6.	



4242

John Curran 
President	and	CEO	
American	Registry	for	Internet	Numbers	(ARIN)

My take

When	I	talk	about	IPv6	(Internet	Protocol	version	6),	
people	often	think	“technology	niche.”	But	what	I’m	
really	talking	about	is	Internet connectivity. A company 
can choose whether or not to use wireless personal 
devices	or	move	to	virtual	machines,	but	with	IPv6,	the	
question	comes	down	to	this:	“Are	you	trying	to	reach	
everyone	on	the	Internet,	or	aren’t	you?”	

Companies	spend	significantly	to	reach	target	 
audiences	on	the	Internet.	Imagine	making	that	type	
of investment and finding out you missed the target. 
When someone lays out a proposal for a new system 
or	application,	keep	in	mind	that	the	Internet	itself	is	
changing.	If	you	don’t	include	IPv6	in	your	planning,	
your	investments	may	not	achieve	your	desired	ROI.	

Work	on	IPv6	has	been	ongoing	for	20	years,	and	the	
technology has been stable and standardized for the 
last 15 of those years. But now we’re actually running 
out	of	IPv4	addresses	globally,	which	makes	it	time	
for	IPv6	to	come	into	the	spotlight.	In	practical	terms,	
that	means	service	providers	likely	have	two	choices:	
stop	adding	new	customers,	or	invest	in	IPv6.	For	
example,	one	U.S.	telecommunications	carrier	recently	
announced	the	roll	out	of	IPv6	over	their	entire	mobile	
network.	This	was	not	for	the	love	of	new	technology,	
but	to	keep	business	growing.	When	you	build	 
applications – web, mobile, or traditional – you may 
not	know	in	advance	if	your	customers	will	connect	
with	IPv4	or	IPv6,	so	it’s	important	to	support	both	IPv4	
and	IPv6	for	your	public-facing	systems.	Make	sure	that	
IPv6	is	part	of	your	systems	development	lifecycle,	so	
that	you’re	connecting	to	the	whole	Internet,	not	just	
the	“old”	Internet.	

The	timeframe	for	investing	in	IPv6	has	already	begun.	
If	you	generally	upgrade	your	systems	every	few	years,	
then	including	IPv6	in	your	efforts	will	mean	that	
your	regular	systems	development	cycle	will	make	
your	systems	both	IPv4	and	IPv6	reachable.	Consider	
the	incremental	expense	of	upgrading	now.	If	your	
competition	is	enabling	IPv6	and	you’re	not,	it	may	well	

get to a point where they will be better able to reach 
your target customer base with greater performance 
than	customers	connecting	to	your	antiquated	IPv4-
only	systems.	In	the	next	two	or	three	years,	there	will	
likely	be	customers	that	connect	using	IPv6	only.	There	
are	already	cases	where	networks	are	predominantly	
IPv6-connected.	Some	networks	in	France,	Korea,	and	
Japan	use	IPv4	primarily	for	backwards	compatibility.	
As this trend continues, the companies that have 
planned ahead should progress smoothly, while the 
ones that haven’t may be left scrambling to catch up 
via last minute efforts. 

Y2K	and	IPv6	are	similar	in	many	ways.	But	with	Y2K,	
it was happening all at once, and there was only one 
thing to test: what happened when the date rolled 
over.	IPv6	is	being	incrementally	deployed	by	service	
providers	globally,	and	requires	that	companies	plan	
compatibility with the rest of the world by deploying 
IPv6	connectivity	for	their	systems	today.

A	big	challenge	for	companies	is	that	IPv6	is	a	parallel	
world	to	IPv4.	IPv6	works	the	same	way	and	runs	on	
the	same	equipment	as	your	current	network,	but	your	
systems	have	to	be	specifically	configured	to	speak	it	in	
addition	to	IPv4.	

I	offer	three	pieces	of	advice.	First,	if	you	receive	a	 
proposal from a team for a system that involves  
Internet	connectivity	but	doesn’t	specify	both	IPv4	 
and	IPv6,	you	haven’t	been	given	a	recipe	for	 
success. Second, don’t be afraid to experiment and 
get	some	hands-on	experience.	Turn	on	IPv6	for	some	
of your smaller applications, and be prepared to learn. 
Third, find experts and training. There are professional 
courses, consultants and advisors, and great online 
resources	available.	Make	it	a	priority	for	your	network,	
application,	and	security	staff	to	pay	attention	to	IPv6	
– both for your company and for their own careers. 
IPv6	knowledge	has	become	highly	sought	after,	and	
the time to start is already passing.

IPv6	(and	this	time	we	mean	it)
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IPv6	(and	this	time	we	mean	it)

Flying car future
We	are	20	years	into	the	legacy	of	IPv6	–	with	enterprises	
just	starting	to	pay	attention.	And	yet,	a	burning	question	
looms.	What	comes	next?	Should	CIOs	expect	an	IPv8	 
or beyond? 

Not	likely	for	the	foreseeable	future.	Addressable	space	
will almost certainly not be the driver for the next iteration. 
With	IPv6,	we	now	have	670	quadrillion	addresses	 
available	per	square	millimeter	of	the	Earth’s	surface18. 

Content,	access,	and	rights	management	are	more	likely	
factors – especially if the vision of mass digitization of  
content and the evolution of a persistent, transferable, 
non-reputable	digital	identity	takes	shape19.	With	cloud-
based storage and services, expanding digital content,  
and expectations for smooth portability of consumption  
across	a	growing	expanse	of	devices,	protocol-level	 
handling of identity, access, and entitlements could  
become a necessity. 

One reason is performance – allowing advanced  
compression and routing algorithms to logically improve 
throughput	across	the	existing	physical	network	and	fixed	
spectrum. A boon for efficiency in today’s world may 
become	a	necessity	for	next	generation	media,	as	high- 
definition video gives way to personalized, interactive  
content	and	science	fiction	standards	like	immersive	
three-dimensional	environments	or	holographs.	Another	
important reason may be that as personas are digitized, 
protection	of	identity	and	content	rights	will	likely	become	
as important as today’s protection of information assets. 
What	IPSec	standardization	is	to	IPv6,	content	and	identity	
management may be to future incarnations – creating 
mandatory,	low-level	handling	of	a	critical	building	block	for	
tomorrow’s digital age.
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Where do you start? 
With business strategies inseparable from technology, it’s 
hard to find a company that is not highly dependent on  
its	network.	This	makes	IPv6	a	broad	issue.	Each	 
company	and	agency	will	likely	have	its	own	timeline	and	
path forward, but general leading practices have evolved:  
a discovery effort of enterprise assets; planning and  
executing remediation; testing; research into regional, 
national, and industry constraints and compliance  
concerns; assessment of deployment options against  
business	strategy;	planning	and	road-mapping;	and	 
executing	an	iterative	risk-managed	roll-out.	And	 
there’s more. 

•	 Timing.	A	first	question	is	“when	do	you	start?”	While	
many	CIOs	understand	the	looming	reality	of	IPv6,	
there has not been a burning platform or hard deadline 
to drive action, especially as the need has lingered for 
decades	and	workarounds	have	been	effective.	Here	are	
some	of	the	common	reasons	that	may	spark	action:	
expansion into geographies with depleted public  
address	registries.	Uptick	in	enterprise	assets	relying	on	
4G	connectivity	(which	is	based	on	IPv6).	Growth	in	 
sensor and embedded connectivity initiatives across  
manufacturing and the extended supply chain. Tight 
interactions with governmental bodies, many of which 
are being mandated to adopt. 

	 Even	without	a	clear	forcing	function,	Gartner	estimates	
that	by	2015,	17%	of	global	Internet	users	will	use	IPv6,	
with	28%	of	new	Internet	connections	running	the	
protocol20.	Eventually	you’ll	likely	be	forced	to	migrate	 
if you want to maintain communication with your  
customers and business partners. 

	 As	mentioned	above,	many	of	your	IT	assets	will	in	some	
way	be	affected	–	making	the	move	a	potentially	high	
risk	to	core	business	operations.	By	starting	now,	you	
should	have	enough	lead-time	for	the	deliberate,	phased	
roll-out	described	above.	Waiting	could	lead	to	a	costly,	
risky	fire	drill.	

•	 Front	door.	Regardless	of	overall	timing,	the	first	step	
should	be	to	establish	an	IPv6	Internet	presence	for	
public-facing	marketing,	sales,	and	support	utilities.	 
The DMZ is a good place to start and firewalls,  
intrusion protection devices, load balancing devices,  
and management tools should be addressed. Gartner 
identifies three choices that enterprises have to  
implement	IPv6	support	in	their	public	Internet	services:	
(1)	upgrade	all	Internet-facing	systems	to	support	IPv6;	
(2)	upgrade	only	front-end	devices	and	deploy	IPv6-to-
IPv4	protocol	gateways;	or	(3)	build	a	separate,	IPv6-
only,	Internet	presence21.	Evaluate	this	targeted	 
adoption	to	gauge	readiness	of	your	network	 
operations, application operations, and security teams  
to handle a broader migration. 

•	 Business	case.	It	may	be	tempting	to	relegate	IPv6	to	 
a	plumbing	play.	To	be	fair,	users	won’t	likely	see	an	 
immediate and tangible difference in their lives.  
Unlike	mobile,	social,	or	analytics	adoption,	much	of	the	
impact is behind the scenes. Yet, effective migration can 
help protect critical infrastructure on which the business 
is	dependent.	Network	management	and	routing	 
efficiencies	can	also	be	expected.	In	addition,	the	 
protocol can natively handle certain security  
procedures, allowing individual security services such 
as	IPsec	to	be	phased	out	–	though	only	when	IPv4	
has	been	completely	retired.	Explore	these	cost	and	
management efficiencies to create a business case that 
is more compelling than fear, uncertainty, and doubt.  
Or bundle the infrastructure readiness with a broader  
mobile	enablement	or	digital	backbone	effort	–	 
balancing the allure of new business capabilities and 
technology-based	innovation	with	the	critical	(but	 
perhaps uninspiring) infrastructure retooling. 
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Bottom line
As	connected	computing	has	become	a	ubiquitous	part	of	business	and	leisure,	part	of	the	Internet	 
foundation is faltering. Internet Protocol has become a universal address scheme for networking, but  
we’ve run out of new addressable space. With the explosion of mobile devices – especially with asset 
intelligence	and	machine-to-machine	embedded	connectivity	in	literally	everything	–	unique	IP	addresses	
are becoming a scarce resource. The implications are many. Constraints on innovation, unwieldy network 
management, and security concerns, such as the deployment of v6/v4 bridges in Asia that strip identity  
and allow for true anonymity. The IPv6 standard has existed for decades, but we’re at a point of finally  
having to take the issue seriously. 

IPv6	is	a	bit	like	Y2K	–	with	an	ironic	twist.	A	looming-but-unknown	deadline,	but	where	the	 
repercussions of no action are precise and potentially catastrophic. Each piece of the migration is  
manageable. It’s the scope that is complex, as every piece of your IT footprint is potentially affected.  
Organizations that start now will likely have time to take a measured approach, limiting risk without  
dominating the entire IT agenda. Those that wait may be forced to scramble – or get left unconnected. 

IPv6	(and	this	time	we	mean	it)
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Conclusion
Faithful	readers	of	our	Tech	Trends	reports	will	find	
some familiar topics in these pages. The postdigital 
forces have seen extraordinary attention in the past 
four years – and each is still in the early stages of 
adoption.	The	book	on	how	each	can	fundamentally	
reshape business is still being written.

Although the topics are familiar, the underlying trends 
continue	to	evolve	at	an	astounding	pace.	Take	mobile,	
for	example.	In	2010	the	story	was	about	ubiquitous	
connectivity	and	device	(i.e.,	smartphone)	advances.	In	
2011,	the	focus	was	on	the	“app”	–	and	the	advent	of	
the	tablet.	In	2012,	we	covered	enterprise	implications	
for prioritization of opportunities, as well as the 
operational realities of governing, managing, and 
delivering mobile solutions. And now in 2013, we consider 
mobile’s place as an utmost strategic priority. The very 
notion	of	“devices”	is	exploding	into	near-ubiquitous	
connectivity of many physical objects. The fundamental 
element of mobile still applies – the innovative idea of 
removing limitations based on physical location, and 
of a truly untethered enterprise. But the supporting 
nuance	and	details	are	moving	at	a	rapid	clip,	making	it	
paramount	for	IT	executives	to	keep	pace	with	change.		

Postdigital’s	potential	can	spur	both	offensive	and	
defensive responses. On one side lies opportunity 
for innovation. On the other, the existential threat 
of	disruption.	Every	industry	may	be	affected	by	
the	underlying	digital	forces.	Every	market	may	
be reshaped by their controlled collision.   

Who	will	lead	the	charge?	The	reports	of	IT’s	demise	
may be exaggerated, but there is often truth behind 
the	rhetoric.	How	will	CIOs	reimagine	their	roles	in	
business	strategy?	What	will	the	corresponding	IT	
department	look	like?	One	thing	is	for	certain:	the	
elements of postdigital will play a foundational role.   

We	close	this	year’s	report	with	the	familiar	quote	
from	futurist	William	Gibson:	“The	future	is	already	
here…it	is	just	not	evenly	distributed.”	Our	hope	is	
that the Tech Trends reports will help you discover 
the elements of postdigital in your enterprise.
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