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Mike Kearney: Welcome to Resilient. My
name is Mike Kearney, Risk & Financial
Advisory CMO. As you’ve been hearing in the
Confronting the COVID-19 Crisis series, leaders
are dealing with a number of challenges. We’ve
heard from a lot of these leaders who are
seeing the possibly accelerating technology
adoption and creating innovative ways to
tackle everything that is coming at them. And
I have to say—and this is the benefit of doing
this—I am truly inspired by these leaders and
their stories. It really . . . If you think about
it, it’s a testament that we, as humans, are
remarkably resilient. There is an abundance
of learning from my guests. It’s why I actually
have hope for the future. That’s one of the

themes that’s just coming out in these
conversations, as we all look to what thriving
in the next normal really means. It’s clear
that resiliency, innovation, and ingenuity are
at the cornerstone.
That’s why this series is so very important
to me. We go deep on issues keeping many
leaders up at night. And in this episode, we’ll
investigate fraud, waste, and abuse. Like
the pun? So how is fraud popping up? What
can leaders do to create more controls and
signals in their organizations to root it out?
How is technology driving more innovation
in how we combat this issue? And when
it all goes away, how do resilient leaders

go forward? I’m joined by Don Fancher,
US national and global leader for Deloitte
Forensic. He has over 25 years of experience
working with leaders across organizations
to systematically root out fraud, waste, and
abuse. Let’s hear what he has to say.
Don, welcome to Resilient. I think we’re in
. . . I don’t know if it’s like week 13 or 14 of
the pandemic or the crisis, but one of the
things that I have found through . . . I think
it’s about 20 different interviews that we’ve
conducted to date is a throughline of hope.
There’s real optimism about the future, even
though things have been so difficult. So
I’ve really enjoyed starting out all of these
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conversations with the simple question of,
what gives you hope? Don, what gives you
hope in this time?
Don Fancher: Mike, when you’re in a time
like this, you can go one of two ways. And
the best way is to certainly look for the
positives, and hope is a great way to think
about that. When I think about where we
are and the way we’ve had to change and
adjust our lives, that concept of connectivity
is one that still resonates so much. And in
some ways, we’ve actually become more
connected the further apart we’ve had to
be. And I think about . . . Just the way that
I’ve interacted with our people, the way I’ve
interacted with the many corporations that
I work with, and the desire for people to get
together to connect through different forms
is stronger than I’ve ever seen it. And my
hope is, we can continue that connectivity
and find ways to enhance that once we
begin to emerge from the current situation
we’re in and not lose the value of what we’ve
created with these different forms and, in
some ways, enhanced forms. You’re never
going to replace the ability to sit across the
table from someone or share a meal with
someone. But if you can enhance beyond
that with the technology that we’ve used
and just the reality that we desire and
need that connectivity, I think that will be a
positive outcome.
Mike Kearney: Yeah, I couldn’t agree more.
I mean, I do desire the day where I could get
back in an office, see somebody, and talk
to them. But you know, a lot of our work is
done virtually. A lot of everybody’s work is
done virtually. And when you’re on the other
line just to have a telephone call, you’re not
really connecting on a deeper level. And I
agree with you: The fact that I could look at
somebody and have a real conversation—
and one of the benefits is they’re likely not
multitasking; that’s also a nice thing—you’re
actually more engaged in the conversation.
Don Fancher: That’s so funny you say that.
My wife tells me all the time, I’m a terrible
multitasker, and while I hate to admit it, she’s
absolutely right. And yes, with the advent
of video technologies being more and more
prevalent, that takes that away, which is a
really good thing. It forces us all to focus a
little bit more.

Mike Kearney: Well, let’s start with the
meat of the conversation, and we’re here
to talk about fraud, waste, and abuse. And
I’d love to just start with, how has COVID-19
actually increased the risk of fraud, waste,
and abuse?
Don Fancher: Well, it’s done so in a variety
of ways. I’ll actually start, Mike, with some
interesting thoughts from a recent webcast
that I actually hosted with some other
experts in this field. One of the things . .
. When we do these webcasts, we tend
to do polling questions, and we ask our
participants various questions. Most of the
participants in this webcast—and there
were thousands of them—are from some
form of compliance or risk or legal. And we
just asked, “What kind of expectations do
you have as a result of COVID-19 for the
impact on fraud, waste, and abuse?” And
not surprisingly, about 70 percent of the
people on the webcast believe that there
will be fraud perpetrated in their company
or in their organization beyond what they
otherwise would have seen. And it’s just
indicative of the challenges we’re facing.
So let’s walk through some of that. The first
thing I would say is government funding.
When you have as much money flooding
into the system as we have right now, it’s
a perfect storm for some level of fraud
or financial crime, because people see
money—and most of us, we see it as a need,
we see it as something to fulfill a gap that
perhaps we have, but we do it in the right
way, and we follow the rules—unfortunately,
there are a set of individuals that see it
differently. They see it as an opportunity
to profit in an inappropriate way. And so,
whether it’s in the United States, the CARES
Act funding, or if you’re looking in Europe
and other countries, the various stimulus
funding that’s come to organizations there,
you have people fraudulently indicating a
need, a need they don’t really have. They’re
taking money from a government that
ultimately should be made available to
somebody who really does need it. You’re
going to see that, certainly, in supply chains.
Supply chain is a big area where there’s risk
for fraud, and there’s some obvious ones
that people can think about. You know, you
think about PPE, the big need for personal
protective equipment, and the health care
industry and supply chains are disrupted.

So I used to get all of my masks from a
distributor. All of a sudden, that distributor
doesn’t have any more masks. I’ve got to
go find somewhere else to get these masks
or to get that ventilator. And so all of a
sudden, people are going to pop up saying,
“Absolutely, I have masks, and we’ve already
seen this, and it’s been reported.” They really
don’t have any masks, but they’re asking
for money up front in order to make the
delivery money gets put into their account.
All of a sudden, they disappear. You never
hear from them again. So supply chains are
another big area where we can see risk.
Those are kind of external forces, if you
will, Mike. What I would say also has to be
really apparent to everyone is the internal
risks of lack of attention. For example,
just our controls systems are weakened,
because we do have everybody working
remotely. We don’t have the ability to stay
on top of people’s activities as easily as
we did when they were inside the office,
those checks and balances that we created
through our normal compliance processes.
All of a sudden, they’re so much harder
to implement when everybody is remote,
you’re not seeing someone face to face.
And so weaker potential internal controls is
a big risk, and so those are all challenges.
We can talk as we kind of go through
this . . . ways, obviously, that people can
deal with these, but it’s very apparent that
by taking the eye off the ball and everybody
focusing on all the other concerns and risks
that they have internal controls, other
risk aversion methods can kind of get
forgotten about.
Mike Kearney: So it’s almost, in some
respects, the perfect storm: The money’s
there, the opportunity’s there, people are
working differently. I’d be curious. And
you’ve mentioned this a bit, but is there any
deeper insight on coming to human nature
in a circumstance like this? I’m sure you guys
have done a lot of research— when there
is opportunity, the humans will jump into
it—but is there anything more to kind of
share on that, and maybe even some things
that organizations, chief compliance officers,
others should be just paying attention to?
Don Fancher: Well, yeah. Misbehavior
is certainly exacerbated, and sometimes
2
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it’s because people see opportunity, but
frankly, Mike, as you know, a lot of times
it’s just because people are now all of a
sudden at a greater level of risk than they’ve
been before. So some of it can be internally
driven: I’m in fear of losing my job, my job
is about making sure I deliver results to
my organization, I can’t lose my job, and
everybody is losing their job right now. You
know, for a period of time, I think I’m going
to manipulate the financial statements of
my division or my group or whatever I need
to do, because I need things to look really,
really good, because, boy, I can’t lose this
job. And so personal pressures like that
really can impact this. I’ve been doing this
for almost 30 years, and I remember sitting
across from CFOs, divisional CFOs—and
this is not obviously COVID-related—but
you begin to interview them, and you begin
to ask them questions about how they
perpetrated the fraud. Sometimes the intent
is just there: They’re a bad apple, and they
saw an opportunity, they went and took
advantage of it. So often, there are personal
financial pressures or risks to their ability to
provide for their family that drive this. And
at the end of the day, they always had an
intent, they will tell you, to reverse what they
did. “I only intended to do it for this quarter,
but then after the second quarter, things
weren’t any better, and I had to extend that
a little bit further,” and then they get into a
trap, and they can’t get out of it. So there’s
a lot of risks of just behavior being driven
by fear, being driven by uncertainty. And
goodness knows, we have that right now
with this environment.
Mike Kearney: I think one of the areas,
Don, that is very near and dear to you is
trust. Can you talk about how these acts of
fraud impact the brand of an organization
beyond just maybe the superficial? If
something were to happen, what does that
do to the brand? What does it do to trust
with all of the different stakeholders that
you have?
Don Fancher: Well, when you think about
the environment we’re in right now, trust is
of utmost importance, and it’s important
really to consumers, it’s important to
employees for all the obvious reasons, but
it’s also important to your regulators. It’s

important to your board, your shareholders.
So being able to look across the landscape
of your organization and assess how you
react to situations will impact your brand.
And trust is really, really important. What
I would say . . . The biggest concern really
can be in those areas where you, as an
organization, are not able to deliver to
whomever your stakeholder is because
someone else has perpetrated a fraud
against you. It could be at that fraud that
you’re kind of going back to the supply
chain situation. You have customers, you
have people that are relying upon you to
provide certain supplies, certain pieces
of equipment, and it doesn’t really matter
whether you’re in the health care industry,
and it’s that ventilator that obviously is of
utmost importance right now, but it’s also
if you’re in the energy industry, or you’re
in manufacturing and you’ve got cars you
have to deliver, you have a computer you
have to deliver. If you’re not able to provide
that to your customers, that’s an impact
on trust. And while for a period of time,
people may understand that because of this
environment, those expectations are going
to change pretty rapidly, because you’re a
big organization. I trust and rely on you. If
you can’t get this delivered to me, then I’m
going to have to go find somebody else who
can, and if that someone else has done a
better job of managing their supply chain
and ensuring that they don’t have enhanced
risk because of some level of fraud or just
waste, abuse, inability to provide, then
obviously that’s a detractor to the brand
value of the organization that can’t put the
right controls in place or quickly correct and
remediate those situations.
From a financial and a bribery perspective,
people want to believe that and have trust
in the organizations that they interact with,
that they buy from, that they do things
above board. And in this day and age, where
environmental and social governance issues
are so much more important than ever
before, we’ve really seen that heightened.
And so the trust and the ability to ensure
that you’re not only delivering quality
products or you’re not only delivering quality
services, but you’re delivering them in a way
that is trustworthy and that everybody in
your enterprise is doing it the right way, is

hugely important. If you’re found to have
violated the Foreign Corrupt Practices Act
because you bribed government officials in
order to try to enhance the level of ability to
provide those, that gets known to the public,
you pay a big fine, people take that seriously.
They pay attention to that. And so if you
don’t have the right controls in place, you’re
running the risk that it’s going to impact your
brand and really distract the management
of the organization. And that can then just
further erode your ability to adequately
and appropriately provide your services,
products, or whatever it may be. It’s an
ongoing process that’s really hard to dig out
of. And that’s why up-front compliance and
putting all the right processes in place to try
to mitigate that risk, especially now in this
environment, is so important.
Mike Kearney: Well, it’s interesting,
because I’m almost seeing kind of this web.
You’ve got the web of the fact that you
actually are now, and probably have been
for quite some time, accountable for the
nefarious acts of your third parties.
But then on the flip side, you’re talking about
. . . Really, trust is about a vast ecosystem of
stakeholders and really understanding what
their expectations of you are. And so there’s
this . . . You’ve got to manage your third
parties. You’ve got to make sure that
they’re trustworthy themselves. But then
on the flip side, your trust is based on
numerous stakeholders that come into
play. So very challenging to manage all of
this, I would imagine.
Don Fancher: Well, it is. And one of the
interesting things, too, is, when you look at
some of the research out there and surveys
that are performed, transparency is one
of the highest impactors of trust. And that
really makes sense, as the ability to be able
to share and provide data that helps your
customers, in whatever form they may be, to
see the way and the methodologies and the
interactions you have with others, and how
that ultimately derives itself in the products
or solutions, is really, really important. That
transparency can take a lot of different
forms. You would think product quality—
and actually, when you survey individuals,
quality tends to come out higher—but when
you really look at the way that individuals
3
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react, and you study that analytically, you
find this transparency issue and, ultimately,
just a faith that you’re doing things the right
way. You’re not using sweatshops that are
propping up your supply chain and reducing
your costs and the like. You’re using
sustainable models and methodologies
to manufacture or whatever. Those are all
components of transparency. And it really
matters in today’s day and age.
Mike Kearney: Don, do you think there’s
an increase in transparency over the last
several years? Because I think, intuitively,
this makes all the sense in the world, but
you oftentimes see organizations hold
back on being transparent for fear of,
you know, fill in the gap. Are you seeing
that organizations are becoming
more transparent?
Don Fancher: I don’t know that you can
look systemically across organizations and
say yes or no. And you can see examples in
the news every day of where organizations
that are depicting themselves as being very
transparent, only to find a whistleblower
that raises her or his hand and says, “Wait
a minute, this company is doing X, Y, or Z,
and that’s just not right,” and the regulators
come in. And so I think there’s a desire for
greater transparency. Without a doubt,
you’re seeing boards that are putting more
pressure, or maybe a better way to state
it is, they’re placing greater expectations
on their C-suite executives to provide that
transparency, to really put sustainability
and trust-related issues more at the center
of their agenda, and even rewarding them
as much for that as they might for financial
results. As you continue to see more and
more of that tone at the top, yes, I have no
doubt that you will see more transparency. I
can’t say that I’m seeing it across the board
as of yet. I think we still have a ways to go.
Mike Kearney: You know what, I think you
hit on it. There’s a lot of organizations that
almost hold themselves out as being kind of
open, authentic, and transparent, but then
sometimes their actions don’t follow. And to
me, that’s the most important thing: that as
soon as somebody kind of takes the hill and
says, “This is what we’re going to do, or this
is a challenge that we’ve had,” I always watch
to see what they do after that. That’s it to

me, the most important thing. Right.
Don Fancher: Well, you know, the old
saying that my mother said to me, maybe
yours said to you, is, “Trust takes years to
establish and a moment to break.”
Mike Kearney: Yeah, that’s absolutely right.
Yeah.
Don Fancher: And we’ve seen it time and
time again.
Mike Kearney: Well, let’s pivot to what
organizations can do to help prevent fraud,
especially during these crisis times. Can you
talk about how technology and analytics
play into that?
Don Fancher: Yeah, I absolutely can.
And you know, it’s interesting, Mike—we
obviously pay a lot of attention to what our
regulators say, and so I’ll start the answer
with some guidance that just came out
from the US Department of Justice earlier
this month. So USDAJ is what they call their
FCPA corporate enforcement policy. So that
is specific to bribery and corruption, but
what they recommend from a compliance
perspective, and what their new guidelines
actually expect companies to incorporate,
is really a good perspective for everybody
to take into account across their overall
compliance programs. They added a couple
of things that they have expectations of.
One is adequate compliance resources.
So do you have the right people, the right
processes in place? Are you putting the right
level of financial input to that component
of your organization? And a lot of that is
technology, and we can certainly talk about
how that technology gets used.
And then the other thing is data resources
and access. And I thought that was so
important and so interesting for the DOJ
to actually come out, because they’re
really trying to allow for better, timely, and
effective monitoring. And because we have
so much data that is now incorporated into
our daily lives, into organizations—whether
it be social media; third-party data; internal
data, which can be structured data, like
your general ledgers and your accounting
information; all this unstructured data
through emails and other components

of video and whatever it might be—you
cannot effectively manage and monitor all
of that without technology. And we’re seeing
a really significant increase in the use of
advanced analytics to better monitor and
track the transactions and the interactions
that our clients are dealing with. And it has
an amazing impact when you’re able to take
long streams of data and allow analytics
to actually help you see where there are
anomalies or where there are just strange
events. And it’s not just because you set
a rule—and this is what historically has
happened around compliance programs—
we’ve got a list of rules, and we look for any
situation where somebody didn’t follow
those rules. How do we do that? Well, we
look at sampling of transactions. We look
at sample general journals and ledger
entries. We rely upon whistleblowers to
provide us with input that says, “Hey, I think
somebody is doing something wrong over
here.” It’s getting harder and harder to rely
upon those for all the reasons I just talked
about—so much data. So when you can
build analytics that track on top of all of
these transactions, and the analytics are
able to encapsulate so much more data and,
through those algorithms, kick out all of the
indications of risk, it allows you to really and
more quickly look at those, understand what
really happened, to determine whether it’s
appropriate or whether it’s inappropriate. So
that’s even really applicable for, as we think
about COVID-19 and all the funding that
I talked about earlier, just understanding
how you’re using those dollars, and are
they being used appropriately, how your
inventory tracking is changing or adjusting
relative to historical activity, because so
much is happening so much more quickly
and differently. Being able to put technology
in place that can run through all those
transactions and pop out the risky ones for
you at a much quicker pace makes it much
easier and better to really understand how
those risks come into play. So it’s really
important to be able to put those analytics
in place and run them across the vast
amounts of data that organizations
are seeing.
Mike Kearney: Hey, Don, I’m curious,
when you’re using some of these advanced
analytics, can you also find things that you
didn’t necessarily set a rule for, but you’re
4
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able to identify through the analytics that
have been developed, meaning finding the
thing you weren’t necessarily looking for,
maybe you didn’t create a rule for, but it’s
able to identify something that you didn’t
know was even there? Is that possible?
Don Fancher: It’s absolutely possible. In
fact, when I talk about advanced analytics—
and maybe I wasn’t very clear, so let’s see,
I can kind of go through that again—the
historical process was setting a rule. And
even if you use a certain algorithm that
can check against the rules, it’s only going
to say yes or no, based upon those rules,
and whether it’s fraud or just . . . And you
mentioned this at the very beginning: Fraud,
waste, and abuse people don’t often think
of those as connected, but they really are.
Not every inappropriate transaction or
spend or whatever it might be is somebody
trying to defraud the company; sometimes
it’s just that we did a bad job of tracking
our inventory and what we needed, and we
bought too much. Well, that’s waste, that’s
wasteful spending. And if that inventory
becomes obsolete before we can use it,
then we just wasted our company money,
we impacted the financial results and our
shareholders, etc., etc. So waste . . . Some
of it’s abuse that might not be outright
fraud, but it’s wrong, and it’s bad actors still
perpetrating it. But so that’s why we talk
about fraud, waste, and abuse. In order to
more accurately understand where you
have those potential risks, there’s a couple
of different types of analytic capabilities
that really impact that. And it’s often . . . You
use them, all three. We’ll set the rules based
upon what we’ve historically seen and what
we would expect, but because things are
changing so rapidly—and boy, really right
now in this environment, with everybody
working remotely and having to do things
differently from a financial monitoring
perspective—you can use supervised
learning and unsupervised learning. So I can
describe this, supervised learning is actually
taking all of the data that you have telling
the algorithm where you expect there to
be risks. You’re not setting rules; you’re just
giving guidelines based upon historical data,
but the algorithms are able to run through
that in a way that they can minimize the
number of false positives, narrow the level

of data aggregation to those that are more
likely, still fit within the rules to a certain
extent, but also find anything that might
be outside of those rules because of the
way the algorithm can look at the data and
say, “This just doesn’t fit what I’ve seen in
historical patterns” or “When I cluster this
significant level of data here, there’s a few
outliers; you ought to go check on that.”
What’s even more valuable, sometimes, is
unsupervised learning, where you’re not
telling the model anything about the data,
but you’re giving it long streams of data, and
it can actually run through all that data. And
over time, it developed into patterns, and
then anything that doesn’t fit that pattern is
a potential area of risk.
Then individuals with expertise can go
review that anomaly and then can go back
in, and that’s the feedback loop that trains
the algorithm to say, “You know what, that
was an appropriate transaction; go ahead
and build that into your algorithm so you
don’t continue to find that in the future.” Or
“Yes, that was an inappropriate transaction.
We didn’t have a rule for it. Let’s build that
into the algorithm to find more of those.”
And so those are the advanced analytic
techniques, and you can run that on
structured data, which is, as I said before,
it’s your accounting information. It’s logicbased information. You run it against your
unstructured data, like emails and video.
And then when you put all that together,
you get that enterprise-wide view of
where your risk really exists. And it’s just
impossible to do without using advanced
analytic techniques.
Mike Kearney:I love this. Don, I’m just
kind of putting myself in the shoes of
somebody that’s listening, thinking, “Gosh,
we don’t do a whole lot of that. Where do
you start?” Like, what areas would you start?
Who do you engage with? What groups
within an organization may have primary
responsibility? And I know that’s a very
generic question, because it’s probably
different by industry, but you talked to a
lot of executives. Where do you start on
this journey?
Don Fancher: Well, one of the places you
start is by making it a priority. So I’ll get to

the parts of the organization, but—I say this
a lot, maybe too much, but I just believe it
so much—it really is a tone-at-the-top issue.
You have to have the high-level executives
recognize the risks and make a commitment
to put these programs in place, to put
the technology in place, to really make a
difference and make an impact. So to me,
it starts with the C-suite, especially the
CEO, and even the board, making this an
important component of the organization.
Mike Kearney: Okay, but I now need to
be educated. There’s probably a lot of
executives and board members that are
listening to this. They’re like, “Okay, I kind
of have heard about this a little, but I want
more.” How would you suggest they go
about educating themselves on this so that
they can kind of take that mantle and say,
“This is something we should do as
an organization?”
Don Fancher: Well, a lot of it is just reaching
out to people external to the organization,
whether it be your legal providers, because
there is a big legal aspect of this—one of
the questions you asked is, where do you
really start the legal department in an
organization?—the chief compliance or
chief risk officer, that component of the
organization. Frankly, a lot of those risks
you find in your information systems,
so your CISO or chief technology officer.
Those components of the organization, in
my mind, first of all, actually need to come
together, and they need to brainstorm on
“What data do we have, what technology
do we currently have in place, and how are
we going to better get our arms around this
and aggregate the data?” External experts
are a huge part of that. I mentioned the
external law firms to help you think about
the compliance activity, the governance
activity, that needs to be a part of it. Experts
that understand technology, consultants
and advisers that you trust to bring them in,
do wargaming scenarios, do some playbook
scenarios. We find that that helping clients
manage through the change management
of something like this is hugely important,
and using playbooks to really begin to walk
through the process that will be needed to
integrate is exceedingly important. I’ll tell
you one thing I do, Mike: read, just read. I
5
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read a ton of books. I mean, I’m a finance
and accounting guy, but I’ve spent a lot of
time reading books on analytics and artificial
intelligence, both narrow AI and general
AI. It’s a long way from now, but may be
here someday. I really can’t overstate the
value of executives just spending some
time reading really good books on analytics
and the impact to their organizations—
negative impacts as well. You know, one
of the really important things that that
has to be recognized, as great as analytics
and algorithms can be, they can be hugely
detrimental as well, because bias can get
built into the algorithms. The feedback loop
that is been created can perpetrate that
bias. And all of a sudden, you think, as an
organization, that you’re driving great data
and, you’re actually driving junk. I mean, it’s
the old garbage. It exacerbates itself when
you’ve got these advanced algorithms. So
hiring really smart people—data scientists,
data analysts, computer programmers that
understand this stuff, have been trained in
it—matching them up with your business
executives and your users. So there’s an old
component of this called “purple people” or
“purple team.”
Mike Kearney: Yeah.
Don Fancher: You may have heard of it.
It came out—there was a professor that
came up with this, I think it was maybe eight,
10 years ago—and you know, if you think
about it, a blue person is a person that
understands the business, understands the
operations; a red person is somebody that’s
got that technical acumen. The real value
comes when you bring those together. And
so you’ve got the technical components,
but also the business understanding. And I
think building those types of teams, having
the awareness and having the commitment
by the organization, with some outside help
from external advisers as well, is overall
the best way to really start undertaking
something like this.
Mike Kearney: So this isn’t necessarily a
net added cost to the business. If you do
this well, I would imagine—and I could be
completely wrong—but I would imagine
that there’s potentially some cost benefits
associated with going down those paths.

Don Fancher: There’s clearly an up-front
cost. I mean, it is an investment, and it’s an
investment that you have to be committed
to, but if you do it the right way, there’s no
doubt the long-term benefits are huge. And
some of the benefits—because we’re talking
about fraud, waste, and abuse—some of
the benefit is just reducing those. We’ve
got a client that we’ve been working with
them for a couple of years now in really
understanding their supply chain, so this is
all pre–COVID-19. But the interesting thing
is, even with the impact to their industry,
they’re not slowing down on their focus.
In fact, they’re ramping up their focus and
using analytics, because what they found
is, when they really applied these kinds of
processes to their supply chain, over 15
to 20 percent of that spend was outright
waste, abuse, and in some situations fraud.
When you can save hundreds of millions
of dollars over a large enterprise because
you put the right programs and policies in
place, the ROI is, in fact, quite significant.
That doesn’t even get to the ROI that goes
to the trust and brand issues that we talked
about earlier—maybe harder to quantify,
but definitely real—and then certainly even
the risks of regulators coming in. And if they
find those issues, you’ve got bribes and fines
and all that. So there’s a really strong ROI
here. I think the more we see organizations
implement these kinds of solutions, the
more we’ll even be able to quantify that for
them. We’re able to do some of that now,
but it absolutely has a cost and a fit at the
end of the day.
Mike Kearney: Yeah. I’d probably . . . About
five minutes ago, I took you down another
path when I asked you the question of, how
can executives learn more? I think you were
going to touch on a couple more things that
. . . If you’re at the beginning of this journey,
what should you do? Is there anything else
to consider? If you’re a leader listening to
this, and you’re like, “Yeah, this is great,” what
else should they take into consideration?
What else should they do?
Don Fancher: Well, some of it’s just simple
blocking and tackling there. You also cannot
overstate the value of just . . . kind of back
to that tone at the top, but with a tone at the
top and making sure that the people in your

organization understand how importantly
you view this as a leader, you then have to
give them the tools and empower them to
actually execute on that vision you have.
And a lot of that is just through training.
And I’ll tell you, right now, especially in
this environment, I am seeing less of that
training aspect ongoing, because there’s
so many other things happening, and
that’s a real risk to me. You’re not seeing
the virtual training or the live training.
You can’t do the live training right now, in
many situations. But that’s something that
I think every organization really needs to
look at. So I would actually encourage any
leader, because of the strange environment
we’re in right now, to take a hard look at
their anticorruption training, look at the
environment they are in, and refresh that
with the awareness that everybody’s
working from home; now we need to really
beef up our virtual training capabilities. They
need to see messaging from me as a leader
or from other leaders in the organization
that indicates how important we find these,
because we know the risks that people are
facing. We know the pressure that people
are under. We know that the bad actors
out there are increasing, the phishing
scams are enhanced, because everybody’s
working from home, and there’s more of an
opportunity to do that.
Mike Kearney: Right.
Don Fancher: So there’s a lot of just basic
blocking and tackling, Mike, that I think
can’t be forgotten. It’s fun to talk about
all the advanced analytics and the big
technology—and, yeah, those are huge and
important—but not everything has to be
that big of an effort or that big of a lift. Just
simple training and putting your policies
and procedures in place and making sure
everybody understands that, but adapting it
to a remote environment, is very important
as well.
Mike Kearney: Don, I’m guessing that
there’s been a lot of innovation around
fraud, waste, and abuse during the crisis.
Can you maybe touch on one, and then
are there any that have been accelerated
because of COVID-19? I mean, one of
the things that we’re seeing across many
6
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different industries is, COVID-19 . . . Kind of
the silver lining has been accelerating the
adoption of these things that leaders have
been trying to get done for years. They were
able to do it in two weeks versus five years.
What innovations are you seeing?
Don Fancher: It’s a couple of things. One
of the things that we’re seeing is the ability
to either perform investigations or gather
data in a way that’s much more efficient
than we’ve ever done it before. So let’s just
say you’ve got a situation—you’ve got good
monitoring and controls—and through that,
you’ve identified a situation where there is
some form of fraud or inappropriate activity.
The historical way of doing things is, bring
a team in. They show up at the person’s
office, they grab their computer, they insert
all their wires into your hard drives, or if
you’ve got a cloud, maybe they inserted
into your cloud environment. A lot of times,
it’s behind your firewall, but you’d have
legions of people showing up to do all of
this. Well, we can’t do that right now. So one
of the things that we’ve been very involved
in, and we’ve seen a lot of success, is just
rethinking the way that we image people’s
devices, rethinking the way that we connect
into data and information that’s behind a
firewall in order to get both that structured
and unstructured data that I talked about.
And I think, “Well, I know we’re going to see
that continue even after we get out of the
pandemic situation.” We’re back into the
thrive mentality, and people are able to go
into the offices. Why would you do that? If
you don’t have to, it’s more expensive, it’s
more intrusive. And so the ability to perform
those in a much more efficient manner,
that’s going to be here to stay. And in some
things we’ve been talking about, but there
just wasn’t an abject need or requirement
to do it that way, and we don’t have that
abject need, it’s harder for people to adjust
and shift. Now they’ve been forced to do
it. And so we’ve certainly seen that. You
know, another big area is in contracts. And
so when I talk about supply chain, what
is the lifeblood of any supply chain? It’s
your contracts, and understanding what
information you have in those contracts
is hugely important when you have a
disruption like we have now. And so being
able to use natural language processing

and data extraction capabilities across a
wide array of contracts . . . We’ve had the
capability to do that for several years, but
now we’re implementing that in a way that,
frankly, I haven’t seen before and being
able to take the data rapidly, ingest that
into systems that can parse it out. So force
majeure, for example. I need to understand
where I have force majeure. I know I’ve got
it in almost all my contracts, but what does
it really say? What are the requirements of
force majeure, where are my requirements,
what are the third parties’ requirements?
I’ve got thousands of contracts. It’s going
to take days and days for my attorneys to
troll through those and figure all that out.
We can do that in hours. We looked at over
10,000 contracts, and within two hours
have pulled out every single force majeure
clause, provided that in a database for the
attorneys to review, and instead of having
to pore through pages and pages of each
contract, they were able to quickly figure out
where are our risks, in conjunction with our
supply chain activities that are now being so
disrupted. So the ability to use technology
around contracts and help to understand
what information you have and what is really
important to quickly react is another area
that has absolutely been impacted to the
betterment because of COVID-19.
Mike Kearney: Oh yeah, I absolutely
have seen that already. So let me ask you
a question. So a lot of companies have
contract management systems. Do those
systems do what you just articulated, or is
there something that is done on top of it,
or is it “depends on the system?” I’m kind
of just curious: If you’re a client out there,
a company going, “We have a system,” is it
kind of turnkey, or how do you get to that
intelligence that you’re talking about?
Don Fancher: Yeah, most of the contract
management systems right now do not have
all of the pieces. They certainly have some
of the pieces, but what we still see with
contract management systems is, they may
reside all in a database, but do they have
the families of contracts adequately aligned
with one another so that you can really
only look at what matters in that contract,
as well as all of the appendices or all of the

subsequent contracts that are still related
to the prime contract. And that distribution
of data is not really very adequate to be able
to quickly and appropriately get all of the
data you need to make those decisions. NLP
is still being developed. And so oftentimes,
you have to take an outside system or an
outside technology tool and overlay that
with whatever contract management system
you have, because many CLM systems right
now don’t have adequate NLP within them
to really be able to understand what the
language is, because that’s the key around
being able to do this.
You can’t just go do a word search; you
need to be able to search on phrases, on
indications of issues, so that you ensure that
you have all of the information appropriate.
So really good NLP is very, very important.
Those are just two of the things that we’ve
seen that need to be kind of added on top.
And I think we’ll see more and more as CLM
systems get better. We’ll definitely see more
and more of those capabilities, and we’re
seeing it already where it’s being built in. But
yeah, taking those third-party tools on top
of an existing field system right now is still
oftentimes a necessity.
Mike Kearney: Got it. Alright, Don, I’ve
got three more questions, but I’m calling
this lightning round. And what that means
is, you get maybe one or two sentences to
answer them, and then we’ll close it out.
But this has been fantastic, so I appreciate
your time. So the first question is, what is
one or two things that organizations should
do to manage fraud in the current remote
environment? You probably have touched
on this, but what are the most important
things, in your opinion?
Don Fancher: I think it’s tone at the top,
making a dedication, and not taking your
eye off the ball. There are so many different
things that an executive has to pay attention
to right now. Don’t let this be one of those
that you don’t have as a priority.
Mike Kearney: And then what about
. . . How should leaders prioritize fraud
investigations during the current pandemic?
Meaning, sure, there’s, like you just said, a
lot that they could focus on, but is there any
7
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guidance that you would give in thinking
about how you prioritize or what
you prioritize?
Don Fancher: I think you prioritize it in
a couple of ways. First of all, don’t take
away from the resources. There’s a lot of
financial pressure to make sure you maintain
the right level of resources, both people,
resources, and technology resources to
continue to track and monitor. And I do think
I said it earlier, but it goes back: Take the
time to refresh your policies, your controls,
your training, and think about how you have
to do it differently in this environment. It’s
different. You’re going to have to make some
changes. Take the time and the effort to
make sure you focus on that.
Mike Kearney: Last question, and we
created this podcast about four years
ago, we called it Resilient—which I guess
is apropos, given the time—and I’d love
to connect that to fraud if I can. So the
question is, how can leaders create
resiliency against fraud? I don’t know if
you’ve thought about that, but what’s your
thoughts on that?
Don Fancher: Yeah, actually, I have. The
pressure that’s being put on organizations
now—and we saw it back in the Great
Recession in 2008–2009—there’s one or
two ways to react. You can either go down
the path of allowing it to happen to you
and not really recovering, or you can use it
as a wake-up call and recognize the value
that gets generated over time. I think this
situation . . . And my hope is, the situation
really creates more of an awareness. And
because we’re having to use technology in
so many different ways already, it’s just a
more natural tendency to drive technology
into the avoidance and the mitigation of
fraud and waste and abuse. And without
a doubt, it creates resiliency. It enhances
trust for the organization. It enhances the
capability to deliver appropriately and
positively in this environment. And as I
talked about earlier, there actually is a
positive ROI. So without a doubt, resilience
can come from all this. And that’s a great
hope that I have.

Mike Kearney: It’s interesting, because it’s
almost like the current conditions that we’re
operating under couldn’t be more perfect
for making these investments. The challenge
is not an easy time to make investments,
but I think what you’re saying is, yeah, we’re
seeing it, like the benefits of it. And so the
real leaders will actually do it at this point
in time.
Don Fancher: Well, one thing to keep in
mind, too, is, you don’t have to do it all at
once. Don’t let the lack of funding and the
fact that you see this huge expense impede
your ability to at least start, because like
I said, some of these activities—training,
some of the top communication—that
doesn’t have to cost a lot, and it makes a big
impact. And then over time, if you’re unable
to drive the bigger analytics, wait until you
can get there, but at least start the process.
And listen, most organizations are doing this
all the time, but now’s the time to do it again,
do it better, and make it a priority.
Mike Kearney: Hey, Don, I know I said that
I had a last question, but you elaborated, so
now I have one last question. Sometimes,
I actually feel the presence of constraints
is where we innovate the most. Is that true
in this area as well? And I’m not suggesting
that this is not capital-intensive, and there
are not investments that you need to make,
but your point is, there is some low-hanging
fruit. There’s some things that, quite frankly,
are almost free that you can do. So are
there some of those innovations that are
encumbered by constraints that you could
make an investment in today, irrespective of
what the longer-term investments are?
Don Fancher: Yeah, there absolutely
are, Mike, and I think it does sit around
technology, and it kind of gets back to the
very opening salvo, so maybe this is a good
way to end it. It’s about that connectivity,
and it’s about using technology to create
connectivity. So one of the things that we’ve
been really fortunate to do is drive what
we call these tech-enabled investigation
labs. So it’s all around the topic we’re
talking about, but actually, when . . . And
in the past, we would go sit down in our
client’s offices, or they would come to
one of our Deloitte Greenhouses, we’d

spend an entire day walking through all
this vast array of technology-enabled
ways that you could better perform an
investigation, that you could put our
compliance programs in place. Now we’re
doing them remotely. We’re doing them
over videoconferencing, and we’re finding
they’re equally as effective, if not even
more so, because everybody’s engaged,
you’re able to get actually more people, if
that’s appropriate. And even though they’re
dispersed and distributed, the way they’re
able to interact is really positive. Again, I
hope we don’t get away from always getting
together, because there’s a lot of value,
just because we’re human beings and
that’s how we’re wired, but that’s just one
example of using innovation. We’ve had the
capability for some time. Once again, there
was no absolute desire or need to have
to implement it. Now we have to, and the
engagement has been fantastic.
Mike Kearney: It’s funny that you say that.
Back in the day when I was doing these
interviews, it was a requirement that I would
jump on an airplane and go fly to my guest.
And it limited the number of interviews I
could do. And I think since . . . March 16th, I
think, was the day we started on the COVID
series, I think we’ve done 20. There’s zero
chance I would have been able to fly to 20
different cities. There’s always a silver lining
associated with everything. And so it’s like,
“Don’t take social distancing away. I like
my life more.” That is a good way to end it,
Don, so thank you for your time. I love these
conversations, because I always learn a ton.
Hopefully, others did as well, but that was
very enlightening. So thank you.
Don Fancher: Well, thanks for having me,
Mike. It was a lot of fun for me as well, and
look forward to more in the future.
Mike Kearney: Don, thank you very much
for your time. Your wisdom, your insights,
your stories, your examples—everything,
was awesome. A few things that really
stood out to me: Tone at the top matters,
meaning it is hard to put these programs
to implement the technology if the leaders
aren’t on board. I also heard, there are some
simple things that leaders can do to educate
themselves on the impact of analytics,
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rooting out fraud, waste, and abuse. I also
heard that it doesn’t take a big investment
to get started. So even though this is a time
where the last thing organizations
are thinking about is making big
investments, there are things that you
can do to get started.
We have covered a number of topics
over the last few months, and we have an
incredible backlog of guests that we’re going
to continue to bring to you, and if you have
any challenges that you think we should
be talking about or anyone specifically that
we should be speaking with, hit me up on
LinkedIn or Twitter.
For those who have, thank you. It is
unbelievably helpful to hear from you as
we prioritize which topics we bring to you
next. For more insights across all aspects
of COVID-19, just go to deloitte.com on
our COVID page. You can also listen to
the Resilient podcast on Apple Podcasts,
SoundCloud, Stitcher, Google Play, and even
Spotify. Until next time, stay safe and
remain resilient.
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