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Cyber crime - It’s all over the news and on everybody’s
minds. That’s because cyber crime is ubiquitous, posing a
significant threat to any organization that uses technology.
Just think of the terminology that has recently become
part of our everyday lexicon: hackers, the darknet, Bitcoin,
ransomware, intellectual property, credit cards, personal
information, malvertising, breaches, persistent threats,
Internet of Things, emerging threats, and cloud. Clearly,
there’s a lot to worry about—and a myriad of concerns to
measure and monitor.
To protect themselves from this broad range of cyber risks,
many organizations have adopted a model comprising
three lines of defense: information technology (IT), along
with business and support units, for implementing new
tools; information security (IS) for devising a defense
strategy and program; and internal audit (IA) for providing
an independent and objective view of the program to
executive management. Despite the expertise that each
of these groups brings to the table, this siloed approach is
confusing and largely ineffective. Why? The short answer
is lack of focus and alignment. Each group tends to favor
its own priorities, often defining risks and attempting to
mitigate them in different ways. Personality differences
exacerbate the situation, as leaders debate the boundaries
of their organizations and whose priorities are worthy
of scarce resources. Often, the incongruence confounds
executive management and the board, and the murkiness
drives the organization to try to protect everything as
opposed to focusing on the things of greatest value. While
complex in practice, some more mature organizations have
discovered that the road to better cybersecurity has four
basic segments.
1) Focus on the crown jewels
A scattershot approach to cybersecurity creates confusion,
which inadvertently opens the gates to the kingdom instead
of closing the door on hackers or malicious insiders. The first
part of clearing up this confusion involves figuring out what’s
important—to identify the “crown jewels,” so to speak. In
our experience, answering three core questions around
asset identification and valuation is the first step in making a
cybersecurity program more effective:
•• What and where are the “crown jewels”? These could
be people, processes, data, documents, or physical
assets. Of everything we have, what could prevent us from
satisfying customer and shareholder expectations if it
were lost or stolen?
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•• What are the risks to the things we prize most? Who
wants to steal or damage the crown jewels? Are the
potential perpetrators criminals, competitors, vendors,
disgruntled insiders, agenda-driven hackers, or someone
else? Or, perhaps it’s not a person, but rather an event,
such as a natural disaster or a geopolitical shift. What
motivates those with malicious intent, and what methods
might they use? What types of force majeure could occur?
•• How do we mitigate the risks? How do we stop the
hackers from getting the crown jewels? Or how do we
recover from an event that damages them?

The blind box dilemma
Imagine if your next-door neighbor dropped a heavy
shoebox at your front door. The box is taped shut with a
note that reads “Please hang on to this for me.” The box
is heavy and might contain gold or jewels so you decide
to upgrade your current safe with a larger, more modern
model. You don’t really need the upgrade, but you want
to be responsible with your neighbor’s box. A year goes
by with no word from your neighbor so you ask: “When
would you like your box back?” The neighbor replies: “Oh,
that thing? Throw it away! It’s full of rocks that I thought
I might use but I don’t need them.” Ugh. This is the
frustration expressed by many IT and IS departments, as
they attempt to safeguard a system not knowing the true
worth of the data.
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All too often organizations guard the memo about last week’s pizza luncheon with the same rigor used to protect their most precious
intellectual property. It is unfeasible to secure everything; therefore, information must be protected based on its value. Unfortunately,
many organizations don’t understand what their crown jewels are, much less where they are located, and that makes cybersecurity nearly
impossible—and very expensive. That is why executives and board members find cybersecurity to be so frustrating. The organization puts
policies and procedures into place, provides training, implements new technology, performs audits, and corrects deficiencies, only to find that
hackers still get into the system and cherry pick the crown jewels. While a single silo, such as the IT or IS department, is often blamed for the
leak, it is usually symptomatic of an intrinsic organizational weakness—inadequate alignment across the three lines of defense.
2) Evaluate the three lines of defense
Once the organization has adopted a “crown jewel” mind-set,
the next step is to assess the three lines of defense (Figure 1)
to make sure they are in place, roles and responsibilities are
clear, and that conflicts of interest are minimized. To do this, it
is important to understand each line’s basic charter.
The first line of defense is a shared responsibility that
includes IT and business and support units. Self-assessments
provide comfort to management (i.e., internal assurance) that
risk is within tolerances.
The second line of defense comprises information security,
risk, and compliance. It typically involves measuring security,
establishing risk management policies, and reporting to
executive management. It can also involve providing comfort
to external stakeholders that the self-identified risks are
being addressed (i.e., external assurance). This can be
accomplished by conducting a cybersecurity risk management
examination (SOC for Cybersecurity) using a standardized

Figure 1. Three lines of defense
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reporting framework such as the one introduced by the
American Institute of Certified Public Accountants (AICPA)
(See the sidebar, “A matter of trust: About the new AICPA
cybersecurity attestation reporting framework.”)
The third line of defense is internal audit, the last bastion
of protection. Internal audit’s mission is to provide an
independent and objective assessment of the cybersecurity
program (i.e., independent assurance) to the audit
committee and the board. It serves as a check that the first
and second lines of defense are executing their duties and
responsibilities in alignment with established risk objectives.
Internal audit’s role is essential to sound risk management
and governance, since the other lines of defense cannot
independently evaluate the controls and tools for which they
are responsible.
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A matter of trust
About the new AICPA cybersecurity attestation reporting framework
Stakeholders today expect greater visibility into an organization’s cybersecurity
risk management program. But, providing this transparency is no small task.
There are many cyber-risk monitoring and reporting mechanisms available, such
as risk and control self-assessments, internal audits, and simulation exercises.
Each can be helpful in addressing specific needs, but until recently, none were
broad enough to provide meaningful information to diverse stakeholders in a
consistent way.
The AICPA cybersecurity attestation reporting framework fills this void by
establishing a standardized reporting mechanism to address the greater level of
transparency and uniformity expected today. More specifically, it was developed
to provide a broad range of stakeholders with useful information about an
entity’s cybersecurity risk management program to support informed and
strategic decision making.
Amid the increasing frequency and severity of cyber attacks and data breaches,
organizations are under intense pressure to demonstrate they are doing
everything in their power to guard “the crown jewels” in their possession,
including the confidential data entrusted to them by their customers, employees,
and suppliers. Companies that expand their cybersecurity reporting efforts by
adopting the AICPA framework can potentially respond to these pressures more
effectively as well as realize a number of benefits beyond what current reporting
mechanisms provide, such as:
•• Independent and objective reporting, providing a higher degree of assurance
to key stakeholders. This is essentially obtained by having an independent
third-party audit firm express an opinion on the effectiveness of an entity’s
cybersecurity risk management program and controls.
•• Operational efficiencies gained from having a single reporting mechanism that
addresses the information needs of a broad range of users.
•• A strategic competitive advantage and enhancement of the entity’s brand and
reputation by being one of the early adopters of the cybersecurity examination
engagement report.
Backed by the independence and credibility of the AICPA, the new cybersecurity
attestation framework is available now, and the window for realizing early
adopter benefits will not remain open for long. This suggests organizations
should evaluate the framework and decide if it is right for them sooner rather
than later. Fast action will particularly be necessary for those that wish to stay
ahead of the curve amid accelerating stakeholder demands for greater
transparency into their cybersecurity risk management programs, including
insight into their overall risk postures and controls.
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Figure 2. Deloitte Risk and Financial Advisory Cyber Shield

3) Align and measure with a common yardstick
A common “yardstick,” or framework, is essential for
establishing a baseline for measuring cyber risks as well
as the effectiveness of controls. This framework can be
based on internal and external expertise; a blueprint from
organizations such as the National Institute of Standards
and Technology (NIST), the International Organization for
Standardization (ISO), or the Committee of Sponsoring
Organizations of the Treadway Commission (COSO) can
create the foundation for a hybrid framework customized
to the needs of the organization. The point is to pick or
create one and use it. Organizations often get bogged
down in “analysis paralysis” in trying to choose the right
framework when it’s more important that they simply put
one in place. The framework will provide a collective measure
of risks and controls, extending beyond the silos, beyond
traditional business boundaries, and past the personality
differences that have traditionally blocked a clear picture
of the cybersecurity program from emerging. Therefore,
when the three lines of defense perform cyber assessments,
information security assessments, and audits, everyone will
know the rules by which to play the game.
4) Report consistently
Just as everyone should play by the same rules within a
cybersecurity program, they should also speak the same
language. While each line of defense will periodically
perform assessments to assure stakeholders that they are
taking prudent measures to manage cyber risk, the results
of these assessments should be reported consistently,
using common language and taxonomy. To accomplish this
objective, management will need to establish a consistent
set of key risk indicators (KRIs) to which all three lines of
defense should subscribe. Leveraging common KRIs can help
clarify and categorize risk—not to mention communicate the
current and evolving cyber risk posture of the organization.
For example, if a problem is found during an assessment,
everyone throughout the organization should be able to
agree upon how significant it is, and clearly understand if
it presents too much risk. Without this context, executive
management and boards cannot make informed decisions
about prioritizing remediation efforts and allocating
scarce resources.
Many tools and reporting frameworks are available to
streamline and standardize the reporting process. These
range from the AICPA’s cybersecurity risk management
examination report, to Deloitte Risk and Financial Advisory’s
Cyber Shield, (see Figure 2) which is a straightforward
communication tool that helps internal audit advise various
stakeholders by presenting their point of view on the
organization’s state of cyberssecurity.
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Conclusion
Boards of directors and executive management should
mandate clear and cross-functional consistency,
measurement, and reporting of cybersecurity. While data
classification is often perceived to be tedious and difficult,
the stark reality is that if you don’t do it, hackers will do it
for you. They usually know what the organization’s most
valuable information assets are and where they reside,
which is why the memo about the charity fundraiser or the
lunchroom birthday party is rarely compromised.
Only by measuring and communicating about a
cybersecurity program with the same yardsticks, KRIs, and
reporting framework can the three lines of defense be
aligned and the effectiveness of controls be reported with
complete transparency. This cohesive visibility is critical
for pulling back the veil on broken business processes,
weak strategies, non-compliant programs, and excessive
risks. For these reasons, effective cybersecurity is a group
effort. The three lines of defense should lock arms to
create a formidable cyber-defense barrier and to present a
clear view to the board and executive management of the
fortifications as well as any chinks in the armor. Otherwise,
the gate to the castle will essentially remain unlocked.
When an organization fails to form a united front, cyber
criminals can exploit the cracks in a divided kingdom and
put the crown jewels at risk.
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Please contact our Deloitte Risk and Financial Advisory team for further insights on this topic.
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