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The COVID-19 pandemic has had an 
unprecedented impact on 
organizations, and business operations 
in the insurance sector have needed to 
adapt to changes in the workforce, use 
of new tools and technologies, and 
new ways of interacting with their 
extended enterprise. Insurance 
organizations are dependent on a 
variety of critical service providers to 
operate successfully. And while the 
need for understanding and managing 
the risks of outsourcing critical services 
isn’t new, operating in the COVID-19 
environment has amplified these risks, 
presenting new challenges in achieving 
resiliency. 

More specifically, COVID-19 has 
heightened existing or, in some cases, 
introduced new emerging risks across 
domains (such as business continuity 
and resiliency, financial health, and 
cybersecurity), which can lead to 
increased exposures within the 
extended enterprise. For instance, 
many firms have rapidly adapted their 
operations and business continuity 
plans to cope with a new way of 
working and, in certain situations, an 
overwhelming volume of issues.  

This evolution in the third-party 
ecosystem requires a refreshed 
approach to oversight techniques in 
order to effectively and efficiently            
1) manage risk, 2) enhance 
performance, and 3) reduce costs.

Responding to COVID-19 today 
to build an improved Extended Enterprise

Organizations should focus on evolving risks within the Extended Enterprise 
(e.g., third-party service provider risks) that have been amplified as a result of 
the COVID-19 pandemic and the dynamic fluidity of the current environment. 

Extended Enterprise challenges
heightened by COVID-19

1 Resiliency – Depleted and disconnected resources adjusting 
to a more distributed working environment, potentially leading 
to greater difficulty in maintaining operational resiliency and 
opportunities for control compromises and undetected fraud

2 Financial health – Market volatility, difficulty collecting 
payments, and cash flow challenges may affect operational 
stability

3 Technology – Hastily implemented technologies and 
increased use of new or unmanaged tools may lack sufficient 
performance capabilities and security controls to protect data

4 Regulatory – Shifts in operating models to address the 
changing environment may affect the ability to meet service 
obligations and related regulatory compliance requirements

5 Fourth-party or subcontractor – Service providers’ increased 
dependency on their own third parties elevates vulnerability 
due to lack of transparency

In order to identify the most important risks to the  
organization, start by understanding the top issues 
associated with each of your critical third-party service 
providers. Then, utilize a detailed action plan targeted at 
addressing these specific challenges in your extended 
enterprise in order to move from responding to recovering, 
to ultimately thriving in this disruptive environment.
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Policy Administration & Claims Management
Policy administration and claims management are core processes that may be exposed to specific risks and 
challenges due the remote working conditions among third-party providers. Consider the potential for: 

• Processing and security of personal identifiable information (PII) / protect health information (PHI)
• Accuracy and results of investigations not conducted “in person”
• Timeliness and delays across departments and teams leveraging data/information
• Abundance of regulatory orders for items such as policy payments/lapses and claims payment 

allowances and expediency

Customer Services
Services provided by call centers and transaction processing are dependent on the availability of resources 
and when disruptions occur, the impact can be widespread. Consider:

• Efficiency of  work arrangements due to stay-at-home orders
• Adherence to filing restrictions and/or time-sensitive transactions
• Ability for customers to make contact or properly communicate with customer service 

representatives 
• Availability of digital capabilities to submit transactions
• Potential volume spikes in inquiries and transactions
• Potential challenges in authentication related to fraud

Information Technology
Insurance companies are highly dependent on outsources IT whether for infrastructure, maintenance, 
strategy or in its entirety. Consider:

• Alignment and prioritization of IT related risks (e.g., focusing on business continuity issues, resulting 
in increased information security issues)

• Capacity to perform maintenance on technology given remote working conditions
• Preparedness for addressing COVID-19-related issues, impacting ability to addressing other 

immediate strategy decisions

Investments (often impacting Life, Annuity, Retirement products, as well as institutional investors and 
the General Account):
Investment management, banking, and recordkeeping have been particularly impacted by the volatility 
of the global markets. Given the heavy reliance on these third parties by insurance companies, 
consider: 

• Liquidity available due to drastic market shifts
• Heightened potential for fraud due to financial distress
• Accuracy of pricing or recordkeeping

Prior to taking any immediate actions, it is imperative to understand how COVID-19 has 
impacted your most critical third-party service providers and ultimately how their business 
operations could—in turn—affect your business. 
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 Identify and inventory third parties that support or 
manage critical business processes most at-risk for 
disruption or fraud

 Investigate and understand the impact and 
locations for the identified list of critical service 
providers (and critical fourth parties where relevant)

 Evaluate contracts including service levels, payment 
terms, and insurance coverage

 Conduct “re-due diligence” procedures to address 
COVID-19 specific working conditions assessment 
for relevant third-party providers

 Update third-party interaction model and approach 
to conducting assessments to account for “return to 
work” strategy

 Closely monitor third parties’ ability to meet service 
levels given ongoing financial concerns

 Apply continuous oversight and monitoring of third-
party business continuity and disaster recovery 
practices

 Establish or refine contingency processes to identify 
alternative service providers or in-house solutions in 
the event a third-party service becomes unavailable

 Explore assistance with third-party risk assessment 
delivery including tools as a means for increased 
third-party oversight without adding headcount

 Identify and communicate to critical third parties any 
adjustments to operational, regulatory, financial, 
privacy, or data protection control requirements

 Explore and embrace new digital approaches and 
processes to accommodate capacity strains, 
including digital controls testing and automation 

Direct Connection
Organizations should consider establishing a new 
model for how they connect and collaboratively 
build relationships with third parties, especially in 
an extended ecosystem which supports critical 
business operations. A “right-sourcing” model that 
encourages more direct contact with critical 
providers on an ongoing, iterative basis is necessary 
during the response and recovery phases.  Firms  
should consider virtual techniques requiring 
providers to complete new questionnaires, surveys, 
or heath checks to gain more actionable data. 

Risk Sensing
Cognitive risk sensing tools can help large 
organizations develop an understanding of the risk 
landscape across an extended enterprise 
ecosystem. In cases where organizations cannot 
establish direct connections with service providers, 
technologies that access multiple data sources may 
provide important insight.  Cognitive engines can 
gather and analyze information from multiple 
external data sources, including digital and social 
media, broadcast and print media, regulatory sites, 
blogs, survey data, and other specified sources. 
These vast data sources can produce signals or 
indicate trending that provide intelligence on an 
extended enterprise, illuminating risks that might 
otherwise be difficult to identify.

Get ready – A checklist to start taking action 
and address COVID-19 immediately

Begin to thrive – Innovative techniques 
designed to help identify and manage risk

Digital Controls
Digital controls can support automated monitoring 
of third parties and facilitate testing through the use 
of data extraction, scripting, and analytical interactive 
dashboards to drive meaningful business outcomes 
that align with strategic priorities. Digital controls 
harness data across the enterprise, overcoming 
limitations of traditional control approaches, bringing 
visibility to the bigger picture and efficiencies across 
programs.  For example, digital controls can 
automate the data collection and analysis of key 
activities, such as processing and reporting on 
business process operations or IT service providers, 
thereby reducing the need for traditional manual 
intervention.
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