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This article looks at physical security considerations related to 
COVID-19 from the perspective of service organizations that report 
on their internal controls under AICPA Statement on Standards for 
Attestation Engagements No. 18 (“SSAE 18”) standards specific to 
SOC 1 and SOC 2 reports. While the topics discussed are focused 
towards service organizations, the concepts may also be of interest 
to service organizations’ auditors (“service auditors”) and recipients 
of SOC reports. While the impact of the current pandemic continues 
to unfold, the most immediate concerns of how to keep employees 
safe and shift operations remotely have been a high priority; 
however, service organizations’ ability to meet the needs of their 
User Entities1 is still part of their core businesses. As our ‘new 
normal’ finds its routine in this era of COVID-19, service organizations 
are beginning to ask questions like: “How do these changes affect 
our control environment?” and “How will this impact our SOC 
reporting to our User Entities?”. 

The area of physical security does not normally raise an alarm for 
most service organizations and their Users Entities. Under PCAOB 
guidance,2 physical security may not be considered as relevant if 
the auditor concludes there is no reasonable possibility of material 
misstatement and therefore the auditor would not require the 
identification and testing of physical security controls. In contrast, 
the AICPA includes illustrative objectives and criteria focused on 
physical security within the SOC 13 and SOC 24 Guides. 

1 The American Institute of Certified Public Accountants (AICPA) defines ‘User Entity’ as an entity that uses the services provided by the service organization. AICPA. (2019). 
Information for management of a service organization in a SOC 1® engagement. American Institute of Certified Public Accountants, Inc.

2 PCAOB. (2020). AS 2110: Identifying and Assessing Risks of Material Misstatement. https://pcaobus.org/Standards/Auditing/Pages/AS2110.aspx
3 AICPA. (2020). AICPA Guide Reporting on an Examination of Controls at a Service Organization Relevant to User Entities’ Internal Control Over Financial Reporting (SOC 1®). 

American Institute of Certified Public Accountants, Inc.
4 AICPA. (2020). TSP Section 100 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy. Association of International Certified 

Public Accountants.

Therefore, significant changes to service organizations’ operational 
or physical security controls or their auditors’ ability to test those 
controls could potentially have a negative impact to external 
reporting over those control environments.

As the world recovers from the impacts of the pandemic, and 
governmental restrictions and guidelines continue to influence 
how we physically interact, service organizations and their auditors 
need to collectively strategize and collaborate on new approaches 
to perform and/or test certain operational and physical security 
controls. The goal being to strike a balance between testing 
approaches that allow the service organization to continue to 
achieve its operational and employee safety goals, and the service 
auditor to still opine over the impacted control areas.

Physical security controls

Request local service auditor resources
Travel restrictions may impact the service auditor’s plans to perform 
physical observations. As a result, the service auditor may need to 
use a local team to conduct the observations. Plan ahead with the 
service auditor to align on what will be required during physical 
observation tests so you can determine who from the service 
organization will be required to attend. Work with the service auditor 
to share a checklist or detailed instructions sheet with the data 
center team and their local staff in advance of the observation. 

The impact of the COVID-19 pandemic has been felt around the world causing organizations, 
large and small, to rethink their working environments, operations, and the nature of their 
internal control systems. As service organizations’ post-COVID control environments emerge, 
the ability to provide for and/or assess physical security measures and certain manual 
controls poses a notable challenge for external reporting requirements.
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Prior to the live interaction, consider internal guidance on physical 
interactions and workplace screening related to the COVID-19 before 
scheduling live walkthroughs. Limiting travel and confirming if parties 
involved are symptomatic will maximize your team’s time and safety.  

Sample testing of locations
If multiple locations (such as separate data centers) are in scope for 
the control environment, a site sampling approach may be an option. 
Consider working with the service auditor to determine if a sampling 
approach for the population of sites, rather than conducting 
observations for all data center sites in scope, may be a possibility. 
Factors influencing this decision include whether the service auditor 
has observed the site locations previously, the commonality of 
the controls across sites, and whether there were any changes to 
the controls, services, or operations at the individual locations. If 
controls are common across sites, be prepared to articulate and 
evidence how these controls operate in the same manner across 
locations. Revising the testing approach may allow the service 
organization to satisfy the reporting requirement to test physical 
security at in-scope locations while minimizing the resources 
required to do so.

 

5 AICPA. (2019). AT-C Section 205. https://www.aicpa.org/content/dam/aicpa/research/standards/auditattest/downloadabledocuments/at-c-00205.pdf

Utilize internal audit
Although it’s been an option for a long time, some service auditors 
may have avoided relying on the internal audit function due to 
the additional requirements and increased risk levels associated 
with relying on the work of others with SOC reports. However, in 
light of COVID-19, the service auditor’s ability to utilize the work 
of others (e.g., internal audit) may reduce the requirement for live 
or virtual physical security testing by individuals outside of the 
service organization. Coordinate with internal audit to determine 
the scope and timing of its examinations and the extent it overlaps 
with relevant physical access control objective(s) and locations. The 
service auditor will need to consider the procedures performed by 
internal audit, the documentation available, the competence and 
objectivity of the internal auditor, and the ability to reperform a 
portion of internal audit’s test procedures (AT-C section  
205.39.44),5 potentially through a virtual walkthrough, as mentioned 
in the paragraph above. 

Provide alternative evidence
In lieu of live observations or a virtual walkthrough, there may be 
an option to provide alternative evidence to demonstrate a control 
activity. Certain actions performed by existing service organization 
workers may be generated to demonstrate the effectiveness of 

Conduct walkthroughs virtually
An option to satisfy SOC reporting requirements, while eliminating 
physical interaction, may be to allow walkthroughs of the physical 
location virtually by the service auditor. This approach allows 
both the auditor and the service organization personnel to safely 
remain separate by conducting a video conference where a 
remote auditor directs the virtual walkthrough over an approved 
video conference feed. Consider the technical requirements 
for conducting virtual walkthroughs as well as identify video 
conference technology that will be compatible with the service 
organization and the auditors. Verify that the appropriate 
attendees have been identified (e.g., process and control owners, 
preparers, or internal audit), invited, and provided with a link 
required for the selected technology. Request any information 
expected to assist in facilitating the discussion in advance of the 
walkthrough so that it is available for review or reference during 
the walkthrough. As video within data center raised floor space 

is often prohibited, additional coordination may be required 
with internal leadership or data center management to make 
an exception during the pandemic. When agreeing to allow the 
service auditor to perform walkthroughs virtually, you may need to 
consider how evidence is obtained:

 • Pertinent information (e.g., dates, parameters, or evidence of 
review) referred to during the walkthrough is able to be viewed, 
clearly visible, and that such information has been made 
available for further review if needed.

 • Use appropriate tools to provide evidence either before or after 
a virtual walkthrough that may support the virtual observation 
test.

 • If you are planning on recording a virtual session, ensure that you 
obtain appropriate approval from the parties involved.

 • Similarly, if screenshots will be collected by the service auditor, 
be sure to discuss with the service auditor what screenshots are 
intended to be collected and the means for doing so.



4

Service organization COVID-19 considerations | Physical security and manual controls

controls in place. For example, previously recorded video clips 
from the closed-circuit television cameras (CCTVs) system, photos, 
or system logs reviewed by the service organization management 
may be used by the service auditor as evidence of physical access 
mechanisms employed at that location, particularly where there is 
a history of sound physical controls in place. However, the service 
auditor cannot solely rely on previously recorded information and 
these recordings must be corroborated with evidence supporting 
their accuracy and completeness. For example, a service auditor may 
also request certain system evidence, such as a badge reader log for 
physical security or an Inventory On Hand report for an inventory 
count, to support certain recorded procedures.

Alternatively, the service auditor may be able to design test steps to 
be conducted by service organization teams to record alternative 
evidence for existing physical security controls. For example, the 
service auditor could select a specific door in a data center and 
instruct the data center contact to attempt to open that door with 
both an authorized and a non-authorized key card. Evidence that 
may be collected could include the key card access report noting the 
admitted and denied access and a photo of both key cards and their 
ID numbers including a time stamp (clock, watch, etc.) that would 
align with the key card access report. This approach requires more 
extensive efforts from the data center team to coordinate and collect 
photo/video evidence for each test step, but eliminates the need for 
live or video interaction with the service auditor.

Manual controls within control 
environment operations
Data centers may not be the only area of physical security that 
is relevant to a control environment. There may be work areas 

6 PCAOB. COVID-19: Reminders for Audits Nearing Completion. https://pcaobus.org/Documents/COVID-19-Spotlight.pdf
7 AICPA. (2020, April 15). A&A FAQs related to COVID-19 Issues. https://www.aicpa.org/content/dam/aicpa/interestareas/frc/downloadabledocuments/covid19/faq-aa-issues-

related-to-covid-19.pdf

containing sensitive materials that were previously physically 
restricted but have now been changed due to ‘Work From Home’ 
requirements. For service organizations producing SOC 2 reports, 
criteria to physically restrict access to data does not stop at the data 
center site and may require that certain floors or units have limited 
access. Operational areas within SOC 1 reports, such as control over 
check stock or receipt of confirmation letters, may also experience 
disruptions in physical security. Personal Identifiable Information (PII) 
relevant for SOC reports may now be retained at employees’ homes, 
making access controls and environmental safeguards difficult to 
test at best. Sites and offices may be working with skeleton staffing, 
limiting their abilities to host visitors to perform physical security 
assessments. If these controls have moved to employees’ homes, 
physical access controls over sensitive data may not be feasible. 
Consider alternative controls that may need to be implemented as 
detective measures in order to monitor this disruption to normal 
business, such as additional reconciliations or review of certain 
systematic activity logs. 

In addition, both the PCAOB6 and AICPA7 have produced 
advisements on alternative approaches to inventory counts which 
include virtual walkthroughs and obtaining alternative evidence 
for the auditor to test controls involving inventory tallies. Discuss 
with the service auditor how these changes to how controls may 
have been previously tested will be conveyed within the SOC 
report, particularly within the service auditor’s description of 
their test procedures in Section IV of the SOC report. The use of 
existing technology, such as CCTV cameras, may be an option while 
complying with social distancing requirements.

SOC 2 reports addressing the Availability Trust Service Criteria 
(TSC) may also run into physical access restrictions from their 
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vendors and sub-service providers. Within the Availability TSC, 
the service organization is required to monitor environmental 
protections to meet its objectives for the availability of data to 
its User Entities and face the same dilemma as other physical 
security controls. Additionally, the environmental safeguards 
often include items like uninterrupted power supply systems and 
fire extinguishers, and the service auditor will frequently look for 
service logs to evidence monitoring of these devices. Routine 
maintenance of these devices by a service organization’s vendors 
could be interrupted, causing the frequency of scheduled services 
to be out of sync, impacting the control operating effectiveness 
and potentially putting User Entity systems at risk. Beyond the data 
center, data and sensitive materials may be moved remotely to 
address ‘Work From Home’ requirements and thus are no longer 
under the same environmental safeguards as were previously 
at a service organization’s office. Service organizations should 
communicate early with vendors to understand the potential 
impact and consider alternative risk mitigation procedures like 
increased system testing, expanding business continuity and 
disaster recovery exercises, and reassessing the functionality of 
existing safeguards.

When alternative testing approaches  
are not an option
While the options above may be helpful in the coordination with 
the service auditor, they may not work for all service organizations. 
When alternative testing approaches are not possible, the report 
and the opinion may be impacted.

Retroactive monitoring controls
Consider if controls to retroactively “look back” on a control process 
and detect potential errors may be an option. These monitoring 
controls could be implemented specifically for the period impacted 
by shifts in control operations from COVID-19 and could help 
partially or fully mitigate a gap in control processes. These controls 
tend to operate downstream from other control processes and 
can often detect multiple potential errors in a control process. New 
controls created to address relevant report objectives or criteria 
would need to be described in Section III and included in Section IV 
of the SOC report.

Scope limitation and/or qualification
When the service auditor is unable to obtain sufficient appropriate 
evidence over the subject matter, a scope limitation exists (AT-C 
section 205.77).8 This could include, for example, a service auditor’s 
pandemic-related inability to observe certain physical controls such 
as badge access systems, surveillance cameras, and guard stations. 
If significant enough to a control objective or trust criteria, a scope 
limitation may be required to be disclosed in the opinion and in 
Management’s assertion. However, a scope limitation may not 
necessarily result in a qualification to the opinion if other mitigating 
or common controls can be tested and found to be effective. For 
example, as it relates to the physical security control scenario, if the 
service auditor was able to obtain sufficient evidence from other 
data center locations in scope to meet the objective or criteria, the 

8 AICPA. (2019). AT-C Section 205. https://www.aicpa.org/content/dam/aicpa/research/standards/auditattest/downloadabledocuments/at-c-00205.pdf

limitation of not being able to test a certain site may still allow the 
auditor to opine that the objectives or criteria were materially met. 
The existence of effective mitigating or compensating controls, 
or even the ability for the service auditor to apply an alternative 
test approach, may be difficult for many service organizations 
to accommodate. As a result, a scope limitation may result in a 
modification to the service auditor’s report. Given the current global 
conditions, a scope limitation resulting in the inability of the service 
auditor to opine on certain control objectives or criteria due to 
COVID-19 restrictions are expected to be more common in 2020. 
This does not change the User Entities’ reporting requirements 
and their need to be able to rely on the controls over their service 
organization’s processes. For service organizations that strive to 
provide open and proactive communication to their User Entities, 
SOC reports can serve as a useful medium to clarify how this 
pandemic is being addressed within their control environment. 
The following SOC reporting options may help appease User Entity 
anxiety regarding the potential adverse impact of COVID-19:

 • Include, if applicable, a disclosure within Section III, “Description 
of the System,” of the SOC report to describe the impacts to the 
control environment and how controls may have changed  
as a result.

 • If additional monitoring controls were initiated as a result of the 
pandemic, work with the service auditor to see how those controls 
might be included in the SOC report.

 • Utilize Section V, “Other Information Provided By the Service 
Organization,” to emphasize COVID-19 response and impact, as 
well as other measurable processes that may not fall within the 
scope of the report, but may be relevant to addressing upstream 
risks (i.e., encryption at rest requirements, monitoring procedures 
of sub-service providers, and backup controls).

Closing thoughts
In the midst of this unprecedented pandemic, proactive 
communication between the service organization, their User Entities, 
and their service auditors is crucial. Discuss options with the service 
auditors to formulate a plan to address changes that may have 
occurred to physical controls due to COVID-19 and approaches to 
achieve health safety while adjusting control testing procedures, 
as necessary. Consider getting ahead of additional requests from 
User Entities by arming account representatives with information 
to be able to have upfront conversations with them regarding 
how COVID-19 may impact reporting. Reach out to sub-service 
organizations to have regular discussions about how their control 
environment, service level agreements, and reporting may be 
impacted by effects of COVID-19, particularly sub-service data center 
organizations. As the changes from this global pandemic continue 
to unfold, taking these proactive steps to plan for changes to 
physical and manual controls and to communicate these updates for 
upcoming SOC reporting can help ease concerns from User Entities 
down the road.
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Third-party assurance
Effective internal controls, compliance with contractual 
commitments, reliable systems, and dependable data protection 
capabilities have become table stakes in developing trust 
between business partners and their customers. We can help our 
clients demonstrate these capabilities and achieve trust in their 
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Controls advisory
We challenge and improve an organization’s approach to controls 
testing and overall compliance, moving it from a check-the-box 
mentality to one where executives can truly understand the state 
of their controls, drive insights, spot trends, change behavior, 
and identify weaknesses. Our growing suite of tech-enabled 
solutions use emerging technologies, like robotics, cognitive, 
and data analytics, enabling companies to deliver meaningful 
business outcomes faster and more cost effectively while realizing 
optimal benefits and a greater return on their investment. The 
platform is flexible and scalable to work across the spectrum from 
organizations seeking wholesale change to those that are looking 
to address one specific pain point. Current solutions include  
the following:

Controls transformation — Applies tech-enabled solutions to 
traditional control methods for a smarter, faster approach.
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manage, and report on cybersecurity controls and identify gaps. 
This assessment prepares them for a cyber attestation that can 
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efficiencies, reduces the risk profile, and provides valuable insights 
at a pace that aligns with an organization’s risk appetite.

Transformation Assessment Services (TAS) — Gives executives 
an insider’s perspective during large business transformations by 
amplifying their ability to probe deeply to identify potential issues 
and pitfalls before they lead to costly delays or defects.

Information technology internal audit
We focus on information technology and cyber risk to assess, 
recommend, and execute on the risks, controls, and governance 
related to evolving IT systems, applications, and other 
technologies.
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