
A better way:  
Data breach response—People, workflow, and process 

Notification workflows
Custom workflows governing notifications, including an auditable and 
defensible method of tracking notifications.

Deloitte subject matter specialists
The response team leverages internal subject matter specialists to hone 
the response. Team members have advanced knowledge tools, analytics, 
searching and regular expressions, and workflow optimization.

Data breach response team
The core data breach response team  
can be on site with short notice to efficiently  
implement the tools and workflows.

Data analysis workflows
Custom workflow and management plan for  
conducting data analysis that can be scaled  
and customized for each incident.

RESPONSE

Preparing for the inevitable:  
Bringing tools and process improvements 
to data breach notification

Current state: Data breach notification
Many breach responses involve a complex, manual review of the data to identify sensitive or protected 
information and notify the individuals affected by the breach.

When a data breach 
occurs, agencies and 
institutions are required, 
often by law or regulation, 
to identify sensitive or 
protected information in 
the breached data and 
notify individuals affected 
by the breach.

Manual review
Inefficient, expensive, and prone to 

human error

Identification
Who does the information belong to? Is 
there enough information to confirm it 

belongs to that person?

Notification
Were the right people notified and 

were they notified on time?

?

Data volumes 
Data breaches can  
affect large amounts of  
data, sometimes unstructured 
and in numerous formats.

Reactionary and expensive
Data breaches are difficult  
to anticipate and  
responses can  
be costly. 

Fragmented data
Sensitive information may 
not be easily matched with an 
individual.

Manual data review
Large manual data reviews 
can require large teams, often 
draining resources from other 
agency work.

Notification requirements

Notification requirements can  
vary depending on jurisdiction, 
industry, or organization type.  

A quick response is important to 
satisfy these requirements.  
Prompt notification can also  

help protect the organization’s 
reputation among current and  

future clients.

Know what’s at risk

Personal health 
information 

(PHI)

Consumer/client 
confidential 

files

Personally 
identifiable 

information (PII)

Privileged 
data

Company 
confidential 
information
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Search and 
identification 

Sorting and 
compliance data

Notification

How will you notify your affected customers?

?

Breach Manual review supplemented 
by Deloitte team

Identify & notify 
individuals

A hacker, a malcontent in the ranks, or an 
unwitting actor can expose an organization and 
its clients to the dangers of a data breach.

Quick, methodical action is needed to identify 
the people affected and provide them with 
accurate, timely notification of the situation. 

Deloitte can help your organization navigate 
the aftermath with authority and confidence.

Deloitte’s team of document reviewers can 
efficiently assess data to provide:

 • Rapid identification of risk exposure

 • Data categorization for specialized treatment

 • Analytic reports to inform response & strategy

A better way:  
Review of data in response to a cyber incident.

Common benefits: 
Structured analysis, insight & analytics

Review and 
classification

Prioritization 
of risk 

exposure 
pointsImplement 

technology 
to enhance 

review

Incident 
analysis for 

key response 
stakeholders

Customized 
workflow 

design
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Name SSN DOB Address

Jane
Smith

123-
45-6789

1/1/75 555 Cedar Tree St,
Washington, DC 

John 
Doe

12/1/80Adam
Stewart

Arlington,
VA

Dear Ms. Smith,

This letter is to 
notify you that on 
10/1/2016, your 
data was part
of a data breach…

555 Cedar Tree St,
Washington, DC 
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123 Circle, 
Baltimore, MD

SSN: 
123-45-6789

Name: 
Smith, Jane

DOB: 1/1/1975 

Patient: 432154

Add: 555 Cedar
Washington, DC

Construct informed strategy

Regulatory 
notice 

requirements

Contractual 
incident notice 

obligations

Customer 
& client 

responsibilities

Commitments 
to 

shareholders 

Global 
regulatory 

requirements 
(where applicable)

Public 
relations & 

communications

Customized approach to meet the unique 
needs of the organization and cyber incident

Enables outside counsel to focus on results of 
review and response strategy

Rapid identification of data triggering 
regulatory requirements (US & Global) Consultation across stakeholders 

within the organization

Objective vs. independent review of data 
supports defensibility of response

Near real-time analytics around data content, 
customers, clients, and consumers

Swift response with experienced, cost 
effective resources

Rapid risk identification Defensible and demonstrated methodologies Freedom to focus on insights


