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What are some ways to achieve WORM 
in the cloud? 

The most prevalent way is through 
software-as-a-service (SaaS). With SaaS, a 
firm engages a cloud provider to provide 
an application, usually by subscription. The 
firm then configures its existing business 
technology systems to archive regulated 
records to the provider’s system rather than 
its own internal system. The solution also 
typically includes an application, usually 
Web-based, that the firm can use to access 
its regulated record archives. 

An emerging alternative to SaaS is 
infrastructure-as-a-service (“IaaS”), an 
approach that involves engaging a cloud 
provider to provide an entire infrastructure 
the firm can use to write and retain 
its regulated records. The firm itself is 
responsible for providing and maintaining 
its own records management application, 
either custom-developed or off-the-shelf, 
that runs on additional IaaS resources 
purchased from the provider. 

Many SaaS and IaaS providers advertise 
services that purport to comply with SEA 
Rule 17a–4(f) and similar regulations that 

require WORM. That said, the use of such 
services does not relieve the firm of its 
obligations pursuant to FINRA Rule 3110 
and guidance in Regulatory Notice 11–14 
to determine that whatever platform it 
selects is able and correctly configured to 
be compliant. A firm considering a move to 
a cloud solution should also consider the 
additional requirements of 17a–4(f) beyond 
WORM with which the firm must also 
comply, such as submitting the appropriate 
notifications to the regulator and engaging a 
designated third party.

What are important considerations for 
making the move to cloud?

Typically, the first consideration is identifying 
the applicable regulatory requirements. 
Next is defining the financial services firm’s 
interpretation of those requirements, 
then translating those requirements into 
the system’s functional and technical 
specifications. All this should be a joint 
effort among stakeholders from legal, risk, 
compliance, operations, and technology 
departments. Many firms also engage 
outside counsel for legal advice on the 

soundness of their regulated records 
programs.

After developing the functional and 
technical requirements, the firm should 
consider whether to adopt an IaaS or SaaS 
cloud solution. This is a strategic choice 
based on several factors. They include 
the firm’s overall technology strategy, the 
appetite for implementing and managing 
technology, and the degree to which SaaS 
and IaaS solutions can meet the functional 
requirements.

What are some challenges of evaluating 
or selecting a cloud-based solution?

First, the cloud provider may be unable to 
provide enough detail about its underlying 
architecture to satisfy a firm’s compliance 
needs. For example, a risk-averse financial 
services firm might require that a cloud 
provider use underlying hardware that is 
manufacturer-certified to be compliant with 
applicable regulations. The provider, however, 
might view this information to be proprietary 
or reserve the right to change hardware 
platforms later.

In its 2017 Regulatory and Examination Priorities Letter, the Financial 
Industry Regulatory Authority (FINRA) noted a failure among some 
financial services firms to “preserve certain records in a non-
rewriteable, non-erasable format” as required under Rule 17a–4(f) of 
the Security Exchange Act.  This format, commonly known as “write 
once, read many” or WORM, prevents users from altering or deleting 
sensitive information. Its importance to regulators is illustrated by 
the almost $30 million in fines that FINRA issued between 2016 and 
2017 for books and records violations.  
Today, financial services firms continue to respond to requests from 
examiners on this topic. As they work toward having compliant 
record management systems, some have observed the increasing 
presence of cloud-based solutions. These solutions offer scalability, 
elasticity, utility pricing model, global footprint, and built–in 
redundancy, making them an attractive alternative to a firm’s physical 
technology infrastructure. Here are five questions to help financial 
services firms determine whether the cloud can help them meet 
their regulatory storage requirements. 

01.   “2017 Regulatory and Examination Priorities Letter,” Financial Industry Regulatory Authority (FINRA), 4 January 2017, http://www.finra.org/
industry/2017-regulatory-and-examination-priorities-letter. 

02.   Annual Eversheds Sutherland Analysis of FINRA Cases for 2017
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Another fundamental challenge is that the 
cloud provider and the firm may not align on 
the definition of WORM itself. Some providers 
might protect a client’s data using controls 
only at the level of an application, application 
programming interface (API), or administrative 
console, but advertise WORM capabilities in 
line with regulatory requirements. If a firm 
defines WORM to require data protection at 
a hardware level, protected even from the 
administrators of the cloud solution, then 
that cloud solution might not meet the firm’s 
requirements.

What are important steps of an 
effective transition? 

After identifying a cloud solution, the 
next step is to construct an agreement 
with the provider that addresses the 
financial services firm’s requirements. This 
agreement might look different for a SaaS 
solution than it does for an IaaS solution. A 
SaaS provider, for instance, might be able 
to supply designated third-party services 
or help respond to a record request 
from a regulator. Such services may be 
unavailable from a large-scale IaaS solution 
provider, requiring the firm to make other 
arrangements to meet those needs. Be it 
SaaS or IaaS, however, the cloud solution will 
have to address certain core issues. These 
include attestation to regulatory compliance 
and ability of the firm to audit and review the 
cloud solution for compliance.

With the provider relationship structure in 
place, the rest of the transition resembles 
other application adoption efforts. The 
technical work includes system deployment, 
configuration, integration, testing, and 

cutover. On the business side, there is 
integration of the new system with existing 
processes, training, and management of the 
provider relationship.     

What does governance look like for 
cloud-based record storage? 

An effective governance model lays out 
key program processes such as change 
management, audits, internal controls, 
record transmission reconciliation, and 
mechanisms to adapt to a changing 
regulatory environment. 

To establish a governance model, financial 
services firms typically appoint a qualified 
product manager for the cloud solution and 
the specific regulated records management 
services it provides. The product manager 
manages the relationship with the provider 
and owns the process of periodic system 
audits for continued conformance to the 
requirements. Another responsibility is 
to keep abreast of any changes the cloud 
provider might make that could affect the 
solution’s ability to meet the firm’s needs. 
The role requires a full understanding of 
the compliance, business, and technical 
requirements of the system.

Our take: With effective management, 
cloud-based solutions can be an 
attractive option for meeting 
regulatory storage requirements 

For financial services firms eager to take 
advantage of the benefits cloud can provide, 
there is good news: WORM is achievable 
in both SaaS and IaaS environments. 
However, both approaches demand careful 

consideration of a service’s capabilities in 
light of the relevant rules around record 
storage. Whether to use SaaS or IaaS 
depends, among other things, on the firm’s 
functional and technical requirements. 
These should be developed by stakeholders 
from multiple functional areas.

Cloud adoption does have its challenges. 
Two significant ones are the provider’s ability 
to fulfill the level of due diligence that a firm 
might need, and the ability of provider and 
firm to arrive at a common understanding 
of WORM itself. Resolving those issues can 
clear the path to implementation, which 
begins with creating a service agreement 
and extends through the technical and 
business aspects of adoption. The final 
piece? A governance model to sustain 
the program and enable its continued 
effectiveness in a changing regulatory 
environment.
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