
Preparing and responding to new certification requirements

Limited Access Death Master File

Third-party risk, cybersecurity, and identity fraud continue to 
dominate headlines as organizations enhance governance to ensure 
effective internal controls that can thwart off potential threats. Given 
the current landscape, the US federal government recently enacted 
rule 15 CFR Part 11101 to create additional safeguards for entities 
requesting access to the Limited Access Death Master File (LADMF).
 
The LADMF is a data file made available by the US Department of 
Commerce’s National Technical Information Service (NTIS), which 
lists all individuals with social security numbers whose deaths 
were reported to the Social Security Administration from 1936 
to present. The LADMF has many practical uses that span across 
industries such as insurance, banking, health care, public sector, and 
investment management, with the primary focus on the accuracy 
and completeness of data records. It’s an effective tool to assist 
entities in their efforts to assess mortality as a means to prevent 
or detect fraud and govern key transactions (e.g., substantiating 
information provided by applicants for loans and lines of credit, 
confirming annuity payments and retirement benefits are not paid 
to deceased individuals, authenticating insurance policy death 
claims, appropriately reverting abandoned property, etc.). The 
new rule, which became effective on November 28, 2016, requires 
entities requesting access to the LADMF to undergo an assessment 

by an independent third party known as an accredited conformity 
assessment body (ACAB). An ACAB’s role is to confirm that the entity 
has systems, facilities, and procedures in place to safeguard LADMF 
information. The requirement for an independent assessment of 
LADMF-related internal controls from a third party is a significant 
shift from the requirements under the interim rule published in 
March 2014. It’s therefore imperative that entities requesting the 
LADMF take the appropriate steps to ensure alignment to the 
requirements under the new rule. 

Evolution of the LADMF certification 
Prior to 2014, the LADMF was commercially available for download to 
any entity that paid the requisite processing fee and demonstrated 
a legitimate business purpose for obtaining it. With the passage 
of the Bipartisan Budget Act of 2013,2 Congress empowered the 
Department of Commerce to develop a broad certification program 
to govern the receipt and maintenance of the LADMF. The interim 
rule established two main requirements: First, in order for entities 
to receive the LADMF, they were required to annually self-certify that 
they had controls in place for receipt and maintenance of the LADMF; 
and second, entities were subject to scheduled and unscheduled 
audits from the NTIS with penalties levied for violation of the rule.  
In December 2014, the NTIS published the Limited Access Death 
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Master File Certification Program (Publication 100),3 which provides a 
framework for and greater clarity regarding the controls considered 
relevant to confirm that an entity has systems, facilities, and 
procedures in place to safeguard LADMF information. On June 1, 
2016, the final rule was published with an effective date of November 
28, 2016. It maintains all provisions included under the interim rule 
with one significant addition: the independent assessment by an 
ACAB to be performed once every three years. 

Role of the ACAB
Under the final rule, an ACAB is defined as “a third-party conformity 
assessment body that is accredited by an accreditation body under 
nationally or internationally recognized criteria such as, but not 
limited to, ISO and the International Electrotechnical Commission 
(IEC) publication ISO/IEC 27006-2011” and “is not owned, managed, 
or controlled by a person or certified person which is the subject 
of attestation or audit.” While ISO/IEC 27006-2011 is a standard 
explicitly cited in the final rule, the NTIS acknowledges that other 
standards/criteria exist, such as those under the American Institute 
of Certified Public Accountants (AICPA), that are equally appropriate 
for purposes of accreditation under the act.  

Under the final rule, entities seeking access to the LADMF after 
November 28, 2016, must engage an ACAB every three years to 
assess the controls they have in place to secure LADMF information. 
The ACAB is required to assess the entity’s LADMF controls against 
an established control framework such as ISO 27000 series, 
Control Objectives for Information and Related Technology (COBIT), 
International Society of Automation (ISA), National Institute of 
Standards and Technology (NIST) 800 series, Service Organization 
Controls (SOC) of the AICPA, or the NTIS’s Limited Access Death 
Master File Certification Program (Publication 100).  

These representations are specifically documented in the ACAB 
Systems Safeguards Attestation Form4 as part of the entity’s LADMF 
certification application. It’s important to note that the ACAB Systems 
Safeguards Attestation Form is required to be submitted directly to 
the NTIS by the ACAB as a means to preserve the chain of custody 
within the application process and will not be accepted from any 
other source.  

Leveraging other third-party assurance reports
In developing the final rule, the NTIS recognized that security 
controls assessments, particularly in the private sector, are routinely 
conducted for a variety of purposes such as financial statement 
audits or third-party risk management. Because an overlap of scope 
may exist with requirements for the LADMF certification, the final 
rule provides ACABs an opportunity to leverage the procedures 
from other assessments or audits performed for the certified entity 
if they also meet the requirements of the LADMF certification. 
However, if the activities performed by the ACAB were not conducted 
specifically or solely for the purpose of the LADMF certification, the 
ACAB’s submission to the NTIS would require additional information 
to clearly document the nature of the procedures performed and 
the ACAB’s basis for determining that the assessment or audit 
performed also satisfies the LADMF certification requirements under 
the final rule. Ultimately, it’s at the NTIS’ discretion to determine 
whether the activities leveraged from other assessments or audits 
performed by the ACAB were sufficient for LADMF certification.

LADMF control guidelines  
To help entities comply with the requirements of 15 CFR Part 1110, 
the NTIS published the Limited Access Death Master File Certification 
Program (Publication 100). The NTIS developed this publication 
based on NTIS’s Framework for Improving Critical Infrastructure 
Cybersecurity, which provided formal guidelines for the controls 
considered relevant to confirm that an entity has systems, facilities, 
and procedures in place to safeguard LADMF information. Outlined 
within the LADMF Certification Program (Publication 100) are 68 
prescriptive control guidelines across 18 control areas centered on 
the use and protection of LADMF information. The guidelines are a 
robust collection of LADMF-focused controls covering areas including 

Certification Requirement Interim  
Rule

Final  
Rule

Submit application with 
appropriate processing fee

Demonstrate legitimate business/
fraud prevention purpose

Complete annual self-certification 
over controls governing LADMF 
based on management’s 
internally developed guidelines

Subject to scheduled and 
unscheduled audits from NTIS

Complete annual self-certification 
over controls governing LADMF 
based on NTIS certification 
guidelines

Required to undergo third-party 
assessment over the entity’s 
compliance with NTIS certification 
guidelines once every three years
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risk assessment, access control, incident response, awareness 
and training, mobile devices, attack and penetration testing, data 
encryption, and physical media protection.  

While some of these controls are typically tested/assessed as part of 
an entity’s existing internal control program or audit requirements 
(e.g., financial statement audit, SOX, SOC1, SOC2, etc.), many are 
not. Therefore, it’s likely that the level of documentation maintained 
to evidence those controls noted within the guidelines that don’t 
fall within the purview of controls in scope for other audit activities 
may require enhancements to adequately ensure coverage for the 
LADMF certification. Further, even those controls formally assessed 
as part of annual audit requirements may contain gaps if those 
controls do not cover the information technology resources that 
contain LADMF information. As such, entities wanting to become 
certified to receive the LADMF should strongly consider a readiness 
assessment to identify control gaps that require remediation prior to 
proceeding with the formal ACAB certification process.

Certification scope

NTIS guidelines include 18 control areas with 68 specific 
internal control requirements:

1.  Access control

2.  Awareness and training

3.  Audit and accountability

4.   Monitoring for information disclosures

5.   Security assessment and authorization

6.  Configuration management

7.  Identification and authentication

8.  Incident response

9.  Maintenance

10.  Media protection

11.   Physical and environmental protection

12.  Planning

13.  Personnel security

14.  Risk assessment

15.   System and services acquisition

16.   System and communications protection

17.   System and information integrity

18.  Program management

Failure to comply
In the event entities are unable to fully satisfy the requirements 
under the new rule, their access to the LADMF will be revoked. If 
not appropriately prepared, this occurrence could have a dramatic 
impact on operations, including:

 • An increase in the occurrence of fraudulent transactions

 • The inability to maintain accurate customer records

 • Challenges identifying overpayments for repetitive payment 
obligations

 • Noncompliance with abandoned property laws

 • Failure to meet obligations prescribed by regulators 

 • Reputational damage

 • Financial statement impact

Readiness assessment
Under the NTIS certification requirements, organizations requesting 
access to the LAMDF must self-assess to their controls on an 
annual basis and undergo an assessment once every three years 
by an ACAB. Given the precise nature of the LADMF Certification 
Program (Publication 100) control guidelines, organizations will likely 
identify gaps in their existing controls when compared with those 
prescribed by the NTIS. To achieve compliance with the new rule, we 
recommend organizations prepare by first conducting a readiness 
assessment. It’s critical that any entity requesting access to the 
LAMDF satisfy the requirements of the NTIS certification program. 
Failure to comply can lead to revocation of access to the LAMDF, 
which can dramatically impact an entity’s operations by limiting its 
ability to prevent threats.

Key takeaways
Under the NTIS certification requirements, organizations requesting 
access to the LAMDF must self-assess to their controls on an annual 
basis and must undergo an assessment once every three years 
by an accredited conformity assessment body. Given the precise 
nature of the control guidelines prescribed in the NTIS Program 
Publication 100, organizations will likely to identify gaps in their 
existing controls governing the use and protection of LADMF with 
those prescribed by the NTIS. We recommend organizations go 
through a readiness assessment to prepare for compliance, as 
failure to satisfy requirements of the certification program can lead 
to further assessments, fines, or revocation of access to the LADMF, 
dramatically impacting an entity’s operations.
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Endnotes

1. The final rule is posted to the Federal Register and can be found at https://www.federalregister.gov/documents/2016/06/01/2016-12479/
certification-program-for-access-to-the-death-master-file.

2. The Bipartisan Budget Act of 2013 can be accessed at https://www.cbo.gov/publication/44964.

3. The Limited Access Death Master File Certification Program (Publication 100) can be found at https://classic.ntis.gov/assets/pdf/NTIS-
DMFsecurityGuidelinesv14.pdf.

4. The ACAB Systems Safeguards Attestation Form can be found at https://classic.ntis.gov/assets/pdf/attestationform-FM100A.pdf.
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