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Corporate transactions are common but complicated to execute. Corporate transactions may include acquisitions,
divestitures, closures, and carve outs of products. Executing corporate transactions require detailed plans to transfer
assets and people between seller and buyer. One of the most important assets that gets transferred is the data the
buyer will need to run the business once the transaction is closed.
Data is critical for business continuity. Data can be in digital or physical form including electronic files, paper records,
and even hard drives. Entire systems may also be shared by “cloning” (copying the entire application) or through system
extracts mapped between seller and buyer. Each of these transfer types need to be executed, monitored, and tracked to
achieve a smooth transition. Both the buyer and seller face challenges in managing the data transfer process.
In a corporate transaction, the buyer wants to know everything about their acquisition, and often stipulate what they
need as a contractual obligation in the asset purchase agreement (APA). Sellers face the challenge of identifying and
providing a broad swath of historical data across formats, geographic locations, and business units to meet their
contractual obligation. Buyers face the challenge of receiving large volumes of data to integrate into their own company,
systems, and file rooms. They also need reassurance that they have received everything, they need to run the business.
Transaction Services Agreements (TSAs) are contractual arrangements to help manage the change of ownership
responsibility for different areas of the information technology infrastructure. However, TSAs rarely spell out the specific
items and method required for data transfer. To offset the typical challenges of retrieving, transferring, and receiving
data—for both the buyer and seller—it is a leading practice to develop a formal data transfer process. The data transfer
process can be a workstream in transition planning to define who is responsible for collecting and delivering the data,
what data is in-scope, and how the data can be protected throughout the process. Preparing for data transfer can create
trust between parties by reducing litigation and business risk, help enable a smooth business transition for continuity,
and protect valuable information assets. The formal data process doesn’t need to be overwhelming, burdensome, or
complicated; rather, the process should provide visibility and be easily actionable across the relevant seller and
buyer parties.

Reduce litigation and business risk
Trust is fundamental to effective corporate transactions. Clear communication and oversight can help establish
trust between parties, and help achieve a smooth transition from seller to buyer. Good communication comes from
developing transparency early in the process about data requirements and availability, maintaining a chain of custody
to track the data, and providing a forum for managing escalations for disagreement about what data is in scope. A lack
of trust can lead to litigation risk or transaction cost over-runs for the seller. Sellers can reduce risk through a systematic
process designed to transfer complete, accurate, and timely data. A documented data transfer process, executed
by a knowledgeable, process-driven execution team, can help to build trust by providing transparency with clear
communications channels.
An effective data transfer process can be managed using a centralized database that records the information about what
data is to be transferred. The database can also be used as a workflow tool to track and monitor the progress of data
transfers during the transition, and as a documentation of executed data transfers after the transaction is closed. The
documentation of the data transfer process is designed to help mitigate future cost and the risk of a buyer questioning
whether the seller has met their contractual obligations. The documentation also increases the efficiency of the
transaction and reduces transaction costs. Useful information to collect in the database often includes:
Department or function collecting the data
Description of the data contents
The required timing for data transfer based on priorities to operate the business
Special handling instruction such as privacy or confidentiality requirements
The name of seller contact collecting and transferring the data, in the event of follow-up
questions
Name of buyer recipients who will be confirming the data was received
Status of the data transfer and approvals
Date of data transfer to the buyer
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The information collected about data transfers in the database can provide transparency, facilitate communication,
increase productivity, and lower transactional costs and risks associated with data transfer. A data transfer database
can be as simple as a form built on a commercially available, web-based application. Web-based applications allow
geographically dispersed data owners to participate directly in the data transfer process. A centralized system also
reduces the need to track data transfers through unwieldy email chains or spreadsheets. The database can also be used
for workflow to manage approvals, confirm timing of data transfers, and record acknowledgement of data receipt from
the buyer. Long after the transaction has closed, the database acts as a history of the data transfers. .
The oversight of the data transfer database and process can be managed by a governance committee. The governance
committee can provide process transparency and execution assistance. Good governance clarifies data transfer
roles and responsibilities, while establishing a forum for clear communication. A governance committee that includes
leadership from both sides of the transaction, functional stakeholders, legal representatives, and records management
practitioners can better align stakeholders to increase transparency, reduce risk, and build trust.

Data Transfer for business continuity
Business continuity in a transaction is achieved when the buyer gets the data they need to run the business, and
the seller meets contractual obligations without revealing commercially sensitive data about on-going operations. It is
important for the buyer and seller to work together to establish a ‘data perimeter’ that identifies the applicable data for
transfer and protects the business for both sides. Questions to consider regarding the data perimeter may include:
Will the data be required to run the business?
Does the data perimeter include the full records set for human resources, finance,
products, regulatory, legal, marketing, and other relevant functions?
Do the records contain commercially sensitive data outside of the transaction scope?
How much data about transferring employees is required by the buyer integrate them
into their new role, keeping data privacy regulations in mind?
Is historical data relevant and required according to the APA?
Are paper records duplicates of system data that is already being transferred?
The amount of data transferred can depend on the assets being sold, number of systems that contain data, and/or
the range of geographies in which the information is located. Another consideration is the span of historical data that
should consider be shared. If the seller has an established records and information management (RIM) program for data
classification and corporate retention schedule, they can be leveraged to facilitate the process of finding information
and assessing the data perimeter. The corporate retention schedule can also be leveraged at this stage to determine
what records are relevant for transfer, or what decision points can be reached regarding historical data. The retention
schedule describes the length of time records should be held for legal, regulatory or business purposes. If the data is
older than the required period of retention, it may be a candidate for disposition instead of having to be transferred to
the buyer. In this way, the data transfer process also lends itself to good record keeping practices of timely disposition.
Removing data that is obsolete also reduces risk to both buyer and seller by reducing the volume of information to be
transferred, thus lowering costs and duration of effort for data transfer. If data has not been previously classified, subject
matter practitioners from relevant departments should take an active role in identifying systems and files, collecting
data, and making sure it is handled based on its sensitivity and retention requirements. Overall, companies that have
developed data classification standards and retention rules should have an easier time of locating and transferring data
than organizations that have not established RIM practices.
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Once the data perimeter is identified, the process of extracting the data related to a transaction can be complex.
Structured and unstructured data sources each present different challenges:
• Structured data. Working with IT to manage structured data transfer is crucial, and the data transfer process
itself is usually handled application by application. Business definitions and data dictionaries for tables and
fields in applications will be essential to facilitate communication between seller and buyer in conveying the right
information as well as to enable the exact mapping, transfer and ingestion from source to target system. The
transfer process can happen as a one-time process or organized in a series of transfers (“deltas”) by geographic or
time frame perspective.
• Unstructured data, especially from a legacy storage perspective, is generally identified and transferred from
network drives and local systems where it is usually stored in file/folder logical hierarchies. Emerging platforms
for unstructured data include collaboration sites and other cloud-based platforms. The amounts of unstructured
data generated by modern businesses can approach and exceed petabytes of files—millions and millions of user
files stored in group or individually accessible locations grown over decades. Unstructured data identification
and transfer may be manually performed by knowledgeable business professionals or facilitated with analytics
technology. Especially for larger or relatively disorganizedfile shares, analytics technology helps to identify data
sources and scan embedded metadata to identify targeted files. The use of technology can also reduce the transfer
of large volumes of redundant, obsolete, or trivial (ROT) data and help provide additional confidence that nothing
has been left behind due to human error or oversight.
Identifying the data perimeter and making sure the correct information is transferred allows both buyer and seller to
continue business operations after the close of the deal.

Protect the safety, integrity and privacy of data
Data security is a top priority for data transfer. Security includes confidentiality of information and the safe and
protected movement of the data to the buyer. A secure data transfer process, and reliable systems, are crucial for data
integrity, security and privacy. The data transfer governance committee, described above, should also be tasked with
socializing confidentiality and data protection to stakeholders through policy and communication. Sensitive materials,
such as human resource information, should be protected and stored in highly secure repositories with limited access.
Security risks in a data transfer include:

Data Loss
External data breach
Exposure of private data
Sharing of commercially sensitive data by the seller that the buyer should not receive

For the execution of the electronic data transfer, a common practice is to move large volumes of data on secure managed
file transfer (MFT) services. MFTs track the chain of custody, generate hash values to check data quality, and provide a
record of when the transfers were made. If paper records are being transferred, a physical chain of custody form can be
included that communicates shipping instructions and list of contents. Upon receipt, the buyer signs the chain of custody
form to verify the files are complete. By establishing security protocols and leveraging technology to share data, sellers
and buyers can gain higher confidence that the transferred data will be safely delivered.
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Data outside the data perimeter may be co-mingled within files for transfer. In this case, a redaction process may
be required to obscure sensitive information. Redaction is the process of blotting out information that should not
be transferred because it contains information that should stay with the seller and is commercially sensitive or has
sensitive personal information (SPI) that is protected under privacy laws. There are different techniques for redaction
depending on the sensitivity and volume of protected data. Narrow redaction blocks only sensitive terms. Broad
redaction covers more information but may hamper readability and context of the document. Complete redaction
can obscure images like drawings or diagrams should they need to remain secret. A redaction plan weighs the
requirement of confidentiality against the business circumstances of the recipient and can be automated. Data
security protects the interests of both buyer and seller, take advantage of tools like MFTs and redaction technology to
save time and secure valuable data.

How trust, resiliency and security can be achieved in a corporate transaction
Data transfers driven by corporate transactions require coordination of people
and process, frequently enabled by technology. Completion of strategic corporate
transactions requires effort to build trust, maintain business continuity, and
provide data protection. Thoughtful data transfer processes, knowledgeable
teams, consistent channels of communication, a defined data perimeter, and
appropriate security measures can help achieve these objectives.
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