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With recent breaches of personally identifiable information 
(PII), data privacy continues to be an increasingly important 
topic among consumers and regulatory bodies—and many 
jurisdictions have passed data privacy regulations that 
impact the auto finance industry. Notably, the New York State 
Department of Financial Services (NYDFS) Cybersecurity 
Requirements for Financial Services Companies (23 NYCRR 
500) includes, among other requirements, limitations on data 
retention of nonpublic information. Regardless of deadlines, 
auto finance companies would be well served to consider their 
cybersecurity mandated requirements and programs. 

Definition: Nonpublic information2

The first compliance deadline under the NYDFS 
Cybersecurity Requirements for Financial Services 
Companies (23 NYCRR 500) went into effect in 
August 2017 (see figure 1). However, there are other 
requirements that must be met throughout 2018, 
including developing policies and procedures for the 
secure disposal of nonpublic information (NPI) as part 
of a financial services company’s business practices. 

Definition: Covered entities3

The regulation applies to covered entities, which 
includes auto finance captives and many other auto 
finance companies that do business in New York. 

Hot topics in  
auto finance  
Data disposition 
under new 
cybersecurity 
regulations

“ New York stepped into the void 
and took decisive action to ensure 
appropriate minimum standards 
protecting financial institutions’ data 
systems, including consumers’ sensitive 
personal information. These new 
protections, which include encryption, 
access controls and audit trails, 
add crucial tools to the regulation’s 
prior requirements in protecting the 
institutions and consumers,” said 
[NYDFS] Superintendent Vullo.1
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Rethinking record and data retention programs
One of the more complex sections of the NYDFS regulation relates to Section 500.13 of the  
23 NYCRR 500 outlining requirements for periodic disposal of certain NPI no longer required to be 
retained (see figure 2). Besides the impact on existing business processes, technologies, and systems, 
this requirement needs to be reconciled with other existing data retention regulatory requirements. 

Many covered entities and their third-party service providers intentionally or unintentionally 
retain records and data well beyond required regulatory retention periods, if not indefinitely. To 
date, few regulators have established mandates demanding financial institutions to limit how long 
they retain NPI data and records. Covered entities often align their policies with other retention 
practices to limit the complexity of retaining and disposing of records and data while mitigating 
risks of noncompliance with existing regulatory requirements or outstanding legal holds.

23 NYCRR 500 
Section 500.13

Requires that, as part of their cybersecurity programs, 
covered entities:

Shall include policies and procedures for the secure disposal on a 
periodic basis of any nonpublic information [as defined by these 
rules] that is no longer necessary for business operations or other 
legitimate business purposes, except where such information is 
required to be retained by law or regulation, or where targeted 
disposal is not reasonably feasible due to the manner in which the 
information is maintained. 

Figure 2: Requirements for periodic disposal

By… …covered entities must:

August 2017 Establish and maintain a cybersecurity program and be in compliance 
with all portions of the regulation unless otherwise specified

February 2018 Submit their first annual certification attesting to their compliance 
with the regulations to the NYDFS superintendent

March 2018 Meet a selected subset of requirements, including annual 
penetration testing and vulnerability assessments, implementing 
multifactor authentification, filing first CISO report, etc.

September 2018 Meet an additional selected subset of requirements, including implementing 
data retention policies and controls to protect nonpublic information

Figure 1: NYDFS cybersecurity requirements timing
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When in doubt, securely delete—the case for disposition 
For years, many firms have contemplated adopting a program of defensible disposition of records. 
Yet, without a regulatory mandate, the cost and challenges associated with implementing such 
a program were considered too high, and the risk of premature deletion overrode the perceived 
benefits of regularly scheduled disposition. With the new NYDFS regulation in place, firms will need 
to undertake the costs and challenges—and in doing so, they are likely to realize additional benefits. 

These benefits generally fall into three categories: litigation, maintenance, and data security, as 
shown in figure 3.

Litigation Maintenance Security

Some  
challenges

 • Every file kept unnecessarily opens 
the firm up to potential litigation

 • The more data or records that exist, 
the higher the cost of responding to 
discovery requests

 • Storage technology hardware is 
typically refreshed every three to 
five years, and all records must be 
migrated

 • The more records, the higher the 
migration cost 

 • Cybersecurity breaches are 
happening more frequently

 • The more unnecessary data or 
records a firm retains, the more 
data or records are vulnerable to 
theft in the event of a breach

Potential 
benefits of 
disposition

 • Lower litigation risk

 • Lower discovery costs

 • Lower migration costs

 • Lower storage costs

Figure 3: Disposition challenges and benefits
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But wait, there’s more— 
other regulations come into play
Adding to the complexity of building a defensible data 
collection, retention, and destruction program, many other 
jurisdictions have and are likewise implementing similar 
regulations. Compliance officers must weigh the requirements 
for each jurisdiction separately as data associated with 
different consumers/data subjects may be subject to different 
regulation. In particular, auto finance companies should be 
considering the effect of the EU’s General Data Protection 
Regulation and the California Consumer Privacy Act. 

General Data Protection Regulation (GDPR)

GDPR took effect May 25, 2018, and covers any company 
with data subjects who are residents of the European 
Union. It includes a number of key statutes, including:

 • Covered entities must maintain an inventory of personal 
data processed and the purpose for its retention.

 • Companies may collect and retain personal information 
only to the extent necessary, and no longer.

 • Data subjects can request confirmation about how their 
personal data is being processed, where, and for what purpose. 
Additionally, subjects can request to be forgotten, which entails 
the removal of all the data related to the data subject.

 • Explicit and retractable consent must be provided; it must be as 
easy to withdraw consent as it is for a data subject to provide it.

 • Privacy by design: There is a legal requirement that data protection 
must be included from the onset of designing systems.

California Consumer Privacy Act (CaCPA)

The CaCPA regulation is set to become effective January 1, 2020.  
It affords protections to California residents from companies 
doing business in California. Its key statutes:

 • Expands the definition of personal information to include 
inferences made about consumers drawn from other public 
information (PI) that illustrates their personal preferences, 
behavior, etc. 

 • Requirescompanies to allow consumers to “opt out” of the 
company selling PI and complying within 45 days.

 • Compels businesses to obtain parental or guardian consent for 
minors under 13 years old and affirmative consent from those  
age 13–16 before sharing information on minors.

 • Levies fines of $7,500 per intentional violation and $2,500 for 
general violations.

Next steps for auto finance captives
Auto finance captives may be subject to many different 
regulations in many different jurisdictions, including  
simultaneous obligations under international, US federal,  
and state regulatory regimes. A universal challenge of meeting 
these regulations is how to deal with competing, perhaps 
conflicting, regulations. Given the level of NPI collected and 
potentially unwittingly retained from dealers, the OEM 
parent, and marketing and remarketing campaigns, as 
well as that obtained and also housed at third parties, this 
regulatory requirement is neither trivial nor a one-time task 
to complete. Auto finance captives should expect the effort 
to require coordination and participation across the entity.

A firm seeking to establish a program of defensible records 
disposition should focus efforts on mobilizing various 
parts of the organization and include the following: 

 • Identify and confirm disposition policy

 • Convert policy to technical specifications

 • Design defensible disposition solution

 • Execute analytics solution

 • Implement disposition 

Figure 4 outlines Deloitte’s illustrative framework to 
implement defensible records disposition and is based on 
designs for an overall records management program.



Hot topics in auto finance | Data disposition

5

Figure 4: Illustrative framework for defensible disposition program implementation approaches

 • Determine business 
jurisdictions 
and regulatory 
requirements

 • Define retention/ 
disposition 
requirements by 
jurisdiction and 
record type

 • Identify disposition 
policy that:

 – Defines jurisdictional 
requirements to 
retain and delete 
records, including 
electronic 

 – Resolves conflicts in 
requirements from 
cross-jurisdictional 
data and business 
risk-tolerance levels

 • Identify governance 
structure for ongoing 
management and 
implementation of 
disposition policy

 • Map policies and 
business workflow 
to technical system 
specifications and 
workflow

 • Map intrasystem 
dependencies, 
including third-party 
systems

 • Create archive analysis 
system specifications 
including mapping for:

 – Jurisdictional 
retention/disposition 
requirements

 – Legal hold 
requirements

 – Electronic message-
specific rules such 
as employee SMTP 
address rules

 • Design a solution 
per defined technical 
specifications 

 • Create system rules 
implementing the 
business rules defined 
in the technical 
specifications 

 • Include rules applying 
to third-party record 
and data storage 
systems

 • Analyze and identify 
records and data that 
can be disposed 

 • Identify records by 
employee location  
and jurisdiction 

 • Identify records on 
legal hold

 • Identify archive records 
to be deleted

 • Dispose of identified 
records and data

 • Record evidence or  
log of record and  
data disposition

Identify  
and confirm  
disposition policy

Convert policy 
to technical 

specifications

Design defensible 
disposition solution

Implement  
disposition

Execute  
analytics solution
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The framework outlines two critical needs that can help a firm implement a defensible records 
disposition program:

 • The first and most important step is to create a comprehensive understanding of data sources 
retained by the firm, including the lineage information (e.g., source, purpose of creation, owner, and 
creation time).

 • Once a comprehensive understanding of data sources is created, each data type should be mapped 
to its applicable retention schedule in the form of a records inventory. The retention schedule should 
include retention requirements from all sources, including statutory regulation and internal firm policy.

It is also important to understand that the data map and records inventory are not static documents 
but will grow and change with the auto finance company’s business and the regulatory environment. 
Implementation of an operating model to manage the data map and records inventory is crucial.

To address longer-term needs, auto finance companies should consider beginning to budget for 
a large-scale effort around record retention and disposition. Deloitte continues to analyze the 
potential impacts of the NYDFS regulation on data retention requirements for covered entities and 
will continue to provide perspective on steps organizations should consider taking to mobilize and 
implement defensible disposition programs.

Deloitte’s framework for implementation was designed to help organizations not only comply with 
the NYDFS regulation and other regulatory requirements, but also reduce risks associated with 
retention of sensitive information. 

Contact us with questions about the regulation and activities to consider to support planning, 
preparation, implementation, and compliance.

Endnotes
1 “DFS Superintendent Vullo Reminds Regulated Entities of Approaching Cybersecurity Regulation Compliance  

Effective Date,” news release, New York Department of Financial Services, August 8, 2018.

2 “Cybersecurity Requirements for Financial Services Companies,” New York State Department of Financial Services,  
23 NYCRR 500, page 2.

3 Ibid.
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