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Key Risk Areas and Considerations

C O N S U L T I N G

1. Invent / Re-invent new business models

From identifying pools of value to navigating the 
uncertainty present in the market, our strategy services 
enable actionable roadmaps to move forward

2. Imagine, build and run solutions

Global Blockchain Labs with in-house development 
capabilities and relationships with major technology 
providers ensure scalable platforms can be built to 
leverage blockchain and digital assets

3. Web 3 readiness

Rapid introduction into the latest thinking in blockchain 
and digital assets leveraging our in-depth coverage of 
the emerging industry, players, and developments

T A X

4. Tax compliance & structuring

Enhancing and structuring value capture systems across 
trading, custody, asset servicing, and funding to not 
only navigate tax uncertainties but also identify 
efficient models

5. Digital assets classification

Navigating through the rules and standards set forth to 
classify digital assets for tax purposes and analyzing 
proper considerations from the beginning

6. Ongoing tax compliance

As tax structures shift, we are a trusted advisor, that 
can navigate ongoing compliance as new tax guidance 
emerges and matures

R I S K  &  F I N A N C I A L  A D V I S O R Y

7. Risk assessment

Detailed assessment of business, cyber, financial risks 
and more, leveraging our deep understanding of 
traditional and emerging risks related to digital assets

8. Business model growth

Assisting with business model development, including 
licensing and business plan support, to help you 
facilitate regulatory approvals. Support build out of 
controls, policies and capabilities

9. Financial advisory and controls

Understanding of operations and reporting requirements 
across the entire digital assets lifecycle to help mitigate 
potential impacts including the application of COSO to 
blockchain (in collaboration with Audit)

A U D I T

10. Audit readiness

Provide insights to companies preparing for a financial 
statement audit on accounting policies, financial 
reporting procedures, and controls documentation

11. Accounting advisory services

Advise companies on accounting for digital assets 
including analyzing complex contracts, performing 
accounting research, developing accounting policies, 
and drafting relevant disclosures. 

12. Financial statement review and audit

This service is subject to appropriate acceptance 
criteria.

Deloitte’s approach to digital assets

We bring global blockchain knowledge across strategy, technology, tax, risk advisory, regulatory, and assurance services 

We provide fully integrated services for business 
model evolution

Our services are anchored in technology innovation 
and implementation

We serve all industries globally, with a concentration 
of high-value brands in crypto, banking, and 
government

We are recognized for providing leading attestation 
and assurance services

We enable policies, procedures, compliance, and 
controls and launch banking and payment entities 
in the jurisdictions in which we operate

Our Blockchain & Digital Assets practice 
supports digital asset players across the 

ecosystem through in-depth regulatory support 
and rapid adoption.

We are a catalyst for changing business models 
through the use of blockchain and digital assets
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Performance
Functioning of the 
underlying technology 
and if it continues to work 
as intended
Network congestion
Ability of the underlying 
technology to handle a 
potential increase in the 
network activity

Protocol updates/ forks
Updates to the 
protocols, malicious 
code updates

Trading venues
In scope venues/ 
exchanges, integration 
with firm surveillance 
systems, etc.

Trade execution & 
settlement
Execution and post trade 
processing

Classification of digital 
assets
Securities, commodities 
or a separate asset class

KYC
Procedures to verify and 
update customer account 
information

Transaction monitoring
High frequency 
transactions or 
transactions specific to DA 
exchanges/ entities

Governance
Appropriate governance 
structures, risk appetites 
and controls for readiness

Regulatory requirements
In-scope jurisdictional 
regulatory requirements

Threat monitoring
Identification and 
management of blockchain 
specific threats (e.g., rogue 
miners)

Key management
Protocols for key 
generation, use, storage, 
back up and protection

Security breaches Fraud

InsolvencyMarket manipulation

Quality of market surveillance
Anti-money laundering (AML) 

procedures

Compliance with applicable 
laws

Complexities with forked and 
airdropped DAs

Conflicts of interest Allocation across client accounts

• Regulatory frameworks for digital assets continue to evolve 
• Key regulatory bodies express concerns that the risks posed by 

digital assets could lead to systemic and financial impacts on the 
overall economy, including consumers 

• Regulators plan to address these concerns within the context of 
their respective oversight mandates with specific requirements 
around safety and soundness, consumer protection, and market 
integrity

• Requirements include expecting firms to establish or enhance risk 
mitigation controls and conduct risk assessments of the 
characteristics of the underlying products and technologies
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We help firms operate in less than clear regulatory environments by leveraging core safety and soundness playbooks while also preparing controls for new, complex digital asset regulations. Our team includes subject matter 
specialists that are familiar with regulatory expectations and licensing requirements and have experience guiding organizations through implementing digital assets products and services.

Proactively addressing regulatory expectations

• Develop a comprehensive 
written IT risk and control 
framework and program 
that adequately addresses 
IT and information security 
risks with the 
implementation of key 
controls supporting 
safeguarding sensitive 
information

• Operational and financial 
resiliency of service 
providers should constantly 
be monitored

Compliance Mgmt. & 
BSA/AML

• Develop a compliance 
management program 
including written BSA/AML 
and OFAC programs that 
are consistent with the 
bank’s products, services 
and customer base and are 
reasonably designed to 
assure and monitor 
compliance with applicable 
laws and regulations 
including the FATF Travel 
Rule

Financial  & Treasury

• Determine the credibility of 
financial projections –
including realistic 
marketing, client 
demographic and business 
plan assumptions

• Determine adequacy of 
financial resources to meet 
capital adequacy 
requirements

• Perform stress testing to 
demonstrate adequacy of 
financial resources

• Build processes to ensure 
liquidity, and capital 
monitoring on an ongoing 
basis

Third-party Risk 
Management

• Ensure a safe and sound 
third-party risk 
management program to 
effectively assess and 
manage the risks posed by 
third-party relationships

ERM & Risk Appetite

• Enhance Risk Appetite 
Statements & Limits to 
define overall credit, 
liquidity and other 
exposures (e.g., value of 
stablecoins against 
reference assets may still 
fluctuate even though they 
are tagged to fiat currency)

• Refine risk policies, 
processes and frameworks 
to govern and manage 
additional financial and 
non-financial risks, liquidity 
risk, currency risk, and 
credit capabilities to 
manage risks

New Product Approval

• Demonstrate that the 
product/service has gone 
through new product 
approval, including senior 
level management approval 
and challenge

• Ensure ongoing product risk 
reviews/ monitoring occur 
relative to the product 
approval

Talent Capabilities

• Ensure people and talent 
are in place to manage and 
support crypto banking 
activities. Risk and 
Compliance professionals
should be hired along with 
product leads.

Intercompany 
Governance

• Ensure that all contracts, 
agreements, and 
transactions between the 
bank and any affiliates are 
in the bank’s best interest

• Ensure compliance with 
Regulation W or section 
23A and 23B of the Federal 
Reserve Act

• Develop a project plan with 
clearly articulated 
deliverables and 
management

• Draft a plan and process for 
change management

• Maintain or document logs 
to track all critical changes 
to ensure Day 1 readiness

• Establish governance and 
communication protocols 
to mobilize the initiative

Change Management

Compliance, Governance and Controls

Blockchain and Digital Assets | Navigating Regulatory, Risks and Controls 
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