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2023 SSOEF Theme - Connect . Innovate . Accelerate

2023 Shared Services & Outsourcing Executive
Forum
Connect . Innovate . Accelerate .

Companies today operate in an unprecedented and
highly dynamic business environment. Human-
technology collaboration, ESG advancement, digital
innovation, and the evolution of worker expectations are
among a number of significant shifts forcing
organizations to rapidly adapt and evolve their work,

workforce, and workplace. Global Services organizations

are uniquely positioned to accelerate how organizations
address these important trends, to create competitive

advantage
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Looking into the future of cyber

Cyber incidents and breaches are resulting in the following negative consequences for organizations

Today, cyber means business.

Cyber has become a foundational and integral business
imperative.

The future of cyber will be shaped by the C-suite and the board’s
commitment—and by the business value that the entire
organization can envision with cyber.

Our research shows a new dynamic emerging as the C-suite,
along with the board, work in partnership to lead the business
and enable innovation—together.

36% 919% 86%

of organizations have experienced 1-5 of organizations surveyed report at least of organizations surveyed report that cyber

cyber incidents as per the 2021 survey! one cyber incident or breach initiatives made a significant, positive
contribution on at least one key
business priority

1Deloitte Thought Leadership 2023 Future of Cyber Survey
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Shared Services & Cyber — Survey Highlights

The evolution of third-party delivery models beyond cost brings an opportunity to outsource differentiated capabilities such as cybersecurity
and data and analytics - Deloitte Global Outsourcing Survey 2022

CYBERSECURITY AND DATA

Cybersecurity is today’s top external

challenge for executives Executives identified cybersecurity as the number one external
challenge they face in achieving their strategic objectives. Today, 81%
of executives turn to third-party vendors to provide, in full or in part,

81% their cybersecurity capabilities.

48%

ECOSYSTEM HOLISTIC MANAGEMENT

Managing the third-party ecosystem goes beyond SLAs: transparency
and trust must be paramount

What are the top qualitative aspects you most value in a service provider?

Transparency [ 54%
Trustworthiness I 41%
Understanding of our business NI 40%

At least 3 out of 4 executives use third-party Proven results/outcomes I 36%
vendors to support the cybersecurity function o
Clear and frequent communication N 33%
= Skilled resources/effectivee capabilities NGNS 33%
L Clearly defined cybersecurity standards [N 31%
Less than half of these organizations are yaeined aybereciy
prepared to handle this challenge Innovation contribution GGG 21%

Strategic partnership I 10%

Source: Deloitte Global Outsourcing Survey 2022 (% respondents)
Source: Deloitte Global Outsourcing Survey 2022 (% respondents)
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Shared Services & Cyber — Functional & Capability ties to Cyber

Center Office Model

CUSTOMERS OF THE CENTER OFFICE
(INTERNAL AND EXTERNAL)

Functions External users
(e.g., Finance, IT) (e.g., Customers, vendors)

AA A4

Business units Geographies
(e.g., LoB 1, LoB 2) (e.g., NA, APAC)

Customer Brand and @ Service management, outsourced @Customer interaction
experience strategy talent strategy portfolio management, and governance channel strategy

@ Program management and transition management

@ Quote to Cash @ Record to Report : :
Knowledge and content @ Reporting, analytics
management and data quality
@ Source to Pay @ {Pfor:ma:tlon Process excellence and continuous improvement
echnology @ Intelligent automation

Change management and training design
Customer experience and user-centric design
@ Marketing, research and intelligence services @ M&A integration SWAT team

A A A4 A A A4

ENABLERS OF CENTER OFFICE DELIVERY
May be dedicated or shared

@ IT and infrastructure Marketing and branding
@ Real estate and facilities @ Legal and risk management

Where Cyber intersects with Shared Services

Recruit to Retire

Finance

@Procurement and

HR/talent management vendor management
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The world is changing...

Identities, workloads, data, networks and devices are everywhere.
The industry is trending toward frameworks that facilitate the
enforcement of “least privilege” for modern enterprises contending

with the abundant nature of these domains.

Macro Trends

QQQ
|11 I
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Increasing Ecosystem Risk
Transformation Regulation

@
®

Remote Globalization Trust
Workforce

©,
S

Cloud Advanced Cyber Sustainability
Adoption Threats

Copyright © 2023 Deloitte Development LLC. All rights reserved.




How is your organization managing cyber ecosystem risks?

Cyber ecosystem is evolving into a distinct functional area of the business, transcending its traditional IT roots and becoming an essential part
of the framework for delivering business outcomes

e

Not knowing the
answer to any of
these questions
may indicate an
unrealized
opportunity to
increase your

Multidirectional Engagement
Who throughout your organization

A Diverse Ecosystem
is engaged in cyber activities?

of Tools and Services
Cyber program

What technologies, capabilities and
maturity and external offerings are used to

5

value throughout your cyber program?-
Criticality to Digital {S} . .
Transformation Initiatives @ Appreaatil:gr:I::tInvestlng
Is cyber considered a high priority How does the right talent impact
business success?

to ensure operational agility and

your cyber security performance?

Robust Planning
What is included in your cyber
strategy? How comprehensive is it
to defend against cyber threats?
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Continuous Monitoring and Secure Connectivity

This diagram compares current industry challenges against innovative solutions of tomorrow within each key area of focus

TOPICS INDUSTRY TODAY ——— — INNOVATION OF TOMORROW ——

POINT IN TIME ASSESSMENTS > [] DATA & EVENT- BASED MONITORING

Know Your Customer:

Intersection of fraud &

eybor o SINGLE PANE OF GLASS & WORKFLOW
SYSTEM & KNOWLEDGE SILOES —_— ORCHESTRATION
LACK OF THREAT INTELLIGENCE

IT & Infrastructure: CORRELATION Ly 4 ﬂﬂ TECH ENABLED RISK SENSING

Threat Detection &

Response >
NTH PARTY BLIND SPOTS @ MULTI-TIER ILLUMINATION

Remote Workforce:

Physical connectivity, data STATIC AUTHENTICATION ¢ > g CONTINUOUS AND SECURE AUTHENTICATION

management

Real estate & facilities: UNKNOWN USER BEHAVIOR L s o = BEHVAVIORAL ANOMALY DETECTION

Internet of things (IOT)

UNKNOWN SOFTWARE COMPOSITION  euupy 69 SECURE SOFTWARE SUPPLY CHAIN

Procurement & Supply
Chain: Ecosystem Risk

INCONSISTENT SSDLC CAPABILITIES L o 4 % AUTOMATED SECURE SOFTWARE ENABLEMENT
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Deloitte

Thank You!

This presentation contains general information only and Deloitte is not, by means of this presentation, rendering accounting, business, financial, investment, legal, tax, or other professional advice or services.
This presentation is not a substitute for such professional advice or services, nor should it be used as a basis for any decision or action that may affect your business. Before making any decision or taking any
action that may affect your business, you should consult a qualified professional advisor. Deloitte shall not be responsible for any loss sustained by any person who relies on this presentation.

About Deloitte

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee (“DTTL”), its network of member firms, and their related entities. DTTL and each of its member
firms are legally separate and independent entities. DTTL (also referred to as “Deloitte Global”) does not provide services to clients. In the United States, Deloitte refers to one or more of the US member firms
of DTTL, their related entities that operate using the “Deloitte” name in the United States and their respective affiliates. Certain services may not be available to attest clients under the rules and regulations
of public accounting. Please see www.deloitte.com/about to learn more about our global network of member firms.
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