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Operator: 
Welcome to On Cloud, the podcast for cloud professionals, where we break down the state of cloud computing today and how you 
can unleash the power of cloud for your enterprise.  Now here is your host David Linthicum. 
 
David Linthicum: 
All right thanks for joining us here on the podcast. My name is David Linthicum, Cloud Computing SME, Author, Speaker, B–List Geek, and we 
are here today to talk about some really cool stuff and some things that I’m looking to learn more about and that’s “Istio” which is ultimately 
going to lead us to our special guest today. So here today with Vasa who is also one of my colleagues at Deloitte – so what is your role at 
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Deloitte by the way? 
 
Vishveshwara Vasa: 
I’m the Chief Cloud Architect focused on solving some of the complex solutions using the Cloud as one of the platforms and solutions. 
 
David Linthicum: 
Yes, and I've just been in a couple of meetings with him, he is a very experienced, very good guy to have around. So, we’re going to talk today 
about “Istio” did I say that correctly? 
 
Vishveshwara Vasa: 
Yes. 
 
David Linthicum: 
So, tell to the audience, because I’ve heard about it just kind of been passing haven’t done an article or blog post about it, things like that, that’s 
why I was really looking forward to doing this podcast. So give us the kind of the 10 cent tour around “Istio” and why should – we should pay 
attention to it? 
 
Vishveshwara Vasa: 
(0:01:00) So, one of the primary challenge “Istio” is going to solve is about “Microservices Management” piece of it. Today, most of the 
Enterprises are leaning towards building Microservices or converting Monolithic into Microservices so that they can get agility and then speed 
to the market and then also take advantage of new innovations that are happening. But the big challenge is that as Enterprises build 
Microservices then if you are 10–15 Microservices you can manage it on manual basis, but suddenly if you have 50 to 100 to 200 Microservices 
then the biggest challenge is how does this Microservices connect to each other, secure and then, how do you control them, also how do you 
observe them on collecting metrics and all that? 
 
David Linthicum: 
So give me some use cases for “Istio” –  so tell me how would we use it in a typical Enterprise? 
 
Vishveshwara Vasa: 
So the primary goal will be that you’re going to setup “Istio” so that all the Microservices are managed properly. So assume that if you build an 
e-commerce application and then e-commerce application might have many different types of domains from cart management to catalog to 
marketing API’s, all these API’s needs to connect to each other to provide the right functionality also they need to be secured when they are 
talking form one Microservices to another Microservice (0:03:00) or when you are talking to third party Microservices, and then you want to 
control it, so that you can apply policies and then distribute the load evenly, and then also see what’s happening between the Microservices 
how many calls are coming to a specific Microservice and then take decisions based on what areas you want to improve it. So, the “Istio” is 
going to solve these four main aspects of issues for the Enterprises. 
 
David Linthicum: 
So, ultimately they’re going to reduce complexity or is this going be as complex or something that is going be more complex going forward? 
 
Vishveshwara Vasa: 
The idea is that when you have many more Microservices it helps you to manage the complexity of service mesh. So, like in the case of if you 
take 50 Microservices, you need to understand what Microservices are connected to which Microservice (0:04:00) and today normally we 
maintain that in a diagrams, which most people doesn’t understand it. With “Istio” you can have a live traffic mechanism to see which 
Microservices are is going to have connecting to which Microservice, and which Microservices are scaling or getting more traffic which requires 
a more scaling then introduced into how I can reduce, you know, load on other Microservices. So it’s a combination of reducing complexity 
ease of maintenance of Microservices and then securing them. 
 
David Linthicum:  
So it’s almost like a service decomposition diagram that we are able to look at live and kind of an operational framework - is that good analogy 
of it? 
 
Vishveshwara Vasa: 
Perfect, yes that’s perfect, so this is “Istio is like to Microservices” as “Kubernetes is for Containers”.  So Containers are (0:05:00) independent 
containers parts running and “Kubernetes” manages those containers, and then “Istio” is helping Microservices talk to each other and then 
secure in a secure manner. 
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David Linthicum: 
So why don’t we think about this thing back in the early days of SOA 15 years ago was this kind of something we overlooked or do we not have 
the technologies –seems like we had lot of knowledge of services, service decomposition the ability can leverage composite applications but 
nothing quite like this to kind of reduce the complexity which kind of made SOA very difficult to deploy within Enterprises. 
 
Vishveshwara Vasa: 
Right, it’s a similar concept to the SOA, but SOA was a Monolithic Application right. We built services on a big monolithic platform.  To scale it, 
you have to scale the entire SOA Platform. Even though they are small services, but scaling was a challenge, that’s where we completely 
decoupled the SOA into this Microservices which are (0:06:00) independent to each other. So, before in SOA world we used to have one place 
to check the logs for all your services, but in the new world when you are building Microservices you have different places to check logs. So, 
it’s a new problem created by decomposing this big SOA Monolithic Platform into smaller Microservices, and that is the problem “Istio” is 
solving. 
 
David Linthicum: 
So, ultimately let’s talk about Microservices and the advantages of Microservices, just kind of I think many in the audience have heard of them, 
don’t necessary know what they mean? They have come from a SOA background things have kind of changed in terms of our consuming,  
producing and leveraging services, so what has evolved in the world of Microservices, why should we care about them? 
 
Vishveshwara Vasa: 
So the primary driver of Microservices is the ability to modify some piece of functionality and go live quickly without worrying (0:07:00) about 
whether my application is going to work or not. In Monolithic world, you have this big application which have millions of lines of code, and if 
you want to change anything that needs to be properly planned and you have to change it, then you need to have a six to 10 weeks, sometimes 
even months of regression testing that this particular code change didn’t break something else. And when you scale it, you have to scale entire 
Monolithic Application as it is which is very complex, that’s driven into this whole new way of doing is into Microservices. 
 
If you look at a simple E–Commerce Application is you have Product Management, Product Catalog and then you have searching for products 
and then you have a Cart Management where you can place your item on the cart and then you can place an order. In a Monolithic world all 
this functionality is one big application (0:08:00). If you want to change something in the search piece, then you have to change it but then you 
have to test all pieces of commerce. If you take the same thing in a Microservices world you don’t do one application, you do five or six different 
applications depending on the domains you want. You might have a product catalog search as a Microservice, you’re going to have a cart as a 
service, you’re going to have an order as a service. Then what you do is you stitch all these Microservices together to form an application, then 
what happens is if you want to let’s say change only search piece of it, then when you deploy search, you are not touching all other services. 
So that is it gives you the ability to quickly change something in the Microservice and then go to production without worrying about testing all 
other functionality, because (0:09:00) you didn’t touch the other functionality.  The next thing is scaling part. Like if you look at the E–Commerce 
World when you do, when you buy a product you do at least seven to ten searches before you buy product, that means your search module 
needs to be scaled seven times than your order margin, that way you can have independent scaling of these services to achieve right efficiency, 
and “Istio” is going to solve you in managing all these services together. 
 
David Linthicum: 
Got it –  so you would think you would need some sort of special architectural training to get this thing correct, because I remember when we 
were doing Service Oriented Applications and even building Service Oriented Applications in the Cloud, which we have doing a lot recently, the 
ability to kind of assemble these things in order to plan for reuse is (0:10:00) incredibly efficient if you get it right, but it’s incredibly tough to 
get right. Ultimately you are having to think three or four steps ahead in the Application Development Process, you’re trying to find 
commonalities between the applications, you are having any deal with security, governance of those various systems, API’s, things like that the 
ability to kind of leverage cross, APIs across domain boundaries such as all the things that will you can find in the API search categories to do 
things like weather and things like that, to bring within these applications. So, are we again kind of getting ourselves into – painting ourselves 
into a complexity corner even though we have the capability to build these very powerful applications leveraging Microservices to do it. We 
just don’t have too many people around who kind of understand how it can be done and therefore it’s going to be a very long learning curve 
we’re going to be affected with this technology in other words are we outsmarting ourselves? 
 
Vishveshwara Vasa: 
It’s a similar right whenever you have a new tools or technologies then you’re going to have a new set of (0:11:00) problems if you don’t do it 
in the right away the technology is solving for it. So that’s what I feel is that this new way of thinking of doing Microservices needs to come with 
a proper Governance and control so that you are taking advantage of benefits rather than creating new set of problems. So, I think that’s why 
the whole challenge became going into Microservices, yes I got the benefits I want, but then suddenly you started having these issues on how 
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do I manage - before I used to manage one application of one monolithic application in five servers, and suddenly I’m managing 20 different 
Microservices in 30 different Containers. So the challenge becomes on how do I manage and control and secure these many things rather 
than I’m doing one. So that’s why the “Istio” solves that particular problem. 
 
David Linthicum: 
So give us an example of Governance within this (0:12:00) platform in another words how would it function? What would we care about, what’s 
kind of an example of good Governance and what’s an example of Governance that needs to be improved? 
 
Vishveshwara Vasa: 
Recently we did a exercise for one of the clients where we did a “Domain–Driven Design” for them and then identified how they can decompose 
their business into 60 different Microservices. And then everything was – everybody is happy everybody knows what Microservices they need 
to develop. A year and a half later that sixty Microservices turned out to be 150 Microservices, then suddenly when we observed it why we 
built so many Microservices is lack of understanding that, oh we don’t have this Microservices already built, then somebody built something 
new. So like that there are many duplicates happening even though with minor changes the Microservices, they’re duplicates. So that is the 
one which is creating problems of lack (0:13:00) of governance. 
 
And then when we reassess and then did – and then lessons learned was one, whenever you’re building Microservices within the domain is to 
identify if there is an existing Microservices, and also the product thinking needs to be part of it, this is not anymore a project thinking where 
you build a Microservice and the team is gone, in that scenario if there is a new requirement then you have to spin up a new project to develop 
an existing Microservice or revamp the Microservice. So the thinking needs to change that a product team needs to own a set of Microservices 
and they are responsible for maintaining and monitoring and also enhancing those Microservices, that way you can reduce more number of 
Microservices in the Enterprise and improve the reuse of those Microservices, I think that’s going to benefit the Enterprises. 
 
Dave Linthicum: 
I think it’s extremely helpful; it’s a good description of what people need to do to actually build these applications properly. So tell us a bit more 
about “Service Mesh” what’s that all about, what is –– how is it part of the Architecture this platform and when will we use it and what is it for? 
 
Vishveshwara Vasa: 
So the concept of “Service Mesh” evolved when this Microservices are becoming more and more. Before whenever you want to talk to one 
Microservice needs to talk to another Microservice, we used to put a load balancer in between then that creates a latency issues, then you 
have multiple network hobs and then creating slowness in the Microservices, then the concept came in as why do we have to connect to a 
load balancer that load balancer needs to talk to another set of Microservices, why can’t I connect my Service Container to another Service 
Micro Container directly but going through some kind of load balancing logic myself – that way I can avoid this entire load balancing between 
Microservices. Also reduce the latency that was a big advantage of going with the Service Mesh concept. That means if you have a Microservice 
A wants to tell to Microservice B, A might have ten different nodes and B might have ten different nodes then Microservice A can directly talk 
to one of the nodes of Microservices B and then get the response what it wants. Then imagine from A to B to like 50 Microservices are 
communicating to each other and then using some output, producing our becoming an application. In that scenario you have 50 to 60 different 
connections interlinked together and that becomes a “Service Mesh”, so it’s a mesh of services communicating with each other to produce a 
output. So that’s what the whole Service Mesh is. And the challenge with Service Mesh is that the Service Mesh is small it’s easier to manage if 
you have only five, ten services you can look at on the diagram and then see what services are talking to what services. The challenge is when 
the services become more than 10, like 50, 60, 100.  In most of the Enterprises now, they start thinking about 200, 300 plus Microservices, and 
they all talking to each other creating this Service Mesh. The challenge is how do you manage, secure, control and observe what is happening 
within this Service Mesh and that’s what the “Istio” is going to solve for. 
 
Dave Linthicum: 
Got it, got it. So ultimately we’re abstracting ourselves away with some of the, lot of the operational complexities of it? 
 
Vishveshwara Vasa: 
Yes definitely. I think the primary, another –– primary one is around if a separate product team is building their services they don’t have to 
worry about the service which they are calling – about their SLAs, so their deployments, so independently they can build their services without 
worrying about other services. 
 
Dave Linthicum: 
So let’s get down into the “Microservice Architecture” and that’s been a huge buzzword – I’ve been writing and speaking a lot about that going 
forward and looking at this tool in this technology, this platform they kind of make it better doing what’s compelling about it and why should 
Enterprises kind of move in that direction currently? 
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Vishveshwara Vasa: 
The primary reason I think all the Enterprises has to move is about being competitive and getting ideas to (0:18:00) market very quickly. The 
challenge with Monolithic was anything you want to change it’s a three to six to nine months program with the Microservices world, it’s 
anywhere from weeks or even days deployments happening. Also with “Agile” and “DevOps” concepts, the automation is also playing a big role 
in this space. When we think about not a big application or like not a big functionality going live versus how can I introduce a small feature and 
take the feedback from the clients and then incorporate more into the next releases, that way you can do small releases, get the feedback 
then going into the next releases. In the Agile concepts as the people are moving towards Agile, this Microservices is going to play a big role in 
on how (0:19:00) to do it on the problem to the what I want to develop. 
 
Dave Linthicum: 
So we’re in essence creating a set of tools to an essence do what Kubernetes does for Containers but doing this for Microservices you said 
that earlier in the podcast and I thought that was very profound, so this has really the objective of reducing complexity of dealing with that. So 
we’re hiding behind a lay of abstraction I won’t say hiding behind it but we’re leveraging a layer of abstraction so we’re not having to deal with 
the complexity or the tipping point where the number of services is kind of outreaching our ability to kind of manage and govern those services 
is that a good description? 
 
Vishveshwara Vasa: 
Yes, definitely yes you’re at the right on the point. 
 
Dave Linthicum: 
So give us kind of a pathway for the Enterprises out there who are looking to leverage this technology (0:20:00) is it better just to jump in feet 
first and then kind of put this into their DevOps toolchain, is it should they do some pilot projects to experiment with it – should they train and 
team up in making this happen. Seems like its opening up many opportunities specifically some of the Enterprises are looking to move to 
Microservices but stepwise how should they get there? 
 
Vishveshwara Vasa: 
So, I think though – one of the big advantages of Istio is that it doesn’t require any changes to your existing services. It works with a concept of 
sidecar and then proxies, so whenever a Microservice wants to talk to another Microservice you can just change your Microservice external 
reference to this proxy and then that proxy will figure out where the other service is residing. So that’s why I think Istio is going to be very 
popular is that it can be incorporated into your network, your service oriented architecture without (0:21:00) doing a lot of modifications. From 
the starting point you can start with a small Istio pilot and then take a look at what are the common services which are more frequently used 
and scaled or changed. Then, from there you can go slowly incorporate into entire organization. From the people side of it Istio is pretty easy 
to learn there are a lot of documentation provided.  You know, my team was able to quickly learn and then do a POC in couple of weeks which 
we are talking, we are ready to take it to pilot. So learning, once the concepts are known, learning curve is small and then because we can go 
live without changing the existing services that is a big benefit of it. And then I think as per any other change, forming a small center of 
excellence team to understand this toolchain and getting around it before (0:22:00) jumping into full Enterprise, I think definitely is a big win 
as that follows the Agile principles which are very popular these days. 
 
Dave Linthicum: 
So are there any downsides to this it sounds like it’s a short learning curve to get to it, it sounds like it’s a very powerful tool that abstracts your 
way from the complexity and if you’re leveraging Microservices, this is definitely a tool you should look at very much like Containers and 
Kubernetes is the analogy used before, what would be two downsides of leveraging this technology? 
 
Vishveshwara Vasa: 
So one I would say is that again this is a 1.0 Release they released which you can take it to production but be ready for upgrades, there will be 
lot of changes which are going to come as with any software if you are started planning about Istio 1.0 today then plan for it upgrade process 
and then when the 2.0 comes in, then you are ready for it. Once you are ready and plan for it, it becomes much more easier (0:23:00) especially 
I observed that this is not a software you place one time and then forget about it. Right you need to continuously monitor your Microservices 
and then see what’s happening and then adjust according to it. Another one I would definitely look at is about Multi–Cloud deployments. When 
you are thinking about deploying Microservices in Multi-Cloud scenarios then how do you make sure that Istio plays a key role in monitoring 
and securing these services then you need to understand all the aspects of communication not just the application side of it. You need to 
think about the network layer between Multi–Clouds or Multi–Region environments, you also need to think about managing the deployments 
of Istio in different proxies. Istio is very good at managing their own proxies but setting (0:24:00) up those proxies and making sure that they’re 
communicating with each other in a Multi–Region, in a Multi–Cloud environment is very important. 
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Dave Linthicum: 
What about security? It seems like to me I could have heyday if I was able to kind of access the Microservices from this platform. 
 
Vishveshwara Vasa: 
Right, so security is actually built into Istio platform itself. There are multiple ways you can secure your services and another beauty of Istio is 
that you can control the security through policies, that way you are not going and changing the code or you’re deploying a new service to make 
any changes to your security policies. You can go to Istio control plane, update the policies and what and who can access your services that 
way easily you can change those policies to make room for others. (0:25:00) So I think that’s another big advantage of Istio is that they build 
Istio platform by keeping security in mind. It also supports multiple way of securing about authentication from username and password to 
Certificate Based Authentication so that’s I think built into it already. 
 
Dave Linthicum: 
So where can we go to find out more information on this technology? 
 
Vishveshwara Vasa: 
So Google made it Istio as an open source project, so definitely you should be able to go to I–S–T–I–O.I–O Istio.io to the site to find more 
details. Another one is about leveraging Google’s own website google.com/Istio – it will take you to Google’s implementations of Istio then you 
should be able to find lot more information around that. 
 
Dave Linthicum: 
So where can the listeners reach out to you directly? 
 
Vishveshwara Vasa: 
They can reach out to me at (0:26:00) vvasa@deloitte.com. 
 
Dave Linthicum: 
I think this should do it, it sounds like some great technologies and great things coming down the line, very exciting stuff – that’s our podcast 
for now and this is Dave Linthicum for Vasa. Have a great time -  we’ll talk to you next time and cheers. 
 
Vishveshwara Vasa: 
Yes, thank you David. 
 
Operator: 
Thank you for listening to On Cloud For Cloud Professionals with David Linthicum.  Connect with David on Twitter and LinkedIn and 
visit the Deloitte On Cloud blog at www.deloitte.com/us/deloitte-on-cloud-blog.  Be sure to rate and review the show on your 
favorite podcast app. 
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