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Operator: 
The views, thoughts, and opinions expressed by speakers or guests on this podcast belong solely to them and do not necessarily reflect 
those of the hosts, the moderators, or Deloitte. 
 
Welcome to Architecting the Cloud, part of the On Cloud Podcast, where we get real about Cloud Technology, what works, 
what doesn't and why. Now here is your host Mike Kavis. 
 
Mike Kavis: 
Welcome to Deloitte’s Architecting the Cloud Podcast. I’m your Host Mike Kavis and I’m here with J Paul Reed, Founder of Release 
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Engineering Approaches. He is the Author of “DevOps and Practice” and has his own podcast called “The Ship Show” it's “S-H-I-P Show”. 
So, Paul welcome to the show tell us a little bit about your background and what you are going on these days? 
 
J Paul Reed: 
Yes, thanks it's good to be here. So my background Build and Release Engineering, I started doing that A good 20 years ago, and then I 
came to DevOps kind of through that because a lot of the work that we do is pipelines and deployments and all of that kind of stuff. So 
when I started doing consulting about six years ago, I was doing a lot of the Build and Release stuff and then kind of went on my own 
personal DevOps journey about the things that people were talking about and the things that people were important to them. So now, I 
do more sort of human factors and system safety stuff work which is super interesting and it usually is in the form of (0:01:00) “Release 
Pipeline Continuous”, “Integration Continuous Delivery” all that kind of stuff. So busy, busy and I get to see lots of interesting systems 
and people doing interesting things in those systems and we work through, what an incident analysis type stuff so there's a lot of fodder 
for discussion there. 
 
Mike Kavis: 
Cool. Well great to have you here so I saw you NewOps Days in San Jose and you did a pretty funny presentation and part of it was the 
five dirty words. So I figured we just focus on that because I was so entertained I thought we’d entertain our folks here and go through 
that. So just before we dive in just what’s the context of the “Five Dirty Words”? 
 
J Paul Reed: 
So the presentation is “The Five Dirty Words of CI” and one of the first few slides is CI does not mean Continuous Integration in this 
context it means “Continuous Improvement” and I laugh because apparently sometimes organizers haven't read the proposal and it gets 
accepted for a talk and they put it in the CI/CD track. So then that I have to be like okay, this is not Continuous Integration (0:02:00) but 
it's actually applicable - the words in it are kind of applicable to any system so if you're doing CI or CD that is often a lot of work and it's 
a journey of improvement on delivering software for the organization. So it's still applicable and basically I go through “The Five Dirty 
Words of Continuous Improvement” and explain why it's a dirty word.  
 
Mike Kavis: 
Well the first one is “Root Cause Analysis” one of your favorites, I know. 
 
J Paul Reed: 
I know – if you follow me on Twitter you'll see we get into arguments we actually just got into a nice long argument about “Root Cause 
Analysis” a couple days ago that's still going on it's kind of interesting how it's slow moving like that. Yes, Root Cause is a is a dirty word 
because I don't know about you but I see and work with teams that have incidents and then they do a Root Cause Analysis and they 
come back and they say the seven root causes are and it's like okay if you have multiple root causes quote unquote, that’s not a root 
cause, right? 
 
Mike Kavis: 
(0:03:00) Right. 
 
J Paul Reed: 
But the big thing is the big point there is we and this is something I’ve always found really fascinating actually, engineers will talk about 
how they work in complex systems like you don't have to sell them on that idea but in complex systems there's not known causality, 
that's not a property of complex systems you have emergence, you have feedback loops, you have all of these things but cause and effect 
is really only observable at hindsight. And so you'll see people say “Yes, I work in a complex system and I did the Root Cause Analysis and 
this was the singular cause”. So the main point that I try to make and that part is just confusing to me because they know it's a complex 
system and yet they think of it as a linear sort of thing that they can fix and if they fix that one thing it's going to be fine. So that's the 
main reason why it's a dirty word it’s just because conceptually we all do it and yet even deep down sometimes people say “Oh! That 
incident was just a fluke and the root cause is sort of where we decided to stop digging”. 
 
Mike Kavis: 
(0:04:00) Right and I think you had a influence on Damon Edwards as he was given a speech and he started to say Root Cause Analysis 
and he paused and – I was going to say Root Cause Analysis. 
 
J Paul Reed: 
Yes, it's actually funny people that you know I feel like it's really great branding because I know Damon and we're friends and I know a 
bunch of other people in the DevOps space and they're starting to catch themselves and so that crusade is going well I think. 
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Mike Kavis: 
And the next one and this is one of my favorites too the “Five Whys”. 
 
J Paul Reed: 
The “Five Whys” yes, well so that's a lot of organizations will do the Five Whys and it's specific type of Root Cause Analysis. So this is the 
standard why, why, why and you're supposed to ask it five times it comes from Toyota Production System. The interesting part about 
that and I’ll do this exercise with teams do the Five Whys but everybody do it on your own, like do not talk to each other maybe put them 
in different rooms so that they can't talk to each other and then come together and what's funny is teams who do the Five Whys and 
they come up with a single chain of the five or six or seven or three things. (0:05:00) But if you put people in different rooms in any 
relatively complicated incident with lots of things going on they're going to come up it's going to diverge the Whys are going to diverge. 
And so when you try to constrain it to a team coming up with just what those five answers are, you're losing a lot of perspective and data 
that super valuable to have. And so that's why it's not a good tool to do that – you're sort of constraining again to this linear form of 
thinking about how an incident goes and we know people that work incidents know they're not always linear, they're not – that's not how 
they were ,that's not how the world is. 
 
Mike Kavis: 
Yes, and the next one and I think this falls into the finger pointing area but “Human Error”. 
 
J Paul Reed: 
Yes Human Error, so there's a great quote by Sidney Dekker who says human in his own safety science, human factors, (0:06:00) 
researcher and he actually spoke at lot of some of our summit last year they did a really interesting panel. But he just says Human Error 
is where you decide to stop looking and I think human error I talk to different teams and it's interesting especially larger organizations 
will often say that was human error. And I always I'm curious about why did they – what made them stop there like what was the cost to 
keep investigating it too high? The example that I give you might have heard of a little thing called S3 and that outage they had and it was 
an engineer that typed a command wrong. But if you go read that post mortem there's not a single mention of human error in it at all 
and they then went through all of the things that they learned when they dug into it and one of the biggest things they learned is that 
engineer was using a standard tool, in a standard way had done it hundred times before mistype something. (0:07:00) That tool didn't 
have any validation checks on is that really what you meant if it's outside of the normal range of how it's used or that number is outside 
the normal range. One of their improvement items from that incident that cost hundreds of millions of dollars was to look at the tools in 
their entire fleet for managing all of their services and find which tools don't check, don't validate the inputs. So if they had just said that 
engineer made human error, fired him or her and gone on with their lives they would have lost all of that and they wouldn't have made 
that improvement at all. There's another funny interesting quote about like the problem with human error is that if it made sense to 
someone then it's going to make sense to someone else. So when you blame that person you're not actually improving anything about 
the system. 
 
Mike Kavis: 
Yes and then the fourth dirty word is more like a couple of dirty phrases here but it's related its “Why didn't you or you should have”. 
 
J Paul Reed: 
You are right, yes so those are called counterfactuals and a lot of times you'll see in retrospect is the postmortems that are run and 
sometimes (0:08:00) with you know leadership in the room they're the ones asking those questions, why didn't you notice the monitoring 
or why didn't you know that rebooting the server was not the right thing to do or dropping the table was not the right thing to do. And I 
always kind of laugh when I hear those questions because it's like it's talking about a reality that doesn't exist it's like I already did not do 
I already didn't do that thing, so I don't know why we're talking about it. It's a line of inquiry that's not super interesting and yet a lot of 
organizations and it's a really easy way to find out like – noticing that up their postmortem and retrospective game. If you're seeing a lot 
of that language like why didn't you X  that's a huge area or it can be like okay, let's just not talk about that, let's talk about what happened, 
how it happened, why it made sense to the people to do what they did that's the light of inquiry that leads to actually useful results. 
 
Mike Kavis: 
And the last one is which is one of my favorites “Best Practices”. 
 
J Paul Reed: 
(0:09:00) Oh! Yes. So it's interesting and I'm giving a version of this (Inaudible 0:09:06) Summit so I'm curious to see because I see Best 
Practices all over the place that phrase. And the problem with best practice is that it's superlative. There's only one way to do it lacks 
context about the system and so people will say this all the time “I love this, it's like – we want to take the best practice from…” There was 
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a Tweet that said something like “Managers love best practice because it's industry standard it's not some weird one off and they know 
it's going to work”. 
 
All of these organizations that we look up to they figure that out on their own, they came up with best practice for them and so when we 
kind of cargo cult that and we try to take it that's where best practice can often fall down because it lacks the context. Ken Mugrage from 
ThoughtWorks came up with the word chosen practice or good practice. (0:10:00) So it's you can do something in multiple ways that are 
all good choices that get you the same outcome and we should be talking about good practice because then we can look and make a 
trade off. The last thing I'll say that I think it’s really funny, you go talk to teams about what's the – a database team what's the best 
practice for rebooting the database and if you actually talk to the individuals you'll find subtle differences in what the team thinks the 
best practices about how each person does it. So that's another sort of reality check where it's like in the real world people they use good 
practice or chosen practice, they don't use best practice but we use that word because it's super satisfied it's just not really a thing. 
 
Mike Kavis: 
But the other thing my issue of best practices is its dated so especially today the great innovation changes and Clouds emerging and 
we're doing CI/CD and I see a lot with clients is that they are applying like data center best practices to Cloud computing or in your case 
(0:11:00) Release Engineering from when we used to release two, three times a year to we're trying to do 10 times a day. So how do we 
get customers to even evaluate and see if these best are good practices are even still relevant today? 
 
J Paul Reed: 
Yes that's really it's interesting, the shift there is not so much the deployment but it's like a lot of it comes from the world that we used 
to put bits on CD's and floppy's right and its shifting to that I mean that change was made two decades ago but we're still applying some 
of that reasoning and that logic. It's hard the thing is that the biggest thing is I think it's important to look at the world within a domain 
that you're trying to do see CI/CD or whatever it is. Look at all of the success stories and the good options available to you and then try 
to pattern match, humans are really good at pattern matching. So you'll see a tool which is interesting you'll see people say we should 
do what Netflix does (0:12:00) because it's a best practice and someone immediately is like we don't do movies, we don't do streaming, 
we don't do any of that. Best practice is one of the things in the – our points in the talk is like it's a way to shut down conversation, just 
do the best practice. It's like “Did you just tell me to shut up?”, it’s like  “Yes, I think I did”. So that's another thing is that I think when you're 
talking about that it's really looking at the possibilities and then trying to bring that together and come up with what is good for you, 
what's a good chosen practice. And the last thing is right to your point about evolution, people use best practice and it's like then it's 
static in time and ironically the best of the good practices evolve and so we need to evolve our practices together and again language 
matters, semantics matter and when you say best practice it’s really a barrier to how teams think about that problem.  
 
Mike Kavis: 
(0:13:00) One of the things I'm trying to discover I do a lot of work organizations doing Ops model and everything is shifting left, security 
and all that stuff even operations but I'm trying to figure out a test, so a lot of test is being moved into CI/CD pipeline, there's a lot of SRE 
type thinking going where maybe not you're doing testing but they're like a gate like in order for me to support this I got to prove it but 
there's still a lot of other testing and there's still a lot of testing organizations, what I'm trying to figure out is what's the future of testing 
as an organ – where will they fit in the organization in the future and I just wonder if you have any thoughts on. 
 
J Paul Reed: 
Yes now that's a hard one, in my careers when I was doing Heavy Build Release Engineering those QA friends were like our best days 
right because we were in between the developers checking the coding and then we would build the bits that QA would test and so we 
kind of actually often were in the middle of the fights between the two. (0:14:00) So there's a lot of different ways to parse apart that 
problem it's also a critically linked hard – like it's a hard problem and it's a critically important part because you literally cannot with CI/CD 
and do it safely if you try to optimize testing out of the thing right - it doesn't work in this whole we try to go faster it is like well “are we 
just shipping garbage faster”, it's no that's QA’s does their job. 
 
There's a lot of options I think what I would say is that I think what you're seeing more in the shift left – shifting left is you're seeing that 
QA people distributed more among the teams and the idea is they are starting to obviously shift the work left but it's more they're 
shifting, they are trying to get the team to shift their thinking about when should I think about quality left. That's what agile is all about 
its trying to get that and you can't, it's hard to do that if the person that’s asking you to think about quality is in another building or on 
another floor or even and in different set of cubes and you don't talk or see them every day. (0:15:00) But if they're part of your stand up 
security is kind of the same way, if they're part of your stand up you see them every day they know who you are as a developer so they 
can say “Listen this is not testable like I have to point and click and I can't put that into the pipeline” those conversations need to be had 
when the story is being designed not when it's implemented and now the tester can't do their job. So that's where I think that shifting 
left from a social perspective which is where you can get that value.  
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Mike Kavis: 
Awesome stuff. Well thanks for your time today where can we find you on Twitter and where can we find some of your blog presentations 
and your podcast? 
 
J Paul Reed: 
Yes, so The Ship Show is theshipshow.com Twitter is jpaulreed, so just my name.  I am on LinkedIn too so that’s always an avenue and 
actually jpaulreed.com is where I do a lot of stuff and stuff is linked so you can find that there and it has links to I'm sure the slide deck 
from the “The Five Dirty Words” if you want to see the long form (0:16:00) we’ll be up soon. 
 
Mike Kavis: 
Cool, thanks a lot. So that's our show for today you can find this podcast and more from my colleague Dave Linthicum and just search 
for Deloitte On Cloud Podcast, and you’ll get all that content. So we will see you next time on until next time on Architecting the Cloud. 
 
Operator: 
Thank you for listening to Architecting the Cloud, part of the On Cloud Podcast with Mike Kavis.  Connect with Mike on Twitter, LinkedIn 
and visit the Deloitte On Cloud blog at www.deloitte.com/us/deloitte-on-cloud-blog.  Be sure to rate and review the show on your favorite 
podcast app. 
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