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Foreword
In our work and conversations with more than a thousand clients across virtually all industry
sectors, we consistently hear that executive management and technology leaders are struggling
to connect the dots on a wide range of topics familiarly grouped under the heading of “cyber.”
At the core of this struggle for the federal sector, is a view that agency leaders and security
professionals seldom speak the same language and—perhaps more important—they rarely
approach cyber challenges in a way that integrates multiple competencies to create better
mission context and insight in their cyber strategies.
We have found this to be especially true in the estimation of risks and financial impact
associated with cyberattacks. In particular, traditional approaches to calculating impacts of
cyber incidents have focused largely on the direct costs associated with the theft of personal
information. While this is helpful in certain situations, it does not account for the growing
number and severity of incidents that do not necessarily involve the breach of citizen or
employee records—for example, the theft of intellectual property or sensitive information,
the disruption of core operations, or the destruction of critical infrastructure. This focus on
personal information is partly due to the availability of data, but it is also due to a tendency to
emphasize the impacts that are visible and easiest to quantify.
In order to provide a more complete view of the immediate and long-term federal and private
impacts of cyber incidents, Deloitte has brought together our market leading Cyber Risk,
Forensic & Investigation, and Valuation teams—supported by our public sector practices—to
demonstrate how a multidisciplinary approach can yield richer insight into any agency’s cyber
challenges.
In Beneath the Surface of a Cyberattack: A Deeper Look at Federal Sector Impacts, we leveraged our
experience with a variety of cyber incidents and our deep industry knowledge to illustrate how
15 impact factors—including many that are not often visible—can affect an agency in the days,
months, and years following a cyberattack. Using financial modeling, damages quantification
and asset valuation techniques, we developed approaches and guidance for estimating both
the direct and intangible costs associated with these impact factors. The resulting data is
intended to provide greater clarity around the potential range of financial risks associated with
these factors.
This integration of cyber and valuation disciplines provides fuller insight designed to inform
the way agencies think about and plan for cyber incidents. It also reveals some important
observations that may be difficult to see through the traditional lens of direct cost—and
hopefully will encourage the federal government to think beyond the “conventional wisdom.”
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Introduction
A fundamental shift is occurring in the
management of cyber risk. The idea that
cyberattacks are increasingly likely—and
perhaps inevitable—is beginning to take
hold among secretaries and agency
leaders. Agency leaders are realizing that
our world is interconnected, mostly by
using technologies designed for sharing
information, not protecting it. They
recognize that they have to trust people—
their own employees and the third parties
with whom they interact —to handle
sensitive information and operate critical
infrastructure. And more and more, they see
that the intimate connection between their
strategic agenda and the creation of cyber
risk makes it infeasible for them to lock
everything down and always put security
first.
As a result, many agencies are beginning to
adopt what Deloitte calls a Secure.Vigilant.
Resilient.™ approach1 to cyber risk, which
appropriately balances investments in
cybersecurity with efforts to develop
better threat visibility, and the ability to
respond more rapidly and more effectively
in the event of a cyber incident. In order
to prioritize properly, agencies should
understand the types of cyber risk they
face and be able to gauge their relative
likelihood. And just as important, they need
to understand the mission impacts those
risks are likely to involve.
A significant challenge, however, is that
common perceptions about the impact
of cyberattacks are mostly shaped by
what agencies are required to report
publicly— primarily theft of personally
identifiable information (PII), payment data,
and personal health information (PHI).
Discussions tend to focus on costs related
to citizen notification, credit monitoring, and
possible legal judgments. Important work
has been done in this area, and the public
and private sector are generally converging
on the calculation of a “cost per record” for
citizen or consumer data breaches.2

The costs commonly associated with
data breaches are only the most widely
understood impacts, the damage seen
above the surface. But theft of PII is not
always an attacker’s objective, especially in
the federal sector. Rarely brought into full
view are cases of intellectual property (IP)
theft, espionage, data destruction, attacks
on core operations, or attempts to disable
critical infrastructure. The motivations of
these adversaries could range from lonewolves aiming to make a political statement
to coordinated nation-states attempting to
disrupt national security.
Beneath the surface, these attacks can have
a much more significant impact on agencies.
But the tolls they take are not universally
understood and are much more difficult to
quantify.

Agencies can understand the effects of
these less obvious impacts, though, by
employing a multidisciplinary approach
that integrates deep knowledge of cyber
incidents with mission context, valuation
techniques, and financial quantification.
This understanding should help federal
government leaders rethink how to prepare
for these type of events.
The impact cost calculations and valuation
approaches used in this paper are designed to
help the federal government to:
•• prioritize funding for cyber defense in
alignment with potential impacts
•• establish pre-existing agreements with
external parties to swiftly respond and help
reduce damage
•• and/or create sufficient loss reserves to
address the financial impact of incidents
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Understanding impacts
Impact factors and the phases of incident
response
There are many ways a cyberattack can affect an agency and, as a
direct result citizens and the private sector and the impacts will vary
depending on the nature and severity of the attack. In general, there
are 15 “impact factors” that agency leaders should consider when
preparing for cyber incidents (see illustration on page 3). Some are
well-known, direct costs commonly associated with cyber breaches;
others are more far-reaching, intangible costs that are more difficult
to quantify and often hidden from public view.
These impact factors play out across an incident response lifecycle
that can be broken down into three phases, which usually overlap
one another and can extend differently over time, depending on the
type of attack. Some of the impact factors are typically associated
with one of the three phases and may represent one-time costs,
such as the technical investigation. Other impact factors, such as
legal costs or damages from IP loss, recur or are present throughout
the recovery process.

Illustrating cyberattack impacts over time
To show how impact factors can play out when an actual attack
occurs, the next sections present two scenarios—one featuring a law
enforcement agency and the other a regulatory agency. The agencies
and the situations are fictitious, but the illustrations approximate
how a stream of events might unfold and the effects they can have—
both the familiar and the lesser-known consequences.
Understanding the cyber risk of an agency requires knowledge of
the mission, operational processes, trends, maturity levels, and
vulnerabilities both specific to that agency and generally present in
the public sector. The scenarios, therefore, were constructed from
Deloitte’s deep and broad knowledge of the federal sector.
In addition to a brief agency profile and description of a cyberattack,
each scenario contains a Cyber Incident Response timeline. The
timeline illustrates some of the major events and developments that
may occur over a five-year period, which require mission, operational,
and technical responses. It also depicts the duration of the three
incident response phases and approximates the relative magnitude
of their mission impact. A summary table for each scenario shows
the estimated financial impact and approximate duration for each of
the 15 impact factors.

Incident response lifecycle

Incident triage is the highly reactive
phase in the days or weeks after an attack
is discovered. During this phase, agency
leaders direct near-term decisions and
actions, including communication with
external impacted parties and formulation
of strategies for continuity of important
operations, if disruption has occurred. It
includes the analysis of what occurred,
immediate steps to stop compromises
in progress, and emergency review and
remediation of security controls.
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Impact management involves the reactive
efforts required in the weeks or months
after an attack to reduce and address the
direct consequences of the incident. Work
streams can vary widely depending on
the nature of the attack, but might include
efforts to stand up interim infrastructure
and adjust operational processes; reduce
damage to citizen and partner relationships;
engage in cyber audit processes and
respond to findings; and initiate or respond
to legal or law enforcement matters.

Agency recovery is the remediation phase
that can last months or years when attention
turns toward repairing damage to the agency
and impacted citizens or private sector
parties, and preventing the occurrence of a
similar event in the future. Agency recovery
activity is also highly variable, but can include
the rebuilding or redesign of operational
processes, systems, applications, or other
assets; the development of strategies
to rebuild reputation, revenue streams,
and competitive advantage in the case
of impacted private sector parties; and
investment in security improvements,
detection systems, or preparedness
capabilities—all with the goal of emerging
from the crisis stronger than before.
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Fifteen federal
cyberattack impact
factors

Technical
investigation
Citizen/customer
breach notiﬁcation

Post-breach citizen/
customer protection

A wide range of direct and/or
intangible costs contribute to the
overall impact of a major cyber
incident to both federal agencies
and impacted private sector
parties.

Regulatory
compliance
Public relations

Above the surface

better-known cyber incident costs

Attorney fees
and litigation

Cybersecurity
improvements

Insurance premium
increases
Increased cost
to raise debt
Impact of operational
disruption or destruction

Beneath the surface
hidden or less visible costs

Lost value of customer
relationships
Value of lost
contract revenue

Devaluation of
trade name
Loss of intellectual
property
National security/
impact to the economy
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Calculating impacts
Each of the 15 impact factors requires a
specific approach for estimating cost. The
illustration on page 3 shows that “above the
surface” are many tangible, direct costs.
These factors, generally well understood,
include such things as costs to notify citizens
or provide personal credit protection. They
are relatively straightforward to approximate
using a combination of profile information
for each agency, publicly available data,
and cost assumptions derived from market
research. These assumptions are detailed in
the appendix.
“Beneath the surface,” however, many of the
impacts are intangible and more difficult
to quantify, including costs associated
with loss of IP, operational disruption and
national security costs. In situations where
intangible assets are at risk, particularly
assets held by impacted private sector
parties, impact can be estimated using
generally accepted standard financial
measures, damage quantification
methodologies, and valuation methods. The
sidebar titled “Assigning Value to Intangible
Losses” explains some of the underlying
concepts for how impacts were analyzed in
these categories. Further detail is provided
in the appendix.
Of course, a shift in the way the agency was
organized or in the assumptions regarding
the incident and the response could
influence the analysis, leading to change in
the potential financial impact. Furthermore,
it is important to note that in some cyber
incidents, all 15 impact factors will be felt;
others may involve many, but not all. During
Deloitte’s scenario calculation and financial
analysis process, care was taken to account
for each financial impact only once.
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And finally, as those familiar with financial
valuation techniques are aware, values
are typically modeled in perpetuity or
extrapolated for an indefinite time period.
However, our work quantifies the present
value of the economic impact over a fiveyear period to demonstrate and account for
an agency’s ability to recover and mitigate
damages resulting from a cyberattack.

Assigning value to intangible losses
Various financial modeling techniques were used to estimate the value of
lost IP, and in the case of impacted private sector parties, damage to trade
name, impact on customer relationships, and contracts. The following
concepts are useful in understanding these methods.

Valuation and financial quantification are associated with a specific point in
time
Given the time value of money and a wide range of unforeseen internal and external
factors that may also impact the future value of an asset, the aim of the valuation
process is to assign an estimated value or financial benefit to an asset at a specific
point in time—in this case, the time the cyberattack was discovered. We applied the
widely accepted Discounted Cash Flow Method under the Income Approach, which
broadly entails estimating the present value of the projected economic benefits to be
derived from the use of the asset.
With-and-without method
The “with-and-without” method is a comparative business valuation technique that
involves estimating the value of an asset under two scenarios: one, with a certain
asset or situation in place (the “situation,” in this context, being the occurrence of a
cyberattack); and the other without the asset or situation in place (in this case, the
absence of a cyberattack). The difference in these value estimates yields the isolated
value impact that can be attributed to the situation.
Reliance on assumptions
Performing a valuation or damages/loss exercise often requires the use of
professional judgment and reasonable assumptions in the absence of detailed,
actual data. In our analysis of the impact of a cyber incident on particular assets
in each of our hypothetical scenarios, we used typical industry benchmarks (or
conducted research to identify benchmarks) to arrive at assumptions for a financial
impact analysis. Some of these assumptions leverage Deloitte’s wealth of experience
performing valuations and damages analyses in similar contexts, as well as broad
practical knowledge of the industries represented in the scenarios.

The cyber incident

Scenario A:

Law enforcement
agency
About the agency
•• This law enforcement agency plays a vital role in protecting citizens and enforcing
the rule-of-law.
•• The agency has a $6.2 billion annual budget and 5,000 agents, including 1,250
undercover agents with secure identities for personal safety and to drive mission
effectiveness.
•• The agency’s widely deployed workforce relies heavily on mobility solutions and a
distributed IT infrastructure that enables its agents to meet mission goals.
[Note: The organizations described in these scenarios are fictional even though they may have
similarities to several existing organizations]
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In August, a popular website known for
leaking sensitive documents posted
supposed information on the identities
of thousands of agents. In response, the
agency conducted an investigation of how
this information could have been released
and discovered unauthorized administrative
accounts had been created. The agency
concluded an attacker had compromised
privileged user credentials from a Human
Resources (HR) file system and created new
accounts that were not being monitored.
This HR system contained undercover
investigators’ personal information,
including their real name, pictures, social
security number, address, spouse, and
reprimands for misconduct. Information
related to open cases and detailing
methods of investigation was included as
supplementary artifacts within the reports
for misconduct.
When the agents’ information emerged on
the website, the agency noticed most of the
information was accurate; however, some
of the details about agent misconduct was
altered and incorrect. For example, the
website claimed that the agency had not
disciplined one of its undercover agents for
working under the influence after several
reports; however, that agent was actually
nearing retirement after 20 years of service
with an exemplary record.
The forensic investigation traced the
compromise to a spear phishing campaign
focused specifically on this organization. The
attackers used the stolen credentials to then
move laterally within the organization and
created an encrypted remote access tunnel
to exfiltrate the data.
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The reputational impacts to the agency were
widespread. Public trust diminished and the
safety of agents and their families were put
in jeopardy. Active and former investigations
representing years of effort and resources
were halted, if not completely stopped.
Additionally, half the active agents were
either compromised or voluntarily resigned
from the agency, resulting in reduced
investigative capacity and an observable
spike in crime. A key mission is to serve and
protect, but this data breach resulted in a
public image crisis which shows an agency
unable to protect its own key investigative
assets: its undercover agents.
This incident also created a serious
challenge for the HR office because they
not only had to spend months hiring and
training new agents, but also had to reassign
and retrain existing agents in accordance
with new procedures and constraints. In the
year following the incident, the union fought
for and received a lucrative settlement
compensating the agents for the breach.

Above the surface

After the disclosure, the agency wrestled
with how to protect the safety of the
impacted agents. Initially the agency
provided credit monitoring services and
put freezes on their credit files requiring a
PIN when applying for credit; however, they
quickly realized the need to also provide
protective details for those agents and their
families on extremely sensitive assignments.
They also released public statements
rectifying information about agents where
their reputation was damaged due to
erroneous information.

Summary of the impact factors

Beneath the surface

The aftermath

Impact factor

Term

Technical Investigation

Immediate

Post-breach citizen/
customer protection
(agents and families)

Cost
(in millions)

% Total cost

$0.7

0.0%

3 years

$274.7

7.6%

Cybersecurity
improvements

3 years

$64.0

1.8%

Citizen/customer breach
notification

Immediate

$0.4

0.0%

$920.4

25.3%

Attorney fees and litigation 5 years
Regulatory compliance

N/A

N/A

N/A

Public relations

2 years

$2.8

0.1%

Value of lost contracts
revenue

N/A

N/A

N/A

Devaluation of trade name

N/A

N/A

N/A

Loss of intellectual
property

1 year

$1.8

0.0%

Lost value of customer
relationships

N/A

N/A

N/A

Increased cost to raise
debt

N/A

N/A

N/A

Impact of operational
disruption or destruction

1 Year

$61.2

1.7%

Insurance premium
increases

N/A

N/A

N/A

National security/impact
to the economy

3 years

$2,311.1

63.5%

$3,637.1

100.0%

Total (Rounded)
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Scenario A: Cyber incident response timeline—how the events and impacts unfolded
Year 1
Incident triage

3

%

2

Impact management

3

4

Business recovery

52

46%

%

!
Incident discovery

5

INCIDENT TIMELINE

Human resources
begins to onboard new
investigators after
lengthy hiring process
due to clearance and
training requirements

A second phase of cybersecurity
improvements began
Annual report shows full
impact of breach on crime
statistics; agency does not
meet its yearly goals

Impacted investigations put on hold
or removed from agency jurisdiction

Employee union wins a more
lucrative settlement for
aﬀected agents

By the third year, the agency was
able to fully recover operations,
though some investigations
were never recovered. The
impact to the agency’s
reputation continued as the
details of individual agents’
careers were reported across
political and entertainment
media sources.

Public relations campaign launched to correct falsiﬁed
information in leaked reports
Initial phase of cybersecurity improvements began
Increased employee protections, including physical security

Breach notiﬁcation and employee protection programs began
External incident response support was hired

Impact curves illustrate the
relative magnitude of costs as
they are incurred across the
three phases of the response
process, which are defined on
page 2.
The timeline shows major
milestone events and work
efforts throughout the process.
Some are externally imposed,
and others reflecting the actions
taken in response by the
company.
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Highlights of the agency
impact
The total value of the cost of this cyberattack
was greater than $3.6 billion over a five-year
timeframe, with roughly 35 percent of the
impact accounted for “above the surface.”
To the casual observer, this incident was a
classic example of PII data theft, and while
the agency suffered common ramifications
of a data breach, such as employee
notification and employee protection, there
were much deeper implications. More
specifically, an additional 65 percent of
the impact was “beneath the surface” and
associated with the national security/impact
to the economy factor.
Another interesting observation is how the
impact played out over time. The immediate
costs to “stop the bleeding” in the triage
phase accounted for only 3 percent of overall
financial impact. Impact during the impact
management phase jumped to nearly 52
percent. But that meant that approximately
46 percent of the impact played out in the
years following the incident, challenging
thinking that the year after an incident is
the most impactful. In this scenario, one
of the largest impacts was a less obvious
factor that played out over time. Below is an
explanation of how the three most impactful
factors were estimated.
National security and impact to the
economy: One of the major impacts of
the cyber breach was observed to be the
weakening of national security and the
economic loss stemming from the inability of
the agency to prevent and investigate further
crimes. The resulting disruption to the law
enforcement agency’s operations and loss of
its critical agents meant that ongoing attacks
or potential attacks could not be properly
investigated and addressed during the
period of the breach and rebuilding efforts.
In this scenario, the additional crime
expected nationally as a result of the data
breach affecting the agency was calculated.
This resulted in an estimated loss of $2.3
billion over five years. To arrive at this

calculation, it was assumed that the typical
annual crime-related loss growth increased
from the expected 5 percent by an additional
12 percent in year one, 7 percent in year two,
and 3 percent in year three before returning
to pre-breach levels. The resulting impact
accounted for roughly 64 percent of the total
financial impact of the data breach.
Attorneys and litigation fees: One of the
more direct costs of the cyber breach was
estimated to have stemmed from the legal
complaints the victims of the cyber breach
would bring forward as a result of losing
their ability to pursue their highly specialized
careers. Further, it was assumed that the
victims would bring lawsuits regarding
the release and sale of their sensitive
information on the “dark web” or elsewhere,
compromising their personal and financial
health.
It was estimated that the agency incurred a
financial impact of more than $920 million
across five years. To assess the impact of
attorney fees and litigation costs, we utilized
historic market examples. We established
an average government salary for each of
the undercover agents who were exposed
and subsequently made unable to work
undercover following the breach. Each
of the compromised undercover agents
were assumed to be awarded (or reached
settlement for) their current salaries for the
next five years as compensation for releasing
their private information.
Post breach citizen protection: The
resulting fees of providing credit monitoring
and freezing services and personal
protection to each of the affected agents
contributed to the overall financial impact
by $275 million. This calculation assumed
providing credit monitoring and freezing
services to 75 percent of the affected agents
and bodyguard protection for each of the
undercover agents over a period of three
years.
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The cyber incident
Due to budget reductions over the past
three years, the regulatory agency had to
cancel wage increases and delay upgrades
to vital information technology (IT)
infrastructure components. In April, the
regulatory agency experienced an outage
with its centralized Case Management
System (CMS), which stores and processes
sensitive information about on-going
investigations. The outage lasted four
days, as IT professionals were unable to
restore the application and critical data.
The decision was made to restore to a
previous release of the application but case
managers had to use locally saved notes and
memory to rebuild case files from the last
several weeks.

Scenario B:

Regulatory agency and
regulated entities
About the agency
•• This regulatory agency investigates private organizations accused of legal and
regulatory compliance issues.
•• The regulatory agency actively investigates several thousand cases at different levels
of severity, ranging from routine responses to insider tips to the issuance of severe
fines and penalties against organizations found guilty.
•• Organizations under investigation often submit sensitive, non-public information
including proprietary business processes, current and future risks, and private
communications between executives.
•• The agency has an annual budget of $2.2 billion and 7,000 employees.
•• The entities regulated by the agency include small, medium, and large-sized
businesses that operate within the United States; many of these organizations also
have a global presence.
•• The agency does not purchase cyber insurance, does not have an insider threat
program, and has limited disaster recovery and database monitoring capabilities.

About the regulated entities
•• 20 medium-sized (defined as having $100 million to $1 billion in annual revenue)
and five large (defined as having over $1 billion in annual revenue) companies were
directly impacted by this cyber incident.
[Note: The organizations described in these scenarios are fictional even though they may have similarities
to several existing organizations]
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One month later, the agency received
complaints from companies they regulated
that the confidential information they shared
with the agency was available on the “dark
web” for sale. These companies discovered
this compromise through their reputation
monitoring programs.
The affected companies became subject to
legal challenges brought by their customers
who were victims of the data breach whose
sensitive information was compromised.
The regulatory agency collaborated with
an external forensics team to evaluate
the breach impact. After a multi month
investigation, the agency concluded that
a recently fired system administrator had
created a program to corrupt several weeks
of application code and data including their
replicated backups. He also used his access
to steal several terabytes of data about
multiple active investigations using multiple
USB drives.
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NOTE: While the regulatory agency may
be liable for many of the costs associated
with this breach, two separate impact
factor summaries and highlights are shown
to point out the different impacts for the
regulatory agency and the regulated entities.

Beneath the surface
Above the surface

Several companies took legal action against
the regulatory agency, citing lost equity
value, decreased revenues, and cash flows
as a result of the breach. Both federal
and state legislative bodies held hearings,
placing the regulatory agency’s most
senior executives under intense, visible
scrutiny. After months of public outrage, the
regulatory agency’s head executive resigned
creating a leadership void during a crisis
moment for the agency.

Impact factor

Term

Technical Investigation

Immediate

$1.6

0.6%

Post-breach citizen/
customer protection

N/A

N/A

N/A

Cybersecurity
improvements

3 years

$154.3

56.0%

Citizen/customer breach
notification

Immediate

$0.2

0.1%

Attorney fees and litigation

5 years

$37.5

13.6%

Regulatory compliance

2 years

$28.5

10.3%

Public relations

2 years

$8.4

3.1%

Value of lost contracts
revenue

N/A

N/A

N/A

Devaluation of trade name

N/A

N/A

N/A

Loss of intellectual property

N/A

N/A

N/A

Lost value of customer
relationships

N/A

N/A

N/A

Increased cost to raise debt

N/A

N/A

N/A

Impact of operational
disruption or destruction

1 Year

$44.9

16.3%

Insurance premium
increases

N/A

N/A

N/A

National security/impact to
the economy

N/A

N/A

N/A

$275.4

100.00%

Total (Rounded)

Beneath the surface

Stock prices, in some instances, dropped
more than 35 percent in only a few days
for impacted companies. As a result, the
most significant assets that each company
had worked years and sometimes decades
to build, lost substantial value. These
assets included customer contracts,
customer relationships (customers not
under contract), and company trade
names. Attorney fees and cybersecurity
improvement efforts added new costs to
the affected entities already struggling with
lost contracts and churning customers. The
costs to conduct regulatory compliance
activities also increased given the regulatory
agency deployed a new secure data
exchange network to communicate with the
regulated entities.

Regulated Entities

Investigations were halted or hindered
especially in instances where companies
were unknowingly under investigation by
the regulatory agency. While not every
investigation would have resulted in serious
fines, investor confidence plummeted in the
named organizations, resulting in a rapid
decrease in sales revenues and cash flows.

Regulatory Agency

The aftermath

Above the surface

Summary of the impact factors
Cost
(in millions)

Impact factor

Term

Technical Investigation

N/A

N/A

N/A

Post-breach citizen/
customer protection

N/A

N/A

N/A

Cybersecurity
improvements

3 years

$2.0

0.0%

Citizen/customer breach
notification

6 months

$97.1

0.8%

Attorney fees and litigation

5 years

$55.0

0.4%

Regulatory compliance

N/A

N/A

N/A

Public relations

2 years

$59.5

0.5%

Value of lost contracts
revenue

5 years

$1,544.7

12.3%

Devaluation of trade name

5 years

$820.0

6.5%

Loss of intellectual property

N/A

N/A

N/A

Lost value of customer
relationships

5 years

$5,864.3

46.6%

Increased cost to raise debt

10 years

$4,128.6

32.8%

Impact of operational
disruption or destruction

Immediate

$0.084

0.0%

Insurance premium
increases

3 years

$8.7

0.1%

National security/impact to
the economy

N/A

N/A

N/A

$12,580.0

100.00%

Total (Rounded)

Cost
(in millions)

% Total cost

% Total cost
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Scenario B.1 [Regulator]: Cyber incident response timeline—how the events and
impacts unfolded
Year 1
Incident triage

6%

Impact management

49%

2

3

5

45%

!
Incident discovery

4

Business recovery

INCIDENT TIMELINE
Aﬀected companies begin to
take legal action against the
regulatory agency for lost
valuation and decreased
revenues

Congressional and legal issues continue

Initial congressional hearings are called

Three years after the incident, the technical and control issues
that led to the breach have been addressed. The reputational
impact is signiﬁcant, as is the economic impact to the aﬀected
companies.

Cybersecurity improvements begin
Aﬀected companies see economic impact of leaked information
Investigations and regulatory activities were halted
Agency determines that this was the result of an insider threat
Outside technical help and legal counsel was brought in
Companies report a third-party blog post touting that sensitive information was stolen

Impact curves illustrate the
magnitude of costs as they are
incurred across the three phases
of the response process, which
are defined on page 2.
The timeline shows major
milestone events and work
efforts throughout the process.
Some are externally imposed,
and others reflecting the actions
taken in response.
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Highlights of the regulatory
agency impact
In this incident, which could be categorized
as a case of sensitive information and
intellectual property theft, the overall
damage to the agency across all impact
factors exceeded $275 million over a fiveyear timeframe. While sizeable portions of
the impacts for the regulator were “above
the surface” (~83 percent), we assume that
the regulator is at risk of being held liable
(or would settle) for the costs impacting the
regulated entities.
In terms of how the impacts played out
over time for the regulator, only 6 percent
of the total impact fell within incident triage.
Over 49 percent occurred during impact
management, when operational disruption
implications peaked. Almost half of the total
impact occurred during business recovery
and lasted more than two years following
the incident.
Below is an explanation of how the most
significant impact factors were estimated.
Cybersecurity improvements: Due to the
loss of sensitive information and intellectual
properties, the agency took corrective
actions to improve its cyber network and
processes at a cost of almost $155 million.
The improvements incorporated rebuilding
the domain, application modernization,
establishing an insider threat program,
improving database monitoring, instituting a
business and technical impact assessment
(BIA/TIA), implementing a zero trust network
program to increase technical resilience,
establishing a secure data sharing network,
and providing other new forensics tools.
Additionally, it was assumed that the
modernization and improvement process
would take place over three years.

Impact of operational disruption and
destruction: The impact of operational
disruption or destruction is a highly variable
cost category that includes losses tied
to manipulation or alteration of normal
agency operations and costs associated
with rebuilding operational capabilities.
This could include the need to repair
equipment and facilities, build temporary
infrastructure, divert resources from one
part of the agency to another, or increase
current resources to support alternative
operations to replace the function of
systems that have been temporarily shut
down; it could also include losses associated
with inability to deliver goods or services.
As a result of the cyber breach, there would
be a high probability of significant impact
on operations and potential destruction of
operational processes or efficiencies. It was
estimated that the regulatory agency would
not be able to conduct investigations into
the 25 entities impacted over the course
of the year following the breach and would
lose on collecting fines from these entities.
In addition to the loss of collecting fines
from each of the regulated entities, the
agency would also incur costs related to the
four-day outage and its direct impact on the
agencies workforce.
Attorney fees and litigation costs: As a
result of the cyber breach, Deloitte assessed
that various legal fees could potentially be
offset through the recovery of damages
as a result of assertive litigation pursued
against an attacker, especially in regards
to the theft of IP. Based on our analysis of
publicly available data pertaining to recent
settlement cases and other legal costs
relating to cyber incidents, we observed
that, on average, it could cost agencies
approximately $1.5 million in attorney fees,

and other legal matters to resolve lawsuits
with each of the 25 entities. The cases
surveyed include both data breaches and
cyber incidents that caused operational
disruption.
We estimated that the regulatory agency
would incur $37.5 million in attorney fees
and litigation costs.
Technical investigation: The costs
associated with technical investigations are
direct expenses for analysis to determine
what happened during a cyber incident
and who was responsible. An immediate
objective is to support rapidly halting the
spread of a compromise and take action to
limit its impact to systems, infrastructure,
and data. Efforts involve digital forensics,
and malware and threat analysis to
determine root cause to assist in the
remediation and recovery of impacted
systems, and to inform future cybersecurity
improvements. Estimated costs for this
impact factor were based on Deloitte’s
experience in situations similar to the
fictitious scenarios presented. Investigative
work would center on analysis of data within
the HR file system and efforts to assess the
extent of privileged account compromise.
Given the possible exploitation of access
control systems used to generate the
privileged accounts, a deeper technical
investigation of the broader environment
would be necessary to understand the
full scope and impact of the breach. This
investigation is estimated to require five
incident response specialists over an eightweek period, at a total estimated cost of $1.6
million.
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Scenario B.2 [Regulated entities]: Cyber incident response timeline—how the events
and impacts unfolded
Year 1
Incident triage

5%

2

Impact management

50%

3

4

45%

!
Incident discovery

5

Business recovery

INCIDENT TIMELINE
Companies begin to realize the full negative
impact to customer relationships and assess
the devaluation trade name

Aﬀected companies begin to take legal
action against the regulatory agency

One year after the incident, product sales returned to
previous levels but business performance continued to be
burdened by the phase of depressed revenue growth and
lost productivity resulting from management and R&D
focus on the incident. Loss in buyer conﬁdence posed
ongoing challenges to sales eﬃciency and product pricing.

Some companies face legal challenges from
shareholders
Aﬀected companies see losses in investor and customer conﬁdence
Companies provide breach notiﬁcation to customers to explain incident
Companies begin their individual assessments into potential
impacts to their customers and revenues
Aﬀected companies receive conﬁrmation from the agency that
their information has been compromised
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Impact curves illustrate the
magnitude of costs as they are
incurred across the three phases
of the response process, which
are defined on page 2.
The timeline shows major
milestone events and work effort
throughout the process. Some
are externally imposed, and
others reflect the actions taken
in response by the companies.

Beneath
Beneath the
the surface
surface of
of aa cyberattack
cyberattack AA deeper
deeper look
look at
at Federal
federal sector impacts

Highlights of the business
impact to regulated entities
In this incident, which could be categorized
as a case of IP theft, the overall damage to
the 25 regulated entities whose information
was compromised across all impact factors
approached $12.6 billion over a five-year
timeframe. Notably, most of the impacts
were “beneath the surface;” those “above
the surface” accounted for just over 1.6
percent of the total. In fact, over 98 percent
of the impact was focused in four main
areas; lost value of customer relationships,
the increased cost to raise debt, the value of
lost contract revenue, and the devaluation
of the trade name of each regulated entity.
We assumed that the regulator would be
held liable (or would reach a settlement) for
the costs incurred by the regulated entities.

Increased cost to raise debt: As a result
of the cyber breach, the regulated entities
were estimated to experience a decrease
in their credit ratings from A to Baa. A yield
for a typical 10-year, A-rated corporate
bond was 3.44 percent. This same median
yield for a universe of Baa-rated corporate
bonds was 4.48 percent, resulting in an
incremental yield due to the rating drop
of 1.04 percent. It was assumed that the
medium-sized entities would not require any
additional long-term debt over the next five
years, so they had no impact. However, the
large-sized entities were expecting to each
need billions of dollars of new debt, resulting
in an increase in interest payments of $4.1
billion over the term of the loan.

Only 5 percent of the total impact fell
within incident triage. Over 50 percent
occurred during impact management, when
operational disruption implications peaked,
contract loss kicked in, and the companies
started to see the impact of lost revenue.
The long term impact of this event is
highlighted by almost half of the total impact
occurring more than two years following the
incident.

Value of lost contract revenue: As a result
of the breach, contracts were cancelled at
both the medium- and large- sized entities.
It was estimated that 10 percent of contracts
over the five-year period were cancelled,
and—as a result—profit margins declined
over the same period by 2 percent per year.
This resulted in an estimated loss of $1.5
billion in contract value over five years for
the 25 entities impacted.

Here is an explanation of how the most
significant impact factors were estimated.

Devaluation of trade name: Due to erosion
of revenue, the company’s trade name value
decreased, resulting in an $820 million loss.
To determine the financial impact of a cyber
incident on the value of a company’s trade
name, the likely value of the trade name
both before and after the cyberattack was
assessed. To assess the trade name value
in both situations, we utilized the relief-fromroyalty method of valuation. We estimated
a reasonable trade name royalty rate to be
3 percent both before and after the breach.
The valuation of the trade name was then
derived by associating 100 percent of the
company’s future expected revenues to
the trade name, and applying the royalty
rate to those revenues. After applying
taxes, the after tax royalty savings were
then compared both before and after the
cyberattack to determine the damages to
tradename for all 25 entities.

Lost value of customer relationships:
The decline in annual revenues was due to a
decline in expected new customers as well
as an accelerated attrition rate for existing
customers causing the value of customer
relationships to decline by $5.9 billion. In the
first year, medium-sized company customer
growth was assumed to decline by nearly
50 percent (19 percent growth reduced to
10 percent), while attrition was expected
to increase by 33 percent (15 percent to 20
percent). Large-sized company customer
growth in year one declined 35 percent from
17 percent growth to 11 percent growth,
while attrition accelerated 33 percent from
15 percent to 20 percent. Growth in new
customers and attrition were assumed to
return to pre-breach percentages after
three years.
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Scenario takeaways
For the attention that major breaches
receive, leaders rarely see what occurs
behind the walls of an agency struggling to
recover from an attack—until it happens
to them. Our intent is to help leaders
broaden their understanding of the potential
consequences of a cyber incident. With a
more robust picture of how an incident may
play out and what may be at stake, leaders
may be better informed on how to frame a
risk-based approach and sharpen the focus
of limited resources to enhance security,
vigilance, and resilience in those areas of
the entity that may lead to the greatest
impacts. This focus ultimately allows leaders
to improve the agency’s ability to thrive
in the face of today’s environment, where
cyberattacks are prevalent.

Federal agencies may be held responsible
when their cyber incidents cause damage
to private or other external organizations.
As shown in Scenario B, these organizations
may seek recovery of these costs in addition
to the damage the agency incurred. Federal
agencies, and supporting contractors, may
need to re-evaluate the approach of selfinsurance by either creating appropriate
set-aside funding (loss reserves) or exploring
private insurance.
The impact of a cyberattack plays out over
years following an incident.

The scenarios outlined represent different
attack outcomes and illustrate examples of
the many ways a cyberattack can unfold.
Though necessarily simplified for this effort,
the scenarios demonstrate the unique ways
the defined impact factors play out based on
the agency or company, the incident, and the
response.

The immediate triage phase is costly, but
the long-term efforts may take a far greater
toll. Long after intruders are removed and
public scrutiny has faded, the impacts from
a cyberattack can reverberate over a multiyear timeline. Legal costs can cascade as
stolen data is leveraged in various ways over
time; it can take years to recover pre-incident
growth and profitability levels; and brand
impact can play out in multiple ways.

In comparing the scenarios, several overarching conclusions stand out.

Recovering from an attack is not just a technical
effort.

“Above the surface” costs commonly associated
with data breaches may only be the tip of the
iceberg and are relatively small compared with
the overall impacts.

Although cyberattacks are conducted
through technology-based means and
can cause very significant damage to
infrastructure, equipment and applications,
the major damage will usually be to
mission and business value, not to IT
assets themselves. Incident response is
not primarily a technical effort. As the
scenarios demonstrate, the technical work
to investigate, analyze, clean, and repair
computer systems is soon overshadowed by
efforts to manage customer and third-party
relationships, legal matters, investment
decisions, and changes in strategic course,
which are significant business leadership
activities.

Scenario A shows that even in an attack
involving typical data theft, the classic
“above the surface” costs associated with
data breach response may not be the most
significant over the course of the incident.
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Federal cyber incidents can spillover into the
private sector with substantial impacts

Going forward
What you do matters
Although cyberattacks are all but inevitable,
the extent of their damage is not. There are
actions that our scenario agencies took—or
could have taken—that may have changed
the outcome. In Scenario A, for example,
we assume that the agency had an incident
response retainer, which allowed them
to access external incident responders
and forensics specialists. Without this
capability, the investigation could extend
for significantly longer periods of time.
Additionally, the retainer provided them with
professionals capable of supporting swift
and decisive public relations and customer
care actions to reduce damage.
As the Scenario A and B imply, better
governance around sensitive IP might
have narrowed the range of what could
be accessed when attackers did succeed
in gaining access to the HR file system. In
the case of the regulatory agency, perhaps
additional investments in an insider
threat program could have enabled the
detection of an early-stage incident before
the attacker was able to compromise the
sensitive data.

Becoming more resilient
For many agencies, becoming truly resilient
to cyberattacks calls for a shift in mindset
that changes how they perceive cyber
risk and potential impacts. It requires
organizational transformation that broadens
the scope of involvement at the top of the
agency and instills focus on risk, not just
technology controls. It involves the ability
to reprioritize and refocus investments on
mitigating likely outcomes, based on a broad
understanding of attackers’ motives and the
ability to anticipate high-impact scenarios.
Many will find the following to be useful first
steps.
Convene the right team.
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Evaluate agency readiness by bringing

together the right agency, business
stakeholders, and technical leaders to
develop a list of high-risk cyberattack
scenarios. This approach will likely require a
team that collectively understands mission
strategy, operations, technology, and, of
course, the agency’s cyber risk program.
Identify top risk areas and assets.
In some agencies, particular data sets,
computer systems, control devices, or other
digital assets represent high value unto
themselves. In many cases, the value of
information and technology assets is tied
to the criticality of the mission processes
and relationships they enable. Once those
processes and activities are identified, it is
important to understand the underlying
technical environment, model the threats
to the environment, and draw a realistic
picture of the direct and intangible mission
impacts should they be compromised. The
lens should not be focused too narrowly on
data theft; other possible attack scenarios
should be considered.
"Right-size" spend to reduce incident impact.
Budgets will never be big enough if the aim
is to try to prevent every possible incident.
While greater investment may be required,
it is likely more important to invest in a
more risk-focused manner. Effort should
be taken to define the agency’s top risk
areas and assets and model realistic attack
scenarios. This approach enables an agency
to establish a reasonable level of investment
in various areas of a cyber risk program.
Modernize what “readiness” means.
An incident response plan, if built on narrow
assumptions, is likely to fall short at a time
of crisis. With awareness of what matters
most to the agency, plans can be made
to involve the various parties needed to
protect, defend, and recover if those things
are compromised. Incident response plans
can be appropriately broadened—and
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rehearsed—to anticipate and prepare for the
high-risk cyberattack scenarios identified.
Establishing broad cyber-awareness and
engagement across the agency improves
the ability to collaborate and react when the
cyber incident alarm rings.
Do more than prepare.
Cyber readiness is not just about what
happens after an attack. Right now,
malware is sitting undetected on networked
systems within an agency or on the devices
of contractors, vendors, or employees.
There may be ill-intended users within
the walls of the agency who could use
authorized access to inflict damage. In some
areas, tighter security practices may be
warranted. Other areas may be technically
impossible or impractical to secure further,
but might warrant stronger capabilities to
detect potentially malicious activity. Every
agency should institute some variation of
a secure, vigilant, and resilient approach
that is aligned to its cyber risk posture and
program.

Bringing cyber impacts to
the surface
Beneath the surface of a cyberattack is
intended to shed light on a broad set of
mission impacts that are overlooked in
most conversations about cyber risk. Cyber
incidents may begin as a technology issue,
but they typically extend well beyond the
technology domain. These events can
hit at the very heart of mission value and
performance.
We have attempted to demonstrate the
toll cyber incidents can have on agency
performance far beyond the considerations

usually associated with data breaches.
Whether adversaries set their sights on
IP, operational disruption, fraud, or data
records, cyberattacks can have deep and
long-lasting effects on an agency.
We encourage readers to challenge common
assumptions about the breadth, depth, and
duration of cyber incidents and to take a
more comprehensive view of their potential
cost. By viewing cyber risk through this
wider lens, we believe that agencies can
ultimately improve their ability to survive
and thrive in the face of increasingly likely
cyberattacks.
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Appendix
Definitions of the 15
cyberattack impact
factors and how costs
were developed
This appendix provides further detail on
the methods used to determine scenario
costs for each of the 15 impact factors.
Many direct costs are generally well
understood and relatively straightforward
to approximate based on publicly available
information. “Assigning Value to Intangible
Losses” on page 4 describes financial
modeling techniques used to quantify
intangible impact factors. As discussed,
these techniques often require reliance
on assumptions. Deloitte reviewed and
analyzed data associated with cyber
incidents occurring over the last few years,
supplemented by insights from well-known
studies conducted by other organizations,
as cited. The incidents reviewed ranged
from theft of high volumes of sensitive data,
to theft of strategic information, to instances
of severe operational disruption; some
cases involved more than one attack type.
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Calculation of both direct and intangible
costs also requires consideration of agencyspecific information provided as part of the
profile of each of the fictitious agencies.
These agency profiles, as described on the
scenario pages, were derived from Deloitte’s
broad knowledge of the public sector.
Profiling of a plausible, fictitious agency
requires knowledge of the mission, trends,
typical cybersecurity maturity levels, typical
cyber risk vulnerabilities, and operational
processes within the federal sector. In
some instances, cost estimates and related
values have been simplified for illustration
purposes, as presenting all underlying
variables would not be feasible within the
scope or length of this paper.
Although, as noted on page 4, value is
estimated at a specific point in time, the
term over which an agency would incur
tangible actual costs would vary. Some
would be immediate, as in the case of
the law enforcement agency’s technical
investigation costs; other impact factors
might be applicable over years, as in the
case of the law enforcement agency’s postbreach employee protection costs or the
longer-term devaluation of the regulated
entities trade names in the regulatory
agency scenario.
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Fifteen cyberattack impact factors

A wide range of direct and/or intangible costs contribute to the overall impact of a major cyber incident.
Above the surface: Well-known cyber incident costs
Technical investigation

Citizen/customer breach notification

Post-breach citizen/customer protection

The costs associated with technical
investigations are direct expenses for
analysis to determine what happened during
a cyber incident and who was responsible.
An immediate objective is to support rapidly
halting the spread of a compromise
and take action to limit its impact to systems,
infrastructure, and data. Efforts involve
digital forensics, and malware and threat
analysis to determine root cause to assist in
the remediation and recovery of impacted
systems, and to inform future cybersecurity
improvements.

Citizen/customer breach notification costs
include the direct expenses associated with
senior-level officials informing and advising
individuals whose data has been compromised,
as typically mandated by state or federal law or
industry regulation. These can include printing,
mailing, and call center services, among others.

Post-breach citizen/customer protection costs
are direct costs associated with services to
detect and protect against potential efforts
to use an individual’s compromised personal
data for unauthorized purposes. To estimate
the direct cost of credit monitoring or identify
theft protection services, Deloitte used the
midpoint of an aggregate of the top eight
service providers assuming monthly services
ranged from between $10 and $30.4 Freezing
a credit file was estimated at $5 to $15 per
person.5 Deloitte further used an average of
current salaries provided to bodyguards and
for providing physical protection as would be
required for impacted undercover agents and
their families in scenario A.6 These figures were
applied to the number of customer records
breached ($274,687,500 in Scenario A; not
applicable in Scenario B.1 or B.2).

The scale of investigation activity can vary
widely depending on type and complexity
of the breach, and to some extent directly
reflects the number of computing systems
potentially impacted by the compromise.
Estimated costs for this impact factor were
based on Deloitte’s experience in situations
similar to the fictitious scenarios presented.
For scenario A, investigative work would
center on analysis of data within the HR file
system and efforts to assess the extent of
privileged account compromise. A team of
five incident response specialists would likely
be deployed for approximately eight weeks,
costing an estimated $720,000. For Scenario
B.1 regarding the regulatory agency, given
the possible exploitation of access control
systems used to generate the privileged
accounts, a deeper technical investigation
of the broader environment would be
necessary to understand the full scope and
impact of the breach. This investigation is
estimated to require five incident response
specialists over a thirteen-week period,
at a total estimated cost of $1,560,000. It
was determined that the regulated entities
would likely not conduct their own technical
investigation.

Deloitte has used an average indicator of $2.75
provided by Zurich Insurance stating that
notification costs range between $0.50 and
$5 per customer.2 According to the Ponemon
Institute, breach notification costs have recently
declined somewhat.3 Assuming that costs for
these services may continue to decline over
time, Deloitte has chosen to use a figure of $2.75
per stolen record.
For Scenario A, we assumed that the law
enforcement agency would send senior-level
officials to each of the affected agents and
notify them at an hourly rate consistent with the
average salary of the agency totaling $370,000.
For scenario B.1, we assumed that each of
the regulated entities that would have been
breached would be notified using the above
mentioned methods at an average cost of
$7,500 per affected company totaling $187,500.
For scenario B.2, we assumed that the entities
would incur $97,100,000 in costs related to
notifying individuals and contract holders
affected by the breach of the regulatory agency
holding their sensitive information. Scenario B.2
utilized the average costs provided by Zurich
insurance and the Ponemon institute, multiplied
by the number of customers (individuals and
contract holders).
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Above the surface: Well-known cyber incident costs
Regulatory compliance

Attorney fees and litigation

Cybersecurity improvements

Regulatory compliance costs consist of the
activities and technology needed for the
regulatory agency to properly regulate their
entities; it also includes the fines or fees
levied as a result of non-compliance with
federal or state cyber breach related laws
and/or regulations (although fines are not
anticipated in these scenarios). For Scenario
B, heightened focus on breaches triggered a
greater investment in securing the process
(e.g. a secure data sharing network) for
achieving regulatory compliance. This is likely
to increase the complexity of regulating
organizations and create new costs from
training and procedural updates for both
the regulatory agencies and the regulated
entities. For Scenario B, the assumption is
that the regulator may be held liable (or
will settle) for the costs incurred by the
regulated entities.

Attorney fees and litigation costs can encompass
a wide range of legal advisory fees and
settlement costs externally imposed and costs
associated with legal actions the agency may
take to defend its interests. Such fees could
potentially be offset through the recovery
of damages as a result of assertive litigation
pursued against an attacker, especially in
regards to the theft of IP. However, the recovery
could take years to pursue through litigation and
may not be ultimately recoverable, even after a
positive verdict in favor of the agency. Based on
our analysis of publicly available data pertaining
to recent settlement cases and other legal costs
relating to cyber incidents, we estimate that,
on average, it could cost agencies up to $10
million in attorney fees, potential settlement of
loss claims, and other legal matters. The cases
surveyed include both data breaches and cyber
incidents that caused operational disruption. We
do note that this amount is greatly dependent
on the scale, nature, and severity of the incident,
and the probability of settlement, among other
factors. This information was used as a basis to
estimate what costs both the fictitious agencies
might face over a three-year period. For scenario
A, we assumed that the law enforcement agency
would likely incur $10 million in litigation costs
and a further $920 million in settlement costs
related to paying the fully burdened salaries
of the affected agents for the next five years (a
reasonable portion of the expected career life
that was interrupted following the breach). For
Scenario B.1, we estimated that the regulatory
agency would incur $1.5 million in attorney fees
for each of the 25 affected entities. We further
estimated that each of the regulated entities
would themselves incur between $1.5 million
and $5 million in attorney fees that could then
be passed back to the regulatory agency.

The costs associated with cybersecurity
improvements are direct expenses for
technical improvements to the infrastructure,
security controls, monitoring capabilities, or
surrounding processes, specifically to recover
operations after an incident or to prevent a
similar occurrence in the future. Estimated cost
of cybersecurity improvements were based on
Deloitte’s experience of typical costs for the
kinds of projects undertaken in each fictitious
scenario. For Scenario A, these costs include
efforts to restore and implement additional
security controls including sensitive information
identification and clean-up, data loss
prevention, network segmentation, database
activity monitoring, two factor authentication,
threat intelligence, and personnel training.
Cybersecurity improvements for Scenario B.1
include rebuilding enterprise domain(s) and
implementing database activity monitoring,
two-factor authentication, data loss prevention,
an insider threat program, and a threat
intelligence program.

Public relations
Public relations (PR) costs are the direct
costs associated with managing external
communications or brand monitoring
following an incident. Deloitte surveyed
leading communications firms and, based
on information provided, conservatively
estimates that, in Scenario A, a campaign
extending over two year would cost $2.8
million . For Scenario B, the regulatory
agency (B.1) would incur a cost of $8.4
million and the impacted regulated entities
would incur a cumulative cost of $59.5
million (both over a period of two years and
based on a buildup of expected hourly costs
for a PR team).
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Budget requests from federal and state
agencies were used to develop these estimates
in addition to Deloitte experiences assisting
organizations with these programs.
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Fifteen cyberattack impact factors

A wide range of direct and/or intangible costs contribute to the overall impact of a major cyber incident.
Beneath the surface: Hidden or less visible costs
Insurance premium increases

Increased cost to raise debt

Impact of operational disruption or destruction

IInsurance premium increases are the
additional costs an insured entity might incur
to purchase or renew insurance policies
following a cyber incident. There is little
public data available on actual premium
increases following cyberattacks. According
to our sources, factors that influence future
costs can include: willingness and depth of
information provided by the policy holder
upon review of the incident; the policy holder’s
plans to improve incident handling or other
aspects of their security program; anticipated
litigation; and assumptions concerning the
company’s level of cybersecurity “maturity.”

Increased cost to raise debt occurs when, as
a result of a drop in credit rating, the victim
organization faces higher interest rates
for borrowed capital, either when raising
debt, or when renegotiating existing debt.
Organizations appear to be perceived as
higher-risk borrowers during the months
following a cyber incident. Deloitte analyzed
the yield of a typical 10-year, A-rated
corporate bond and the yield of a typical
10-year, Baa-rated corporate bond. For
purposes of establishing potential impacts
for the regulated entities in Scenario B (this
impact factor is not applicable in Scenario
A), a post cyber incident credit rating decline
from A to Baa was assumed.8

Impact of operational disruption or destruction is a
highly variable cost category that includes losses tied to
manipulation or alteration of normal agency operations
and costs associated with rebuilding operational
capabilities. This could include the need to repair
equipment and facilities, build temporary infrastructure,
divert resources from one part of the agency to another,
or increase current resources to support alternative
operations to replace the function of systems that have
been temporarily shut down; it could also include losses
associated with inability to deliver goods or services. The
nature of operational disruption—and therefore the
appropriate method of calculating its impact—is very
specific to each situation and requires direct knowledge
of a number of distinct information components.
Deloitte estimated that roughly 5,000 agents would be
compromised as a result of the cyber breach with roughly
25 percent of those being undercover, leaving 1,250
undercover agents vulnerable.

Given that the federal agencies impacted
by these cyberattacks would not hold cyber
insurance (government policy on selfinsurance), it was determined that the only
insurance that may be impacted would be the
Directors and Officers Insurance held by the
regulated entities who had their information
leaked. For purposes of this study, Deloitte
assumes a company with an overall size of
$50 million to $120 million in revenue would
expect to pay premiums of $70,000 annually
for D&O insurance.7 Similarly, a company
making $1 billion in revenue could expect to
pay $300,000 in premiums annually. Deloitte
assumed that the premiums would double
as a result of the cyber breach, factoring in
the impact of leaking sensitive information
to the “dark web” and would remain doubled
for the next three years assuming no further
breaches, then returning to pre-breach levels.

Bloomberg’s median yields for a large
universe of corporate bonds (a composite
index) were applied. A yield for a typical
10-year, A-rated corporate bond was 3.44
percent.9 This same median yield for a
universe of Baa-rated corporate bonds was
4.48 percent, resulting in an incremental yield
due to the rating drop of 1.04 percent.
It was assumed that the medium-sized
entities would not require any additional
long-term debt over the next five years, so
they had no impact. However, the largesized entities were expecting to each need
billions of dollars of new debt, resulting in an
increase in interest payments of $4.1 billion
over the term of the loan.

For Scenario A, calculating the financial impact of
operational disruption entails estimating costs associated
with hiring additional agents to replace the affected
agents and all of the recruiting and training costs that this
effort would entail. Deloitte assumed that roughly 2,500
agents would need to be recruited to cover the loss of the
affected agents and that each would incur the midpoint
$15,000 in training costs as provided in a 2007 GAO report
entitled Costs and Challenges Related to Training New Agents.
It was further estimated that a recruiter would spend
roughly 1 month to recruit each new agent, using the
average government salary.10 The total cost of recruiting
and training new agents to cover the loss of the affected
agents in Scenario A was estimated to total $61.2 million.
In Scenario B.1, it was assumed that the regulatory agency
would not be able to collect fines from the 25 regulated
entities and would lose roughly $1 million per entity for the
first year following the breach. It was further assumed that
the four day outage affected 7,000 employees incurring a
total economic impact of nearly $20 million. Additionally,
the regulated entities in Scenario B.2 were estimated to
have incurred between $2,500 and $6,700 in impact which
potentially could be passed along to the regulatory agency.
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Beneath the surface: Hidden or less visible costs
Lost value of customer relationships

Value of lost contract revenue

Devaluation of trade name

During an initial triage period immediately following
a breach, it can be hard to track and quantify how
many customers are lost. Economists and marketing
teams approach this challenge by attaching a “value”
to each customer to quantify how much the business
must invest to acquire that customer. They then
look at the likely revenue that this one customer will
generate for the business over time. These numbers
can then be evaluated per industry and particular
organization to estimate how much investment is
needed to attract and acquire new customers.

Value of lost contract revenue includes revenue
and ultimate income loss, as well as lost future
opportunity associated with contracts that are
terminated as a result of a cyber incident.

Devaluation of trade name is an intangible cost category
referring to the loss in value of the names, marks, or
symbols an organization uses to distinguish its products
and services. A brand name is associated with the name of
a specific company or a specific product, whereas a trade
name relates to an organization as a whole. To determine
the financial impact of a cyber incident on the value of a
company’s trade name, the likely value of the trade name
both before and after the cyber incident was assessed.
To value the trade name itself, Deloitte employed the
relief-from-royalty method. The relief-from-royalty method,
commonly used to value IP assets such as trade names,
estimates the value by analyzing what another entity would
have to pay to license the company’s trade name. Our
analysis involved establishing a reasonable “royalty fee”
by looking at royalty fees or rates paid in actual royalty
transactions for similar types of IP. Using this data, Deloitte
calculated the royalty rate for the regulated entities in
scenario B.2 to be 3 percent. The value of the trade name
at the time of the cyber incident (using present-value
calculations) was then derived by applying the royalty rate
to each company’s future revenues (tax-adjusted) over
time. The same calculation was performed to anticipate
future revenues after the incident, with the difference in
the two values representing the loss in trade name value.

The value of lost customer relationships is not
applicable to Scenarios A or B.1 because the
government would not have customers. In Scenario
B.2, a decline in expected new customers as well as
an accelerated attrition rate for existing customers
caused the value of customer relationships to
decline by $5.9 billion. In the first year, medium-sized
company customer growth was assumed to decline
by nearly 50 percent (19 percent growth reduced to
10 percent), while attrition was expected to increase
by 33 percent (15 percent to 20 percent). Largesized company customer growth in year one declined
35 percent from 17 percent growth to 11 percent
growth, while attrition accelerated 33 percent from
15 percent to 20 percent. Growth in new customers
and attrition were assumed to return to pre breach
percentages after three years. We then estimated
the value of customer relationships by calculating the
incremental after-tax cash flows (or “excess earnings”)
attributable only to the customer relationships and
used the with-and-without method, as described
earlier, to evaluate the impact of lost customers
due to a cyber incident.

To determine the financial impact of the lost
contracts for the regulated entities impacted in
Scenario B.2, Deloitte estimated the value of the
contracts both before and after the cyberattack
occurred. Following a cyberattack, if the subject
company were to lose contracts, we assumed
there would be a decrease in revenues of 10
percent and a decline in margin of 2 percent.
We determined the present value (meaning an
estimate of the value of a future income stream
depicted in present dollar terms; receiving a
dollar today is worth more than receiving a
dollar in the future, since one could earn interest
on that dollar) of cash flows that the company
would earn over the term of the contracts
and estimated the value of the contracts by
calculating the incremental after-tax cash flows
(or “excess earnings”) attributable only to the
contracts. Given the size and importance of the
potential lost contracts, we did not assume 100
percent certainty of the loss. Instead we assumed
a 50 percent likelihood of contract cancellation
following the cyberattack in an effort to account
for the probability of such an impactful effect
occurring. The resulting probability estimate of
impact to the 25 regulated entities is a loss in
value of $1.5 billion due to the cyber event. The
net cash flows generated by the entities over a
five-year period with the contract in place were
discounted using a 13 percent discount rate.

Loss of intellectual property (IP)

National security/impact to the economy

Loss of IP is an intangible cost associated with loss of exclusive control over trade secrets, copyrights,
investment plans, and other proprietary and confidential information, which can lead to loss of competitive
advantage, loss of revenue, and lasting and potentially irreparable economic damage to an agency or
company. Types of IP include, but are not limited to, patents, designs, copyrights, sensitive but unclassified
information, trademarks, and trade secrets.

Another potential impact of a cyber breach as it relates to
federal agencies is the impact to both national security and
the economy as a hole. The impact to national security
can represent itself in a direct impact on counterterrorism
operations, border protection, effectiveness of weaponry,
troop deployments or intelligence operations. In Scenario
A, it was determined that the loss of agents able to perform
their duties and the loss of investigative procedures to the
public domain would have an economic impact nationally
through an increase or spike in crime resulting in an
increase in total losses by victims of these crimes.

In the case of Scenario A, IP is composed of trade secrets related to the law enforcement agencies
procedures performed to conduct investigations. These procedures were developed over many years
of trial and error performing investigations, and knowledge of these procedures would allow for the
criminal element to potentially avoid detection or prosecution. To value the loss of the law enforcement
agency’s investigation procedures or IP, Deloitte utilized a cost approach to estimate the cost to produce
new investigative procedures of like utility. It was estimated that 20 individuals would each work for nine
months following the breach to develop new investigation procedures at a cost per hour of the average
federal government employee resulting in an impact to cost of over $1.8 million.
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In Scenario A, Deloitte estimated that typical crime-related
financial loss grows at 5 percent annually. We estimated
that as a result of the law enforcement agency being
breached and its agents being compromised, becoming
therefore unable to conduct investigations, crime-related
loss would grow an additional 12 percent in the first year
following the breach, 7 percent in the second year, and 3
percent in the third year before returning to pre breach
levels. We understand that the starting point for annual
crime growth is debatable; however, the intent was to show
the increase in crime regardless of the assumed starting
point. The total loss related to the increase in breachrelated crime was estimated at over $2.3 billion.
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Secure.Vigilant.Resilient.
To fullfill their mission, streamline, and
innovate, many agencies have difficulty
keeping pace with the evolution of cyber
threats. The traditional discipline of IT
security, isolated from a more
comprehensive risk-based approach,
may no longer be enough to protect you.
Through the lens of what is most
important to your agency, you must
invest in cost-justified security controls
to protect your most important assets,
and focus equal or greater effort on
gaining more insight into threats, and
responding more effectively to reduce
their impact. A Secure.Vigilant.Resilient.
cyber risk program can help you become
more confident in your ability to reap the
value of your strategic investments.
BEING SECURE means having
risk-focused defenses around what
matters most to your mission.
BEING VIGILANT means having threat
awareness to know when a compromise
has occurred or may be imminent.
BEING RESILIENT means having the
ability to regain ground when an incident
does occur.
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