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What are intellectual 
property rights (IPR) 
and why are they 
important?
Labor has been the foundational element for adding value to our global economy for centuries. From 
the blacksmith forges of colonial New England to Henry Ford’s introduction of the production line, and 
to the rise of the service economy, what countries around the world produce and manufacture has 
created the bulk of global wealth. The explosion of technology over the past few decades has begun to 
redefine how value is added to our global economy and society.

It is increasingly clear that knowledge, complementing pure labor, is one key to economic prosperity. 
Innovation is key to economic growth, and the protection of that innovation, or Intellectual Property 
(IP), is important to every industry. 

With the great potential and value of IP comes the possibility for theft and infringement, requiring a 
strengthened enforcement posture at a global level to protect IPR. IPR includes the enforcement of 
trademarks, copyrights, and patents, among other legal rights to protect the owners of IP. Though 
there are many different types of IPR infringements, one of the most damaging is the creation and 
distribution of counterfeit goods around the world. In 2013, IPR infringement resulted in the loss of 
more than $300 billion in economic prosperity in the United States alone.1 IPR infringement and the 
distribution of counterfeit goods stifle research and development (R&D) and the creation of new ideas.1 
If not identified and interdicted at national borders, counterfeit goods have the potential to impact 
international markets and wreak havoc on a global scale. 

The challenges related to protecting and promoting IPR are complex, and these challenges can best be 
addressed by improving our understanding of the entire ecosystem of IPR—including governments, 
the private sector, and the general public. This publication seeks to identify ways in which the suite of 
IPR stakeholders can protect IPR at national borders, centered on four foundational pillars to improve 
border security, and the trade of physical goods:

Data and 
analytics

Supply chain 
integrity

Coordination and 
integration

Transparency and 
awareness
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IPR ecosystem 

IPR disruptors
Counterfeiters seeking to sell illicit goods 
purposefully structure their operations 
and practices to elude detection 
and enforcement. When it comes to 
manufacturing, illicit goods are typically 
produced ‘just in time’ to avoid high 
inventory levels to mitigate the risk of losses 
and government sanctions from seizures. 
Counterfeit goods may be masked with fake 
or blank labeling and shipped in pieces to 
be assembled in the country of sale, so that 
they are less susceptible to detection by 
customs officials. Counterfeiters operate in 
intricate logistic networks where distribution 
routes are ever changing to avoid authorities 
and exposure. These issues likely exist 
in every country, but may be especially 
prevalent in markets with low investment in 
R&D and enforcement of IPR.

The Internet and rise of e-commerce have 
created a more fluid and anonymous 
medium for selling pirated or counterfeit 
goods, making the legal enforcement of 
IPR an even more challenging task. Among 
other tactics, counterfeiters seek to build 
redundancy, establish diverse geographical 
footprints, and ascertain safe havens (see 
Figure 1). E-commerce-based counterfeiting 
is difficult to catch at borders due to the 
large and growing number of small parcels 
moving daily across borders. These small 
parcels are not typically part of larger and 
heavily monitored cargo shipments, but can 
cause great burden and cost on government 
enforcement.

IPR stakeholder community
To reduce the sale of counterfeits and 
effectively enforce IPR, stakeholders across 
government, the private sector, and the 
public need to work together to secure 
supply chains, develop strong government 
regulations, and advance enforcement 
techniques. As business is increasingly 
conducted across national borders, the 
growth of innovation and the health of the 
global economy is dependent on mature 
IPR protection at a global level. Successfully 
addressing global IPR challenges requires 
governments to identify and interdict 
counterfeit goods before they cross national 
borders and combat counterfeits that have 
already entered the country (i.e., targeting 
of the domestic assembly and finishing of 
counterfeit goods).

Due to the rise of new digital technologies, 
the modern supply chain has evolved from 
a traditional linear structure to a digital 
supply network with multiple connected 
players (Figure 2). This transition to a more 
intelligent, scalable, customizable, and 
nimble supply network creates complexity, 
but can be used as an opportunity for 
increased process controls and event 
management, providing greater IPR 
oversight and visibility. Government and 
industry can leverage this increased supply 
chain visibility to prevent and identify bad 
actors. As the global supply chain evolves, 
there are challenges as well as opportunities 
to safeguard IPR across the supply chain.

Build redundancy
Bad actors often register 
hundreds or thousands of 
domain names to support 
“mirror sites” to drag rights 
holders or law enforcement 
into “whack-a-mole” pursuit.

Establish diverse 
geographical footprint
Bad actors often register 
domain names in numerous 
jurisdictions to facilitate 
domain-name hopping and 
prevent detection.

Ascertain safe havens
Bad actors often register 
domain names in jurisdictions 
with weak IPR protections or 
limited enforcement.

Figure 1. IPR-infringing websites’ tactics used to build resilience against enforcement activity

Figure 2. Traditional supply chain ecosystem to a digital supply network
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IPR protection pillars

The evolving needs and considerations 
for IPR protection and economic security 
require a multifaceted enforcement 
approach. Governments and the private 
sector should consider using tailored 
approaches to safeguard IPR. The main 
pillars that can mitigate IPR infringement are: 

1 Data and analytics

2 Supply chain integrity

3 Coordination and integration 

4 Transparency and awareness.

Figure 3. IPR protection pillars
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Data and analytics
Both public and private entities can benefit 
from using analytics techniques to detect 
and deter IPR violations. From looking 
backward to evaluate and identify trends, to 
projecting forward using scenario planning 
and predictive modeling, analytics can help 
stakeholders across the IPR ecosystem turn 
information into actionable insights.

As data becomes more publicly available 
and widely accessible, emerging solutions, 
such as Enterprise Knowledge Graph 
(EKG), or graph technology, are becoming 
increasingly powerful at identifying trends, 
detecting suspicious activity, and deterring 
bad actors. EKG is a cloud-based solution 

that can help monitor data and illuminate 
connections across large, disparate data 
sets in order to enable users to uncover 
valuable insights. It can be used to improve 
the identification and targeting of IPR 
violators by providing quick access to a 
360-degree view of high-risk entities and 
potential threats in a network. At its most 
basic level, EKG operates under three  
key principles:

Figure 4. Enterprise knowledge graph

Consolidate and persistently resolve 
entities across disparate data sources1

Show connections to different 
entities from resolved data sets 2

Grow network as new data is loaded 
into the graph to determine whether 
an additional investigation is necessary
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Using EKG and the principles outlined in 
figure 4 can augment analysis to detect 
and deter IPR violators by enhancing 
the visualization of interconnected data, 
creating linkages with open source data and 
unstructured entity relationships, running 
what-if scenarios and modeling theoretical 
solutions, and using new data points and 
connections to improve targeting and inform 
machine-learning algorithms.
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In addition to using EKG, each of the stakeholders in the IPR ecosystem play an important role in IPR protection and enforcement through 
data analytics. The table below provides illustrative examples of additional ways the community can begin to work together to deter and 
prevent future IPR violations:

Stakeholder How data analytics can enhance detection and deterrence tactics

Regulators  • Collaborate with enforcement agencies to collect, review, and use information on IPR infringements and 
violations. 

 • Collect data on IPR violators and publish lists for stakeholder community awareness and inform 
targeting efforts led by enforcement agencies.

IPR owners  • Collect and publish data on trading partners to inform retailers and consumers on where to acquire 
legitimate products.

 • Analyze sales statistics by channel and geographic region to evaluate trends and monitor unauthorized 
sales of products to report to law enforcement authorities, including e-commerce, retail, wholesale, and 
open markets.

Carriers and brokers  • Review overage, shortage, and damage statistics and provide customers with logistics data to identify 
anomalies; consistent reports of damaged or short delivery may indicate suspect activity.

 • Conduct trend analysis on logistics data; route changes and absence of track and trace data may 
indicate efforts to conceal counterfeit products being introduced or legitimate products being stolen.

 • Establish mechanisms to review subcontractor's data to identify and reduce the risk of potential IPR 
violators being hired to provide logistics services, such as warehouse and transportation providers.

Enforcement agencies  • Collect and publish data on IPR violations to keep the trading community informed.

 • Collaborate with carriers and brokers to analyze inbound and outbound data from ports and customs 
and perform more focused investigations.

 • Provide a reporting mechanism for the public and other stakeholders to provide real-time information 
on IPR violations.

Retailers  • Conduct analytics on suppliers and their lower-tier partners, including their supply chains, to  
monitor risk. 

 • Analyze point-of-sale data and returns to identify any potential IPR violations detected by the end 
customer, focus on lot and supplier to trace the product through supply chain.

 • Maintain sales channel and supplier data to verify the authenticity of a product.

Marketplace  • Analyze customer reviews on products to identify issues; higher numbers of quality complaints may 
indicate counterfeit product being sold through legitimate channels.

 • Perform due diligence on suppliers in order to minimize IPR violations; the objective is to do business 
with trusted partners.

Consumer  • Review published data in order to make informed decisions on buying legitimate products.
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Supply chain integrity
Supply chains are continuously exposed 
to a multitude of IPR risks emanating from 
within and outside of their value chains 
as illustrated in Figure 5. Resilient supply 
chains, characterized by a balance of 
flexibility, visibility, collaboration, and control, 
mitigate the exposure to and impacts of 
these risks. Building supply chain resiliency 
requires a holistic and proactive approach. 

Achieving supply chain integrity can 
be achieved through three strategic 
imperatives:

Imperative one—identification and 
validation of trading partners: An 
organization should identify its trading 
partners and their position with respect 
to the organization to help determine 
the potential risks associated with each 
partner. Trading partners are those trusted 
entities that exchange products, money, 
and information dynamically in order to 
successfully trade in the open market. 

Deloitte provides managed services to 
assist government and commercial clients 
in monitoring their business partners and 
entities of interest for indications of risk. 
Deloitte uses applications that connect to 

multiple data providers through the cloud 
and monitor entities through thousands 
of regular, due diligence, and rule-based 
queries. This enables quantitative reporting 
and analysis of supply chains for both 
foreign and domestically held companies 
with complex business structures. By 
automating a significant portion of the 
investigatory process, analysts can expand 
their vigilance and focus the majority of their 
time on data analysis and evaluation rather 
than data gathering. New data sources 
are continuously monitored and added to 
enhance performance and applicability for  
a broad range of government and 
commercial clients.

Although the nature of trading relationships 
can vary greatly, trading partners should 
communicate often and establish channels 
for information sharing. Services like 
Electronic Data Interchange (EDI) allow 
partners to exchange documents, such as 
purchase orders, bills of lading, commercial 
invoices, shipping manifests, tariff and 
cost information, and shipment status. 
Information sharing can contribute to 
mutual protection, creating a more secure 
supply chain and safeguarding IPR.

Imperative two—end-to-end supply 
chain visibility: End-to-end visibility 
provides IPR owners and traders with the 
control of supply chain processes across 
all relevant trading partners, locations, 
and financial exchanges for a given supply 
chain. End-to-end visibility promotes IPR 
enforcement by giving regulators and 
governments insight into supply chain 
risks and violations. Programs like the 
US Customs and Border Protection’s 
(CBP) Customs-Trade Partnership Against 
Terrorism (C-TPAT) and Australia’s Trusted 
Trader program encourage private 
entities to comply with minimum security 
requirements and provide government 
entities with information regarding their 
supply chain activities in exchange for 
expedited processing at the border.2 

Macro environment risks | Have potential effects across the entire supply chain

Functional risks | Exist among enabling functions that support supply chain processes

Extended value chain risks | Originate in upstream and downstream supply chain partners

Operational risks | Relate to internal process risks

Supply
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Figure 5. Supply chain risk framework
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Imperative three—track integrity 
and identify risks: Organizations with 
advanced supply chain technologies are 
able to capture and distill operational data 
from end to end in their supply chains. They 
can detect anomalies through proactive 
risk and quality sensing techniques, such 
as event management, allowing for quick 
action to correct or identify potential 
IPR violations. Because data travels 
quickly, using a mature technology such 
as Advanced Shipping Notices can help 
prevent IPR corruption issues before they 
reach buyers. For example, sending an 
advanced EDI transaction to a retailer would 
include information about what product 
is being shipped, the quantity, where it is 
coming from, and when to expect it. This 
information helps the retailer identify any 
suspect products that were not originally 
accounted for or unexpected increases 
in shipping times, which can indicate an 
opportunity for counterfeit products to be 
introduced.

Blockchain is an emerging technology that 
organizations are exploring to achieve 
increased supply chain visibility and integrity. 
In its simplest form, blockchain technologies 
enable trading partners involved in a 
transaction to post their information to a 
distributed ledger in a secured environment; 
all permissioned partners have access to 
the information. This enables a “one version 
of the truth environment” and the ability 
to track and validate the authenticity and 
legality of goods entering the federal or 
commercial manufacturing ecosystem. 

Coordination and integration
The efforts of any single actor are not 
enough to ensure complete enforcement 
of IPR. These efforts need to be managed 
by the entire ecosystem of stakeholders—
including governments, the private sector, 
and general public. A number of different 
opportunities exist for this type  
of coordination.

Public-private partnerships can help 
build the capabilities needed to support 
global IPR protection. Not all governments 
currently have mature IPR enforcement 

administrations, and many need capacity 
building assistance from private IPR 
specialist groups. Global organizations 
such as the World Customs Organization 
(WCO) can assist members in enhancing 
the efficiency and effectiveness of their 
customs administrations and efforts to 
protect IPR. The WCO facilitates recurring 
IPR strategic planning sessions and global 
forums with member states and stakeholder 
groups to address key issues and identify 
opportunities for collaboration. Equally as 
important as public-private collaboration is 
the integration between governments on 
global and border IPR issues. In particular, 
regulators and enforcement agencies will 
be most effective when coordinating with 
other regulators on policy, strategies, 
and information sharing. An increasingly 

interconnected global economy means that 
IPR is crossing borders more frequently, 
requiring a similarly global commitment to 
enforce IPR. 

Promoting trading partner integration is 
another strategy for achieving a more open 
and secure trading environment globally. 
Trading partners’ agreement on a minimum 
set of rules to protect IPR is a foundational 
step for further efforts on IPR enforcement. 
The World Trade Organization’s (WTO) 
Agreement on Trade-Related Aspects 
of Intellectual Property Rights (TRIPS) 
introduced IP rules into the multilateral 
trading system for the first time.3 Deeper 
agreement and integration on the rules  
of IPR enforcement can lead to greater  
IPR protection.
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Lastly, another specific example of 
international coordination and integration 
is the emerging concept of SMART Borders. 
SMART Borders is a border security and 
management paradigm that can create safer, 
more standard, and cost-effective border 
zones. This type of border cooperation 
effort can be a powerful tool to enhance 
coordination on IPR, as well as more broadly 
achieve economic prosperity and improved 
security in border areas and sister cities. 
SMART Borders’ goal is to create one single 
economic area for border cities with shared 
analytics, security intel, and good processing 
to improve economic conditions, the flow 
of information and goods, and coordination 
between governments and citizens. In 
practice, SMART Borders could reduce trade 
congestion, increase the capacity for goods 
transport, increase cross-border shopping 
revenue, and improve government oversight 
and coordination. SMART Borders represent 
the art of the possible for analytics and 
security coordination related to IPR and 
economic activity. 

A recent case study is the ongoing effort 
between US and Mexican officials working 
alongside private stakeholders to launch a 
SMART Border on the US-Mexico border. 
This initiative is engaging state, federal, local, 
and commercial stakeholders to identify 
specific economic and border infrastructure 
improvements that will benefit citizens 
living on both sides of the US-Mexico 

border. IPR protections could benefit from 
this initiative’s preclearing of goods and 
people, enabling both governments to 
more efficiently and collaboratively identify 
suspicious goods. Importantly, the same 
concepts and benefits being applied to the 
US-Mexican border could be applied across 
the globe—to similarly stimulate trade, 
oversight, and economic activity around  
the world. 

Most importantly, SMART Borders 
relationships could foster an increased focus 
on targeting and dismantling of bad actors. 
In practice, this means countries need to 
work together to create an integrated and 
intelligence-driven approach to border 
security. 

Transparency and awareness
Transparency and awareness across 
governments, the private sector, and the 
public can help to safeguard IPR globally 
through the sharing of information and best 
practices and the education of consumers. 
The development of IPR communications 
strategies by governments and corporations 
can safeguard valuable IP through global 
awareness of IPR risk, tactics of bad actors, 
and IPR protection best practices.

Transparency in government regulations 
through an open and flexible regulatory 
framework that promotes innovation 
and takes into account the increasingly 
cross-border nature of commercial R&D 
can help to safeguard IPR-heavy industries 
and encourage R&D investments. As new 
IPR-related rules are created, governments 
should consider making drafts of new rules 
widely available for public comment and 
ensure that laws and regulations  
are administered in a uniform and 
reasonable manner. 

In addition to transparency in regulations, 
public-private and private-private 
information sharing can create more 
efficient threat detection. Corporate 
information sharing can increase border 
targeting capabilities, limit the flood of 
counterfeits by shutting bad actors down, 
and advance underlying policy objectives. 
The Intellectual Property Enforcement 
Coordinator (IPEC) calls for making 
databases such as CBP’s IPR recordation 
system database widely available (Action 
No. 3.11) and enhanced private sector 
transparency through information sharing to 
support the identification of illicit activities 
(Action No. 2.5).4 For example, information 
sharing on advertisers of counterfeit goods 
could better arm corporate allies to identify 
bad actors before they can cause damage.

IPR violations, particularly in counterfeits, 
inevitably end with the consumer. 
Raising public awareness and creating 
a common understanding of IPR issues 
through public awareness campaigns and 
communications strategies are critical 
next steps in combatting IPR infringement. 
Collaborative public-private partnerships for 
prescreening that incentivize secure supply 
chains also play a crucial role in combatting 
counterfeits. As regulators and consumers 
both become more knowledgeable and 
informed on how to identify and report 
counterfeit goods, both consumer demand 
and inevitably supply of counterfeits  
would decrease.
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Conclusion
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IPR protection requires a global approach across all four pillars: data and analytics, supply chain integrity, coordination and integration, 
and transparency and awareness. Both private and public sector stakeholders could benefit from a future state that enhances IPR 
protection. The ultimate goal is to enable all countries to set up a consistent and uniform approach to IPR promotion and protection, so 
goods flow freely across borders. 

Governments and companies cannot work in silos and expect to see IPR protection results. The four-pillar solutions together can 
contribute to a secure ecosystem for global IPR.

 • Pursuing analytics solutions tailored to stakeholder needs can help each stakeholder group to detect potential corruption points 
and deter further corruption. EKG, or graph technology, is becoming increasingly powerful at identifying trends, detecting suspicious 
activity, and deterring bad actors.

 • Supply chain integrity is important from end to end; supply chain solutions, such as blockchain technoloigies, can assist government 
and commercial clients in monitoring their business partners and entities of interest for indications of risk and securely storing supply 
chain information.

 • Coordination and integration can provide governments with the information they need to enable a smart flow of goods across 
borders—promoting legitimate trade and travel while deterring illicit activity.

 •  Transparency and awareness between governments and stakeholder groups can provide much-needed information on IPR and 
prompt partnerships for stakeholders that want to have transparent supply chains. 

IPR affects everyone. Governments with strong regulations, enforcement agencies, and border management alongside IPR owners with 
secure supply chains can facilitate a more prosperous and protected economic trading system.
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