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To call 2020 a difficult and challenging year is to state the obvious. 
However, like a tsunami after an earthquake, it is often the less 
obvious ripple effects from a crisis that have the biggest, most 
enduring impacts.

In 2020, COVID-19 affected every person on the planet to some 
degree. But its full long-term impact on the global economy—and on 
how people in the future will live and work—is still being determined. 
Similarly, after a contentious election season, the United States still 
finds itself with many more questions than answers.

Against this backdrop of ongoing turbulence and uncertainty, we 
present the 2021 version of our annual report on key regulatory 
trends in the investment management industry. This year’s report 
highlights six areas where important regulatory changes are emerging 
or accelerating in the wake of 2020.

 • Digital transformation

 • SEC enforcement trends

 • Operational resilience

 • Workforce transformation

 • Financial resilience

Introduction

 • Climate risk
Regulators continue to refine existing regulations and expand into 
new areas such as climate risk, digital currencies, and financial 
technology (fintech) supervision. Meanwhile, recent regulatory 
actions send a clear message that firms should expect higher levels 
of accountability and enforcement and that regulators are not easing 
up on their expectations. We also expect that regulatory oversight 
and scrutiny will increase with the new administration that took over 
in January 2021.

Data remains a key focus, with regulators requesting additional 
data and constantly raising the bar on data quality and integrity. 
Also, there continues to be a heavy focus on a firm’s ability to 
operationalize core risk management frameworks, principles, and 
requirements within its operating model and culture.
These regulatory trends could have a major impact on the 
investment management industry over the next 12 months and will 
likely require close monitoring and action from leadership.
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The impacts of COVID-19 have accelerated efforts to improve 
customer experiences on a broad scale. Digital transformation 
was emerging as a strategic imperative in investment management 
before the pandemic hit, but was put on hold in the early stages 
of the crisis, when day-to-day operations were the top priority. 
However, as widespread vaccination occurs and the world starts to 
bounce back, digital transformation will likely once again become 
top of mind. Speed, trust, and convenience are table stakes. Loyalty, 
therefore, is often won and retained through focusing on meaningful 
insights, personalization, and overall client experience. With 
increasing digitization, these expectations are often being shaped by 
clients’ other digital experiences.

Investment management firms and fintech companies operating 
in the investment management industry (more commonly known 
as robo-advisers) are both innovating to engage their customers 
in deeper, more meaningful ways and, ultimately, to transform the 
investment management experience. However, they are approaching 
the opportunity from different angles and driving value through 
different paths. Traditional investment management firms are 
leveraging digital experience platforms to engage their existing 
customer bases, while robo-advisers are leveraging their technology 
strength and consumer brand recognition to engage a broader base 
of customers (many of them millennials). Regardless of the type of 
firm, enhancing the client experience in a cyber-resilient way will be 
top of mind.

Traditional investment management firms face increasing 
competitive pressure to leverage their balance sheets—as well as 
their risk and regulatory compliance disciplines—to deconstruct 
their core trading stack and enable their offerings “as a service.”

The trend of forging new relationships between companies native 
to the digital world and traditional FSI giants was gaining traction 
before COVID-19 and will likely resume as the world starts to recover 
from the pandemic.

Digital transformation

Regulators are keen to understand these new relationships and 
their potential implications. Conscious of being seen as barriers 
to innovation, regulators are proactively creating new avenues to 
engage with investment management firms and robo-advisers in 
order to better understand the evolving landscape and new financial 
product offerings. As their understanding of the ecosystems’ 
interplays and interdependencies matures, the risk implications 
and regulatory considerations will become clearer. Regulators are 
continuing to enhance their focus on these emerging technology 
companies and bring enforcement actions based upon operational 
breaches and representations that firms have made to clients.

When focusing on digital transformation, investment management 
firms can consider the following actions:

1. Prepare for digital transformation to receive more attention 
in the postpandemic world, adopting lessons learned from 
COVID-19 about customer engagement, scalability, and resilience 
in a digital environment

2. Understand the cybersecurity and privacy considerations 
of increasingly using cloud resources as a platform for digital 
transformation, and monitor the control environment as data 
proliferates

3. Engage with regulators to develop a shared understanding of 
the evolving digital landscape and to exert influence that can 
help reduce friction in the broader system, thereby reducing risk 
and associated costs

4. Review the firm’s risk dimensions and recalibrate its risk 
appetite to account for the new role of digital offerings in the 
traditional financial industry
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Enforcement actions in 2020 can provide useful insight into the US 
Securities and Exchange Commission’s (SEC) priorities in 2021.

In November 2020, the SEC published the Division of Enforcement’s 
annual report detailing the prior year’s enforcement actions.1 The 
report showed the SEC continuing its push to prioritize identification 
of misconduct between investment management firms and 
investors, particularly focusing on disclosures, fees and expenses, 
conflicts of interest, and sales practice issues for wealth firms.  
It also highlighted the SEC’s focus on compliance policies and 
procedures and books and records requirements, particularly in  
light of the pandemic.

Heading into 2021, we expect the SEC will continue to emphasize 
these topics. When investment management firms assess their 
operational, regulatory, and compliance environments, they should 
consider the following actions taken by the SEC in 2020 and other 
regulators for firms with embedded asset management arms2: 

 • Settling charges against investment management firms for 
actions that were inconsistent with disclosures about investment 
concentration and with risk controls related to limited  
partner (LP) funds

 • Charging chief investment officers (CIOs) for false performance 
claims in advertising materials and for breaching their  
fiduciary duties

 • Settling against investment management firms in connection with 
their selection practices for mutual fund share classes (covering 
compensation related to Rule 12b-1, revenue-sharing, and the 
avoidance of transaction fees)

 • Investigating and charging institutional broker-dealers (BDs) over 
their compliance policies, recordkeeping practices, and employee 
compliance attestations and trainings related to the use of 
unauthorized methods of electronic communication (e-comms)

 • Mandating large fines for Foreign Corrupt Practices Act (FCPA) 
violations or perceived weaknesses in controls over  
advisory activities3

SEC enforcement trends

Investment management firms should approach 2021 with a 
renewed focus on regulation and compliance. As regulatory and 
compliance agendas are established, here are some priorities  
to consider:

 • Conflicts of interest. Conduct a fulsome review of your conflict of 
interest management programs, including the conflicts captured in 
conflicts registries. Assess if your business has materially changed 
since you last reviewed your conflicts of interest program with a 
view toward determining whether all relevant conflicts are being 
identified and managed appropriately. This includes considering 
whether your disclosures—in Form ADV (including Form CRS), 
client agreements, marketing materials, etc.—accurately and 
consistently reflect your conflicts of interest (and the mitigating 
factors associated with them) in a way that can withstand 
regulatory scrutiny and be easily understood by investors.

 • Sales practices. Review your product lineup, sales practices, 
supervisory practices, and supporting technologies to confirm 
that clients receive eligible breakpoints and qualified discounts 
on advisory fees. Enhance supervisory oversight and compliance 
testing to incorporate more robust analytic trending analyses. 
Confirm that your sales practices and related conflicts are 
accurately and consistently reflected in both disclosure documents 
and marketing materials.

 • Marketing. Review your marketing collateral, focusing on 
material changes to your strategies, performance, and firm-level 
information. If you use subadvisers, conduct an appropriate level 
of due diligence on them related to the products you offer and 
performance you market. Remove inaccurate or dated information 
from your materials.

 • E-comms. Assess how your compliance training has evolved 
in light of remote work (due to COVID-19) and the potential for 
increased use of unauthorized e-comms platforms. Review your 
text messaging policies and procedures, and make sure your 
e-comms retention systems are capturing all required messages in 
accordance with your recordkeeping requirements and policies.
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2020 was one of the most turbulent years in recent history, with 
COVID-19 disrupting the entire global economy and testing the 
resilience of individual firms and the financial market’s infrastructure 
as a whole. The market’s resilience—and the fact that most financial 
services firms were able to successfully pivot to remote work—was 
not simply luck, but instead was a direct result of the emphasis firms 
and regulators have placed on operational resilience in recent years.

Business continuity management (BCM) and IT disaster recovery 
(DR) have expanded for many firms to become broad operational 
resilience programs that focus on strengthening technology 
infrastructures, addressing cyberthreats, protecting data,  
enhancing operational processes, and reducing dependence on 
manual processes.

In the future, management of operational resilience will continue to 
evolve, with 2021 expected to bring significant changes in financial 
services. Many investment management firms are adopting a hybrid 
work-from-anywhere model in which employees spend some of their 
time in the office and some of their time in other locations. This will 
require stronger controls frameworks and technology enablement.

Going back to the adoption of Rule 206(4)-7 in 2003, the SEC has 
viewed the need for investment management firms to adopt and 
implement BCM programs as foundational to a strong compliance 
program and as a fiduciary obligation. The importance of BCM was 
further highlighted in 2016, when the SEC proposed a rule (not 
ultimately adopted) that would have specifically required adoption 
of BCM programs. In practice, the SEC’s Division of Examinations 
(formerly, the Office of Compliance Inspections and Examinations) 
staff has taken a keen interest in how firms have handled BCM 
and operational resilience since the pandemic hit, including the 
commencement of an initial sweep exam. It is likely that this 
regulatory interest in BCM and operational resilience will  
continue as firms continue to evolve their operating models in  
light of the pandemic.

Operational resilience

The market volatility caused by the pandemic has created incredible 
opportunities for investors and affected many firms’ bottom lines. It 
has brought new investors into the market and created new market 
entrants. It has also changed operating models through technology 
enablement and new relationships with fintech companies. This, in 
turn, has focused new attention on third-party risk management 
(TPRM) programs. Such programs need to understand how fintech 
companies are integrated, how they operate, and what types of 
operational risks they introduce to the marketplace. 

Operational resilience has been top of mind for regulators for years. 
Regulators are most concerned about market and infrastructure 
disruptions that can harm investors. There have been several 
incidents in the news where investors have not been able to gain 
access to a firm through mobile devices or the firm’s website, 
thus limiting investors’ ability to transact. These incidents lead to 
examinations, investigations, and sometimes fines. As such,  
firms need to address these types of risks in their operational 
resilience models.

Looking ahead, 2021 will continue to present a disrupted operating 
environment, and market volatility will likely remain the norm. In this 
environment, it will be critical for firms to maintain their ability to 
operate, mitigate settlement risks and fails, and ensure that clients 
can transact.
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As organizations continue to operate in a remote work model, 
workforce resilience becomes a critical issue. Although firms were 
able to pivot quickly to alternative working locations, over time, 
people can suffer from the constant stress of online meetings and 
limited access to the tools and information they need to do their 
jobs. To address such issues, many firms are looking at enhanced 
collaboration tools and communication mechanisms to facilitate 
teaming, including persistent chats and workflow-based activities 
that support nonlinear work.

In the investment management industry, remote work is likely 
to continue well into 2021 for a significant part of the workforce, 
compounding challenges in terms of supervision, surveillance, 
and conduct risk (including fraud). Firms will continue developing 
enhanced capabilities that allow them to effectively monitor 
communications between their sales and trading departments and 
clients while maintaining information barriers, managing material 
nonpublic information (MNPI) leakage, tracking conflicts of interest, 
and preventing use of unauthorized communication channels. Firms 
will also likely increase their due diligence around spotting bad actors 
trying to take advantage of the remote work setup.

Recognizing the tremendous strain that firms are under in coping 
with the pandemic, regulators have provided regulatory relief across 
a number of domains. As remote work became the norm, there 
was a shift in regulatory focus, particularly around operational and 
market oversight and conduct-related risks (including increased 
diligence by firms in maintaining compliance and supervision 
standards; increased focus on fraud, cybersecurity, and resilience; 
and continued focus on market manipulation).

Workforce transformation

Looking ahead, firms should not expect lenience from regulators 
due to the pandemic and thus should not take any shortcuts in 
their control environments. While regulators made temporary 
concessions in the early stages of the crisis, they have since stated 
that firms should take all steps necessary to prevent market 
manipulation risks, especially in an environment where the next 
normal will likely include a hybrid remote work model.

Firms should update their risk assessments to align with the current 
conditions and then use them to identify gaps and deficiencies in 
the control environment and to set priorities in their supervision and  
compliance road maps. They should also actively work to understand 
the long-term impacts of the new normal on working practices, 
people, and culture.
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Recent SEC regulation changes could bring new challenges to 
registered funds in 2021 and beyond. In the last quarter of 2020, 
the SEC announced new rules under the Investment Company Act 
of 1940 (the 1940 Act) and Investment Advisers Act of 1940 (the 
Advisers Act) that could have a significant and lasting impact on  
the day-to-day operations of registered fund sponsors and 
investment advisers.4 

These rules affect different firms in different ways, depending upon 
their structure and business focus. As such, it’s important for firms 
to familiarize themselves with the intricacies of the rules and start 
considering and implementing plans to address them.

“Fund of funds” arrangements
On October 7, 2020, the SEC voted to adopt new Rule 12d1-4 
under the 1940 Act,5 as well as related amendments.6 The new rule 
and amendments aim to modernize and enhance the regulatory 
framework governing registered funds that acquire the securities of 
other registered funds (“fund of funds” arrangements).

The SEC adopted the new rule, at least in part, to alleviate 
issues arising from statutory exemptions, as well as differences 
in individual exemptive orders that caused similarly situated 
fund of funds arrangements to be subject to differing operating 
conditions. The new rule was also adopted to address the regulatory 
challenges arising from increased demand for novel fund of funds 
arrangements and the applicability of exemptive relief.

In addition to adopting the new rule, the SEC rescinded certain rules 
that governed the operation of funds of funds. It also rescinded 
certain exemptive relief. The new rule maintains some elements 
from the current regulatory framework while providing greater 
flexibility to fund managers, allowing funds to acquire securities in 
other funds in excess of certain limits (e.g., 3–5–10% rules limiting a 
fund’s investments in other funds), as applicable.

Financial resilience

To comply with the new rule, funds must follow certain restrictions 
when acquiring a fund. An acquiring fund has a conflict of interest 
and would need to evaluate and find that the fees of the acquired 
fund are not duplicative and wouldn’t result in pyramiding.7 Also, 
certain types of complex fund of funds arrangements (such as three-
tiered structures) will be restricted under the new rule. Firms should 
be aware of these restrictions and take steps to evaluate compliance.

Use of derivatives
On October 28, 2020, the SEC finalized new rule 18f-4 and 
amendments related to the use of derivatives and other transactions 
by registered funds, including mutual funds, exchange-traded funds 
(ETFs), and closed-end funds.8 The new rule and amendments are 
a response to significant changes in the industry, and were brought 
about to replace the existing asset segregation framework, which 
has been in use for at least 35 years. In adopting the new rule, the 
SEC also rescinded its 1979 General Statement of Policy (Release 
10666) governing asset segregation requirements.9

To achieve compliance, firms will need to evaluate their use of 
derivatives and determine what updates are needed to align their 
existing derivatives risk management programs with the new rule. 
For example, updates may be needed to address certain risk-based 
guidelines, such as stress testing, back testing, and internal reporting 
and escalation, unless an exception applies (such as the limited 
derivatives use exception).

Compliance teams will need to work closely with portfolio managers 
to understand their approach to using derivatives and their 
corresponding investment strategies. Furthermore, unless an 
exception applies, fund managers will need to determine whether 
they are subject to certain risk-based limits as indicated by a fund’s 
value-at-risk (VaR) calculation. In addition, funds will be required to 
enhance certain disclosure requirements, such as the filing of  
Form N-RN (previously N-LIQUID) with the SEC to report 
noncompliance of funds.
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Fair valuation
After many years of SEC outreach and industry feedback about 
the approach to fair valuation, the SEC adopted rule 2a-5 on and 
rule 31a-4 on December 3, 2020.10 The new rules are designed to 
provide fund boards of directors (boards) and registered investment 
advisers with a consistent, modern approach to making fair value 
determinations for mutual fund holdings.

Rule 2a-5 confirms that a fund’s board could make fair value 
determinations itself, but also permits fund boards to designate 
this determination to a valuation designee, primarily the investment 
adviser, as long as the board continues to provide oversight; this 
represents codification of long-standing practice. Also, by defining 
readily available market quotation, rule 2a-5 provides a clear picture 
of what securities the SEC views as being fair valued.

Rule 2a-5 requires boards (or their designee) to perform  
certain functions with respect to their fair valuation  
responsibilities, including: 

 • Assessing and managing valuation risks;

 • Establishing and applying fair value methodologies;

 • Testing fair value methodologies; 

 • Evaluating and overseeing pricing services; and 

 • Adopting and implementing fair value policies and procedures. 

In addition, if a board designates its determination of fair value, 
the valuation designee is required to provide written quarterly and 
annual reporting to fund boards. The quarterly reports need to 
include material fair value matters that occurred in the prior quarter, 
including any material changes in the assessment or management 
of material valuation risks, established fair value methodologies, and 
the selection and oversight process used for pricing services. The 
annual report needs to include an assessment of the adequacy and 
effectiveness of the process for determining fair value.11

Rule 31a-4 contains formal recordkeeping requirements that could 
significantly affect key functions, including compliance, portfolio 
management, and risk management.12

To comply with the rule, fund boards that assign fair value 
determinations to a valuation designee will need to provide an 
appropriate level of due diligence and oversight of the investment 
adviser’s fair valuation process (consistent with Rule 38a-1 under 
the 1940 Act). Investment advisers, as well as fund boards in their 
oversight capacity, will need to ensure that appropriate structures 
are in place, such as compliance monitoring systems, a governance 
framework, and a fair valuation methodology. 

Investment adviser marketing
On December 22, 2020, the SEC finalized reforms (the final rule) 
that govern advertisements and compensation to solicitors by 
consolidating two rules under the Advisers Act (the “advertising rule” 
in Rule 206(4)-1 and the “cash solicitation rule” in Rule 206(4)-3) into 
one “marketing rule” under Rule 206(4)-1.13 The final marketing rule 
amends current Rule 206(4)-1 by, among other things, updating the 
definition of “advertisement” to include communications to investors 
(existing and prospective) and private funds as well as endorsements 
or testimonials for which an adviser receives compensation. The final 
marketing rule also prohibits certain advertising practices:

 • Materially misleading or omissive statements, including the 
discussion of potential benefits of an adviser’s services, without 
providing fair and balanced treatment of associated material risks 
or limitations;

 • Use of compensated testimonials and endorsements in an 
advertisement, unless the adviser satisfies certain disclosure, 
oversight, compliance, and disqualification provisions, subject to 
certain specified exemptions;

 • Use of third-party ratings in an advertisement, unless the adviser 
satisfies certain conditions; and

 • Inclusion of performance information in an advertisement, 
unless the adviser complies with certain conditions aimed at 
the presentation of the performance information being fair and 
balanced and not materially misleading or materially omissive.

Each of the individual rules highlighted above will likely have an 
impact on many registered fund complexes and their advisers. As 
such, it is important for fund sponsors to be familiar with the rules 
and how the new requirements could affect their business models—
and then to plan accordingly to achieve compliance within the 
required timeframes. 
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Initial Biden administration 
executive actions
In recent days, the Biden administration published a memo pausing 
“midnight” regulations.14 The memo has two sections:

1. The first would rescind any regulation that has not yet been 
published in the Federal Register; the new marketing rule falls 
under this category.

2. The second affects regulations that have been published, but 
have not yet taken effect; the new valuation and derivatives rules 
fall under this category. 

The memo urges agencies to consider whether the affected rules 
should be delayed for an additional 60 days and whether it would be 
appropriate to provide another 30-day comment period with respect 
to such rules. 
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Although the COVID-19 pandemic took center stage in 2020, the 
world continues to face another global crisis that does not respect 
boundaries and that no individual nation, government, or industry 
can solve on its own: climate change. 

For climate risk, a number of focus areas have emerged, including 
the need for better access to high-quality data, increased global 
coordination, and innovative public-private partnerships. Lessons 
learned from the world’s response to COVID-19 could be useful in 
tackling the challenges of global climate change.

While climate risk regulations are expected to be the primary 
driver of change, rising expectations from clients, investors, and 
stakeholders might add to the push for sustainability. A record 
inflow of nearly $31 billion went into US sustainable funds during 
the first three quarters of 2020.15 And as of September 2020, US-
based sustainable equity funds had outperformed their traditional 
peers in weathering the impact of COVID-19.16 Such levels of inflow 
and performance will likely continue to drive investor interest in 
sustainable funds and keep the pressure on investment managers 
to offer exposure to environmental, social, and governance (ESG)–
related funds.

Key focus areas for regulation
Climate risk has received significantly more attention from financial 
institutions and regulators outside the US. However, the past 
several months have seen a steady increase in US regulatory and 
supervisory activities to better prepare the financial system for 
managing climate risks.
 

Climate risk

In December 2020, the Federal Reserve Board (FRB) announced it 
had formally joined17 the Network of Central Banks and Supervisors 
for Greening the Financial System (NGFS), a global research and 
coordinative body, after highlighting the risks to the financial system 
posed by climate change for the first time in its Financial Stability 
Report, published in November 2020.18 Together, these recent 
actions may represent a potentially major shift towards global 
alignment on climate risks supervision. 

Earlier, in October 2020, the New York Department of Financial 
Services (NYDFS) had become the first US financial regulator to 
set forth climate-related expectations, addressing the topic in its 
Climate Risk Industry Guidance letter, which outlined the agency’s 
expectations for New York–regulated financial institutions with 
regard to integrating climate-related financial risks into their 
governance frameworks, risk management processes, and  
business strategies.19 

The NYDFS letter built on the foundation of a seminal report on 
managing climate risk published in September 2020 by the Climate-
Related Market Risk Subcommittee of the Commodity Futures 
Trading Commission (CFTC).20 The report called for strengthening 
regulators’ capabilities, expertise, and data analytics to better 
monitor, analyze, and quantify climate-related risks. Also, the 
report found that existing legislation already provides US financial 
regulators with “wide-ranging and flexible authorities that could be 
used to start addressing financial climate-related risk now.” 

Fiduciaries selecting investments have new standards when 
considering nonfinancial objectives such as ESG for their clients’ 
portfolios. As part of the US Department of Labor’s finalized 
amendments to the investment duties regulation under the 
Employee Retirement Income Security Act (ERISA),21 US-based 
institutional investors, such as pension funds subject to ERISA, must 
demonstrate that ESG investing benefited the long-term growth of 
plan assets.
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Action items for addressing 
climate risk
Here are several actions that investment management firms can take 
to better position themselves for the future:

 • Governance: Make ESG factors part of the governance structure 
(e.g., establish climate risk executives, chief sustainability officers 
(CSOs), and board-level decision-making)

 • Enterprise risk management (ERM): Embed ESG into the risk 
framework intentionally, explicitly, and globally.

 • Modeling, quantification, and stress testing: Develop an 
understanding of climate science and climate risks, including 
physical and transition risk, transmission channels, and how 
climate risks manifest as traditional financial and nonfinancial risks.

 • Disclosure and reporting: Accelerate adoption of the Financial 
Stability Board’s (FSB) Task Force on Climate-related Financial 
Disclosures (TCFD) principles, with the expectation that the 
principles will become mandatory in the short-to-medium term. 
Improve reporting processes, determining what risks should 
be reported or escalated to the board and what performance 
benchmarks should be applied to those risks.

 • Data, technology, and architecture: Understand that 
focusing on data challenges is essential for enabling the internal 
transformation required to support the activities mentioned 
here and for establishing a consistent and harmonized approach 
to measurement, stress testing, and other supervisory 
expectations—helping firms respond efficiently to the  
challenges ahead.

Financial regulators understand that all institutions are unique and 
can be affected by climate risks in different ways, depending on 
their size, complexity, and geographic footprint. There is no one-
size-fits-all approach for individual firms to address the inherent 
complexity and challenges that climate change poses. Still, there is 
increasing alignment globally on expectations, even as countries 
move at different speeds to incorporate climate risks into risk 
and governance frameworks. The pace of this global alignment is 
expected to be accelerated with new US leadership.
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With 2020 in the rearview mirror, it’s time to start mapping out a 
plan for 2021 and beyond. Now that a new administration is in the 
White House and COVID-19 vaccines are becoming available, it’s easy 
to relax and mistakenly think the biggest challenges are behind us. 
However, in many cases, the real work is just beginning—especially 
when it comes to regulation.

Major regulatory changes are expected in 2021 as the new 
administration establishes its regulatory agenda through personnel 
and policy. These changes could have a significant impact on the 
investment management industry, so it’s essential for leaders and 
decision makers to stay informed.  

The road ahead
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