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This publication is part of the Deloitte Center
for Regulatory Strategy Americas' cross-industry
series on the year's top regulatory trends. This
annual series provides a forward look at some
of the regulatory issues we anticipate will have a
significant impact on the market and our clients'
businesses in 2017. The issues outlined in each of
the reports provide a starting point for an important
dialogue about future regulatory challenges and
opportunities to help executives stay ahead of
evolving requirements and trends. For 2017,
we provide our regulatory perspectives on the
following industries and sectors: banking, securities,
insurance, investment management, energy and
resources, life sciences, and health care.
We hope you find this document to be helpful as
you plan for 2017 and the regulatory changes it may
bring. Please feel free to contact us with questions
and feedback at centerregstrategies@deloitte.com.
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Introduction

The 2016 election results may, over time, reshape the energy
industry’s regulatory landscape. Some key regulatory areas,
such as derivatives oversight, renewable energy tax credits, and
environmental protection, face uncertainty. And time will tell how
these events may impact the industry.
As companies look for clues and direction to help guide their
compliance strategies, actions, and investments in 2017 and
beyond, they should be proactive and pay extra attention to
regulatory changes as they unfold, as the industry’s regulatory
trajectory may shift. Yet they would be wise to be careful about
engaging in undue speculation. After all, most of the boldest ideas
to amend or repeal existing statutes would need to go through
the full legislative process. Revising other regulations or guidance
would be somewhat easier, but there’s still a process to follow and
the scope of change would be narrower.
On the other hand, companies should also make a conscious effort
to avoid being paralyzed by uncertainty. With so much change
in the air, it can be tempting to just sit back and wait for things
to settle down. But until changes are officially announced and
approved, compliance with existing regulation is paramount.
Also, it’s important to note that firms have invested considerable
money and effort in key regulatory-related activities, such as
enhancements to risk management and compliance frameworks.
These investments can be expected to deliver long-term business
benefits regardless of the specific regulations that are enacted.
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Taking all these factors into account, here are the regulatory trends we believe
may have the biggest impact on energy companies in 2017:
Regulatory developments for commodity derivatives
		 Price reporting
		 Expansion of market surveillance data collection
		 Risk-based approaches for capital investments
		 Pipeline integrity and safety
		 Leadership in flux at the Commodity Futures Trading Commission (CFTC)
		 and Federal Energy Regulatory Commission (FERC)
		 North American Electric Reliability Corporation (NERC) trends
		 Cybersecurity regulations
		 Trade surveillance
		 Convergence of risk and compliance
		 Utility commodity hedging and risk management
In this report, we explore each of these trends based on what we know now,
with additional insights about high-level views on potential regulatory changes.
However, in 2017 we may very well find that nothing is certain until it actually
happens.
To stay on top of the latest regulatory news, trends, and insights, we invite you
to visit our website at www.deloitte.com/us/about-dcrsamericas.
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Regulatory developments
for commodity derivatives
There have been a number of important
regulatory developments that center on
commodity derivatives. The two that are
likely to have the biggest impact are the
“de minimis” threshold and position limits.
De minimis threshold
As part of the Dodd-Frank Act (Dodd-Frank),
the CFTC was required to implement a
portfolio value threshold for trading activity
in swaps (commonly referred to as the de
minimis threshold). An entity that remained
below the threshold wouldn’t have to
register as a swap dealer. This threshold
became a focal point for much of the
regulatory discussion about Dodd-Frank.
The de minimis threshold was initially set
at $8 billion, based on an entity’s rolling 12
months of historical swap trading activity. If
an entity’s portfolio exceeded the threshold
at any point, it would need to begin the swap
dealer registration process.
The threshold was expected to reduce
swap trading activity (and to some extent
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it did), so it was pre-designed to decrease
to $3 billion on December 2017. That date,
however, has now been pushed back to
December 2018.
The two-stage implementation will
presumably give trading entities enough
time to slowly reduce their exposure to
swaps or register as a swap dealer. Although
some firms have been able to do just that,
other firms have chosen to bite the bullet
and become registered swap dealers. Or
they are closely monitoring their positions to
stay just below the $8 billion threshold.
The issue is further complicated by the fact
that the CFTC reserved the right to vote
to keep the de minimis level at $8 billion.
As noted, the threshold reduction date
has already been delayed by a year. At this
point, the market still isn’t sure if the de
minimis level will actually drop to $3 billion
in December 2018, as currently planned, or
if it will remain at the $8 billion level. This
is causing a great deal of uncertainty for
market participants.

January 2018 will be the first month of the
12-month rolling average for the de minimis
calculation. That means firms will have to
decide far before the deadline whether to
be conservative and expect the threshold to
fall to $3 billion as planned, or gamble that
the CFTC will step in and vote to keep the
threshold at $8 billion.
This has a tremendous impact on the
portfolio strategies for a number of trading
firms. And there’s a substantial risk to
guessing wrong either way: If a firm bets
on the $3 billion threshold and is wrong, it
could lose out on 12 months of significant
trading activity. But if it bets on the $8
billion threshold and is wrong, it could find
itself required to register as a swap dealer
on December 2018, which can take a year
to accomplish and could cost hundreds of
millions of dollars due to the high cost of
required capital reserves.
Should firms bet low or bet high? At this
point, it’s anyone’s guess as there’s no clear
signal what the de minimis level will be in
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December 2018. Some firms are avoiding
swap trading altogether so they don’t find
themselves forced to make this bet. Others
are taking the precaution of asking for a
swap dealer readiness assessment to get
a sense of how expensive it will be for their
specific organization to become a swap
dealer. Other factors to consider include
campaign promises to repeal Dodd-Frank
altogether and a potential power shift in
Congress after the midterm elections in
November 2018.
One of the benefits of becoming a bona fide
swap dealer is not having to change the way
the firm currently trades its book, or even
expanding on it. Also, a dealer has the ability
to make swap markets, which can provide a
great deal of market opportunity and liquidity.
A firm that’s at all interested in becoming
a dealer—given its current swap trading
strategy—should begin a swap dealer
readiness assessment soon. After that, the
firm can decide if it wants to enter the swap
dealer registration process.
If a firm isn’t interested in becoming a dealer,
it could start scaling back on its swap trading
activity soon in order to ensure that it’s
below $3 billion by January 1, 2018, just in
case that lower threshold goes into effect. It
could then do a full risk assessment to see
how its market risks are being addressed
with the swap positions it once had.
Position limits
On May 26, 2016, the CFTC announced it
had unanimously approved a supplement
to the currently proposed position
limits rule. The supplement modifies the
procedures for persons seeking exemptions
from speculative position limits for nonenumerated bona fide hedging. It also
defines procedures for certain anticipatory

bona fide hedging positions. Both changes
benefit firms seeking expanded hedging
exemptions from federal position limits.
The CFTC also issued a reproposal
on position limits for derivatives on
December 5, 2016.1 In a statement
accompanying the rules, Chairman
Timothy Massad defended the
reproposal, noting that he doesn’t want
to adopt a final rule that the commission
“would choose not to implement
or defend next year.” Comissioner
Christopher Giancarlo noted that
the proposal “provides the basis for
implementation of a final position limits
rule that [he] could support,” adding that
he expects the commission to finalize a
“workable” version of the rule in 2017.
In the US, forward trading in commodities
began shortly after the Chicago Board of
Trade was founded as a cash market for
grain in 1848. The first formal position limits

were established in 1920 with the release
of the first volume of the “Report on the
Grain Trade” produced by the Federal Trade
Commission, a precursor to the modern
CFTC.2 Soon after, debate began on the
merits of speculation in the grain markets.
Individual exchanges specializing in
particular commodities and/or geographic
regions developed their own position limits
for commodity futures. The Commodity
Exchange Act (CEA) of 1935 included federal
position limits for certain commodities,
mostly as a legacy of earlier attempts to
regulate the grain trade.
The Dodd-Frank Act of 2010 amended the
CEA by, among other things, requiring the
CFTC to establish broader limits across a
greater range of commodities. It also called
for the CFTC to impose the requirement
on Designated Contract Markets (DCMs)
and Swap Execution Facilities (SEFs)—the
modern versions of exchanges—that
5
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exchange position limits could be no higher
than federal position limits.
In 2011, the CFTC passed final rules on
position limits for futures and swaps.
Those rules were generally vacated by
a district court order in 2012, and the
matter was remanded to the CFTC. In
2013, the CFTC proposed a new version
of the position limits rule, setting limits
on speculative positions in 28 physical
commodity futures contracts:
•• Nine “legacy” agricultural contracts: CBOT
Corn, CBOT Oats, CBOT Soybeans (S),
CBOT Soybean Meal (SM), CBOT Soybean
Oil (BO), CBOT Wheat (W), Intercontinental
Exchange (ICE) Futures US Cotton No.2
(CT), KCBT Hard Winter Wheat (KW), and
MGEX Hard Red Spring Wheat (MWE)
•• Ten “non-legacy” agricultural contracts:
CME Class III Milk (DA), CME Feeder Cattle
(FC), CME Lean Hog (LH), CME Live Cattle
(LC), CBOT Rough Rice (RR), ICE Futures US
Cocoa (CC), ICE Futures US Coffee C (KC),
ICE Futures US FCOJ-A(OJ), ICE Futures
US Sugar No. 11 (SB), and ICE Futures US
Sugar No. 16 (SF)

•• Four energy contracts: NYMEX Henry
Hub Natural Gas (NG); NYMEX Light Sweet
Crude Oil (CL), NYMEX New York Harbor
Gasoline Blendstock (RB), and NYMEX New
York Harbor Heating Oil (HO)
•• Five metal contracts: COMEX Copper
(HG), COMEX Gold (GC), COMEX Silver
(SI), NYMEX Palladium (PA), and NYMEX
Platinum (PL)
The final rule establishes two types of
speculative limits: spot-month limits and
non-spot month limits. In general, the
spot-month limits are set at 25 percent
of estimated deliverable supply, while the
non-spot-month limits are set at 10 percent
of open interest in the first 25,000 contracts
and 2.5 percent thereafter.
The rule offers some exemptions to
positions that would count toward the limits.
The exemptions are known as “bona fide
hedges” (sometimes called “enumerated
bona fide hedges”) and are specifically listed
in the rule.

The supplement relaxes the requirement
for exchanges to enforce position limits
on swaps, since such enforcement would
require knowledge of all the swaps a
firm trades—information an exchange
typically wouldn’t have. The supplement
also proposes alternate processes
for recognizing certain positions as
non-enumerated bona fide hedges or
anticipatory bona fide hedges. In addition,
the supplement proposes that certain
spread positions be exempt from federal
position limits and also clarifies the
definition of bona fide hedges.
The supplement is the result of the CFTC’s
engagement with stakeholders through
several channels—the comments process,
the Roundtable on Position Limits,
and several CFTC advisory committee
meetings—and the process is ongoing.
The debate on speculative position limits
began almost a century ago, and the current
supplement contains more than 40 requests
for comments on various open points. Firms
that want a voice in this regulation should
actively engage in the dialogue with the
CFTC to ensure their views are heard.

The debate on speculative position limits began almost a
century ago, and the current supplement contains more than
40 requests for comments on various open points.
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Price reporting
Price reporting is a voluntary activity.
Companies that trade in natural gas
and oil products have the option to
report their physical commodity price
information to third-party commodity
price index developers.
There are both commercial and regulatory
reasons for choosing to report. The indices
created from aggregating reported prices
are used to determine the price for the
following day or following month of delivery.
The indices are also used in analytical
models for long-term price forecasting,
which can help a company look for buy/sell
indicators in the market and determine the
value of the company’s balance sheet.
The methodologies used in both price
reporting and index creation are regulated
by FERC. FERC has enforcement capabilities
to single out entities that appear to be
attempting to manipulate the markets.
In the early 2000s, a number of firms
and individuals were cited for market
manipulation through the reporting of
false prices and market activity. Rather
than face scrutiny, most firms responded
by no longer reporting prices to index
developers—a viable tactic since price
reporting wasn’t mandatory.
A few years later, companies were once
again encouraged to voluntarily report
prices, thanks to the creation of Safe Harbor
rules promulgated by FERC in 2004. This
increased the number of firms that chose to
report; however, the number never got back
to what it was before.

With lower commodity prices and fewer
trading firms in the market, the value of
many traded markets isn’t currently being
discovered since most firms don’t contribute
prices. But the need for settlement data
remains. Firms that are still trading
understand it may be in their best interest
to now report trades in order to gain
price discovery and proper settlement of
markets. Also, there have been a number of
technological advances that, to some extent,
make price reporting easier and safer,
leading some firms to start rethinking their
position on price reporting as long as the
proper controls are in place. In addition, ICE
and Platts have announced a deal in which
the traded markets on the ICE execution
platform will now create more robust Platts
indices. There continues to be a need for
individual firm reporting, and a key benefit
for firms that report their data is that it helps
the market more closely settle to where
their deals are being priced.
Reduced reporting activity reduces
visibility into the true size and value of the
markets. It also creates some disparities
in the transparency of market depth at
various trading locations, and it makes it
more difficult to rely on the data as the
basis for measuring trader performance
and portfolio value for the associated
commodities. In addition, lower reporting
frequency can affect liquidity and
transparency both in new markets and
markets that are geographically isolated.

Conversely, increased price reporting helps
to ensure that a firm’s deals are added to
the overall market index calculated for the
region, which provides a more accurate
reflection of where the market actually
trades. Having more price visibility into
markets gives regulators a clearer view of
what they regulate, while giving lenders
and investors a clearer picture of possible
market opportunities. Analytical models
around trader performance, portfolio
performance, and commercial risk all benefit
from more robust market price indicators.
Firms that are reporting prices should
analyze their current Safe Harbor reporting
compliance programs and fill any gaps. Safe
Harbor regulations require this to be done
regularly. Firms that are thinking about
reporting prices should proceed carefully
to ensure they report in a fully compliant
manner. A Safe Harbor assessment can be
useful in multiple scenarios—helping firms
that are already reporting, preparing to
report again, or preparing to report for the
first time.
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Market surveillance data
collection expands
Energy regulators are continuing to
strengthen and expand their market
surveillance capabilities, stepping up their
approach to monitoring market behavior
using increased amounts and types of data.
A series of proposed rules issued by FERC
over the past year requested changes to
the types and format of data that must be
reported by jurisdictional entities in the
energy markets. The initial Rulemakings,
Connected Entity Data (RM15-23-000), and
Ownership Information (RM16-3-000) were
ultimately withdrawn and replaced with a
single proposed rule: Data Collection for
Analytics and Surveillance and MarketBased Rate Purposes (RM16-17-000).
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Although the proposed rules were ultimately
withdrawn and replaced with a less
burdensome version, there’s no mistaking
FERC’s desire and continued focus on
refining and enhancing its enforcement
capabilities around energy market
regulation. Additionally, since the two key
regulators in this space (FERC and the CFTC)
share information and routinely borrow
from each other’s approaches, this trend is
likely to continue.
The expected outcome is increased scrutiny
of market transactions and data. The big
question is whether this will also lead to
increased inquiries and investigations—and
what that might mean for market participants.

Regulated entities should monitor and track
the rulemakings and then proactively assess
the applicability to their businesses—and
their ability to comply. This includes fully
understanding the implications of reporting
the required data and how the data might
be interpreted in the context of their specific
business activities. Companies then need
to prepare for compliance and update their
compliance controls accordingly.
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Risk-based approaches for
capital investments
As a result of extensive regulatory
developments over the past several years,
the convergence of risk and compliance
in the energy industry has become even
greater. The highly regulated nature of
energy industry operations has always
required a separate view on physical and
financial risk. This is unlike the financial
services industry, where operations are
almost entirely financial or administrative
in nature.

CFTC, Pipeline and Hazardous Materials
Safety Administration (PHMSA), and FERC
all have elements of a risk-based approach
embedded in their requirements.

Key stakeholders—primarily regulators
and customers—are demanding greater
accountability in safety and reliability
decisions. A risk-based approach to value
investments and operational expenses can
help energy companies meet or exceed
compliance requirements. It can also help
justify operational investments. Recent
rules from the Bureau of Ocean Energy
Management (BOEM), Bureau of Safety
and Environmental Enforcement (BSEE),

Although companies are striving to remain
compliant, many often face the challenges
of restricted budgets and rising rates of
enforcement investigations. As regulatory
authorities increase the rigor with which
they evaluate and enforce compliance, the
potential consequences of non-compliance
go far beyond monetary penalties to
include reputational risk, as well as
impacts on internal ethics programs and
organizational culture.

In addition to strict compliance with the
rules, companies are under increased
pressure to use enhanced analytics to
proactively identify business risks and
to better assess and measure the risks
associated with compliance failures.

Aligning compliance and risk discussions
enables companies to better understand
their potential exposures, allocate
appropriate resources to compliance risk
management, and better quantify the
capital at risk from given investments. By
proactively identifying compliance risks and
understanding the likelihood and impact
of each scenario, companies are able to
explore ways to manage downside risks and
better leverage potential upsides.
As management teams continue to face the
challenges of optimizing limited resources
and delivering more value, it’s important to
look beyond individual compliance activities
and integrate critical risk and compliance
behaviors into daily operations. This can
help reduce penalties while also fostering a
risk-intelligent culture.

By proactively identifying compliance risks and
understanding the likelihood and impact of each
scenario, companies are able to explore ways to manage
downside risks and better leverage potential upsides.
9
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Pipeline integrity and safety
Pipeline integrity management is a set of
safety management, operations, analytical,
and maintenance processes for assessing a
pipeline operator’s risks and then mitigating
those risks to reduce the likelihood and
consequences of a safety incident in a “high
consequence area” (HCA).
In March 2016, the US Department of
Transportation’s PHMSA announced
proposed regulations to update critical
safety requirements for natural gas
transmission pipelines. The proposed
rule would broaden the scope of safety
coverage by adding new assessment and
repair criteria for gas transmission pipelines
and by expanding existing protocols
to include pipelines located in areas of
medium population density, or “moderate
consequence areas” (MCAs), where a
pipeline safety incident would pose risks to
human life.
The proposed regulations address
four congressional mandates from the
Pipeline Safety, Regulatory Certainty,
and Job Creation Act of 2011. They also
address one Government Accountability
Office (GAO) recommendation and six
National Transportation Safety Board
(NTSB) recommendations, including the
recommendation adopted in the wake of
the San Bruno, California, explosion that
pipelines built before 1970 be tested.3

Pipelines built before 1970 are currently
exempt from certain pipeline safety
regulations because they were constructed
and placed into operation before
comprehensive pipeline safety regulations
were developed. In its investigation of the
natural gas pipeline failure and explosion
in San Bruno, the NTSB concluded that
hydrostatic testing of grandfathered
pipelines would have likely exposed the
defective pipe that led to the failure.
The proposed changes for onshore gas
transmission/gathering pipelines provide
pipeline operators with the regulatory
certainty they need when making
decisions and investments to improve gas
transmission infrastructure and address
priorities outlined as part of President
Obama’s Climate Action Plan to reduce
methane emissions.
The rule also proposes changes to the
way pipeline operators secure and inspect
gas transmission pipeline infrastructure
following extreme weather events, such as
hurricanes and flooding.
The proposed rule would revise federal
Pipeline Safety Regulations to include the
following:
•• Require a systematic approach to verify a
pipeline’s maximum allowable operating
pressure (MAOP) and require operators to
report MAOP exceedances

•• Modify repair criteria for pipelines inside
and outside HCAs
•• Add additional requirements for
conducting risk assessment for integrity
management
•• Expand upon mandatory data collection
and integration requirements for integrity
management, including data validation
and seismicity
•• Require additional post-construction
quality inspections to address
transmission pipeline coating integrity and
cathodic protection issues
Business challenges faced by pipeline
operators include the significant financial
cost associated with complying with all
of the rules in the proposed regulation.
Opportunities include a need to address
the lack of knowledge of industry-leading
practices—and lack of authority—necessary
to formulate a strategic roadmap and
implementation plan for how to address the
proposed regulation once it’s finalized.
Pipeline operators may want to assess
where they stand from a system risk,
governance, and systems/records
standpoint before determining what their
next steps should be in trying to comply with
the proposed regulation. Recent discussions
with our current clients in the industry
suggest that availability of resources and a
lack of talent with the required skills may be
a significant concern.

Business challenges faced by pipeline operators include the
significant financial cost associated with complying with all of
the rules in the proposed regulation.
10
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Leadership in flux at the
CFTC and FERC
The CFTC and FERC both have empty seats
that need to be filled.
Each of the commissions consists of five
commissioners appointed by the president
with the advice and consent of the Senate.
No more than three commissioners can be
from the same political party. The president
designates one of the commissioners as
chairman, again with the advice and consent
of the Senate.
FERC
Tony Clark stepped down from his position
as FERC commissioner on September 30,
2016. Combined with the departure of Phillip
Moeller earlier in the year, this brought
the active sitting panel of commissioners
down to three: Chairman Norman Bay
(D), Commissioner Cheryl LaFleur (D), and
Commissioner Colette Honorable (D). This
will inevitably affect the commission’s ability
to act, since a quorum of three is required—
and in some cases, one or more of the
remaining commissioners may be required
to recuse themselves.
In addition, the two departures were the
commission’s two sitting Republicans,
raising questions about the direction of
certain key decisions likely to be made this
year—with the most important question
being, “when will the empty seats be filled?”
It’s clear these positions were being held to
allow for the completion of the election and
designation by the incoming president. The
process requires presidential nominations
and Senate confirmation—actions and
outcomes that are highly dependent on the
new president and Senate, and how well
they can work together.

Given the results of the November election,
it’s expected that there could be significant
changes to the makeup of the commission.
FERC is an independent agency operating
under the authority of the Department
of Energy (DOE). The maximum number
of permitted commissioners is five, with
no more than three representatives from
the political party that’s in control at the
time. The current commissioners are all
Democrats. The incoming president will
likely look to alter this and maximize the
Republican representation. The chair can be
designated from the sitting commissioners,
and it’s anticipated that the current chair,
Norman Bay—who is a Democrat—will
be replaced with a Republican. This can
be done as soon as the new president
is sworn in. But with no Republican
representatives among the currently sitting
commissioners, this will likely have to wait
until new commissioners are confirmed.
The confirmation process requires potential
nominees to be vetted and cleared through
FBI processes, reviewed through rigorous
processes by the Senate and the Committee
on Energy and Natural Resources, and then
going up for a vote by the full US Senate.
Although this generally takes time, the
processes may work more quickly given
Republican control of the Senate.
All of this has naturally generated many
questions about the future direction of
the commission—a future that remains
unclear but may be foreshadowed by the
administration’s selection of appointees.
But given the general direction of the
election and other proposed appointments,
it’s expected the nominees will lean
conservative and there may be some focus
on reducing regulations.

CFTC
Since the departures of Mark Wetjen in
June 2014 and Scott O’Malia in August
2014, the CFTC has operated with only
three commissioners: Chairman Timothy
Massad (D), Commissioner Sharon Bowen
(D), and Commissioner J. Christopher
Giancarlo (R). While nothing is certain at
this point, Bloomberg News has stated
that Commissioner Giancarlo, as the only
Republican member of the commission,
might be named the successor to Chairman
Massad by President-Elect Trump.4 Whether
this will actually happen remains to be seen;
companies should closely monitor the news
once Chairman Massad steps down.
In a recent speech before the CME
Global Financial Leadership Conference,5
Chairman Massad said he had spoken
with both of his fellow commissioners—
Christopher Giancarlo and Sharon
Bowen—regarding a smooth transition
at the CFTC. The timing of the transition,
however, is still up in the air. Chairman
Massad could either stay until the end
of his term in April 2017 or step down
immediately after the presidential
inauguration in January. Either way,
some key pieces of his Dodd-Frank
rulemaking agenda may face some strong
headwinds, particularly “Reg AT” (which
covers algorithmic trading). Giancarlo has
generally been a strong opponent of the
position limits rule in the past, but it’s too
early to say what changes he would seek if
named chairman.

11
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NERC trends
NERC regulations for entities that operate
assets related to the Bulk Power System (BPS)
are some of the most comprehensive and
heavily enforced rules in the energy industry.
NERC uses several enforcement mechanisms
that essentially add up to continuous and
detailed compliance monitoring.
Entities subject to NERC regulation should
closely monitor the agency’s direction and
any new requirements that may be imposed.
Preparation of the controls required to
ensure compliance can require substantial
time, making it challenging to meet the
regulatory deadlines.
Key focus areas in 2016:
•• Supply chain rulemaking. FERC issued
an order on July 21, 2016, directing NERC
to develop standards to address potential
vulnerabilities in cyber supply chains.
The standards are required to address
“software integrity and authenticity;
vendor remote access; information system
planning; and vendor risk management
and procurement controls.”6 Although this
directive is specific to NERC regulations—
and therefore only affects assets under
NERC’s jurisdiction (i.e., the BPS)—the
industry and regulatory focus on thirdparty risk is a broader trend and should
be considered in other operational
contexts. NERC has initiated its standards

development process, which begins
with the formation of the standards
development team (SDT), to address
this mandate. The process includes
opportunities for the industry to get
involved and help shape the regulations.
•• FERC involvement in day-to-day
NERC enforcement. FERC seems to
be getting more actively involved in
NERC enforcement. In particular, FERC is
getting involved in critical infrastructure
protection (CIP) audits as more than an
observer. The first of these audits began
in late 2016, and we are still waiting to
see the results and approach. But FERC’s
involvement as more than an observer in
a standard audit is a potential signal of its
continued push into NERC issues, possibly
marginalizing NERC and the regional
entities.
•• Growth of renewable generation and
smaller utilities. This has expanded
NERC’s regulatory reach to include
many entities that weren’t previously
subject to NERC regulation or that now
have an increased scope of applicable
requirements. Given the complexity of
NERC regulations, assessing, developing,
and implementing what’s needed to
achieve compliance can be overwhelming
for many of these new or rapidly growing
entities.

NERC’s supply chain regulations could be
very broad, creating significant compliance
challenges—especially where there are
impacts to existing contracts in which the
terms required for compliance may be
difficult to renegotiate. Companies need to
monitor regulatory developments in this
area and actively engage when possible to
help shape the standards.
Increased FERC involvement could create
additional tension and intensified scrutiny
by NERC and regional entities. Companies
should try to stay on top of the action
and prepare to adjust their approach and
relationships with the various regulators
as needed.
Companies that find themselves on the
verge of NERC regulation (or expanded
NERC requirements) need to continuously
assess their new assets and growth
so they can adequately plan for the
potential applicability of NERC regulations
and ensure they have sufficient time to
develop and implement the necessary
compliance controls.

13
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Cybersecurity regulations
Cybersecurity remains a key focus
for regulators in the energy industry.
Today, we are seeing initial regulation at
the distribution level, along with more
aggressive approaches to promoting the
implementation of voluntary cybersecurity
frameworks in non-regulated industries.
State regulators continue to focus
on cybersecurity and its implications
for distribution utility operations and
infrastructure, especially in terms of
reliability and customer impact in the
event of failures. New regulations are
being developed; special task forces and
committees are being formed to assess
risks; and regulators continually monitor
technology shifts (e.g., smart grid) that could
increase risk and potentially trigger the need
for increased regulation.
Until recently, the only formally regulated
energy infrastructure was the BPS, which
was subject to NERC reliability regulations
under FERC authority. However, New
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Jersey recently passed a set of distribution
utility cybersecurity regulations. The New
Jersey regulations aren’t as comprehensive
as the NERC CIP rules or the voluntary
industry National Institute of Standards
and Technology (NIST) standards. But they
could be a step toward more comprehensive
cybersecurity regulation in all distribution
utilities—including water and gas, which
aren’t currently regulated at the wholesale
or federal levels.
With this increased focus on cybersecurity,
certain industries have begun taking steps to
reassure regulators and potentially head off
the need for regulation. For example, there
has recently been a move within the oil and
natural gas sector to begin more aggressive
adaption of the NIST framework—first
for critical infrastructure, and then more
generally to less critical assets.
Implementation of cybersecurity
constructs—particularly the addition of
comprehensive formal processes and

controls, along with enhanced systems,
software, and tools to support the
processes—can be costly and resourceintensive. A well-defined, strategic, risk-based
approach to assessing and implementing
change is important to success.
A key first step is to monitor for new and
changing regulations or increased pressure
to implement voluntary constructs. The next
step is to assess the current state, identify
gaps, and then develop plans for mitigating
issues—all leveraging a risk-based approach
informed by leading practices, industry
standards, and regulatory guidance.
Companies should make a special effort
to understand the different cybersecurity
frameworks that are currently available—
including various frameworks that might
already be implemented within the
organization—so they can develop the best
integrated model for their new or improved
implementations.
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Trade surveillance
Trade surveillance continues to be a
hot topic both for regulators and the
companies they regulate. It involves
electronically monitoring trading activities,
compliance with internal controls, and
trader communications—including phone
calls, instant messages, and chat room
participation. It may also include surveillance
of how bids and offers are placed in the
market, whether or not proper entities are
trading with each other, and whether there
are signs of a trader trying to manipulate a
market in a number of other ways.

Challenges
Inadequate trade surveillance capabilities
can expose a firm to regulatory scrutiny
as well as portfolio risk from a bad actor.
But trade surveillance that’s done correctly
continues to be expensive. Inadequate
capabilities can be worse than nothing
because they may provide a false sense of
security and compliance that leads to even
bigger problems down the road. Another
key challenge is deciding what to monitor.
Phones? Instant messages? Trades? All of
the above?

Surveillance technology continues to
improve, enabling firms to monitor more
activity for less money. Meanwhile,
regulators now have more visibility into the
markets through increased regulation and
better access to information.

Opportunities
Firms now have a greater selection of
surveillance platforms to choose from, and
service firms have increased their expertise
in creating policies and training to make the
platforms useful. Regulatory investigations
tend to go more smoothly if a firm can show
its surveillance system has been properly
deployed, used, and tested—and if the
associated compliance rules have been kept
up to date.

Exchange rulebooks currently require that
firms participating directly on an exchange’s
platforms have a level of surveillance and
compliance sufficient to prevent disruptive
trading practices. Firms with insufficient
trade surveillance capabilities have been
fined in the past.

Firms that currently lack sufficient trade
surveillance capabilities should start by
conducting a careful vendor selection
process in order to understand what
various vendors have to offer—and at what
price. The firm can then choose a system
that fits its specific trading behaviors and
needs. Compliance policies and training
come next, followed by periodic testing,
training, and tweaking to ensure the
firm’s surveillance system and policies
are constantly up to the latest industry
standards. Firms that currently have
a surveillance program should have it
regularly assessed and updated with the
latest advances in technology.

Regulatory investigations tend to go more smoothly if a
firm can show its surveillance system has been properly
deployed, used, and tested—and if the associated
compliance rules have been kept up to date.
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Convergence of risk
and compliance
When thinking about the three lines of
defense that many organizations have
established for managing enterprise
risks, there’s growing recognition that
the risk management function and
compliance management function need
to be coordinated. There are at least two
reasons for this: First, coordination between
the two functions is important to reduce
confusion among internal stakeholders
when communicating about risk and
controls. Second, the two functions are
increasingly viewed as the key pillars of the
second line of defense, which serves the
enterprise and enables the business in an
advisory and collaborative capacity. Stronger
collaboration between these two functions
can enhance the insights that are gained to
support resource allocation decisions.

In the face of rising regulatory obligations
and compliance costs, many companies
are thinking about the discipline and value
associated with their risk and compliance
analyses—and looking for ways to bring
those analyses closer together. This trend
is important because it raises questions
about the value of the analysis and how the
outputs from the two processes are used by
the organization.

In the past, risk management and compliance
management typically operated completely
separately. Now, however, things are starting
to change.

The idea is to promote an iterative dynamic
between the risk and compliance analyses,
helping to generate valuable input for
strategic and tactical decision making at
both the enterprise and operational levels.
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Many companies are turning to risk-based
approaches as they look for ways to
maintain program effectiveness while using
resources more efficiently. At the same time,
they want to maintain continuity between
the analytical frameworks and criteria used
to conduct both enterprise risk assessments
and compliance risk assessments.

This affects a company’s operating model
and how the risk and compliance functions
interact. It also raises questions about the
quality of data available to support the risk
and compliance assessments.
Moving forward, companies should
rationalize their existing operating models
for risk and compliance, looking for ways to
maximize commercial value while protecting
the organization against controllable
and uncontrollable risks. They also need
to determine if there are more valuable
techniques that can be used to assess
enterprise and compliance risks—and
then apply the resulting insights when
directing the expenditure of their scarce
human and capital resources. Thanks to
advances in governance, risk management,
and compliance (GRC) systems and data
analytics, companies today have an
opportunity to establish a new level of
discipline and rigor in this area.
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Utility commodity hedging
and risk management
State regulators are starting to take a
closer look at utility commodity hedging
and risk management programs. Efforts
are currently underway in a number of
states—including Washington, Florida,
Louisiana, and Oregon—with regulators
questioning the hedging strategies that
many utilities employ.
In the past, utilities have generally relied
on fairly simple hedging strategies that
established volumetric hedge targets over
a defined timeline. Utilities and regulators
both viewed this as a relatively low-risk
way to reduce price volatility by locking in
commodity purchases or sales at set prices
for a defined portion of their exposure, over
a defined period of time. This strategy often
results in utilities experiencing “good years”
when commodity prices tilt in their favor and
“bad years” when the opposite happens.
Also, the strategy offers little flexibility, often
eliminating downside risk at the expense
of upside potential in rising markets or
producing hedge losses in falling markets.
In many jurisdictions, the costs and benefits
of hedging strategies are passed on to
customers through increases or decreases
in the rates they pay. However, with the rise
of customer choice, this practice could have
negative consequences for utilities since
customers may choose to switch to other
energy suppliers.

A shift in regulator thinking might push
utilities to take a more risk-based approach
to developing hedging strategies. This
would require more sophisticated risk
measurement and monitoring capabilities,
as well as the development of a strategy
based on risk indicators that are tied to
market movements—whether up or down—
rather than simply locking in a percentage
of expected commodity purchases or sales.
Done well, such a strategy could allow
utilities (and by extension, their customers)
to limit downside commodity price risk
while not completely eliminating their ability
to benefit from advantageous market
movements.
To make risk-based hedging work,
companies will need to have a better
understanding of their commodity risk
exposure and be able to articulate their risk
tolerance. They will also need the ability to
define their risk limits and related business
objectives. All these factors will drive the
definition and quantification of their hedge
program objectives.
Improved quantitative analysis
capabilities will be needed to support
every aspect of the risk-based approach,
as well as implement the program and
monitor its effectiveness in relation to
the defined objectives.

Regulators will need to define and execute
a compact with the utilities they regulate,
giving them a certain amount of latitude to
define and execute hedge strategies that
are less rigid than before. They will also need
to establish mechanisms for monitoring
whether companies are following their plans
as defined and approved by the regulator.
Immediate action items that companies can
consider:
•• Evaluate the effectiveness of historical
hedging strategies and programs
•• Understand the current regulatory
environment and whether the company is
in a regulatory jurisdiction that’s proposing
such a change
•• Understand the expectations and risk
appetite of the board of directors, senior
management, and other key stakeholders
(e.g., customers/ratepayers) that are
affected by commodity exposure and risk
management practices
•• Evaluate the company’s ability to quantify
commodity risk exposure, evaluate and
define risk limits and hedge program
objectives, and execute the strategy
•• Ensure appropriate processes and
capabilities are in place for risk oversight
and governance; this needs to happen
before the company expands or changes
its commodity transacting and risk
management practices.

A shift in regulator thinking might push
utilities to take a more risk-based approach
to developing hedging strategies.
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Looking ahead
From a regulatory perspective, 2017 is shaping up to be a year with
more than the usual uncertainty. In this dynamic and sometimes
unpredictable environment, energy companies would be welladvised to focus extra attention on keeping up with the latest
regulatory trends, while at the same time continuing to do what’s
needed to achieve compliance with existing laws and regulations.
At the Deloitte Center for Regulatory Strategy Americas, we
will be continuously monitoring and analyzing new regulatory
developments as they unfold throughout the year.
For the latest news, trends, and insights, please visit our website
at www.deloitte.com/us/about-dcrsamericas.
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