
CENTER for
REGULATORY 
STRATEGY
AMERICAS

Navigating the year ahead
Investment management outlook 2017
United States
December 2016



Navigating the year ahead Energy and resources regulatory outlook 2017

02

This publication is part of the Deloitte Center 
for Regulatory Strategy Americas' cross-industry 
series on the year's top regulatory trends. This 
annual series provides a forward look at some 
of the regulatory issues we anticipate will have a 
significant impact on the market and our clients' 
businesses in 2017. The issues outlined in each of 
the reports provide a starting point for an important 
dialogue about future regulatory challenges and 
opportunities to help executives stay ahead of 
evolving requirements and trends. For 2017, 
we provide our regulatory perspectives on the 
following industries and sectors: banking, securities, 
insurance, investment management, energy and 
resources, life sciences, and health care. 

We hope you find this document to be helpful as 
you plan for 2017 and the regulatory changes it may 
bring. Please feel free to contact us with questions 
and feedback at centerregstrategies@deloitte.com.
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The year 2016 has been another difficult one for the financial sector, with economic and 
political uncertainty complicating the completion of the post-crisis regulatory repair agenda. 

A prolonged period of tepid economic growth and persistently low and volatile interest rates 
has squeezed profitability in some sectors and put significant pressure on longstanding 
business models and balance sheet management. Firms are further challenged by continuing 
uncertainty over the final shape of post-crisis financial regulation. While regulators are keen 
to preserve the hard-won reforms of recent years, rising political uncertainty in developed 
economies (as demonstrated by the UK’s referendum decision to leave the EU and the US 
Presidential election results) has increased the volatility and hence unpredictability of the 
macro-policy environment. This has caused some to go as far as questioning the sustainability 
of free trade and open markets. 

At the same time, the introduction of new technologies and digital distribution platforms in 
the financial sector are unleashing disruptive forces, promising benefits to consumers and 
markets and posing further challenges to the strategies (and margins) of established firms. 
New technologies also stand to multiply the cyber and IT risks the industry currently faces. 
Nevertheless, if properly harnessed, these technologies also present opportunities for 
incumbents that move quickly and wisely to revitalize their business models.

The year 2017 will begin with a range of highly anticipated regulatory developments at or near 
their finalization. The Basel Committee on Banking Supervision (BCBS) is expected to conclude 
most of its banking framework; recovery and resolution planning is expected to move closer 
to being implemented for most large banks and increasingly clarified for non-banks; and 
markets are expected to continue to shift toward central clearing and higher standards for 
transparency. How these reforms and new regimes are implemented in national jurisdictions 
will, however, be more sensitive to concerns about going too far and potentially harming an 
already weak economic recovery. The risk of fragmentation of global regulatory approaches 
is rising. 
 
From a supervisory perspective, compliance with these new requirements is the bare 
minimum; as important will be firms’ preparedness for the unexpected. Supervisors will, more 
than ever, want to see that firms have in place robust plans for scenarios that could threaten 
their own stability or the interests of their customers.

Global foreword
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Strategies for a more constraining regulatory environment 

Despite the uncertainty that characterizes 2017, one fact is becoming increasingly clear: 
Financial services firms will not be able to wait out this current period of difficulty without 
taking decisive and, in some cases, bold actions in response. 2017 marks nearly a decade 
since the circumstances surrounding the financial crisis began, and many of the problems 
the industry has faced over this period are now starting to look more structural than cyclical. 
Despite a view in some quarters that the “regulatory pendulum” has swung too far, given the 
tastes of many politicians worldwide (if not those of supervisors as well), the regulations that 
have already been implemented to date are unlikely to be materially watered down—at least 
not soon. If interest rates stay lower for longer in major markets, many bank and insurance 
business models will need to be rethought. Yet rising interest rates would not be a panacea 
either, given the pressure it would put on (household) borrowers and counterparties with 
fragile balance sheets.

As a result, firms need to refresh their strategies for how they respond to regulation and 
how they do business in a regulatory, economic, and political environment that could be 
fundamentally more constraining. Not all firms will succeed in doing this in the year ahead. 
Those that do will be those that find ways of making this new environment work for them, 
capitalizing on their inherent resilience, agility, and efficiency.

It is in this fluid context that we present the Deloitte Center for Regulatory Strategy Americas’ 
Regulatory Outlook for 2017. This gives our view on how regulatory themes will shape the 
financial industry in the year ahead and how firms can respond to the challenges they will face.

Kevin Nixon
Centre for Regulatory 
Strategy
APAC
Deloitte Australia

Christopher Spoth
Center for Regulatory 
Strategy 
Americas
Deloitte US

David Strachan
Centre for Regulatory 
Strategy
EMEA
Deloitte UK
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Introduction

The 2016 election results may, over time, reshape the investment 
management industry’s regulatory landscape. Key regulatory areas, 
such as mutual fund reporting and liquidity risk management, 
face uncertainty. And time will tell how these events may impact 
the industry.  

As companies look for clues and direction to help guide their 
compliance strategies, actions, and investments in 2017 and 
beyond, they need to be proactive and pay extra attention to 
regulatory changes as they unfold, as the industry’s regulatory 
trajectory may shift. That said, most of the boldest ideas to amend 
or repeal existing laws and regulations would need to go through 
the full legislative process. Revising other regulations or guidance 
would be somewhat easier, but there’s still a process to follow—and 
the scope of change would be narrower.

On the other hand, companies should also make a conscious effort 
to avoid being paralyzed by uncertainty. With so much change 
in the air, it can be tempting to just sit back and wait for things 
to settle down. But until changes are officially announced and 
approved, compliance with existing regulation is paramount.  

Also, it’s important to note that firms have invested considerable 
money and effort in key regulatory-related activities, such as 
enhancements to risk management and compliance frameworks. 
These investments can be expected to deliver long-term business 
benefits regardless of the specific regulations that are enacted.
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Taking all these factors into account, here are the regulatory trends we believe 
will have the biggest impact on investment management companies in 2017:

Mutual fund reporting

Department of Labor’s (DOL) definition of fiduciary

Data analytics

Regulators’ focus on investment risk – liquidity risk management

Adviser business continuity and transition plans

Cyber

In this report, we examine each of these trends based on what we know 
now, with additional insights about high-level views on potential regulatory 
changes. However, in 2017, we may very well find that nothing is certain until it 
actually happens.  

To stay on top of the latest regulatory news, trends, and insights, we invite you to 
visit our website at www.deloitte.com/us/about-dcrsamericas.
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Mutual fund reporting

Over the past few years, the Securities 
and Exchange Commission (SEC) has 
been executing an aggressive rulemaking 
agenda designed to address the explosive 
growth and broadening complexity of 
the investment management industry—
and the higher risks that go with it. This 
increasing growth and complexity is 
driving the development and introduction 
of new products, fund types, and 
investment strategies. 

At the same time, the environment in which 
investment managers operate is evolving. 
Specifically, the introduction of secure, easily 
accessible data sources, such as the cloud, 
firm web portals, and other automated web-
based solutions, have emerged as primary 
tools for sharing and analyzing information. 
Harnessing this available technology can 
help the SEC consume data from registered 
investment companies (RICs) in a more 
streamlined manner, leading to enhanced 
aggregation and dissemination capabilities. 

This combination of growth, complexity, 
and innovative technology in the asset 
management industry has set the stage 
for the SEC to adopt new reporting 
requirements that modernize the current 
reporting regime. The new requirements are 
intended to “(1) increase the transparency 
of fund portfolios and investment practices 
both to the SEC and to investors, (2) take 
advantage of technological advances both in 
terms of the manner in which information is 
reported to the SEC and how it’s provided 

to investors and other potential users, and 
(3) where appropriate, reduce duplicative or 
otherwise unnecessary reporting burdens 
on the industry.”1 

These requirements include:
 • New form N-PORT replaces form N-Q 
and requires information on derivatives, 
securities lending activities, portfolio 
and position-level risk analytics, and 
liquidity levels

 • New form N-CEN replaces form N-SAR 
and reflects new market developments, 
products, and investment practices 
by requiring information on a fund’s 
background and classification, collateral 
agents, directors, chief compliance officer, 
and fund expenses

 • Amendments to regulation S-X require 
new and standardized disclosures of fund 
financial statements, as well as changes to 
disclosures of derivative contracts

The breadth of information required by the 
new forms—combined with an increased 
number of filings and shorter timelines—
will likely make it more challenging for 
asset managers to source and aggregate 
the necessary data components. Success 
will require increased coordination across 
internal and external functions. To properly 
prepare for the new reporting environment, 
asset managers should consider mobilizing 
their implementation efforts by identifying 
a dedicated team with members from fund 
reporting and treasury, operations, 

compliance, and legal. They should also 
gain consensus from all stakeholders 
about their respective data responsibilities 
related to the new requirements. In 
addition, compressed filing timelines may 
demand increased oversight and controls 
to evaluate the effectiveness, accuracy, and 
completeness of the reporting process, 
especially during the transition period 
when firms are still working to establish 
a “business-as-usual” environment. 
Lastly, organizations will be required to 
transform their current operating model 
to accommodate the rule’s requirements 
related to another newly adopted rule 
that requires investment companies to 
implement and report on their liquidity risk 
management programs.

Industry participants that move efficiently to 
invest in people, processes, and technology 
will have valuable opportunities to enhance 
their existing reporting infrastructures. 
A centralized database can capture and 
store data from various source systems 
to generate reports for shareholders and 
regulatory needs. Automation capabilities 
can aggregate and analyze data more 
quickly and reduce the need for manual 
processing and data entry. Enhancements 
to oversight functions—such as internal 
compliance and audit programs—can 
help them proactively address compliance 
issues and provide observations 
and recommendations to improve 
reporting and the firm’s operational/
technological infrastructure.
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The SEC’s new reporting modernization 
rules will also affect the investment 
management industry. These rules capture 
the information from other SEC regulations, 
such as the adopted liquidity rule and—if 
adopted as proposed—the derivatives rule. 
With this new information, the SEC will have 
greater transparency and insight into how 
much risk RICs are undertaking and how 
much liquidity a particular RIC has. Also, the 
structured format of the new forms will allow 
the SEC to quickly aggregate data, perform 
advanced analytics, and identify/interpret 
important patterns across the industry—
helping the SEC be more prepared with 
targeted inquires to identify outliers and 
inconsistencies during examinations and 
inspections. The increased transparency will 
also allow the SEC to identify industry trends 
and make informed policies.  

Given the influx of new data, asset 
managers will not only need to prepare for 
increased scrutiny from the SEC, they will 
also need to be prepared for new probing 
from their own investors who, over the 
years, have also been demanding greater 
transparency. Fund complexes that adopt 
advanced analytic capabilities will be in a 
better position to evaluate potential areas 
of regulatory scrutiny and proactively 
make any enhancements deemed 
necessary to prepare for regulatory and 
investor inquiries.
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Department of Labor's (DOL) 
definition of fiduciary

Regulators are focusing significant attention 
on retirement accounts, particularly on 
the topic of “rollover advice,” where wealth 
managers recommend that clients roll 
their 401(k) or pension plan savings into 
a brokerage or fee-based investment 
retirement account (IRA). A newly finalized 
rule adopted by the DOL significantly 
expanded the definition of what constitutes 
“fiduciary advice” under the Employee 
Retirement Income Security Act (ERISA). It 
also extended ERISA protections to IRAs. In 
response, many investment management 
firms are shifting from a transaction-based 
business model to a fee-based model.

The DOL’s “Conflicts of Interest” rule (the 
Fiduciary Rule) has been final and effective 
since June 2016. However, the results of 
the 2016 presidential and congressional 
elections have caused many to question 
whether the Fiduciary Rule will remain 
viable, and if the April 10, 2017, applicability 
date will be delayed. Although there 
may be avenues for the new presidential 
administration and incoming 115th Congress 
to delay, repeal, or substantially change the 
Fiduciary Rule, each of these avenues would 
face significant challenges. 

At the moment, there are too many 
unknowns to confidently assess the 
likelihood of the new president or Congress 
taking action with respect to the Fiduciary 
Rule. Also, Deloitte hasn’t yet seen any 

clients retreat from their efforts to prepare 
for the Fiduciary Rule, although some have 
begun to conduct scenario planning efforts 
should the Fiduciary Rule be delayed, 
repealed, or amended in some manner.

Retirement investments are a perennial 
concern for regulators. However, two broad 
trends are changing the market dynamics 
and raising the stakes of the game: Baby 
Boomers are retiring and Millennials are 
entering their prime years for saving. These 
two trends are fueling increased regulatory 
scrutiny of business practices related to 
retirement accounts. 

Under the Fiduciary Rule, retirement 
account investment advisers—including 
broker-dealers and insurance companies—
are classified as “fiduciaries,” a designation 
that includes higher levels of accountability 
for how they manage a client’s assets. In 
particular, fiduciaries are required to act in 
the client’s best interest, rather than their 
own. Although the rule is now in effect, 
it doesn’t require initial compliance until 
April 2017, with full compliance required in 
January 2018. 

For investment advisers, the option to 
roll a 401(k) into an IRA is largely a matter 
of customer service. But regulators see a 
model in which transaction volume goes 
down, quarterly fees replace transaction-
based income, and the appearance of 

“reverse churning” calls advisers’ motives 
into question. This issue is particularly 
sensitive for non-discretionary accounts 
that leave transactional decision-making 
authority in the client’s hands, because 
they appear to deliver less “service” for 
client fees.

The structure of a client’s investment 
account is one potential concern. The 
account’s contents are another: Changing 
from a 401(k) to an IRA can alter the share 
class of an investor’s holdings, potentially 
making them more expensive by as many as 
50 to 60 basis points.

Investment management firms face 
a wide range of difficult challenges in 
trying to operationalize the new fiduciary 
designation. For example, how will a firm 
determine what’s in a client’s “best interest,” 
or what’s “reasonable compensation” for 
advisers? What products will the firm sell, 
and what are the criteria for determining 
if a product is in the client’s best interest? 
How will compensation programs need to 
change to move the organization from its 
traditional sales culture to a culture focused 
on serving client interests first? How will 
the firm oversee and monitor adviser 
behavior to gauge compliance? And will 
the firm continue to accept payments from 
third parties, despite the potential conflict 
of interest? 
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Litigation risk is another challenge that 
needs to be addressed, since most firms 
are opting for the best interest contract 
(BIC) exemption that requires them to 
sign a contract with retirement clients that 
includes a provision granting those clients 
the “right to private action,” meaning they 
can participate in class actions and other 
lawsuits. Firms need to understand and 
mitigate this risk by looking at their exposure 
under various scenarios, taking into account 
their product offerings and compensation 
programs, and how a lawyer might use 
those to show a firm isn’t acting in the 
client’s best interest.

What can an investment management firm 
do to establish its good faith? One line 
of defense is documentation. If a firm is 
reallocating assets to concentrate 

them in a way that permits more efficient 
management, there should be a paper trail. 
If a client approves a new account type after 
an open dialogue that weighs the pros and 
cons of that structure against the client’s 
own goals and risk appetite, there should be 
a paper trail.

But true protection against regulatory 
misunderstanding begins upstream—not 
in how decisions are documented, but in 
how well-founded they are in the first place. 
This principle takes firms back to investment 
advisory 101: Know thy customer. If a 
management firm’s advice is truly based 
on the client’s unique circumstance and 
goals, that’s the recipe for providing the 
client with the most effective service. A 
smoother regulatory experience will typically 
follow naturally. 

With the Fiduciary Rule, simplifying focus 
on client needs has now become law. The 
new rule classifies all investment advisers 
as fiduciaries, which means they are legally 
obligated to uphold certain standards of 
sound management and act solely in the 
investor’s interest.

The downstream impacts of this change 
may include revenue streams, rollover and 
cross-selling programs, restructuring advice, 
and consumer education. Also, living up to 
the new standard might require firms to 
make significant investments in technology, 
training, and new operational workflows. 
Ultimately, every touchpoint in the customer 
experience could be affected.
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Data analytics

Increased regulatory scrutiny and an 
emphasis on surveillance tools present 
the compliance function with challenges in 
a broad range of areas, including people, 
processes, and technology. To keep up with 
regulators, asset managers should consider 
investing in data analytics capabilities 
throughout 2017 and beyond. 

The uptick in regulatory expectations, 
surveillance trends, and technology 
enhancements is driving interest in 
enhanced data collection and analytic 
capabilities. Regulators are moving toward 
near real-time regulation, with heightened 
requirements for transparency and data 
reporting. In response, asset managers 
are moving away from reactive controls 
and toward predictive and preventive 
capabilities. Such advances in analytical 
tools are empowering both the compliance 
function and businesses as a whole.

An investment in data analytics capabilities 
can give asset managers better visibility 
into their organizations and enable more 
informed decision making. Whether the 
capabilities are used to identify the root 

causes of high redemption trends or as 
a means to surveil trading restrictions 
and employee behavior, these types of 
investments improve an asset manager’s 
ability to be proactive—rather than 
reactive—when pursuing business, 
compliance, and regulatory initiatives. 
Although these capabilities can be 
expensive, they have the potential to 
provide a distinct competitive advantage 
over firms that lack the will or resources to 
implement them. 

Moreover, regulators have gotten ahead of 
the curve in developing their data analytics 
capabilities, leaving Wall Street firms in the 
highly unusual position of playing catch-up. 
Since the financial downturn, regulators 
have made significant investments in 
cutting-edge talent—including data 
scientists, economists, and other leading 
subject matter experts. They have also 
invested heavily in technologies that have 
greatly improved their ability to digest 
and manipulate information received 
from registrants through exams and 
regulatory filings. 

In the future, additional regulatory filings 
will be required. They will also have to follow 
a structured format that makes it easy 
for regulators to aggregate information 
and identify activities and trends that are 
potentially illegal or excessively risky.

Advanced analytics can enable a more 
proactive approach to compliance. It 
can also enhance business intelligence, 
helping firms identify weaknesses in 
the organization and improve strategic 
business planning. Key features include data 
visualization, data mining, and network/
link analysis. 

Using advanced analytics, asset managers 
can identify risks and questionable activities 
before regulators do, enabling them to 
correct problems proactively. In addition, 
asset managers that invest in data analytics 
capabilities—even if only for regulatory 
reasons—may find those same investments 
yield significant fringe benefits for the 
business, including increased operating 
efficiency and better decision making.
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The practical effect of this change is to bring swing pricing—
which is currently used by undertakings for collective 
investment in transferable securities (UCITS) funds in 
Europe—to open-end fund companies in the US.

SEC rule changes will require open-end 
mutual funds to establish a formal liquidity 
risk management program, designate 
a liquidity risk management program 
administrator, categorize their assets based 
on how many days it would take to convert 
them into cash without impacting the net 
asset value (NAV), and require additional 
regulatory reporting and shareholder 
disclosures. In addition, a separate rule 
amendment will permit open-end mutual 
funds to use swing pricing as a way to 
protect shareholders from the impact of 
large purchases and redemptions.

The SEC recently adopted rule 22e-1 to 
implement liquidity risk management rules 
that are designed to ensure firms maintain 
sufficient liquid assets for investors to 
redeem their shares without adversely 
affecting remaining investors. Among the 
provisions of the new rule, firms will be 
required to establish a formal fund liquidity 
risk management program; classify fund 

assets into one of four categories (highly 
liquid investments, moderately liquid 
investments, less liquid investments, and 
illiquid investments); establish a minimum 
percentage of assets that are highly liquid; 
and comply with a maximum 15 percent 
investment ceiling in illiquid assets. 

In addition, the SEC adopted new reporting 
requirements for open-end fund companies. 
Specifically, fund companies will be required 
to report when a fund’s investments in 
illiquid assets exceeds 15 percent of the 
fund’s assets using form N-LIQUID. Similarly, 
funds will be required to file form N-LIQUID 
if its investment in highly liquid assets falls 
below the minimum threshold for more 
than seven consecutive calendar days. 
Information reported on form N-LIQUID will 
not be made public.

In a broad sense, the regulatory focus 
seems to be on investment strategies that 
are in and of themselves sources of risk. 

The new rules reflect the SEC’s concern 
that shareholders might not be able to 
redeem their shares when they choose 
to do so. However, the new rules also 
present challenges to firms, particularly with 
respect to classifying portfolio holdings and 
establishing liquidity minimums. 

Separately, in an amendment to rule 
22c-1, the SEC now permits—but doesn’t 
require—open-end funds to use swing 
pricing to reflect the costs of shareholders’ 
trading activities in a way that passes those 
costs on to the purchasing and redeeming 
shareholders. The practical effect of this 
change is to bring swing pricing—which is 
currently used by undertakings for collective 
investment in transferable securities 
(UCITS) funds in Europe—to open-end fund 
companies in the US. However, companies 
seeking to implement swing pricing will 
likely find it challenging due to the lack of 
transparency in mutual fund trading.

Regulators’ focus on 
investment risk – liquidity risk 
management
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Adviser business continuity 
and transition plans

The SEC proposed new rule 206(4)-4 
under the Investment Advisers Act of 
1940 (Advisers Act). If adopted, this rule 
would have a significant impact on the 
investment management industry, including 
investment advisers and service providers 
to the industry. 

The Adviser Business Continuity and 
Transition Plans Rule (the Rule) would 
require the industry’s 12,000+ registered 
investment advisers (advisers) to adopt 
and implement written business continuity 
and transition plans reasonably designed 
to address operational risks related to 
significant disruption in the adviser’s 
operations. In conjunction with the 

proposal, the SEC’s Division of Investment 
Management also issued guidance 
addressing business continuity planning for 
registered investment companies (funds), 
including the oversight of the operational 
capabilities of critical fund service 
providers by the fund complex’s sponsor, 
chief compliance officer, and boards. The 
guidance suggests that many of these 
matters already apply to funds based on the 
SEC staff’s interpretation of rule 38a-1 under 
the Advisers Act. 

Building upon the trend seen in the 
banking and securities sectors, the Rule 
and guidance show that financial services 
regulators continue to apply pressure on 

covered organizations to further mitigate 
risks of service disruption. SEC Chair Mary 
Jo White indicated that the Rule is the 
Commission’s latest effort to modernize 
and enhance regulatory safeguards for the 
investment management industry. Recent 
events such as natural disasters (e.g., 
Hurricanes Katrina and Sandy), operational 
failures, evolving threats of cyberattacks, 
increasing complexity of portfolios and 
strategies, growing reliance on technology 
and third-party service providers, as well as 
poor examination results when reviewing 
advisers’ business continuity plans, moved 
the SEC to take action.
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Key components
The Rule would require an adviser’s plan 
to include written policies and procedures 
addressing the following:
1.  Maintenance of critical operations and 

systems and protection of data

2.  Pre-arranged alternative 
physical locations

3.  Communication plans

4.  Review of third-party service providers

5.  A plan of transition in the event 
the adviser needs to wind down its 
operations if it’s unable to continue 
providing advisory services

Advisers would be permitted to tailor 
the detail of their plans based upon the 
complexity of their business operations 
and the risks presented by their particular 
business models and activities.

What’s new under the proposed rule 
and expected under the guidance? 
More prescriptive: Unlike previous 
guidance, the Rule would be more 
prescriptive in its requirements. Plans would 
need to be more comprehensive in scope 
and address the key components noted 
earlier. Plans will need to have the agility and 
sustainability to adapt to evolving issues. 
Organizations will also need to evaluate 
plans at least annually and be able to 
demonstrate effectiveness. This may require 
greater levels of assurance over capabilities, 
especially with respect to the use of third 
parties, driving the development of new 
scenario planning, attestations, or plan 
testing techniques that incorporate service 
providers along with the business. 

Inclusion of transition plans: The Rule 
would require a transition plan in the 
event an adviser needed to wind down 

its operations and transition services to 
another adviser. These plans would need 
to contain adequate information to guide 
the wind-down while addressing issues 
relating to the safeguarding of client assets 
and records, legal considerations affecting 
the adviser and its clients during transition, 
identification of financial resources to 
support the transition, and information 
related to corporate governance structure. 

Third-party oversight: Oversight of third 
parties is a repeated focus under the Rule 
and guidance. Adviser organizations often 
rely on an interconnected web of third 
parties, including custodial services, pricing 
vendors, transfer agents, broker-dealers, 
administrators, portfolio accountants, 
sub-advisers, and technology providers. 
Advisers and funds need to assess relevant 
risks within this ecosystem known as the 
“extended enterprise,” including financial, 

The Adviser Business Continuity and Transition Plans Rule 
(the Rule) would require the industry’s 12,000+ registered 
investment advisers (advisers) to adopt and implement 
written business continuity and transition plans reasonably 
designed to address operational risks related to significant 
disruption in the adviser’s operations. 
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operational, security risks, etc. In addition, 
they should design adequate, risk-based 
mitigation strategies across the third-party 
lifecycle. Since third parties also rely on 
service providers, understanding critical 
“fourth parties” in the extended enterprise 
will be necessary. Advisers and funds 
will also need to evaluate whether their 
providers’ plans are adequate to ensure 
continuity of services during a significant 
disruption or establish contingencies. 

Data security: Due to the evolving threats 
to key data such as customer records, 
advisers and funds will need to have 
appropriate controls in place to protect, 
back up, and recover information. They will 
also need to gain assurance on data security 
capabilities at third-party service providers. 

Effective communication plans: Advisers 
would need to have a documented, 
actionable communication plan to interact 
with clients, employees, service providers, 
and regulators during a disruption event. 
Stakeholders must understand their specific 
roles and responsibilities in carrying out 
the plan. 

Moving toward “resiliency”: While the 
investment management industry has 
increased its focus on protection against 
threats such as cyberattacks, many 
organizations don’t adequately stress test 
or scope their plans, therefore providing 
little confidence in actual results. Advisers 
and funds should focus on moving toward 
an approach focused on resiliency, which 
includes:
 • Clearly defining recovery capabilities

 • Using data to help predict 
potential disruptions

 • Using severity thresholds and systems 
to make proactive decisions during 
business disruptions

What's next?
Advisers and funds should review the Rule 
and guidance to assess potential impacts 
on their business. Next, they should take 
appropriate actions to assess strategies for 
addressing the requirements, which could 
include the following measures: 
 • Assigning ownership and overall 
governance for the program(s), involving 
senior management and boards 

 • Assessing relevant risks, including 
impact and likelihood of disruption, and 
determining severity threshold 

 • Benchmarking existing continuity plan(s) 
against the requirements 

 • Creating and documenting a 
transition plan 

 • Compiling an inventory of third-party 
service providers and their critical service 
providers (fourth parties); assessing 
relevant risks and design due diligence 
and ongoing oversight practices 

 • Developing a testing strategy and 
schedule to validate program effectiveness 

 • Enabling a change control process to 
create a dynamic program that can adapt 
to ongoing changes (e.g., new products, 
counterparties, vendors, and acquisitions)

Advisers and funds should review the Rule and guidance to 
assess potential impacts on their business. 
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As fund complexes, investment advisers, 
and service providers increase their reliance 
on digital technology to conduct business, 
the need to safeguard sensitive financial 
and personal information continues to 
escalate. Cybersecurity—the protection 
of computers, programs, and data from 
unauthorized access—isn’t only a growing 
focus for regulators. It’s also a source of 
potentially damaging headlines for financial 
institutions. Investment management firms 
hold valuable information that’s a prime 
target for hackers, and being unprepared 
for a cyberattack could have a devastating 
impact on a firm’s reputation. 

Recent news headlines have demonstrated 
that everyone is vulnerable to cyberattacks, 
including hospitals, political parties, 
technology companies, and celebrity 
emails—to name just a few. Last fall, a ring of 
cyber thieves was arrested for stealing data 
on more than 100 million customers from 12 
major financial institutions. 

The need to anticipate and thwart cyber 
threats is no secret in today’s digital world. 
What was once an internal imperative is 
more and more the subject of distinct 
regulatory oversight, with specific guidance 
targeted at registered advisers. As SEC Chair 
White noted in May 2015, “cyberattacks 
represent the ‘biggest systemic risk’ 
facing the US.”2 

The hacker community is large, intelligent, 
nimble, and usually a step ahead of risk-
prevention measures. To combat the 

threat, the SEC Division of Investment 
Management’s published guidance on 
cybersecurity specifies a number of 
steps, including:
 • Periodic assessments of information, how 
it’s stored, how vulnerable it is (and from 
whom)—as well as assessments of the 
governance in place to counter the risks

 • Strategies to prevent, detect, and 
respond to cyber threats, including access 
controls, data encryption, restrictions on 
removable storage media, robust backup 
procedures, incident response plans, and 
routine testing

 • The use of written policies and regular 
communication to help a firm’s senior 
leadership and employees understand 
and carry out the steps that make a 
cybersecurity program effective

Asking what threats pose the greatest risk 
to a firm’s reputation and identifying critical 
assets are important steps in developing 
a cyber risk management plan. One 
specific area for fund complexes to focus 
on is their growing network of third-party 
service providers. Cyber risk should be a 
key component of supplier risk reviews. 
Although many client requests for proposals 

Cyber
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(RFPs) now contain questions related to 
cybersecurity and relevant procedures, 
regulators are also establishing expectations 
for cybersecurity. For example, the Financial 
Industry Regulatory Authority (FINRA) 
reviews firms’ approaches to cybersecurity 
risk management, including “technology 
governance, system change management, 
risk assessments, technical controls, 
incident response, vendor management, 
data loss prevention, and staff training.”3

Recent guidance by the SEC’s Division of 
Investment Management highlights the 
importance of mitigating operational risks 
related to significant business disruptions 
through proper business continuity 

planning. Although the guidance doesn’t 
name any specific procedure or standard, 
it closely resembles guidance that 
banking regulators have given to financial 
institutions, calling on them to adhere to the 
cybersecurity standards of organizations, 
such as the National Institute of Standards 
and Technology.

The regulatory message appears to be this: 
Stringent standards are out there. Embrace 
them. One way to demonstrate adherence 
to this principle is to be rigorous not only 
in setting up controls, but also in testing 
them. As in banking and elsewhere, effective 
cybersecurity in investment management 
has three key characteristics: 

 • Secure (putting controls in place)

 • Vigilant (monitoring and adjusting for 
new threats)

 • Resilient (responding effectively when an 
attack occurs)

Many organizations focus on the first stage 
at the expense of the other two. However, 
with a growing digital footprint and a hacker 
community that has no boundaries or rules, 
firms may need to shift their approach 
from “if we get attacked” to “when we get 
attacked.” Implementing preventative 
protocols and a timely response for recovery 
can help firms avoid or mitigate the impact 
of a cyberattack.

The regulatory message appears to be this: Stringent 
standards are out there. Embrace them. One way to 
demonstrate adherence to this principle is to be rigorous not 
only in setting up controls, but also in testing them.
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From a regulatory perspective, 2017 is shaping up to be a year with 
more than the usual uncertainty. In this dynamic and sometimes 
unpredictable environment, investment management companies 
would be well-advised to focus extra attention on keeping up with 
the latest regulatory trends, while at the same time continuing 
to do all that’s needed to achieve compliance with existing laws 
and regulations. 

At the Deloitte Center for Regulatory Strategy Americas, we 
will be continuously monitoring and analyzing new regulatory 
developments as they unfold throughout the year. 

For the latest news, trends, and insights, please visit our website at 
www.deloitte.com/us/about-dcrsamericas.

18

Looking ahead
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1. Securities and Exchange Commission, Investment Company Reporting Modernization Adopting Release,  
https://www.sec.gov/rules/final/2016/33-10231.pdf.

2. Cyberattacks Represent Top Risk, SEC Chief Says, Wall Street Journal, May 8, 2015 (text available at  
http://www.wsj.com/articles/cyberattacks-represent-top-risk-sec-chief-says-1431097038). 

3. FINRA, Industry Issues Overview, Cybersecurity (text available at http://www.finra.org/industry/cybersecurity).
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