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Executive summary

Financial institutions are confronting a 
new environment marked by impending 
economic perils and growing nonfinancial 
risks, such as cybersecurity and conduct. 
Responding to this new environment 
will require institutions to rethink their 
traditional risk management approaches, 
with their use of risk data and technology 
high on the agenda.

Economic storm clouds remain on the 
horizon in the form of a slowing Chinese 
economy, trade tensions among major 
countries, and concerns that the world 
economy may be ready for another in 
a series of periodic crises that have hit 
markets and reduced growth over the last 
several decades. 

Although the pace of regulatory change has 
slowed, a number of important regulatory 
developments have recently been enacted 
or are in development that directly impact 
how financial institutions manage their risk 
data and IT systems, such as the European 
Union’s (EU) General Data Protection 
Regulation (GDPR). 

Technological innovation is also altering 
business models and the competitive 
marketplace. Fintech competitors are 

leveraging technology capabilities to 
introduce innovative products and directly 
target customers. These firms are not 
confined to startups but also include major 
technology and e-commerce companies, 
such as Alibaba, Amazon, and Samsung, 
that bring preexisting customers and strong 
brands. Banks are preparing to shift from 
a traditional closed model, in which data is 
maintained internally, to a more customer-
centric and flexible “open banking” model, 
where customers can authorize multiple 
providers to be able to access their data. 
In the EU, the Payment Services Directive 2 
regulates the entry of new payments firms, 
known as third-party service providers, 
and requires banks to provide customer 
information to such new providers when 
authorized by the customer.

Enhanced technology capabilities and 
access to relevant data will also be essential 
to managing the growing threats from 
nonfinancial risks, such as cybersecurity, 
conduct and culture, and third party. 
In particular, financial institutions and 
regulators have increased their focus on 
taking steps to guard against cyberattacks.

Leveraging the power of advanced 
technologies—such as cognitive analytics, 

machine learning, big data, cloud 
computing, natural language processing, 
and blockchain—can not only allow firms 
to substantially reduce risk management 
costs by automating repetitive manual tasks 
but also enhance the effectiveness of risk 
management by automatically scanning 
volumes of structured and unstructured 
data to identify potential risk events before 
they occur.

Deloitte’s Global risk management survey, 
11th edition, the latest edition in this ongoing 
survey series, is based on the responses 
of 94 financial institutions on their risk 
management practices and challenges on a 
range of issues. Six key takeaways emerged 
regarding risk data and technology:

 • Growing importance of cybersecurity risk

 • Great interest in, but slow adoption of, 
emerging technologies

 • Automating risk management

 • Moving from reactive to proactive risk 
management

 • Central role of risk data governance

 • Upgrading risk IT systems

https://www.deloitte.com/insights/globalrisksurvey
https://www.deloitte.com/insights/globalrisksurvey
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Growing importance of 
cybersecurity risk

A series of cyber-attacks against financial 
institutions and other companies has 
increased the attention of financial 
institutions and regulators on cybersecurity. 
Cyber threats continue to increase in 
sophistication, allowing hackers to obtain 
confidential information such as client data, 
install ransomware, initiate unauthorized 
payments, conduct espionage, and disrupt 
online systems, among other threats.

The losses from cyber-attacks were an 
estimated $445 billion across all industries 
in 2016, up 30 percent from three years 
before, and banks and other financial 
institutions are prime targets of hackers.1 
The US Treasury Department has named 
cyberattacks as one of the top risks 
facing the US financial sector.2 Regulatory 
initiatives focused on cyber risk have been 
launched in the United States, the United 
Kingdom, Hong Kong, mainland China, Japan, 
Singapore, and Australia. 

Sixty-seven percent of respondents named 
cybersecurity as one of the three risks that 
would increase the most in importance for 
their business over the next two years, with 
40 percent naming it as number one, both 
figures far higher than for any other risk 
type. Yet, only 52 percent of respondents 
believed their institutions are extremely 
or very effective at managing this risk. 
Respondents least often considered their 
institutions to be extremely or very effective 
in addressing threats from nation state actors 
(37 percent), threats from skilled hacktivists 
(43 percent), and insider threats (44 percent).

Institutions face a variety of challenges 
in managing cybersecurity risk, with 
respondents most often considering staying 
ahead of changing business needs (e.g., 
social mobile, analytics, cloud (58 percent), 
addressing threats from sophisticated actors 

(e.g., nation states, skilled hacktivists) 
(58 percent) and hiring or acquiring skilled 
cybersecurity talent (56 percent) to be 
extremely or very challenging. (Figure 
2) Institutions are likely to supplement 
their cybersecurity professionals with an 
increased use of predictive analytics and 
automation, which can handle the volume 
of incidents and also screen and identify 
potential breaches before they occur and 
take automated corrective actions.

15%

18%

23%

31%

31%

36%

38%

56%

58%

58%

Sharing threat intelligence with
peers or industry groups

Securing ongoing funding/investment

Communicating effectively with senior 
business management and the board

Getting the businesses to understand
their role in cybersecurity risk

Setting an effective multi-year cybersecurity
 risk strategy approved by the board

Getting actionable, near-real time threat intelligence

Developing actionable metrics (Key Risk Indicators
(KRI) and Key Performance Indicators (KPI)) that
describe the state of the cybersecurity program

Hiring or acquiring skilled cybersecurity talent

Addressing threats from sophisticated actors
(e.g., nation states, skilled hacktivists)

Staying ahead of changing business needs
(e.g., social, mobile, analytics, cloud)

Figure 1
In your opinion, how challenging is each of the following for your organization
in managing cybersecurity risk?
Percentage responding “extremely/very challenging”
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Great interest in, but slow adoption of, 
emerging technologies

Roughly three quarters or more of 
respondents reported that their institutions 
were either currently using or planning to 
use a series of technologies such as big data 
and analytics (88 percent), cloud computing 
(84 percent), robotic process automation (74 
percent), machine learning (72 percent), and 
Business Process Modeling (BPM) tools (70 
percent) (see figure 1).

Yet, actual adoption of these technologies 
has been progressing more slowly. 
Respondents most often said their 
institutions are currently using cloud 
computing (48 percent) and big data and 
analytics (40 percent). Only 29 percent 
of respondents said their institutions 
were currently using robotic process 
automation. Despite the discussion of 
the potential for advanced technologies 
either to support decision making by risk 
professionals or to automate decisions, 
no more than one quarter of respondents 
said their institutions were currently using 
machine learning (25 percent), Business 
Decision Modeling (BDM) tools (24 percent), 
or cognitive analytics (including natural 
language processing/natural language 
generation) (19 percent).

Although adoption has been relatively 
slow so far, this may be poised to change. 
In Deloitte’s experience, many financial 
institutions are committed to accelerating 
their knowledge and experience in using 
advanced technologies both to increase 
efficiency and enhance the effectiveness of 
risk management. 

While the benefits of advanced technologies 
can be substantial, institutions will need to 
be prepared to manage the additional risks 
these technologies can create. Although 
automated solutions can reduce the 

potential for human error, they also make 
transactions faster and potentially increase 
the exposure when errors or control 
breakdowns happen. 

As institutions come to rely more heavily 
on AI tools such as machine learning and 
neural networks in pricing and product 
development, they will need to adapt their 
risk management frameworks and risk 
appetite to address the additional risks 
these applications can create, such as the 
potential for bias or for unethical decisions. 
Institutions will also need to consider 
whether they are creating conduct issues 
if they do not tell customers when they are 
interacting with a chatbot.

Figure 2
Does your organization use or plan to use any of the following emerging 
technologies in the risk management function?  
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Business Decision Modeling (BDM) tools
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Automating risk management 

One of the key benefits advanced 
technology tools can deliver is the ability 
to automate repetitive manual tasks, 
thereby reducing expenses, eliminating the 
potential for human error, and improving 
compliance reporting. For example, there 
is the potential to use AI and robotics to 
reengineer and automate the compliance 
process, from assessing compliance with 
regulatory requirements to reporting. In 
addition to reducing costs, risk management 
professionals will be freed to focus on 
adding value by analyzing exceptions, 
identifying emerging risks, and infusing risk 
management considerations into business 
strategy.

Respondents were optimistic about the 
benefits these technologies may bring. Two-
thirds of respondents expected a very large 
or large benefit from emerging technologies 
in increase operational efficiency/reduce error 
rates (68 percent), while 45 percent said the 
same about reduce costs (see figure 2).

By automating risk management activities, 
advanced technologies will allow institutions 
to test 100 percent of a set of transactions 
rather than the current approach of relying 
on human review of a sample. Fifty-four 
percent of respondents expected a very 
large or large benefit from emerging 
technologies in improve the scope and 
coverage of risk management via exception 
handling vs. sample testing.

Figure 3
How much potential benefit do you believe that your organization could gain 
in each of the following risk management areas from the application of 
emerging technologies?
Percentage responding “extremely or very large benefit”

45%

54%

60%

67%

68%

Reduce costs

Improve the scope and coverage of 
risk management via exception 

handling vs. sample testing

Improve timely reporting

Enhance risk analysis and detection

Increase operational efficiency/
reduce error rates

We are using a variety of new technologies. For example, we 
are using automation for processing data and reporting and 
are building tools for automatically monitoring compliance 
and BSA/AML, as well as our reputation in the marketplace.
—	 Chief	risk	officer 

Major multinational bank
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The impact of advanced technologies will go 
far beyond simply automating manual tasks. 
Technologies such as machine learning, 
neural networks, and cognitive analytics 
can learn from experience, taking decisions 
without explicit programming. These tools 
are able to automatically scan a wide variety 
of internal and external data sources to 
identify potential risk events before they 
occur, responding to emerging threats and 
bad actors.

Most data in a financial institution is 
unstructured, such as reports, emails, and 
text messages, rather than structured data 
that can be presented on a spreadsheet. 
When natural language processing 
applications are combined with these 
analytical applications, institutions can 
automatically analyze such unstructured 
data, assessing them for sentiment and 
tone, and then analyze them to identify and, 
potentially prevent, instances of conduct risk 
such as fraud. 

When asked about the potential benefits 
of emerging technologies, 67 percent of 
respondents expected a very large or 
large benefit in enhance risk analysis and 
detection, the second-highest-rated benefit 
(see figure 2).

Although the benefits will be substantial, 
advanced technologies will also bring new 
risks. As institutions come to rely more 
heavily on AI tools in pricing and product 
development, they will need to adapt their 
risk management frameworks and risk 
appetite to address additional risks such 
as the potential for inadvertent bias, rogue 
programs, or inaccurate automated results. 

Moving from reactive to proactive 
risk management

We are using natural language processing in areas where there 
are huge amounts of paper documents that need to be read 
and analyzed. It is becoming an essential tool.
—	 Senior	risk	executive 

Large	global	diversified	financial	services	company
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Central role of risk data 

Risk data governance has presented a 
challenge for a number of years, and it is 
assuming even greater importance today. 
Deploying the advanced technologies 
discussed above will depend on access to 
high-quality, timely data. In addition, the 
Basel Committee’s proposal that banks 
employ the Standardized Measurement 
Approach (SMA) when calculating 
operational risk capital will place greater 
importance on having accurate internal 
loss databases. 

Financial institutions are also facing 
regulatory requirements to strengthen 
risk data governance. The Basel 
Committee’s principles for effective risk 
data aggregation and reporting (BCBS 
239), which were released in 2013, have 
provided a benchmark against which 
regulators around the world are measuring 
the adequacy of risk data programs. 
However, the Basel Committee’s June 
2018 progress report on its principles 
for effective risk data aggregation and 
reporting (BCBS 239) concluded that banks 
had found it “challenging to comply with 
the Principles.”3 Regulators in a number 
of jurisdictions, including the United 
States, Australia, and India, have provided 
guidance regarding their expectations for 
data governance and quality.

There are also new requirements being 
placed on how institutions can collect and 
use consumer data. The EU’s GDPR, which 
took effect in May 2018 and applies to all 
firms that collect EU citizen data, places 
new requirements on how institutions 
collect and use consumer data. Initiatives 
to increase data privacy are also underway 
in other jurisdictions including India and 
China, as well as in California in the United 
States. Consumer concerns regarding 
how their personal data are being used 
have grown over time, spurred recently 

by allegations that consumer data have 
been used inappropriately—not only for 
commercial purposes, but also to support 
political campaigns. The use of analytics 
and AI solutions to design and deliver 
products is based on the analysis of large 
sets of customer data, and this can be 
challenging while complying with new 
privacy regulations and meeting increased 
consumer concerns over the use of their 
data. Under GDPR, for example, consumers 
have a right to request an explanation 
for, and to object to, decisions based on 
automated processing that have a legal 
effect on them. This can be difficult when an 
institution employs deep learning or neural 
network AI technologies because it may not 
be clear what data are driving an automated 
decision. 

Many financial institutions will need 
enhancements to put in place an effective 
data controls framework and an integrated 
data architecture. Many institutions are 
moving away from a model in which data 
are managed independently by each line 
of business to one where data are seen 
as enterprise assets that are managed by 
the C-suite. To further this transition, more 
institutions are creating a chief data officer 
(CDO) position responsible for managing 
data throughout the organization.

Few respondents felt their institutions were 
extremely or very effective in such areas as 
data governance (34 percent), data controls/
checks (33 percent), data management (KPIs 
and KRIs) (25 percent), data standards (28 
percent), and data quality (19 percent) (see 
figure 3). Reflecting this assessment, the 
issue cited most often by respondents as 
being an extremely or very high priority for 
their institutions over the next two years 
was enhancing the quality, availability, and 
timeliness of risk data (79 percent). 

Figure 4
How effective do you think your 
organization is in each of the following 
aspects of risk data strategy and 
infrastructure?
Percentage responding “extremely/
very effective”
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Data quality

Data management
(KPIs and KRIs)

Data sourcing 
strategy

Data transparency
and lineage

Data management/
maintenance

Data standards

Data architecture

Data controls/
checks

Data governance
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Upgrading risk IT systems

Many institutions have outdated IT 
systems that lack robust capabilities, 
making it difficult to deploy cognitive 
analytics and other advanced 
technologies. Forty-eight percent of 
respondents said their institutions were 
extremely or very concerned about legacy 
systems and antiquated architecture or end-
of-life systems, rated No. 2 out of 19 issues 
(see figure 4). 

Fragmented IT systems are also a concern. 
As the result of growth by acquisition, 
institutions often maintain multiple legacy 
IT systems for different lines of business 
or geographies, which cannot easily be 
integrated. Lack of integration among systems 
(47 percent) was rated third most often as a 
significant concern.

In contrast, it appears that boards of 
directors understand the importance of 
this issue. Only 19 percent of respondents 
said they were extremely or very concerned 
about the lack of technology or IT strategy 
approved by board.

Figure 5
How concerned is your organization about each of the following issues for its risk 
management information technology systems?
Percentage “extremely/very concerned”
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17%

19%

20%

21%

24%

28%

31%

33%

35%

35%

36%

36%

37%

39%

41%

47%

48%

53%

Lack of aggregation of trading 
and banking books

Lack of product and asset class coverage

Lack of technology or IT
strategy approved by board

Lack of cross-asset-class risk calculations

Inability to capture increasing volumes

Lack of integrated risk and finance
reporting for economic capital optimization

Out-of-date methodologies

Constraints in aggregation and reporting of
risk analytics due to batch processing times

Inability to integrate risk analytics
from multiple risk systems

Inability to source required 
functionality from a single vendor

Inability to respond to time
sensitive and ad hoc requests

Lack of flexibility to extend
the current systems

Lack of performance for more
frequent and timely reporting

High cost of maintenance and vendor fees

Risk technology adaptability to changing
regulatory requirements

Manual adjustments and processing

Lack of integration among systems

Legacy systems and antiquated 
architecture or end-of-life systems

Risk data quality and management
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Competing in today's shifting risk 
environment will require increased 
attention to managing cybersecurity risk 
as well as new approaches to risk data 
and technology. Financial institutions 
have been the targets of increasingly 
sophisticated cyberattacks in recent 
years. Financial institutions are competing 
with new competitors that employ digital 
technologies to deliver innovative products 
and deliver them direct to consumers. 
Banks are likely to transition to an open 
banking model in which multiple institutions 
have access to a consumer’s data with their 
consent. New regulatory requirements such 
as the EU’s GDPR and the Basel Committee’s 
planned revisions to operational risk capital 
calculations place new demands on risk data 
and controls. 

Financial institutions will need to 
strengthen their risk data governance 
processes and improve access to 

relevant quality data. The risk IT systems 
architecture will need to be reevaluated, 
integrating fragmented systems and 
ensuring that IT systems can support the 
digital capabilities that will be required.

Advanced technologies will bring 
even more fundamental changes to 
risk management methodologies and 
processes. Technologies such as cognitive 
analytics and machine learning are poised 
to automate repetitive tasks, allowing risk 
management professionals to focus on 
analyzing exceptions. These technologies 
will automatically scan massive volumes of 
both structured and unstructured data to 
identify potential risk events before they 
occur so preventive action can be taken.

These changes will be nothing short of 
transformative, as advanced technologies 
take risk management to an entirely new 
level.

Conclusion

Global risk management survey, 
11th edition
Global risk management survey, 
11th edition is the latest edition in 
Deloitte’s ongoing survey series 
that assesses the state of risk 
management in the financial 
services industry and the challenges 
the industry faces. The 2018 
survey findings are based on the 
responses of chief risk officers or 
their equivalents at 94 financial 
institutions around the world. The 
institutions participating in the 
survey have total combined assets 
of US$29.1 trillion and represent 
a range of asset sizes: 26 percent 
with less than US$10 billion, 36 
percent with US$10 billion to less 
than US$100 billion, and 37 percent 
US$100 billion or more.4 The 
participating institutions provide a 
range of financial services including 
banking (61 percent), investment 
management (49 percent), and 
insurance (46 percent).5 To view 
the full report, please visit https://
www.deloitte.com/insights/
globalrisksurvey.

https://www.deloitte.com/insights/globalrisksurvey
https://www.deloitte.com/insights/globalrisksurvey
https://www.deloitte.com/insights/globalrisksurvey
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