
In recent remarks, Secretary of the Treasury, Janet L. Yellen, 
mentioned federal financial regulators having existing authorities 
to regulate risks presented by technological innovation (including 
crypto and digital assets).1 These remarks align with federal banking 
regulators’ common goal of safety and sound operation of banks. 
In the interim, the federal financial regulators have supervisory 
and enforcement authority that can be used until comprehensive 
digital assets legislation is set forth by Congress and a formalized 
interagency supervisory framework is implemented.
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As seen with the OCC’s November 2021 Interpretive Letter, Chief Counsel’s 
Interpretation Clarifying: (1) Authority of a Bank to Engage in Certain 
Cryptocurrency Activities; and (2) Authority of the OCC to Charter a 
National Trust Bank,2 and the FDIC’s recent Financial Institution Letter, 
Notification of Engaging in Crypto-Related Activities,3 regulators are 
trying to wrap their arms around cryptocurrency activities that banks 
are conducting as well as those included in future plans. In establishing 
notification protocols, regulators are using their existing toolkits to better 
understand and supervise banks that assume risks associated with 
cryptocurrency activities.
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The FDIC’s letter sends a clear sign that some FDIC-
supervised banks have already started to conduct 
cryptocurrency activities without obtaining the agency’s 
sign-off. Those banks would need to provide retroactive 
notice of their activities to the FDIC and follow the 
assessment protocol. The FDIC gives no indication that  
it is planning to “approve” cryptocurrency activities, 
rather it seems that it will likely respond with firm-
specific supervisory expectations based on the nature  
of the activities. 

In contrast, the OCC’s process requires prior notification 
of a bank’s intent to conduct cryptocurrency activities 
and for banks to refrain from conducting any such 
activities until receiving the OCC’s non-objection. Once 
a bank receives notice of non-objection from the OCC, 
the subject activities are folded into the bank’s normal 
supervisory process and the bank is expected to have 
adequate risk management policies, procedures, limits, 
and controls similar to what is in place for other banking 
products. OCC banks that have received non-objection 
for cryptocurrency activities should continue forward 
with prudent risk management processes and monitor 
for future agency notifications on this topic. 

Both agencies highlight several risks that may be 
heightened in the presence of cryptocurrency activities 
at banks; however, the risk types themselves are not 
novel. The way that banks may need to identify, measure, 
monitor, and mitigate risks resulting from cryptocurrency 
activities will likely vary from established risk management 
tactics used for more traditional products. However, 
neither agency provides detail on potential risk 
management practices for banks or how they intend to 
consider these risks within the parameters of existing 
bank supervisory frameworks.
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The way that banks may need to identify, 
measure, monitor, and mitigate risks resulting 
from cryptocurrency activities will likely vary from 
established risk management tactics used for  
more traditional products.
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• Understand the activities of interest and how they 
may present specific (e.g., credit, liquidity, market) and 
unique risks to your organization, the banking system, 
or US financial stability, as applicable.

• Determine how existing or future systems will be able 
to effectively identify, measure, monitor, and mitigate 
risks presented by cryptocurrency activities.

• Depending on the materiality of the cryptocurrency 
initiative, draft a full business plan with supporting 
financials (to include a view on controls and policies).

• Clarify the change management process across skills. 

• Conduct a skillset review across the three lines 
of defense, within impacted business lines, and 
throughout the risk/compliance and internal audit 
functions. Determine how management and staff are 
positioned and if they have the necessary skillsets.

• Leverage existing new product approval processes. 
Decide how cryptocurrency activities will be subject 
to new product governance processes in relation to 
strategic initiatives.

• Engage the board and C-suite. Initiate corporate 
governance and business oversight processes for 
cryptocurrency activities. Provide the necessary training 
to confirm that board members and senior management 
have the requisite skills and abilities to review and 
challenge management.

• Solidify the linkage between strategy, strategic initiatives, 
and governance for potential business activities. Review 
the impact of cryptocurrency activities on the bank’s risk 
appetite and strategic goals.

• Develop and implement a regulatory engagement plan.

• Develop a plan to communicate risks to consumers 
via disclosures and other means for customer-facing 
activities.5

• Perform a risk assessment focusing on digital assets 
and cryptocurrency products and services. Design risk 
identification and management methods for inclusion in 
related policies and procedures.

Preparing for 
the way forward
FDIC- and OCC-supervised firms that are interested in conducting 
cryptocurrency activities should prepare in the following ways:
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