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Securities
Over the past decade, our nation’s
securities markets have become deeply
reliant on electronic trading systems and
other sophisticated technologies, exposing
securities firms, customers, and overall
markets to higher levels of technology 
related risk. In an effort to mitigate this risk,
regulators are raising the bar by issuing
new requirements and guidance about
how firms develop, test, implement, and
monitor systems to ensure an adequate
level of system capacity, integrity, availability,
resilience, and security.

In the past, regulators tended to view
technology problems as a standard part
of business operations. But in the wake
of numerous highly publicized technology
problems that caused significant market
disruptions and threatened the integrity of
the financial system, regulators now expect
firms that access and operate the markets 
to prevent problems before they occur—and 
to have technology governance structures 
and controls in place that are designed to 
ensure their systems operate smoothly, 
reliably, and in accordance with the rules 
and regulations.Key regulations, guidance, 
and regulatory trends include:

Regulation SCI (Systems Compliance 
and Integrity)1

This regulation applies to entities that
operate the core components of the
securities markets, including national
securities exchanges, clearing agencies,
securities information processors, and
alternative trading systems. It requires
firms to adopt, among other things, an IT
governance framework and system controls
that ensure an adequate level of integrity,
availability, resilience, capacity, and security
for systems that are necessary to maintain
a fair and orderly market. Also, it prescribes
minimum procedures that firms must

establish to ensure functional integrity and
system compliance, including development
process and system change controls and
inclusion of legal and regulatory staff in the
design, review, and testing of certain system
changes. Firms must monitor systems for
disruptions, intrusions, and compliance
events, and report these instances to the
Securities and Exchange Commission
(SEC) and impacted market participants.
In addition, it requires firms to periodically
test the design and effectiveness of the SCI
program, including an annual review by
objective personnel.

Adviser business continuity and
transition plans
The SEC recently proposed a rule that would
require SEC-registered investment advisers
to “adopt and implement written business
continuity and transition plans reasonably
designed to address operational and other
risks related to a significant disruption in
the investment adviser’s operations.”2

The proposed rule is a response to recent
business disruptions that have recently
impacted the financial services industry.
These disruptions include operational issues
such as a systems malfunction in August
2015 that, for several days, prevented a
financial institution from calculating accurate
net asset values (NAVs) for hundreds
of mutual funds and exchange-traded
funds. Disruptions also include natural
disasters such as Hurricane Sandy. The
goal of the proposed rule—and the SEC’s
related guidance3—s to address business
continuity practices and the ability of market
participants to continue operations in times
of crisis. Key focus areas include: backup
processes and contingency plans; 
monitoring incidents and communications 
protocols; understanding the 
interrelationship of critical service 
provider business continuity plans; and 
contemplating a variety of disruption
scenarios.

FINRA Regulatory Notice 15-094

This guidance applies to all broker-dealers
that engage in algorithmic trading and is
focused on ensuring the algorithms are
developed with functional integrity and
comply with all rules and regulations. It
requires firms to perform a risk assessment
of new algorithms or material changes
to existing algorithms, including how the
newly developed algorithm will interact
with algorithms already in production.
Broker-dealers should follow a software
development and change management
process that includes adequate levels
of testing prior to placing algorithms
into production. Pre-production testing
should ensure an algorithm performs as
intended and operates in accordance with
all rules and regulations. To comply with
this requirement, firms should review the
completeness and effectiveness of test 
cases used in the regression-testing process 
with personnel that have knowledge of 
the rules and regulations. Also, to ensure 
appropriate supervision over the algorithms, 
brokerdealers should perform post-
production monitoring and compliance 
checks, including periodic effectiveness 
testing of IT and compliance monitoring 
controls.

Digital investment advice (robo 
advisers)5

In March 2016, FINRA published its Report
on Digital Investment Advice, which 
identifies practices that FINRA believes 
firms should consider and tailor to their 
business models. According to the report, 
digital investment advice tools support one 
or more of the following core activities in 
managing an investor’s portfolio: customer 
profiling, asset allocation, portfolio selection, 
trade execution, portfolio rebalancing, 
tax-loss harvesting, and portfolio analysis. 
These investment advice tools can be 
broken down into two groups: tools that 
financial professionals use (financial 
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professional facing tools) and tools that 
clients use (client-facing) tools. Client-
facing tools that incorporate the first six 
activities—customer profiling through tax-
loss harvesting—are frequently referred to 
as “robo advisors” or “robos.”

The report includes in-depth insights and
recommended practices across a wide 
range of areas, including:

 • Governance and supervision

 • Investor profiling

 • Rebalancing

 • Training

 • Lessons for investors

FINRA expects digital investment advice 
tools to play an increasingly important 
role in wealth management, and indicates 
investor protection should be a paramount 
objective as firms develop their digital 
investment advice capabilities. According 
to the report, firms need to establish and 
maintain an investor protection foundation 
that accounts for the considerations raised 

by digital investment advice. One key 
element of that foundation is understanding 
customer needs. Another is using tools 
with sound methodological groundings, 
and a third is understanding those tools’ 
limitations. FINRA believes the effective 
practices outlined in its report will help firms 
advance investor protection objectives in 
their use of digital investment advice tools.

FINRA 2016 examination priorities
FINRA has indicated that technology issues
will be a priority in its 2016 examination
process. FINRA highlighted several areas of
focus including (i) cybersecurity, (ii) change
management and software development,
(iii) data quality and governance, and (iv)
outsourcing.

SEC Rule 15c3-5 Enforcement6

SEC Rule 15c3-5 is intended to address
the risks that can arise as a result of
the automated, rapid electronic trading
strategies that exist today and to bolster the
confidence of investors in the integrity of our
markets. The rule is applicable to 
brokerdealers with access to trading 
securities by virtue of being an exchange 

member, an Alternative Trading System 
(ATS) subscriber, or an ATS operator with 
non-broker-dealer subscribers. Such broker-
dealers with market access are required 
to establish, document, and maintain a 
system of risk management controls and 
supervisory procedures that, among other 
things, are reasonably designed to: (1) 
systematically limit the financial exposure 
of the broker or dealer that could arise as 
a result of market access and (2) ensure 
compliance with all regulatory requirements 
that are applicable in connection with 
market access.

Both the SEC and FINRA are bringing
enforcement actions against firms for
technology failures under SEC Rule 15c3-5.
These cases generally involve technology
that is coded incorrectly or a process failure
occurs in the development process.

Regulation AT
This proposed regulation includes a series
of risk controls, transparency measures, and
other safeguards to improve transparency
and reduce the potential risks associated 
with automated trading on designated 
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contract markets (DCMs). Regulation AT 
requires the implementation of risk
controls—such as maximum order message
and maximum order size parameters—as
well as the establishment of standards for
the development, testing, and monitoring of
algorithmic trading systems. It also requires
high-volume traders that use algorithmic
trading for key futures products to register
with the Commodity Futures Trading
Commission (CFTC). Other requirements
include the use of self-trade prevention tools 
by market participants on DCMs and the 
disclosure of rules and attributes of DCM 
electronic trade matching platforms that 
materially affect factors such as: the time, 
price, or quantity of execution of market
participant orders; the ability to cancel
or modify orders; and the transmission
of market data and order or trade
confirmations to market participants.7

FINRA cybersecurity guidance8

This guidance includes a summary of

results from FINRA’s examination of
various broker-dealer information security
programs. It provides insights and guidance
on a wide range of leading practices that
broker-dealers should incorporate into
their information security programs,
covering everything from governance
and risk management to technical
controls, information sharing, and vendor
management.

National Futures Association (NFA)
cybersecurity guidelines
NFA’s Interpretive Notice to NFA
Compliance Rules 2-9, 2-36, and 2-49
entitled “Information Systems Security
Programs (Interpretive Notice),” effective
March 1, 2016, requires all member firms
to adopt and enforce written policies and
procedures to secure customer data and
access to their electronic systems.9 The
interpretive notice is designed to establish
general requirements relating to members’
information systems security programs

(ISSPs), but to leave the exact form of an
ISSP up to each member, thereby allowing
the member flexibility to design and
implement security standards, procedures,
and practices that are appropriate for its
circumstances. Given the rapidly changing
nature of technology and threats to
information systems, it’s NFA’s policy not to
establish specific technology requirements.10

Cybersecurity preparedness and
leading practices11

In 2015, the Office of Compliance 
Inspections and Examinations (OCIE) 
published a risk alert that presented 
findings from its study of cybersecurity 
preparedness and practices at 57 registered 
broker-dealers and 49 registered investment 
advisers. According to the study, a large 
majority of the examined broker-dealers 
(88 percent) and advisers (74 percent) 
have experienced cyberattacks directly or 
through one or more of their vendors—with 
most attacks taking the form of malware or 
fraudulent emails.
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To help mitigate the cybersecurity problem,
the vast majority of broker-dealers (93
percent) and advisers (83 percent) have
adopted written information security
policies, and most broker-dealers (89
percent) and advisers (57 percent) conduct
periodic audits to determine compliance
with these information security policies
and procedures. Also, the vast majority of
broker-dealers (93 percent) and advisers (79
percent) conduct periodic risk assessments
on a firm-wide basis to identify 
cybersecurity threats, vulnerabilities, and 
potential business consequences. However, 
fewer broker-dealers (79 percent) and 
advisers (32 percent) require those same 
types of cybersecurity risk assessments of 
vendors with access to their firms’ networks.

Many firms identify leading practices 
through information-sharing networks, 
and the vast majority conduct firm-wide 
inventorying, cataloging, or mapping of 
their technology resources. Over half of 
the broker-dealers (58 percent) and a 
smaller number of the advisers (21 percent) 
maintain insurance that covers losses and 
expenses attributable to cybersecurity 
incidents. However, among the firms 
surveyed, only one broker-dealer and
one adviser reported filing claims.

SEC cybersecurity guidance for
investment management12

Investment companies and registered
investment advisers are increasingly reliant

on digital information and technology,
elevating the importance of protecting
sensitive and confidential information about
their clients and investors. In April 2015,
the SEC’s investment management division
highlighted a number of measures for funds
and advisers to consider when addressing
cybersecurity risk. Key focus areas include:

 • Assessment: conduct a periodic 
assessment of cybersecurity risks, 
impacts, and capabilities. 

 • Incident management: develop a strategy 
to prevent, detect, and respond to 
cybersecurity incidents.

 • Implementation: Implement the strategy 
through written policies and procedures—
along with formal training—to guide 
officers and employees when addressing 
cybersecurity threats.

Given the constantly evolving nature of
cybersecurity risks, this will likely remain a
critical issue for the SEC well into the future.

Cybersecurity enforcement13

The SEC recently filed its first-ever
cybersecurity enforcement action. The
commission had been signaling for some
time that it would bring an enforcement case 
against a regulated entity for violation of the 
specific cybersecurity rules in Regulation 
S-P, and similar actions are expected
to follow shortly. In this particular case,
the SEC alleged that the firm in question

failed to establish cybersecurity policies
and procedures reasonably designed
to safeguard customer information, as
required by Rule 30(a) of Regulation S-P
under the Securities Act of 1933. It was
ultimately determined that the firm had
failed to conduct a periodic risk assessment,
implement a firewall, and encrypt sensitive
customer information, all of which helped
enable a data breach that compromised
the personal information of approximately
100,000 people.

In the wake of the filing, SEC Chair Mary
Jo White warned, “it is incumbent upon
private fund advisors and other regulated
entities to employ robust, state-of-the-art
plans to prevent, detect, and respond”
to cybersecurity risks. Although public
companies are not subject to Regulation
S-P or any specific SEC rules about their
cybersecurity practices, the SEC has 
signaled that it is closely examining the 
accuracy and completeness of public 
company disclosures about their cyber 
policies and risks to the business from 
a cyber incident, as well as disclosures 
following a cyber breach. Firms should 
expect additional SEC scrutiny of cyber 
policies and practices of both regulated 
entities and of public company issuers.
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