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This publication is part of the Deloitte Center 
for Regulatory Strategy Americas' cross-industry 
series on the year's top regulatory trends. This 
annual series provides a forward look at some 
of the regulatory issues we anticipate will have a 
significant impact on the market and our clients' 
businesses in 2017. The issues outlined in each of 
the reports provide a starting point for an important 
dialogue about future regulatory challenges and 
opportunities to help executives stay ahead of 
evolving requirements and trends. For 2017, 
we provide our regulatory perspectives on the 
following industries and sectors: banking, securities, 
insurance, investment management, energy and 
resources, life sciences, and health care. 

We hope you find this document to be helpful as 
you plan for 2017 and the regulatory changes it may 
bring. Please feel free to contact us with questions 
and feedback at centerregstrategies@deloitte.com.
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The year 2016 has been another difficult one for the financial sector, with economic and 
political uncertainty complicating the completion of the post-crisis regulatory repair agenda. 

A prolonged period of tepid economic growth and persistently low and volatile interest rates 
has squeezed profitability in some sectors and put significant pressure on longstanding 
business models and balance sheet management. Firms are further challenged by continuing 
uncertainty over the final shape of post-crisis financial regulation. While regulators are keen 
to preserve the hard-won reforms of recent years, rising political uncertainty in developed 
economies (as demonstrated by the UK’s referendum decision to leave the EU and the US 
Presidential election results) has increased the volatility and hence unpredictability of the 
macro-policy environment. This has caused some to go as far as questioning the sustainability 
of free trade and open markets. 

At the same time, the introduction of new technologies and digital distribution platforms in 
the financial sector are unleashing disruptive forces, promising benefits to consumers and 
markets and posing further challenges to the strategies (and margins) of established firms. 
New technologies also stand to multiply the cyber and IT risks the industry currently faces. 
Nevertheless, if properly harnessed, these technologies also present opportunities for 
incumbents which move quickly and wisely to revitalize their business models.

The year 2017 will begin with a range of highly anticipated regulatory developments at or 
near their finalization. The Basel Committee on Banking Supervision (BCBS) is expected to 
conclude most of its banking framework; recovery and resolution planning is expected to 
move closer to being implemented for most large banks and increasingly clarified for non-
banks; and markets are expected to continue to shift toward central clearing and higher 
standards for transparency. How these reforms and new regimes are implemented in national 
jurisdictions will, however, be more sensitive to concerns about going too far and potentially 
harming an already weak economic recovery. The risk of fragmentation of global regulatory 
approaches is rising. 
 
From a supervisory perspective, compliance with these new requirements is the bare 
minimum; as important will be firms’ preparedness for the unexpected. Supervisors will, more 
than ever, want to see that firms have in place robust plans for scenarios that could threaten 
their own stability or the interests of their customers.

Global foreword
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Strategies for a more constraining regulatory environment 

Despite the uncertainty that characterizes 2017, one fact is becoming increasingly clear: 
Financial services firms will not be able to wait out this current period of difficulty without 
taking decisive and, in some cases, bold actions in response. 2017 marks nearly a decade 
since the circumstances surrounding the financial crisis began, and many of the problems 
the industry has faced over this period are now starting to look more structural than cyclical. 
Despite a view in some quarters that the “regulatory pendulum” has swung too far, given the 
tastes of many politicians worldwide (if not those of supervisors as well), the regulations that 
have already been implemented to date are unlikely to be materially watered down—at least 
not soon. If interest rates stay lower for longer in major markets, many bank and insurance 
business models will need to be rethought. Yet rising interest rates would not be a panacea 
either, given the pressure it would put on (household) borrowers and counterparties with 
fragile balance sheets.

As a result, firms need to refresh their strategies for how they respond to regulation and 
how they do business in a regulatory, economic, and political environment that could be 
fundamentally more constraining. Not all firms will succeed in doing this in the year ahead. 
Those that do will be those that find ways of making this new environment work for them, 
capitalizing on their inherent resilience, agility, and efficiency.

It is in this fluid context that we present the Deloitte Center for Regulatory Strategy Americas’ 
Regulatory Outlook for 2017. This gives our view on how regulatory themes will shape the 
financial industry in the year ahead and how firms can respond to the challenges they will face.

Kevin Nixon
Centre for Regulatory 
Strategy
APAC
Deloitte Australia

Christopher Spoth
Center for Regulatory 
Strategy 
Americas
Deloitte US

David Strachan
Centre for Regulatory 
Strategy
EMEA
Deloitte UK
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Introduction

The 2016 election results may, over time, reshape the securities 
industry’s regulatory landscape. Key regulatory areas, such as the 
Department of Labor’s (DOL) “Conflict of Interest Rule,” liquidity 
management, and the Securities and Exchange Commission’s (SEC) 
enforcement sweep over customer protection, face uncertainty. 
And time will tell how these events may impact the industry.  

As companies look for clues and direction to help guide their 
compliance strategies, actions, and investments in 2017 and 
beyond, they need to be proactive and pay extra attention to 
regulatory changes as they unfold, as the industry’s regulatory 
trajectory may shift. That said, most of the boldest ideas to amend 
or repeal existing statutes and their implementing regulations 
would need to go through the full legislative process. Revising 
other regulations or guidance would be relatively easier, but there’s 
still a process to follow and the scope of such revisions would 
be narrower.  

On the other hand, companies should also make a conscious effort 
to avoid being paralyzed by uncertainty. With so much change 
in the air, it can be tempting to just sit back and wait for things 
to settle down. But until changes are officially announced and 
approved, compliance with existing regulation is paramount. 

Also, it’s important to note that firms have invested considerable 
money and effort in key regulatory-related activities—such as 
enhancements to risk management and compliance frameworks. 
These investments can be expected to deliver long-term business 
benefits regardless of the specific regulations that are enacted. 
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Taking all these factors into account, here are the regulatory trends we believe 
may have the biggest impact in the securities industry in 2017:

DOL’s fiduciary definition

Shortened settlement cycle

Consolidated Audit Trail (CAT)

Operational integrity

New York Department of Financial Services (DFS) cybersecurity rules

Non-financial regulatory reporting

Liquidity management

SEC enforcement sweep over customer protection

Registration of security-based swap dealers

Data analytics and data quality

US treasuries market

Conduct risk management: Conduct, culture, and ethical behaviors

In this report, we explore each of these trends based on what we know now, 
with additional insights about high-level views on potential regulatory changes. 
However, in 2017 we may very well find that nothing is certain until it actually 
happens. 

To stay on top of the latest regulatory news, trends, and insights, we invite you to 
visit our website at www.deloitte.com/us/about-dcrsamericas.
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DOL fiduciary definition

The DOL’s “Conflicts of Interest” rule (the 
Rule) has been final and effective since 
June 2016. However, the results of the 
2016 presidential and congressional 
elections have caused many to question 
whether the Rule will remain viable and if 
the April 10, 2017, applicability date will be 
delayed. Although there may be avenues 
for the new presidential administration and 
incoming 115th Congress to delay, repeal, or 
substantially change the Rule, each of these 
avenues may face challenges. 

At the moment, there are too many 
unknowns to confidently assess the 
likelihood of the new president or Congress 
taking action with respect to the Rule. 
Also, Deloitte hasn’t yet seen any clients 
reduce their efforts to prepare for the Rule, 
although some have begun to conduct 
scenario planning efforts should the Rule 
be delayed, repealed, or amended in 
some manner.

The final version of the Rule, which was 
published in the Federal Register in April 
2016, includes an expanded definition of 
“fiduciary” under the Employee Retirement 
Income Security Act (ERISA). This new 
definition requires retirement investment 
advisers—including broker-dealers and 
insurance agents—to abide by a fiduciary 
standard of trust and undivided loyalty, 
rather than the lower standard of care 
(e.g., suitability) that may have previously 
been permissible.

As currently written, the Rule’s compliance 
timeline extends to the end of 2017, with 
substantial compliance requirements taking 
effect on April 10, 2017, and the remaining 
requirements taking effect on January 1, 
2018. Affected advisers must be compliant 
with the ERISA fiduciary standards by 
April 10, 2017. 

The Rule treats as a “fiduciary” anyone 
who provides investment advice or 
recommendations about the assets of a 
retirement plan or Individual Retirement 
Account (IRA) and receives a fee or other 
compensation. The Rule creates significant 
additions and changes to the existing 
regulatory landscape by:
 • Expanding the activities that would result 
in fiduciary status between investment 
professionals, plans, IRAs, and their 
representatives

 • Creating new exemptions for engaging 
in certain prohibited transactions for 
fiduciaries, with each exemption having 
extensive requirements for contracts, 
disclosures, record keeping, and reporting

 • Applying the fiduciary definition to existing 
exemptions upon which many advisers 
currently rely

The Rule prohibits conflicts of interest 
unless an exemption applies. Conflicted 
revenue streams include revenue 
resulting from rollover recommendations, 
commissions, 12b-1 fees, and revenue-
sharing arrangements. Exemptions are 

provided for compensation and revenues 
related to certain conflicted activities. 
The exemptions, however, have extensive 
compliance requirements in a wide range of 
areas, including contracts, advice standards, 
oversight, disclosures, and record keeping.

The best interest contract (BIC) exemption 
will likely be the primary compliance strategy 
on which broker-dealers rely. However, 
other product-specific exemptions may 
be used where applicable (e.g., principal 
transaction exemption).

The Rule is complex and has potential 
impacts to many existing business and 
operating models across the financial 
services industry, including revenue 
streams, compliance programs, sales, 
services and compensation models, 
policies and procedures, and the 
customer experience. 

Affected organizations will face both 
challenges and opportunities as they 
transform their existing operating models 
to comply with the Rule and address the 
requirements of their chosen exemption 
and mitigation strategies. The main 
objectives are to achieve Day 1 compliance 
with the Rule, reduce negative impacts to 
the firm, and capitalize on new opportunities 
that the Rule may present. 
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When it comes to assessing and addressing 
the Rule’s impact on the business, firms 
today are at different stages of maturity 
and transformation. It’s important to look 
realistically at the implementation timeline 
and raise the level of awareness across the 
firm to ensure there’s adequate funding 
and resourcing to achieve compliance. Also, 
firms will need to assess the overlapping 
requirements and efforts for the Rule’s 
two deadlines—the partial compliance 
date and the full compliance date—and 
prioritize accordingly.

Deloitte has designed a structured 
approach for implementation that can help 
organizations comply with the DOL Rule and 
capitalize on the resulting opportunities. 
In addition, we’re continuing to analyze the 
Rule and prohibited transaction exemptions. 
We’ll provide an ongoing point of view about 
the steps organizations should consider 
to plan and implement the substantial 
changes that will be required by the 
April 10, 2017, deadline.



Navigating the year ahead Securities regulatory outlook 2017

8

Shortened settlement cycle

On September 5, 2017, the financial services 
industry is scheduled to move from its 
current settlement cycle (trade date plus 
three business days—i.e., “T+3”) to a 
shortened settlement cycle (trade date plus 
two business days—i.e., “T+2”). The move 
will affect all trading transactions for US 
equities, corporate bonds, municipal bonds, 
and unit investment trusts (UITs), as well as 
for financial instruments such as American 
depositary receipt (ADRs) and exchange-
traded fund (ETFs) that include those types 
of securities.

Industry participants and regulators have 
spent more than two years getting ready 
for the move. From now until the transition 
date, their focus will be on testing and 
final preparations.

The first major milestone that firms will face 
in 2017 is the Depository Trust & Clearing 
Corporation (DTTC) industry testing, 
which will kick off in February 2017 and 

be conducted in 13 biweekly test cycles. 
Member firms can participate in as many 
cycles as they want, giving them ample 
opportunities to test their T+2 functionality. 
In preparation, firms should be working 
with their vendors and service providers to 
ensure their internal testing is ready. Also, 
governance and budgets should already be 
in place, and efforts to build the necessary 
test environment should be well underway.

To support the testing activities, the industry 
steering committee has established a 
T+2 command center in which Deloitte 
is assisting the Securities Industry and 
Financial Markets Association (SIFMA) and 
Investment Company Institute (ICI). Our 
role is to facilitate communications, develop 
testing playbooks, and coordinate efforts 
across industry participants. 

Deloitte has developed a T+2 testing 
“workbench” that includes more than 300 
test scenarios, enabling our clients to track 
and assess their level of preparedness 
across the entire transaction and 
settlement lifecycle. 

SIFMA and ICI are currently working on 
standard communication language to help 
ensure industry employees and clients 
are fully and consistently educated and 
informed about the move to T+2. In the 
meantime, a number of firms are setting up 
training programs on their intranet sites, 
and they’re including informational flyers 
in their client statements. They’re also 
preparing more formal and comprehensive 
communication plans that can be executed 
once the industry determines the standard 
language to use.

Comprehensive information about T+2 
preparation and testing can be found on the 
T+2 Industry website.

http://www.ust2.com/
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In July 2012, the SEC approved Rule 613, 
which introduced the requirement for a 
Consolidated Audit Trail (CAT)—a central 
repository of all US securities transactions 
for use by self-regulatory organizations 
(SROs) and the SEC for regulatory purposes. 
Rule 613 was a response to the well-known 
“Flash Crash,” and its primary purpose is 
to identify the beneficiary owner of every 
securities transaction. 

When it goes into operation, the CAT will 
require all US broker-dealers and SROs 
to report all equity and options lifecycle 
events to the repository on a daily basis. 
It will also require US broker-dealers to 
submit customer account information to 
the repository. As a result, CAT will be the 
world’s largest repository of securities 
transactions, receiving an estimated 58 
billion records per day.

In February 2015, the SROs submitted the 
CAT National Market System (NMS) Plan 
to operationalize the CAT. On November 
15, 2016, the SEC unanimously approved 
the CAT NMS Plan. The NMS Plan, effective 
November 15, 2016, outlines the reporting 
requirements for industry participants 
as well as the requirements of the plan 
processor. The SROs will have 12 months 
to submit equity and options lifecycle 
events to the CAT. Large broker-dealers will 
be required to begin reporting within 24 
months, and small broker-dealers will be 
required to report within 36 months. 

Once it’s up and running, the CAT NMS 
Plan requires SROs to define plans to 
retire duplicative reporting systems, Order 
Audit Trail System (OATS), and “electronic 
blue sheets.” 

The CAT will have an end-to-end effect on 
the reporting of securities transactions. 
Trade order management systems will 
be required to capture timestamps in a 
millisecond format. Relevant systems will be 
required to have their clocks synchronized 
within 50 milliseconds of each other across 
all technology platforms. 

Firms will be required to report customer 
data to the CAT. This will have an impact on 
client onboarding, as well as on systems and 
processes that capture changes in name 
and address information and customer 
master management. 

There will be opportunities for firms 
to address existing challenges and 
shortcomings in their non-financial 

regulatory reporting programs, including 
issues with the accuracy and completeness 
of data and definitions of individual 
data elements. 

Changes related to the CAT will give firms 
new data sources and more granular data 
than they had in the past. This data can be 
used in combination with advanced analytics 
to identify customer, trading, and fraudulent 
behaviors. It also has the potential to 
demonstrate best execution requirements.

To begin preparing for the CAT, firms need 
to identify resources and acquire budgets 
for technology, operations, and compliance. 
Since they will have only 24 months to 
implement the process and technology 
improvements required for CAT, they need 
to get started now.

Consolidated Audit Trail (CAT)
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Operational integrity

Regulators are expanding their role in 
overseeing and guiding the “operational 
integrity” of their regulated entities. This 
direct supervisory oversight of system 
integrity, security, and resilience within 
a business—which can be quite detailed 
and, at times, even prescriptive—is a major 
departure from regulators’ traditional arms-
length approaches to operational and IT risk 
management. In effect, it imposes a rigorous 
testing and supervisory process to help 
ensure that companies:
 • Are following appropriate processes 
and procedures

 • Can identify and mitigate risks in a 
timely manner

 • Have sufficient controls in place to ensure 
a high level of system integrity, security, 
and resiliency

The large and growing potential for 
widespread damage from information 
system problems is prompting regulators 
in many industries to establish increasingly 
strict requirements and detailed guidance 
on how companies manage their IT systems 
and data. Regulators are particularly 
concerned about problems that could: 
 • Prevent critical markets and infrastructure 
from functioning properly

 • Threaten the health and survival of entities 
that are essential to our financial system 
and way of life

 • Compromise customer data and put 
citizens at risk

Emerging regulations and regulatory 
guidance related to operational integrity 
cover every step of the information 
system lifecycle: 
 • Development. Ensuring a system 
is properly designed to do what it’s 
supposed to do, with supporting 
documentation as evidence. 

 • Pre-production testing. Making sure 
the system functions as designed, 
in accordance with applicable rules 
and regulations. 

 • Implementation. Rolling out the system 
using a robust change management 
framework that helps ensure people use 
it correctly. 

 • Operation and monitoring. Monitoring 
the system to ensure it’s operating 
correctly and doing what it should. Also, 
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monitoring for a wide range of risks 
and threats—from data breaches and 
cyberattacks to system capacity and the 
impact the system is having on external 
markets and societal infrastructure. 

 • Governance. Having effective internal 
governance over systemically critical 
systems, using a formal governance 
framework that clearly defines roles and 
responsibilities (i.e., three lines of defense) 
and helps ensure the proper procedures 
and processes are being followed.

 • Remediation. Having a clearly defined 
path and process for escalating problems 
to a management level where timely 
remediation can occur. Also, having clear 
processes and procedures for handling 
critical risks, such as how to notify 
customers in the event of a data breach. 

 • Effectiveness testing. Ensuring that the 
system is operating effectively and doing 
what it’s supposed to do—meeting the 
needs of internal and external customers 
and users—while complying with 
applicable rules and regulations.

Although every industry is somewhat 
different when it comes to operational 
integrity, many of the requirements and 
challenges they face are fundamentally the 
same. Here are some important leading 
practices that companies in all industries 
can use to help satisfy the demands for 
more robust operational integrity: 
 • Top-down and bottom-up risk 
management. More and more C-suite 
executives are recognizing the importance 
of operational integrity and are driving 
efforts and governance from the top 
down. However, many companies lack 

bottom-up controls with sufficient 
granularity to identify and address critical 
risks. Effective operational integrity 
requires both. 

 • Business ownership of IT risks. 
Operational integrity is a strategic 
business issue, not just an IT issue. 
Companies need improved transparency 
so the business can supervise how 
information systems are developed and 
managed, rather than leaving it to IT. 
Business executives must have a clear 
view of the risks and accurate information 
about whether those risks are being 
managed effectively. 

 • Coordinated solutions to 
uncoordinated requirements. In 
response to the complex and often 
redundant or conflicting guidance from 
various regulators, companies need 

The large and growing potential for widespread damage from 
information system problems is prompting regulators in 
many industries to establish increasingly strict requirements 
and detailed guidance on how companies manage their IT 
systems and data.
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to develop practical solutions and 
approaches that feature common controls, 
common processes, and common systems 
to assess and address risk across the 
enterprise—all under the oversight of 
common governance. 

 • Better documentation of functional 
requirements to support testing. 
Operational integrity starts with clear and 
thorough documentation about what a 
system is supposed to do. This is critical 
to the design process, and it provides 
essential input for testing. 

 • Processes and tools to protect 
customer information and deal with 
breaches. Companies need to make a 
conscious effort to protect customer data, 
supported by formal guidelines and other 
mechanisms. They must also develop clear 
processes and procedures in advance for 
dealing with breaches, instead of reacting 
on the fly after a problem occurs. 

 • Solutions that address the issue 
of third-party risk. In a business 
environment where companies are 
increasingly disaggregated and reliant on 

business ecosystems, managing third-
party risk (risks within a company’s value 
chain partners and service providers) is 
just as important as managing risk within 
the four walls of the business. 

 • Develop and document a risk 
assessment process. The process 
should clearly define how risks will be 
identified, prioritized, and addressed—
and what controls will be used to monitor 
those risks. 

 • Culture shift. Operational integrity can’t 
be achieved solely through new systems 
and processes; ultimately, it relies on 
employee behavior and organization. 
Companies need to make sure people 
are actually following the procedures. 
This requires educating and training 
business owners—as well as professionals 
in compliance and legal—about the 
importance of IT controls. Perhaps even 
more important, it requires a culture of 
compliance in which people throughout 
the organization have a natural inclination 
to do what they’re supposed to do. 

 

The first step to achieving operational 
integrity is to clearly understand the general 
regulatory trends and a company’s specific 
responsibilities. The next step is to perform 
a comprehensive review of the company’s 
IT risk program to ensure that management 
can fulfill its supervisory obligations in 
overseeing the development and operation 
of systems used in the business. This 
includes a review of the IT governance 
structure, as well as the establishment 
of policies and procedures to ensure 
industry-leading practices are in place for 
all critical systems that could cause harm 
to a company’s customers and financial 
viability, as well as to societal pillars such 
as the financial markets. This also covers 
systems operated by third-party vendors. 
Companies today should ensure that 
adequate processes and tools are in place 
for monitoring, testing, and reporting, such 
that management can adequately assess the 
overall level of systemic risk and determine 
if the company’s IT controls are being 
properly enforced.

Companies today should ensure that adequate processes and 
tools are in place for monitoring, testing, and reporting, such 
that management can adequately assess the overall level of 
systemic risk and determine if the company’s IT controls are 
being properly enforced.
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New York DFS 
cybersecurity rules
Security threats posed by internal and 
external actors remain a major focus for 
regulators at all levels. As federal regulators 
continue to update existing cybersecurity 
guidance1 and consider new rules governing 
banks’ cybersecurity practices,2 the New 
York State DFS, under the direction of 
Governor Andrew Cuomo, proposed to 
establish cybersecurity requirements that 
go beyond those at the federal level.

On September 13, 2016, the New York 
State DFS issued a proposal3 that would 
require banks, insurance companies, and 
other DFS-regulated entities to establish 
a cybersecurity program and comply 
with related requirements. Although 
these institutions are already subject to 
cybersecurity requirements at both the 
federal and state levels, the proposal, 
which the DFS describes as a “first-in-the-
nation” regulation, would establish a more 
prescriptive framework than any existing 

regulation. It would require firms to appoint 
a chief information security officer (CISO) 
and submit an annual certification to the 
DFS regarding compliance. Also, it includes 
prescriptive requirements, such as an 
annual risk assessment, annual penetration 
testing, and quarterly vulnerability testing.

In a statement accompanying the proposal, 
DFS Superintendent Maria Vullo argued that 
the new requirements contain the “flexibility 
necessary to ensure that institutions can 
efficiently adapt to continued innovations 
and work to reduce vulnerabilities in their 
existing cybersecurity programs.”4 

Background
The DFS has been focusing on cybersecurity 
issues for the past three years, conducting 
a survey of nearly 200 regulated entities on 
industry practices and emerging trends. It 
also produced three reports on its findings 
in 2014 and 2015.

In November 2015, then-Acting 
Superintendent Anthony Albanese issued 
a memo to federal and state financial 
regulators—including the Federal Reserve 
Board (FRB), Federal Deposit Insurance 
Corporation (FDIC), and Office of the 
Comptroller of the Currency (OCC)—alerting 
them of potential new DFS cybersecurity 
regulations. Nearly all the topics described 
in the memo were included in the proposal.

Cybersecurity program
Fundamentally, covered entities would 
be required to establish a cybersecurity 
program designed to identify internal and 
external cyber risks, protect the institution’s 
information systems, and detect and 
respond to all cybersecurity events.

Written policy
The DFS proposal sets forth a detailed 
description of the components of a written 
cybersecurity policy, which all covered 
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entities would be required to adopt. The 
policy would be subject to review by each 
entity’s board of directors and approval by a 
senior officer.

Chief information security officer
Each covered entity would be required to 
designate a qualified individual to serve as 
its CISO, responsible for overseeing and 
implementing its cybersecurity program 
and enforcing its cybersecurity policy. The 
CISO would be required to report to the 
entity’s board of directors at least twice 
a year to provide an assessment of its 
information systems.

Certification requirement and notices 
to the DFS
Under the proposal, beginning on January 
15, 2018, each covered entity would be 
required to submit an annual certification 
to the superintendent of the DFS regarding 
compliance with the cybersecurity 
requirements. In a statement accompanying 
the proposal, DFS Superintendent Vullo 

emphasized that, through the certification, 
institutions will be “held accountable” for 
meeting these requirements.

In addition, covered entities would be 
required to notify the DFS superintendent 
of any cybersecurity event (i.e., any act or 
attempt, successful or unsuccessful, to gain 
unauthorized access to, disrupt, or misuse 
an information system or information 
stored on an information system) that has a 
“reasonable likelihood of materially affecting 
the normal operations” of the entity. The 
notification would be required within 72 
hours of the institution becoming aware of 
the event.

New prescriptive requirements for 
information systems
In addition to the annual certification 
requirement, the proposal would establish 
a number of other specific information 
systems-related requirements that go 
beyond those at the federal level, including:
 • Annual risk assessment

 • Annual penetration testing

 • Quarterly vulnerability assessment

The proposal would also require covered 
entities to implement written policies and 
procedures designed to ensure the security 
of information systems and non-public 
information accessible to, or held by, third 
parties. Covered entities would be required 
to assess these policies annually.

Next steps
The proposed regulation was subject to 
a public comment period that ended on 
November 14, 2016. As proposed, the 
regulation would establish a January 1, 2017, 
effective date and a six-month transitional 
period for covered entities to comply (i.e., 
a July 1, 2017, compliance date). However, 
the effective date and compliance date may 
change in the final version of the regulation. 
To prepare, covered entities should analyze 
the proposal and consider the impact on 
their organization.

The CISO would be required to report to the entity’s board of 
directors at least twice a year to provide an assessment of its 
information systems.
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The SEC and Financial Industry Regulatory 
Authority (FINRA) rely on non-financial 
regulatory reporting, such as the OATS, 
an integrated audit trail that includes a 
wide range of information—including 
order, quote, and trade information for all 
NMS stocks and over-the-counter (OTC) 
equity securities, electronic blue sheets, 
large trader reporting, and large options 
position reports. The system is used to 
re-create events in the lifecycle of orders 
and to more completely monitor the trading 
practices of market participants, including 
member firms. 

Both the SEC and FINRA are developing 
sophisticated data mining programs that 
will leverage big data technology to drive a 
risk-based process for examinations and 
enforcement actions. The SEC’s Division of 
Economic Research and Analysis (DERA) 
has been growing, staffing up with analysts, 
economists, and “quants.” Other groups 
have been staffing up as well, including 
the Risk and Examinations Office in the 
Division of Investment Management, the 
Risk Analysis Examination Team in the SEC 
exams office, and the Center for Risk and 
Qualitative Analytics. All these groups are 
helping the SEC handle data with more 
rigor, and they’re playing an important 
role in everything from identifying risks to 
informing policy and investigations.

Regulators are particularly focused on 
the quality of data with respect to non-
financial regulatory reporting, a focus that 
has resulted in several recent high-profile 
enforcement actions. This increased scrutiny 
is affecting dozens of firms and generating 
millions of dollars in fines.

Firms need to review existing non-financial 
regulatory reporting programs—including 
governance processes, technical 
systems, and data quality—in order 
to reduce exposure to regulatory and 
reputational risks. Key challenges and focus 
areas include:
 • Completeness and accuracy. Firms 
are struggling to navigate the complex 
regulatory requirements and to 
comprehensively identify reportable 
trades. Also, regulators are becoming 
increasingly stringent about the type 
of information expected and level of 
detail required for reporting. To identify 
problems, firms need to review their 
existing reports for completeness 
and accuracy.

 • Technology implementation. Firms are 
having trouble identifying the root causes 
of problems—a problem exacerbated 
by legacy systems and a lack of technical 
documentation. Technology staff may 
find it difficult to fix problems without 
detailed technical requirements covering 
all regulatory guidance. To address this 
gap, firms should perform an assessment 
of the technology and related processes 
used to generate reports, including 
production of reports, manual processing, 
change controls, and storage systems. A 
comprehensive assessment should cover 
each of the unique business flows feeding 
the reporting system to identify data 
sources and improvement opportunities. 

 • Automated reporting controls. Firms 
may not have adequate data validation 
and day-to-day operational processes to 
identify problems and ensure accurate 
and complete information. To address 
the issue, they should implement 

oversight programs to improve data 
quality and implement better controls. 
Also, they should perform an assessment 
of their automated controls, related 
monitoring and escalation processes, and 
technology platform.

 • Governance. Firms are adopting a 
cross-functional regulatory reporting 
structure that incorporates all asset 
classes and lines of business. This can 
help address issues holistically across 
all regulatory reporting, including trade 
reporting facility (TRF), trade reporting 
and compliance engine (TRACE), OATS, 
confirms, statements, blue sheets, large 
trader, and others.

We recommend a top-down assessment 
that includes governance and control 
processes across both the internal reporting 
system and external third parties that 
provide non-financial regulatory reporting.

Non-financial 
regulatory reporting
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The year 2016 was a transitional one for 
the banking and securities industries, with 
the implementation of several significant 
regulations that directly or indirectly affect 
securities funding and liquidity. 

Liquidity stress testing rules from the FRB—
such as the US liquidity coverage ratio (LCR) 
and enhanced prudential standards (EPS)—
have pushed the impact down from bank 
holding companies and intermediate holding 
companies to their large broker-dealers 
by creating a need to extend the duration 
on securities transactions. This has led to 
an increase in various types of structured 
transactions—such as securities lending 
with maturity terms, collateral upgrades, 
and swaps transactions—to help extend 
short-term cash-flow projections beyond the 
prescribed regulatory metrics. 

FINRA Regulatory Notice 15-33 (FRN 15-33) 
is having a direct impact on the securities 
industry’s liquidity landscape, as the rule 
is specifically designed to stress test client 
securities accounts, regardless of whether 
they are cash and securities in a fully paid-
for account or a margined account. 

In 2017, the implementation of these 
regulations will be scrutinized by multiple 
regulators, including the FRB, OCC, 
FDIC, SEC, and FINRA. At the same time, 
additional proposed regulations could be 
approved by the SEC. In particular, Rule 
18a-1 could provide more regulation on 
liquidity for alternative net capital broker-
dealers and security-based swap dealers 
(SBSD), while the rule’s additional initial 
margin requirements may affect SBSD 
funding profitability.  
  

In the past, broker-dealers could manage 
a short-term funding portfolio in order 
to support assets with a longer duration. 
However, the liquidity stress testing rules 
(LCR, EPS, and FRN 15-33) have made this 
practice difficult by changing the drivers 
for holding securities and structuring 
maturity terms. 

The need for a liquidity buffer to meet 
the estimated stressed cash flows from a 
liquidity stress test has prompted banks 
and broker-dealers to focus attention on 
the transaction structure of their firm and 
client trades and on the composition of the 
underlying assets: 
 • There is increased demand for short-term 
funding transactions—such as collateral 
swaps and upgrades—that help maintain 
the desired yield on securities while 
extending the maturity of structured 
trading activities to fall outside the 30-day 
window used to calculate the size of the 
liquidity buffer. 

 • The assets that comprise the liquidity 
buffer are having a dramatic impact on 
securities. In particular, the rules require 
high-quality liquid assets (HQLAs) to 
meet a prescribed set of characteristics 
that are both implicitly and explicitly 
unencumbered. The composition of the 
liquidity buffer will be further scrutinized 
by regulators as they review liquidity risk 
management program implementations.  

 • More restrictive rules related to liquidity 
stress tests and initial margins could 
adversely affect stress testing outputs, 
resulting in a higher liquidity buffer for 
alternative net capital broker-dealers. One 
rule proposes that only US government 
securities and cash can be used to meet 

the liquidity buffer requirements. Another 
rule could increase the cost of funding 
securities-based swaps by adding an initial 
margin to instruments that don’t currently 
require financial institutions to include 
such a charge. 

 • Other important proposals include the 
net stable funding ratio (NSFR), which 
could affect large broker-dealers. Also, the 
corresponding public disclosures for NSFR 
and LCR will require greater clarity and 
a strategic approach for complying with 
liquidity requirements.

The need for banks and broker-dealers 
to maintain a liquidity buffer—and the 
requirement to disclose the buffer’s 
contents—could reduce demand for lower 
priced securities. On the other hand, it could 
also create a market opportunity for lower 
priced and hard-to-borrow securities, as 
inventories are less flexible on quality.

The increased regulatory focus on liquidity 
is highlighted by the large number of firms 
whose resolution plans didn’t meet the 
FRB and FDIC’s expectations in 2016. And 
in 2017, we expect regulatory scrutiny 
of liquidity stress testing to remain a 
significant trend.  

To help assure regulators that senior 
management is taking liquidity risk 
management seriously, financial institutions 
should focus extra attention on controls, 
risk assumptions, and data quality. A 
proactive approach to meeting regulatory 
guidance is far more efficient and effective 
than responding to regulator feedback and 
scrutiny after the fact.

Liquidity management
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Over the past few years, there has been a 
trend of increased regulatory scrutiny over 
SEC Rule 15c3-3 the customer protection 
rule (CPR). The SEC recently announced 
its CPR initiative, which it describes as “a 
coordinated effort across divisions to find 
potential violations by other firms through 
a targeted sweep and by encouraging firms 
to self-report any potential violations of the 
Customer Protection Rule ….”5

The purpose of the CPR initiative is to 
address existing or past violations of the 
CPR. Broker-dealers are being given the 
opportunity to self-report CPR violations and 
may be considered favorably if enforcement 
is required. 

Firms have had to comply with the CPR since 
its inception in 1975. As such, firms have 
long-standing systems and processes for 
possession or control. Over time, however—
as business needs have changed and 
organizations have restructured through 
mergers and acquisitions—these processes 
and systems may not have been regularly 
re-evaluated to ensure full compliance 
with the CPR. 

With the commencement of the CPR 
initiative and increased regulatory scrutiny, 
it’s essential that firms take a fresh look 
at their systems and processes that 
support compliance of CPR—including 
both possession or control and the reserve 
formula. Here are some key activities that 
firms should consider performing:

Revisit process documentation and 
system logic. It’s important to ensure 
that CPR processes are well-documented 
and that relevant parties understand 
process flows. This is especially critical 
as organizations mature and enter new 
businesses or change their existing 
business lines. Often new products will be 
introduced slowly and compliance will be 
maintained using manual workarounds or 
manual schedules. However, as volume 
increases, firms should re-assess if current 
procedures are still in compliance and then 
identify possible ways to automate the 
current infrastructure. Also, organizations 
should consider the impact to the 
possession or control calculation and 
reserve formula. This assessment should 
take into consideration increased volume 
when firms plan to enter new businesses 
gradually. Similarly, organizations need to 
consider the regulatory impact of a changing 
technological infrastructure. Over time, new 
systems are implemented, existing systems 
are enhanced, and old systems are replaced, 
and it’s equally important to revisit the logic 
behind the associated automation. Testing 
should be performed to confirm that the 
systemic procedures (including automated 
reporting) are operating as expected.
 
Review causes of possession or control 
deficits. A review of the possession or 
control deficit reports should be performed 
to determine if there are systematic, 
erroneous, or illogical causes for deficits. 
Firms should make sure the causes of 
deficits are understood, appropriate, and 

in accordance with the CPR. Firms should 
actively assess if there are controls in 
place to prevent the creation or increase 
of a deficit—and not just rely on detective 
controls to identify and remediate the deficit 
after it occurs. 

Review large debit balances in the 
reserve formula. The reserve formula 
should be examined to identify customer 
accounts with large debits. These should 
then be assessed to determine if there’s 
a related credit included in the formula. 
Accounts with large debits and no offsetting 
credit are effectively reducing the amount 
of money that’s reserved for customers. 
Thus, these types of accounts should be 
scrutinized to understand the underlying 
transactions and the business case for 
such transactions. 

Educate operations personnel on the 
importance of the rule. In many cases, 
operations personnel aren’t aware of the 
significance of the CPR or the implications 
that certain activities may have on customer 
protection requirements. Educating the 
team mitigates the risk of intentional or 
unintentional circumvention of the controls 
supporting the CPR. 

Increase communication between 
regulatory reporting and operations. 
Establish a clear understanding of how 
systems function and the related regulatory 
impact. It’s important to determine who 
owns which processes, including ongoing 
monitoring of account types, account 

SEC enforcement sweep over 
customer protection
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owners, and suspense items. Be proactive 
about communicating business needs 
and requirements instead of detecting 
and reacting to issues on the back end. 
Leading industry practices suggest including 
representatives from operations as part of 
the weekly reserve formula review. 

Identify and remediate any “key man” 
risks. Is there only one person who truly 
understands the process? What would 
happen if this person were suddenly unable 
to perform his or her duties? In addition 
to ensuring the process and system logic 

are well-documented and made part of 
institutional knowledge, organizations 
should consider establishing backup 
personnel and then ensuring they regularly 
get hands-on experience, rather than relying 
on one-time shadowing or an initial review 
of process documentation.

Document “unique” situations. In many 
situations, firms have special circumstances 
or scenarios in which specific guidance for 
compliance may not exist within the CPR. 
Firms usually have informal discussions with 
regulators to determine the treatment of 

such items; however, it is recommended that 
firms formally document these discussions 
to substantiate their compliance. 

The CPR has been—and will continue to 
be—a key focal point for regulators. As 
such, it’s imperative that firms continuously 
ensure compliance with the CPR and closely 
monitor business changes that could 
adversely impact compliance.

The CPR has been—and will continue to be—a key focal 
point for regulators.
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The SEC is in the process of finalizing rules 
related to security-based swaps (SBS), 
including the criteria under which firms will 
need to register as SBSDs. In addition to 
the registration requirements, the rules will 
specify a number of regulatory obligations 
and required capabilities, such as trade 
reporting and uncleared margin. 

Before being registered, a firm will be 
required to complete the registration 
form, along with a declaration that it has 
developed and implemented policies and 
procedures necessary to prevent violation of 
federal securities laws and rules. It will also 
be required to document the processes by 
which that determination was reached.

SEC rules related to SBS are expected to 
be finalized in 2017, and they will likely 
require firms to register as SBSDs if they 
meet certain criteria, including a de minimis 
threshold of $8 billion aggregate gross 
notional of CDS; $400 million of other 

security-based swaps; or $25 million of 
security-based swaps with certain “special 
entity” counterparties, such as municipalities 
and employee benefit plans.

Before a firm is registered, it will need a 
significant period of time to implement 
systems, controls, policies, and procedures. 
Also, the chief compliance officer will 
be required to certify that the firm has 
performed background checks on the 
personnel involved with its SBSD activities.

Firms that qualify as SBSDs will need to 
register as such with the SEC and will 
thereafter be subject to requirements and 
standards in a wide range of areas, including 
business conduct, record keeping, reporting, 
capital, margin, and segregation.

The impact of registering as an SBSD 
and preparing to satisfy the regulatory 
obligations is significant, especially for 
firms that haven’t previously registered as 

Commodity Futures Trading Commission 
(CFTC) swap dealers or SEC broker-dealers. 
Applicant firms will need to ensure the 
required governance, compliance, and 
operational capabilities are in place the 
moment their SBSD registration goes 
into effect.

Eligible firms should actively monitor their 
swap trading activity and forecast if and 
when they might breach the de minimis 
threshold. This may require developing 
systems and processes to determine 
the aggregate activity that applies to the 
threshold. Firms should also start reviewing 
the application forms and procedures to 
identify what information is needed for 
SBSD registration and then begin gathering 
the required information. Firms that know 
they will be required to register as SBSDs 
can immediately start developing policies, 
procedures, and systems to comply with the 
associated requirements.

Registration of security-based 
swap dealers
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As the financial industry has continued to 
increase its use of big data and cutting-
edge technology, so has the SEC’s Office of 
Compliance Inspections and Examinations 
(OCIE). SEC Chair Mary Jo White, when 
describing how the SEC will protect the 
investing public, used the phrase “hard 
work and hard data.”6 The SEC is already 
armed with an impressive arsenal of data, 
and various groups within OCIE have been 
continually building the technological 
capabilities to use that data for both 
industry surveillance and examination. 
Also, while the SEC will continue to employ 
big data and technology, the information 
gathered may be used differently by the 
next administration.

The OCIE (along with its subgroups) and 
the SEC have consolidated their offices and 
created the Office of Risk and Strategy (ORS), 
which is led by Pete Driscoll. Under the new 
office, the various groups are integrating 
the work of their quantitative analytics 

experts (quants) with that of their staff who 
have direct exam experience. The goal? To 
develop tools for identifying risks among 
SEC registrants and the products and 
services they provide to investors. Driscoll 
and his team are meeting with risk teams 
from industry, as well as other regulators, 
to better understand how to monitor and 
mitigate emerging risks in the marketplace.

As part of its increasing focus on data 
analytics and data quality, the OCIE is 
now analyzing data from the SEC’s entire 
registrant population, applying various 
screening methodologies to create a list of 
firms that seem to be exposing investors 
to the most significant risks. Also, the 
OCIE is continually trying to improve its 
ability to identify risks and to incorporate 
new information and technology into 
its processes. It’s then using those 
improvements to help generate new insights 
and learn from the exams it performs.

To keep pace, firms need to look at their 
data and analytics programs and start 
connecting the dots across the enterprise, 
instead of managing risk within silos. 
They also need to look at the problem 
holistically—not as just a technology issue, 
but also a people and process issue. The 
OCIE, the SEC, and other regulators are 
using the data they possess to get smarter 
in their examinations, and they are refining 
their systems and processes based on 
lessons learned. Firms should do the same, 
improving their data quality and analytics 
to provide an early warning system for non-
compliant or exceedingly risky behavior—
and then having the necessary processes 
in place to deliver those insights to the right 
people for corrective action.

Data analytics and data quality

As part of its increasing focus on data analytics and data 
quality, the OCIE is now analyzing data from the SEC’s 
entire registrant population, applying various screening 
methodologies to create a list of firms that seem to be 
exposing investors to the most significant risks.
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The SEC and FINRA are increasing their 
focus on the US Treasury market. In the 
past, regular and timely access to market 
data was essentially unavailable for US 
Treasury securities. However, regulators 
now believe it’s important that they have 
full access to comprehensive trading 
data about US treasuries in order to 
understand market dynamics and provide 
optimal oversight. They see this as a logical 
regulatory convergence of the treasuries 
and equities markets.

In October 2016, the SEC approved a FINRA 
proposal that requires FINRA’s members to 
report transactions in US Treasury securities 
through FINRA’s TRACE system, generally 
by the end of the day on which they were 
executed. FINRA won’t disseminate the 
trading data publicly, but the data will be 
available to relevant regulators to enhance 
their oversight. All broker-dealers registered 
with the SEC that are FINRA members will be 
subject to this rule, which will go into effect 
July 10, 2017. In addition, the FRB announced 
its intent to collect US Treasury securities 
transaction data from banks, with the 
possibility of FINRA acting as agent on the 
FRB’s behalf. 

Evolution of the US Treasury market in 
recent years has eliminated many of 
the historic rationales for regulatory 
distinctions between equities and 

treasuries. This is prompting the SEC to look 
for ways to extend critical aspects of the 
securities regulatory framework to market 
intermediaries for US treasuries. The idea 
is to apply the well-established regulatory 
paradigm for equities to the evolving US 
Treasury market.

SEC Chair White has stated that the next 
critical step is public transparency. She 
continues to believe the question isn’t 
whether to provide public transparency but 
how best to do it. To that end, she has asked 
the SEC to propose recommendations on 
how to increase operational transparency 
for US Treasury platforms. Chair White 
expects these recommendations to address 
whether (and how) to apply the various 
provisions of regulation alternative trading 
system (ATS) and regulation systems 
compliance and integrity (SCI) to platforms 
that currently trade government securities. 
Applications of regulation ATS provisions, 
as recently proposed, would enhance 
regulatory oversight of US Treasury trading 
platforms and improve transparency of 
operations and protections for investors, 
while promoting a fair and competitive 
market for trading US Treasury securities.

In August 2016, Steve Luparello, director of 
the SEC’s Division of Trading and Markets, 
asked FINRA to expand its efforts by 
undertaking a comprehensive review of 

its rulebook as it relates to US Treasury 
securities. The goal is to identify FINRA rules 
that exclude or may not apply to US Treasury 
securities, or for which a rule’s applicability 
to US Treasury securities needs to be 
clarified. In the first quarter of 2017, FINRA 
staff expect to present a proposal covering a 
range of these issues, which may include the 
application of important conduct rules.

Broker-dealers registered with FINRA will be 
required to report US Treasury securities 
transactions through FINRA’s TRACE system 
by July 10, 2017. Other developments include 
possible new rules and regulations expected 
to be arrive in early 2017 that could 
impose additional reporting requirements. 
These will likely be expansions of 
existing regulations. 

Firms should be on the lookout for 
anticipated releases, including a proposal 
from FINRA that will expand its rules to 
include US Treasuries markets, as well as 
a proposal from the SEC on increasing 
operational transparency for US treasuries. 
Firms should also start preparing to 
report US Treasury transactions through 
FINRA’s TRACE system, identifying people, 
process, and technology gaps that must 
be addressed, and then conducting the 
necessary testing to be ready for the July 10, 
2017, go-live date.

US treasuries market
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A risk management program for culture and 
business conduct is designed to prevent, 
detect, and even predict inappropriate 
business behaviors and misconduct. It’s also 
designed to create controls that mitigate the 
firm’s exposure to conduct risk. The ultimate 
goal is to foster a culture of compliance and 
ethical behavior that supports and protects 
the trust customers place in a financial 
services firm and that allows the firm to 
execute on its business strategy.

The focus on “conduct risk” has been gaining 
momentum in the marketplace, in particular 
due to widely publicized manipulative sales 
and trading practices in wholesale markets 
(such as the London Interbank Offered 
Rate (LIBOR) benchmark fixing scandals). 
However, retail sales practices are coming 
under scrutiny, too. Conduct risk can be 
defined as the risk that a firm’s employees 
or agents may—intentionally or through 
negligence—do something that harms 
customers, other employees, the integrity of 
the markets, and/or the firm itself. 

Managing culture and conduct risk requires 
moving away from a check-the-box 
compliance mind-set and instead adopting 
a programmatic approach that provides 
more visibility into the fairness of business 
practices—and to do so in a systematic way 
across retail and institutional activities. 

Financial services institutions are under 
pressure to demonstrate how they’re 
embedding a culture of good conduct in 
their risk management frameworks—a 
culture that translates into markets working 
well and producing fair outcomes for 
customers and other parties involved in a 
given business transaction. 

Ultimately, organizations must be able 
to demonstrate a clear link between 
business strategies and behaviors and 
outcomes in their day-to-day business 
dealings. Organizations need to understand 
the conduct risks that a given strategy 
might introduce, what "wrong" behaviors 
might lead to misconduct, and how the 
firm’s ecosystem of broader controls is 
currently helping to deter misconduct and 
unethical behaviors.

Financial services firms can expect 
increasing regulatory inquiries, actions, 
and fines if they can’t provide evidence of 
a robust culture and established business 
conduct risk management program.

A strong culture and conduct risk program 
should give senior executives greater 
confidence that the organization is operating 
with integrity and that all complaints and 
claims from employees and/or customers 
are being escalated and managed 
appropriately. It should also provide visibility 

into the behavioral characteristics that might 
prevent the organization from executing 
the business strategy in a responsible, 
compliant, and controlled manner.

Programs focused on conduct risk need 
to place clear accountability on senior 
management. This cannot be achieved 
without transparency into how the 
business is executing its strategy—and 
what vulnerabilities are associated with 
the organization conducting its day-to-
day activities. Furthermore, firms need a 
good handle on the type of information 
that can enable them to take timely action 
on misconduct events that threaten the 
integrity of the organization and its ability to 
serve clients. A focus on claims, complaints, 
and whistleblower programs must be 
complemented by an ongoing internal 
challenge of business activities that could be 
more vulnerable to inappropriate behaviors.

An effective program for culture and 
conduct risk requires a programmatic and 
sustainable approach to identify, assess, 
and manage misconduct—and with controls, 
measures, and tools to prevent, detect, 
and predict misbehavior. Without such 
programs, organizations will continue to 
struggle with a number of issues: 
 • Responding quickly to regulatory 
inquiries related to abusive or unfair 
business practices

Conduct risk management: 
Conduct, culture, and ethical 
behaviors
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 • Gaining visibility into key misconduct 
events and cultural challenges within 
the firm by leveraging data and 
analytic approaches 

 • Empowering the board and senior 
management with meaningful information 
to drive the organization’s conduct, 
culture, and ethical agenda forward

 • Demonstrating the ability to clearly define 
and measure conduct risk and manage 
the organization within a defined conduct 
risk appetite

 • Educating the organization, particularly 
people responsible for implementing 
and supervising business activities with 
heightened sensitivity to conduct risk

 • Providing clarity around the governance 
structure—including roles and 
responsibilities across the three lines of 
defense—which would make management 
more accountable for conduct risk

 • Aligning incentive-based compensation 
practices to foster good culture and 
conduct while meeting the firm’s 
strategy goals

As firms strive to improve how they manage 
their culture and conduct programs, they 
should consider the following actions:
 • Link conduct and culture to business 
strategy. Articulate the types of good and 
bad outcomes that a business strategy 
might inadvertently introduce (e.g., 
incorrect selling of a credit card product) 
and the wrong behaviors associated with 
those outcomes (e.g., not performing 
appropriate customer and/or product 
due diligence).

 • Understand conduct vulnerabilities. 
Perform risk culture surveys to identify the 
key motivations behind attitudes about 
risks—as well as potential behavioral 
bias—and then undertake controls gap 
exercises to understand if conduct risk is 
being mitigated appropriately.

 • Obtain actionable data. Follow up on 
complaints escalated via ethics hotlines, 
but also establish measures to proactively 
monitor potential misconduct (e.g., delay in 
addressing customer claims) and expose 
issues that could become misconduct if 
not properly managed.

 • Review key incentives. Look for both 
financial clues (e.g., compensation 
schemes) and non-financial incentives that 
might exist, such as peer pressure to stay 
on the job.

 • Take a fresh look at the operating 
model around conduct and culture. 
Consider the level of senior management 
accountability regarding oversight 
and management of behaviors and 
outcomes—and how effective the three 
lines of defense are in successfully 
detecting, mitigating, and preventing bad 
outcomes and/or bad behaviors.

 • Define forward-looking metrics. Use 
predictive analytics to model new risky 
behaviors and activities that could emerge 
in the future and to understand how 
existing known risks might apply to other 
parts of the business.
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An effective program for culture and conduct risk requires a 
programmatic and sustainable approach to identify, assess, 
and manage misconduct—and with controls, measures, and 
tools to prevent, detect, and predict misbehavior. 
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From a regulatory perspective, 2017 is shaping up to be a year with 
more than the usual uncertainty. In this dynamic and sometimes 
unpredictable environment, securities companies would be well-
advised to focus extra attention on keeping up with the latest 
regulatory trends, while at the same time continuing to do all that’s 
needed to achieve compliance with existing laws and regulations. 

At the Deloitte Center for Regulatory Strategy Americas, we 
will be continuously monitoring and analyzing new regulatory 
developments as they unfold throughout the year. 

For the latest news, trends, and insights, please visit our website at 
www.deloitte.com/us/about-dcrsamericas.
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