
5 insights you should know 5 actions to take now
Survey respondents reported an increase in cybersecurity spending, with identity and 
access management, cyber monitoring and operations, and endpoint and network security 
collectively receiving more than half of the budget.

1
Cloud security budgets fit into these categories. Check how your team is balancing 
resources and efforts as you adopt different types of technologies.

Respondents identified rapid IT changes and rising complexities as their No. 1 
cybersecurity challenge. To help effectively mitigate emerging cyber risks, companies should 
consider digitally enabling the cyber function within the broader IT service development 
process and adopting “security by design” principles during technology development.

2
Determine how to drive unnecessary complexity out of the IT environment, mitigating 
costs while reducing cyber risks.

Respondents indicated their firms often include cybersecurity in the IT function, and 
CISOs typically report to the CIO or CTO. While this reflects the need for close integration 
of cybersecurity and IT, financial institutions may consider retaining cybersecurity 
independence to ensure risk management decisions are not overshadowed by IT 
constraints.

3
Cyber risk leaders should engage with a broad spectrum of stakeholders across the 
organization, in addition to those in IT. Bring senior cyber risk leaders into discussions 
about marketing, new channels or product development, and finance.

Large company respondents cited emerging technologies such as cloud, data analytics, 
and robotic process automation as top IT investment priorities. Access control, 
protective technology, and data security were top-priority cyber investments.

4
Align cybersecurity resources and spend with other top technology investments by 
integrating security into the development process from start to finish. As your firm moves to 
the cloud, build the capability to implement and manage new controls.

As digitization and remote work accelerates—and lines among employees, customers, 
contractors, and partners and vendors are blurring—many traditional network 
perimeters and boundaries are obscured.

5
Develop a strategy to support operational resilience for remote work and important 
vendor partner relationships.

Download the survey report 
to learn more.
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Cybersecurity is a critical area of concern for most financial institutions. Deloitte’s third annual survey with the Financial Services Information Sharing and Analysis Center (FS-ISAC) explores how cybersecurity 
programs are structured and managed and identifies some key cyber risk management trends to watch out for. While the challenges presented by the current operating environment are vast, CISOs should stay 
focused on broader, longer-term organizational objectives and plans. This can help financial services institutions prepare to keep up with the transformative changes that lie ahead.
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