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Foreword
Welcome to our annual global survey on Extended Enterprise Risk Management
(EERM). We started this survey four years ago to share experiences, opportunities
and challenges as organizations take their journeys toward EERM maturity; where
the approach to third-party risk management is integrated and consistent across
the organization, and led from the top1.
I am proud to say that this year we attracted our largest number
of respondents yet – 1,0552 from 19 countries around the world3.
This reﬂects an increasingly high interest and leadership focus on
third-party risk management.
Our survey took place between November 2018 and January
2019, and the sentiment of this period is reﬂected in the
results. Signs of a slowdown in global economic growth were
beginning to emerge, together with an atmosphere of greater
organizational uncertainty. The survey reveals how organizations
are recognizing this change by making greater eﬃciencies.
This year’s key ﬁndings are:
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• The desire to reduce costs has become the biggest driver for
investing in EERM maturity, followed by reduction in third-party
incidents, regulatory, and internal scrutiny.
• Chronic underinvestment is making it hard for organizations
to achieve their desired EERM maturity levels, and more
fundamentally, hindered many organizations from doing basic
core tasks well. Not being “brilliant at the basics” means
the full beneﬁts from cutting-edge initiatives and solutions
can’t be realized.

• The pursuit of eﬃciency is driving organizations to embrace
a number of solutions. These include federated structures
– where central senior leadership, organizational units, and
country teams share responsibility; emerging technologies;
shared assessments, and utilities; and managed services
delivery models. Organizations are also standardizing and
simplifying enabling technologies.
• Boards and executive management continue to take a deep
interest in third-party risk management and want to provide
more coordinated and responsive input. This is reﬂected in
their investment in actionable intelligence and desire to pool
and analyze information on all risks and across the whole
organization.

Kristian Park
EMEA Leader, Extended Enterprise Risk Management
Global Leader, Third-party Risk Management
Global Risk Advisory
Deloitte UK

• A new insight is that organizations are increasingly aware that
if they are going to improve EERM, they need to spend enough
money to recruit experienced, and therefore expensive,
EERM leadership.
I hope the wealth of information in this report will further
enhance your understanding of prominent EERM trends and
developments as you navigate your organization on its
EERM journey.

Dan Kinsella
Partner, Deloitte Risk & Financial Advisory
Americas Leader - Extended Enterprise Risk Management
Deloitte & Touche LLP
Deloitte US
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Robust EERM governance is imperative to an organization’s success
Organizations are trying to improve the management of thirdparty risk by investing in talent, cutting-edge technologies, and
robust operating models. Dramatic shifts in the marketplace and
push for eﬃciencies are contributing to an ever-increasing focus
on EERM.

Our prediction around the growth of a tiered way forward for
standardized technology investments in EERM has turned out
to be true. Organizations prefer to streamline and simplify
third-party risk management technology across diverse
operating units.

With a staggering 83 percent of organizations experiencing
a third-party incident in the past three years and only a negligible
1 percent considering themselves “optimized” to address all
important EERM issues, it evidently reﬂects underinvestment in
the EERM space.

We believe the severity of consequences of negative actions
by third parties to an organization’s reputation, earnings, and
shareholder value will continue to increase, and this will drive
organizations to invest in improving their EERM processes
and frameworks.

While 20 percent of respondents claim they are addressing
most of the EERM elements, and 50 percent put themselves in
the “managed” category, our ﬁndings, however, show that these
are piecemeal investments focused more on targeted tactical
improvements rather than strategic long-term solutions.

A clear line of EERM governance is imperative to the overall
success of the organization. Senior leadership can play a crucial
role in creating an accountable EERM organization that is set
up to mitigate third-party risks, improve compliance, and avert
reputation damage and regulatory missteps.

Our 2019 survey reveals that boards are championing an insideout approach to EERM, which includes better engagement,
coordination, and smarter use of data. Leaders are also aspiring
for greater innovation. This year we’ve seen the emergence of
more succinct and real-time actionable intelligence, generated
online, for boardroom reporting on third-party risks.

Our risk advisory professionals across the globe can help you
understand more about this survey and how the ﬁndings relate
to distinctive opportunities for your organization.

Donna Glass
Managing Partner, Deloitte US
Business Leader, Deloitte Global Risk Advisory

To learn more, please visit us at www.deloitte.com/risk.

More sustainable operating models for third-party risk
management are being embraced – these are characterized by
federated structures that are supported by centers of excellence
and shared service centers, emerging technologies, shared
assessments and managed services models, and a move toward
co-ownership of budget.
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There is renewed
focus on maturing
EERM practices within
most organizations.
This appears to be
driven by a recognition
of underinvestment
in EERM, coupled with
mistrust of the wider
uncertain economic
environment.

Subcontractor
and affiliate risk
Organizations have
poor oversight of the
risks posed by third
parties‘ subcontractors
and affiliates.

5

Technology
Organizations are
streamlining and simplifying
EERM technology
across diverse
operating units.

2019
key findings

Operating
model
Federated structures
are the most dominant
operating model for
EERM, underpinned by
centers of excellence
and shared services.

4

Economic
and operating
environment
Economic uncertainty
continues to drive
a focus on cost
reduction and talent
investment in EERM.

Investment
Piecemeal investment
has impaired EERM
maturity, neglected certain
risks, and adversely affected
core basic tasks.

2

Leadership
Boards and
senior executives
are championing an
inside-out approach to
EERM, which includes
better engagement,
coordination, and
smarter use
of data.

3
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Economic and operating environment

Executives responded to the survey between November 2018
and January 2019, a time of global economic uncertainty that
has made its mark on the outlook for businesses.

Organizations have clear motives for investing in EERM:
Cost reduction remains top. It was cited by 62
percent of respondents, up from 48 percent
last year.

This uncertain economic and business outlook aﬀects EERM by forcing organizations to:
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• Challenge EERM budgets and investments;
• Increase operational eﬃciency to reduce costs; and
• Rethink their strategy for what to engage third parties for.

48%

62%

Value preservation comes second: “reduction
in number of third-party related incidents”
was chosen by 50 percent of respondents, up
from 43 percent last year.

43%

50%

There is also increased scrutiny from two directions:
• Externally. Regulators globally expect organizations to have established third-party risk
management frameworks and have progressed on their journey.
• Internally. More progressive organizations have set up internal compliance mechanisms
mirroring the scrutiny applied by regulators.

2018

2019

Organizations are more worried about
regulatory scrutiny than last year:
49 percent cite it, up from 43 percent.

43%

49%

2018

2019

2018

2019

Organizations are motivated even more
by internal compliance requirements than
before. This was given as a reason by
45 percent, up from 41 percent.

41%

45%

2018

2019

About the authors
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Third-party incidents continue to cause disruption
with varying impact:

What is damaging conﬁdence in an organization’s EERM?
A lack of a
coordinated and
consistent EERM
approach across
organizations
was cited by
53 percent
of organizations.

53%

Followed by fears
about processes,
technology, and realtime management
information
for EERM, at
49 percent.
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Respondents feel a need to be coordinated and consistent in EERM across their organization
and improve processes, technologies and real-time management information across all
signiﬁcant risks.
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Operating model

An interesting new insight is that leadership realizes that, despite budget pressures,
EERM ambition requires talent investment: spending money now to save money later.
This is largely about recruiting expertise. The survey identiﬁes diﬀerent orders of priority:
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83 percent
of organizations experienced
a third-party incident in the
past three years.

83%

11%

49%

• Recruiting more experienced and expensive EERM leaders to coordinate initiatives is higher.

Of these:
11 percent experienced
a severe impact on
customer service, ﬁnancial
position, reputation or
regulatory compliance.

35%

• Recruiting for junior EERM skills is lower. This is probably due to the rise and availability of
third-party services and utility models. Only 30 percent cited this as a priority this year.

30%

35 percent experienced
a moderate impact on
customer service, ﬁnancial
position, reputation or
regulatory compliance.
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Annual operating expenditure
on EERM varies signiﬁcantly
between organizations:

Fewer than three in 10 think that their
capital expenditure on EERM is the ideal
amount or more.

Annual operating expenditure on EERM
activity has varied signiﬁcantly, depending
on industry, management, EERM delivery
models, and so on.
50 percent spend more
than US$1 million5.

Fewer than three in 10 think they are
spending the ideal amount or more on
EERM staﬀ and other operating costs.

50%

Operating model

Piecemeal investment has
impaired EERM maturity:

Investment is skewed toward
certain risk domains:

We have tracked organizational investments
in EERM maturity over the last four years.
This longitudinal study shows that many
organizations have made limited piecemeal
investments focused on targeted tactical
improvements, rather than investing more
strategically in longer-term solutions.

Annual investments have typically focused
on the largest regulatory issues of the year
(e.g., information security, data privacy,
cyber risk, and ﬁnancial crime) in 2018 and
2019. Organizations most commonly allocate
EERM budget to:

Only 1 percent of organizations consider
themselves “optimized”, addressing all
important EERM issues.
Another 20 percent say they are “integrated:
they are not best in class, but have addressed
most EERM elements.

Information security 68%
Data privacy 62%
Cyber risk 58%

51 percent put themselves in the “managed”
category: they have considered all important
elements, but see room for improvement.

Technology

22 percent consider themselves “deﬁned”, some
elements are addressed but with limited eﬀort.

Subcontractor
and affiliate risk

11%
The top 11 percent spend more than
US$10 million each and employ more
than 100 FTE staﬀ.

About the authors

6 percent say they are “initial”, none or very few
of elements addressed.

6%

Contacts

22%

Optimized

01

Most organizations believe
they are underinvesting
in EERM:

Integrated

Executive summary

Investment

Managed
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51%

20%

1%

Regulatory
non-compliance 57%

Financial crime 54%

See ﬁgure 2.5 for Deloitte’s EERM maturity model.
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This piecemeal approach has neglected certain areas of risk:
Organizations are failing to review
critical areas annually:
Almost half of
organizations do not
review concentration risk
every year. This tends to
be reviewed reactively via
reporting as opposed to
proactively as part
of the EERM process.

Organizations are underinvesting in
certain areas:

Underinvestment in EERM has weakened the ability to be
“brilliant at the basics”:

Only:
18 percent invest
in labor rights

More than
60 percent
of organizations
do not review exit
plans for critical
third parties
every year.

12 percent in
concentration risk

50%

43%

41%

50 percent of
organizations do not
understand the nature
of individual thirdparty relationships.

43 percent lack
enough knowledge
of contract terms.

41 percent do not monitor
third parties based on their
risk proﬁle.

This limits the beneﬁts from more cutting-edge solutions and hampers attempts to ensure
risk management eﬀorts are proportionate to the risk.

12 percent in
geopolitical risk

Contacts
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Executive summary
Leadership

Boards and senior executives are ultimately accountable for
EERM in the vast majority of cases as organizations continue
to recognize third-party risk management as an integral part
of strategy setting.
Responsibility
rests most
commonly with
the chief risk
oﬃcer –
in 24 percent
of cases.

24%

Board members are
responsible in 19 percent
of organizations.

19%

The CEO is
responsible
in 17 percent
of organizations.

17%

Leaders are raising the bar through emerging technologies:
Last year’s survey identiﬁed that senior leadership were favoring red-amber-green (RAG)
dashboards to inform their discussions at board and executive committee meetings. At that time,
most organizations used static RAG reports, analyzing related third-party data periodically.
The latest survey, however, shows that senior leaders are moving from using periodically
generated data to more succinct and real-time actionable intelligence, generated online.
New risk intelligence tools are assimilating, aggregating, and examining real-time automated
information on all risks across an entire organization. The tools provide alerts, trend analysis,
enable scenario analysis, and use emerging technologies such as the cloud, robotics process
automation, and artiﬁcial intelligence.
This is happening at a time when regulators are starting to encourage innovation in risk
management and oversight.

56 percent of organizations
are using or intend to use
cloud-based platforms
for EERM.

About the authors

56%

Contacts

10

45 percent are using or
intend to use robotics
process automation.

45%

36 percent are using or
intend to use visualization
techniques to create
actionable intelligence.

36%
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Boards are now championing an inside-out approach to EERM in addition to the historical outside-in approach. This starts with better engagement and coordination within the
business, encompassing organizational units, geographies, risk domains, and subject matter experts.
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Many organizations admit to poor engagement and
coordination among their internal EERM stakeholders…
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35 percent
say the level of
engagement and
coordination is low,
insigniﬁcant, or
unknown.

… but they want to make it better:
Two in three
organizations list better
in-house engagement and
coordination as a priority
action item in EERM.

37%
16%

37 percent make it
the top priority.

Only 16 percent
of organizations
believe it is high.
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Operating models

Federated structures are becoming the most dominant
operating model for EERM. The majority of respondents
said their organization has now adopted this model, where
strong central oversight is combined with accountability
held by organizational units or leaders in diﬀerent countries,
reinforced by a combination of central policies, standards,
services, and technologies.
69 percent say they are adopting a
federated model.

69%

Organizations increasingly use centers of excellence and
shared service centers:
53 percent of organizations use centers of
excellence, and a further 21 percent intend to
create them.

38 percent have shared service centers,
and a further 20 percent aspire to
establish them.

Only 11 percent of organizations are highly
centralized, down from 17 percent last year.

11%

53%

21%

38%

20%

About the authors
Federated structures are often:

Contacts

• Underpinned by a center of excellence or shared services capability
• Increasingly supported by a managed service (which reduces both headcount and capital
spending), emerging technologies, and shared assessments and utilities.
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Managed services are an emerging trend:

The growing use of
technology, managed
services, and utility models
may drastically reduce
capital spending (capex):

18 percent of organizations use an external managed services provider with
staﬀ on the premises. A further 13 percent intend to.

18%

73%
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18%
18 percent of respondents use managed
services to acquire risk intelligence,
another 21 percent plan to.

About the authors
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13%

11%

24%

73 percent of organizations think cumulative
capital costs should not exceed their annual
operating cost, once these next-generation
solutions are adopted.

21%

A further 24 percent believe they should
come down to two or three times annual
operating costs.

14%

This is a sharp decline from respondents’
estimate last year that cumulative EERM
capex is typically three to ﬁve times annual
operating cost.

11 percent use managed services solutions
that deploy EERM as a service, another
14 percent plan to.

The remaining 3 percent believe that this will
still remain more than three times annual
operating costs.

Co-ownership of budget is
another new trend:
Ultimate budget control is retained by
organizational leaders and other central ﬁrst-line
functions such as procurement. More than half
(51 percent) of organizations said it was retained
by the CEO/executive leadership/board (24
percent) and procurement (27 percent)
But it is increasingly being co-owned by
organizational units (29 percent) and geography
leadership (4 percent). These areas have a say
over EERM budgets speciﬁc to their ﬁelds.
This approach is enabling organizations to be
agile and consistent.

24%

4%
29%

27%
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Executive summary
Technology

Last year, we highlighted the potential that organizations
will begin to take EERM technology decisions centrally and
we highlighted the emergence of a standard three-tiered
technology architecture. This year’s survey shows that both of
these stand true and that within the three-tiered technology
architecture, organizations are increasingly streamlining
and simplifying speciﬁc technology solutions for EERM.

The evolving tiered architecture for EERM tools and technologies

Tier three
Tier two
Tier one
Three-tiered technology architecture comprises:
Tier one: Enterprise Resource Planning (ERP) or procurement platforms that establish a common
foundation and operational discipline for EERM.
Supported by:
Tier two: Either EERM-speciﬁc risk management packages tailored to an organization’s third-party
management requirements, or generic governance, risk management and compliance (GRC), or
controls management platforms that include EERM capability; and
Tier three: Niche packages for speciﬁc EERM processes or risks providing feeds from specialized
risk domains such as ﬁnancial viability, ﬁnancial crime, contract management, and cyber threats.

About the authors
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Tier two

Tier three

The majority of respondents (59 percent) adopt an ERP or
procurement platform as a foundation system for EERM.

An even greater majority (75 percent)
adopt risk management solutions for EERM.

Organizations are increasingly using niche
packages for speciﬁc EERM processes or risks
with feeds from specialized risk domains.

There is debate about the choice between:
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About the authors

• Financial crime (28 percent),

While integrated risk management solutions are more prevalent across
respondent organizations, this does not necessarily mean they are the preferred
solution. Commentary from respondents suggests that some organizations may
choose to use these generic risk management platforms because they already
exist in their organizations and can most easily and cost eﬀectively be leveraged
to support EERM activities.

59%

The most popular
platforms are:

8%

Microsoft
Dynamics

45%
SAP Ariba

The most common solutions are:

RSA Archer

6%

17%
Oracle

6%

• Contract management (18 percent),
• Sustainability (11 percent), and
• Cyber threats (9 percent).

30%
28%

13%

8%

18%

IBM OpenPages

Thomson Reuters

Contacts

• Financial viability (30 percent),

• Generic integrated risk management solutions tailored for EERM use.
Currently 57 percent of organizations use these.

Leadership

Operating model

This includes:

• EERM speciﬁc packages. Currently 18 percent
of organizations use these; and

Investment
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6%

ServiceNow

11%

9%

Metric Stream
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Subcontractor and aﬃliate risks

Executive summary

Two key aspects of third-party risk management are not being
adequately addressed: i) subcontractors; and ii) aﬃliates.

Economic and operating
environment

Subcontractor risk (also known as fourth-/ﬁfth-party party risk):

Investment

Organizations do not know enough about the subcontractors engaged by their
third parties. This makes it diﬃcult for organizations to determine how to manage
subcontractor risk, and to apply this strategy with discipline and rigor.

Leadership
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Only 2 percent of organizations identify and monitor all subcontractors engaged by their
third parties, and only 8 percent (down from 10 percent last year) do so for their most
critical relationships.
The remaining 90 percent do not recognize the need or have appropriate knowledge,
visibility, or resources to monitor subcontractors.

2%

90%

About the authors

17%

11%
18%
11 percent assess subcontractors only when
taking on a new third party (up from
8 percent last year).
18 percent identify and assess
subcontractors ad hoc.

44%

44 percent rely on third parties to check their
contractors, but monitor the way third parties
do this.
17 percent do not identify, assess, or monitor
subcontractors at all.

8%
This challenge is particularly relevant in regulated industries such as ﬁnancial services, where
systemic concentration risk is a concern for regulators. The challenge, however, is not isolated
to regulated industries given broader laws and regulations such as the UK Modern Slavery Act
and EU’s General Data Protection Regulation.
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Aﬃliate risk
Less than a third (32 percent) of organizations evaluate and monitor aﬃliate6 risks with the same
rigor as they do other third parties. A higher proportion (46 percent) take an alternative, typically
more simpliﬁed, approach to aﬃliate risk management and the remaining 22 percent said they
do not have aﬃliates.
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Pre-screening, due diligence, and monitoring appears to be much lighter touch for aﬃliates
than other third parties. This is acceptable if proportionate to the risk involved, but the
approach must be clearly deﬁned and consistent.

About the authors

Another development is the emergence of global business services (GBS) structures. These
aim to integrate governance mechanisms and good practice across all third parties, as well as
internal shared services delivery teams. However, the scope of these structures, as well as the
entity in which they sit, varies across organizations. This creates multi-layered challenges for
third-party risk management.

Contacts

32%

46%

22%
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Business case
drivers

Regulators

Operating models

Cost reduction as a driver for investment in
EERM is likely to be short term. We should
expect other drivers that ensure proﬁtable
top-line growth to be more prominent in the
medium to longer term. This includes EERM
investments that can use the skills
and capabilities of third parties to:

Regulators already have signiﬁcant
expectations on how organizations manage
third-party risk. We expect regulators to
become more powerful and broaden their
area of responsibility to address emerging
risks as seen by recent laws and regulations,
such as the Modern Slavery Act and GDPR.

• Access new markets

We also anticipate regulators will encourage
innovation in risk management and
compliance. For instance, in December
2018 the Federal Reserve, one of the bodies
regulating ﬁnancial services in the US,
suggested innovative approaches ranging
from building sophisticated ﬁnancial
intelligence units to embracing artiﬁcial
intelligence for transaction monitoring. We
expect the European Banking Authority and
UK Financial Conduct Authority to adopt
similar stances in the future.

Organizations have invested in changes to
EERM operating models to gain eﬃciencies
and a more consistent approach across
various risk domains proportionate to the
risks involved. We believe that this will
begin to pay dividends by the end of 2020
or 2021 – in line with respondents’ realistic
assessment that it takes two to three years
for investment beneﬁts to crystallize.

• Generate new revenue streams
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• Establish competitive advantage

We also expect that favored models for
EERM delivery will continue to change as the
functionality of technology solutions develop
and conﬁdence and comprehensiveness
of market utilities and managed delivery
solutions evolve.

About the authors
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Expenditure

Subcontractor risk

The desire to streamline technology
will likely continue.

We anticipate that 2019 and 2020 should
see more EERM capital expenditure on
transformation initiatives and related
design and implementation work to make
the shift to platforms that improve the
maturity of EERM in the long term.

Risk management of fourth and ﬁfth parties
is likely to gain increasing prominence
and investment as organizations better
understand the inherent risks and its
signiﬁcance as a potential source of
reputation risk.

In response to this:
• Major ERP vendors are increasing the
functionality of their tools
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• Third-party risk management tools will
likely evolve into broader third-party
management tools, where performance,
contracts, and commercial matters are
managed in conjunction with the risk.
We also expect the evaluation criteria for
technology solutions to evolve beyond
“cheaper, faster, better” to include:
• Support in emerging markets
• Robotics and cognitive automation
• A consideration of what the shared utilities
and managed services platforms of the
future can provide.

After this necessary upfront investment,
organizations doing this well should
be able to achieve their aspiration of
limiting ongoing capital expenditure
to, at most, the same levels as annual
EERM operating expenditure.
Smaller and nimbler organizations,
however, may be more able and willing to
move toward shared utilities models and
adopt emerging technology, therefore
demonstrating the inverse trend – higher
levels of operating expenditure and only
incremental capital expenditure.
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Economic uncertainty continues to drive cost reduction
and talent investment in EERM.
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The story so far
Over the past four years, our annual EERM surveys have
tracked the key drivers for engaging third parties and
investments in third-party risk management. Our surveys
repeatedly show that organizations increasingly use third
parties to meet wider strategic objectives rather than just
reduce costs. These include:
• Organizational agility, including ﬂexibility and scalability.
• Product or service innovation, often by using the specialist
knowledge and skills of third parties.
In 2015, investment in EERM almost exclusively focused on
managing the downside risks, such as regulatory exposure
or third-party incidents. There was less focus on exploiting
upside risks that improve organizational performance
through initiatives such as:
• Reducing costs by means of eﬃciencies in third-party
management.
• Unlocking new revenue streams through better monitoring
of third parties.
By 2018, our survey respondents – including board
members and executive leadership – had developed
a much stronger understanding of the risks and
opportunities that third-party risk management
oﬀered. This meant they were more conﬁdent that their
investments in EERM would show tangible beneﬁts.

2019 ﬁndings
Organizations are operating in an increasingly complex and
challenging economic and business environment with tougher
regulatory regimes and disruptive market shifts.
We also identiﬁed a concern among many respondents that the
governments of some countries were encouraging insular and
non-cooperative behavior that could negatively impact global
businesses.
Our current survey reveals this complex and challenging
environment is having a signiﬁcant impact on investments in
EERM: Organizations are revisiting their operating models to
pursue eﬃciency and reduce costs.
Investment drivers
This year’s most common drivers for investing in EERM are:
• Cost reduction
(62 percent of respondents, up from 48 percent last year)
• Reducing third-party incidents
(50 percent, up from 34 percent last year)
• Regulatory scrutiny
(49 percent, up from 43 percent last year)

Third-party incidents
Third-party incidents continue to cause disruption with varying
impact. The majority (83 percent) of organizations experienced
a third-party incident in the past three years. Of these, just 11
percent experienced a severe impact on customer service,
ﬁnancial position, reputation or regulatory compliance, but over
a third (35 percent) experienced a moderate organizational
impact.
Identiﬁed areas for EERM improvement
Despite a focus on cost reduction, just over half (53 percent)
of respondents want a more coordinated and consistent
approach to EERM across organizational functions. This is the
top area for action.
The need to improve processes, technologies, and real-time
management information for EERM (49 percent) is second.
The availability of managed services and utility models has
reduced concerns about acquiring the more basic EERM skills,
and about the overall capacity to deliver. Organizations instead
want to invest in EERM leadership talent to coordinate and to
lead initiatives.

• Internal compliance requirements
(45 percent, up from 41 percent last year).

Recent economic global uncertainty, however, meant they
have been less able to make signiﬁcant capital investments
in transformation initiatives to bring about a holistic and
integrated approach to third-party risk management.
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Fig 1.1 Investment drivers for EERM

Fig 1.2 Impact of third-party incidents experienced in the last three years
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Fig 1.3 Areas where improvement is required to increase organizational conﬁdence in EERM
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Organizations have been focusing on reducing costs through better thirdparty management for several years. We are starting to see more and
more organizations taking a two-pronged approach to this:

Economic and operating
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• By establishing programs to recover overpayments or revenue leakages.
• Through investment in a strategic EERM solution and achieving
eﬃciencies through mechanisms such as shared services.
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Leadership
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Technology
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The shortage of EERM leadership talent is an old problem, too. But this
concern has been further highlighted by the recognition that initiatives
to create eﬃciencies and improve internal coordination can only be
successful if led by people with leadership skills and EERM experience.
We believe the consequences of negative actions by third parties is likely
to continue to grow more severe – damaging organizational reputation,
earnings, and shareholder value. This will likely remain a compelling driver
for organizations to invest in improving third-party risk management
processes and frameworks.
At the same time, regulatory enforcement, mirrored by internal scrutiny
and compliance requirements, continues to be a more be a more proactive
and continuous process.
More robust third-party management may be driven by radically more
severe actions by regulators in a range of sectors – ﬁnancial services, life
sciences and Health Care, chemicals, food and retail – and legislation and
regulations with a global reach and impact, such as the US Foreign Corrupt
Practices Act.

About the authors

Industry highlights
Cost reduction, reduction in third-party
incidents followed by regulatory scrutiny
and internal compliance requirements, present the
most powerful motives for investment in EERM across
most industries. But, there are exceptions to this, and
particular priorities in diﬀerent sectors.
• Addressing internal compliance requirements is
a higher concern (47 percent) compared to
regulatory scrutiny (at 44 percent) in consumer
& industrial products.
• Reducing the number of third-party incidents is the
most common driver for investment in EERM in energy
& resources (74 percent of respondents). This was far
above the next highest industry, ﬁnancial services, at
55 percent.
• A third (33 percent) of organizations in government
& public services want to invest in EERM to unlock
access to innovative technology solutions. The majority
of organizations citing this within the sector were
higher education institutions, probably because of
their desire for technological innovation to enable
initiatives such as distance learning. Finding tech
solutions was also common in ﬁnancial services
(27 percent) and technology, media & telecoms
(26 percent).

Organizations in life sciences & health care more
commonly suﬀered high (19 percent) and moderate (46
percent) business impact from third-party incidents.
Consumer & industrial products businesses are next:
17 percent of respondents saw third-party incidents
with a high business impact, and a further 31 percent
experienced a moderate impact. Followed by ﬁnancial
services at 10 percent high and 36 percent moderate.
In all sectors, a large number of organizations
recognized the need for improvement in processes,
technology, and real-time management
information for EERM.
Life sciences & health care (60 percent), and government
& public services (50 percent), particularly believe in
the need for better engagement between business unit
leaders and risk domain owners.

• Government & public services organizations were
also by far the most likely to recognize the need for
a greater coordination and consistency of approach
across organizational functions, at 90 percent.
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Fig 1.4 Investment drivers for EERM by industry

Fig 1.5 Impact of third-party incidents experienced in the last three years by industry
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Geography highlights
Investments in EERM were most likely to be driven by
cost reduction and value preservation strategies in
EMEA, followed by the Americas and Asia Paciﬁc:

Fig 1.6 Investment drivers by region
63%
57%

• Cost reduction: EMEA 63 percent, Americas 60 percent, Asia
Paciﬁc 57 percent

54%

Reduction in
third-party incidents

• Reduction in third-party incidents: EMEA 54 percent,
Americas 46 percent, Asia Paciﬁc 40 percent
• Reaction to regulatory scrutiny: EMEA 52 percent, Americas
50 percent, Asia Paciﬁc 38 percent

46%
40%

52%
50%

Reaction to regulatory scrutiny
38%

• Addressing internal compliance requirements: EMEA 47
percent, Americas 46 percent, Asia Paciﬁc 38 percent.

47%
46%

Address internal compliance
requirements

These statistics probably reﬂect the relative levels of uncertainty
in these regional business environments. The top-ranked
drivers also potentially reﬂect a history of greater regulatory
enforcement activity in EMEA and Americas, compared to Asia
Paciﬁc countries.

38%

25%

Better response and increased
ﬂexibility to market uncertainty

30%
32%

21%

Value creation drivers, other than cost reduction, were marginally
stronger in Asia Paciﬁc territories. For instance:

30%

Increase revenue

42%

• Increase revenue (for example by identifying under-reported
revenue streams): 42 percent in Asia Paciﬁc, but only 30 percent
in the Americas and 21 percent in EMEA.

27%
26%

Unlock access to innovative
technology solutions

• Better response and increased ﬂexibility to market uncertainty:
32 percent of respondents in Asia Paciﬁc as against 30 percent
in the Americas and 25 percent in EMEA.

Increase conﬁdence in
the organizational brand

All regions had a similar occurrence of third-party incidents,
although Asia Paciﬁc had a marginally higher proportion of
incidents with high business impact – 14 percent, as against 11
percent in EMEA and 9 percent in the Americas.

Unlock access to new markets /
channels / products
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Piecemeal investment has impaired EERM maturity, neglected
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The story so far
Developments in EERM maturity have not kept pace
with increasingly critical levels of dependence on third
parties since our ﬁrst survey in 2015. Only one in ﬁve
organizations had integrated or optimized their approach
between 2015 and 2018.
Organizations have reset their expectations about
a realistic time frame to integrate and optimize the related
risk management mechanisms to reach the desired state.
They have gradually realized it is at least a two- or threeyear journey, rather than a six-month or one-year project,
as ﬁrst thought.
In reality, the optimum state of EERM remains a moving
target. Many organizations are still playing catch-up with
rising expectations of how innovative third-party and
related services could be. Concepts of good practice,
technology solutions, utilities, and managed services are
becoming more sophisticated. Consequently, respondents
are re-evaluating their earlier self-assessments
of maturity.
Some respondents over the years have reported
a somewhat sporadic approach to EERM in their
organizations, focusing annual investment mainly on the
largest regulatory issues of the year. In 2018, for example,
that was data privacy. Organizations need to be careful not
to neglect wider risks and keep pace with advancements
in capability.

Contacts

30

2019 ﬁndings
There has been strong evidence over the years that such
a piecemeal approach to investing in EERM has impaired the
speed at which organizations have been able to mature. In
the latest survey, only 21 percent of respondents consider
themselves “integrated” or “optimized” – only up from 20 percent
last year. Just over half (51 percent, and only up from 50 percent
last year) consider themselves in the “managed” category.
This year, we asked respondents about their investment in EERM.
More than 70 percent believe they are spending less than the
ideal amount, or are not sure whether they are. And seven in ten
believe they engage fewer employees than necessary for EERM,
or are not sure.
Although underinvestment is a common perception across most
organizations, annual operating expenditure on EERM varies
signiﬁcantly. Half (50 percent) spend more than US$1 million on
their annual EERM operating costs, but the top 11 percent spend
more than US$10 million each and employ over 100 full-time
equivalent (FTE) staﬀ.

In most organizations, investment in two areas is
underemphasized:
• Exit planning and termination activities related to
critical third parties. Exit plans for critical third parties are
assessed less than annually for more than 60 percent of the
respondents.
• Managing concentration risk. Concentration risks are
assessed less than annually for almost half of the respondents.
Concentration risk tends to be reviewed reactively via reporting
as opposed to proactively as part of the EERM process.
A new insight is respondents realize this piecemeal approach
has weakened organizational abilities to do basic core tasks well.
The most common factors making it hard to tailor the monitoring
eﬀort to the level of risk involved are understanding the nature of
third-party relationships (50 percent) and understanding related
contractual terms (43 percent).

This year’s survey also captured detail on investment in speciﬁc
risk domains.
Investment is skewed toward information security (68 percent of
respondents), data privacy (62 percent) and cyber risk
(58 percent).
And many organizations underinvest in other domains such as
labor rights (18 percent) and geopolitical and concentration risk
(both at 12 percent).
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Fig 2.2 Most organizations believe that they are under-investing in EERM

Fig 2.1 Change in level of maturity in EERM (2016–19)
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1. Initial: None or very few of above elements addressed
2. Deﬁned: Some of the above elements addressed with limited eﬀort with regard to the
above elements
3. Managed: Consideration given to addressing all the above elements with room for
improvement
4. Integrated: Most of the above elements addressed and evolved
5. Optimized: Best in class organization – all of the above elements addressed and evolved
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Fig 2.3 Top factors challenging third-party risks to be addressed with proportionate eﬀort
Limited understanding of third parties across the organization due to divisional/functional silos
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Subcontractor
and affiliate risk

50%

Need for more detailed knowledge of third-party contract terms and related data
There are
multiple factors
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Our earlier EERM surveys highlighted that third-party risk
has historically been siloed by risk domains and determined
by multiple stakeholders driving speciﬁc activities. Examples
are disruption risks from a supply chain perspective and
information security risks related to IT services provided
by third parties.
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Operating model

By 2016, more progressive organizations had begun to
adopt a more holistic approach, covering all types of thirdparty and all areas of risk. Although these organizations
made good progress in covering a broader range of third
parties under a more holistic set of risk domains, the lack
of adequate budgets has once again focused attention on
investing heavily in speciﬁc risk domains that have been the
subject of legislation. Examples in 2018 are:

Technology

• Privacy concerns driven by the Global Data Protection
Regulation (GDPR) in Europe and similar legislation
elsewhere

05
06

Organizations should reinvigorate their focus on bringing
third-party risk management together by streamlining
processes and frameworks, while regularly exploring
opportunities that make them more integrated, eﬃcient,
and eﬀective.
Organizations should also consider allocating a higher
proportion of annual EERM operating expenditure (opex) to
pre-screening and exit planning and termination activities
– perhaps about 10 percent to each of these. This would
supplement the focus on selection – due diligence and
contracting at 20 to 30 percent of the budget, and ongoing
monitoring at 50 percent or a little above. This mix of
spending would help organizations evolve their approach
from detective to more preventive mechanisms.

• Cybersecurity fears following disruptive cyberattacks
across the globe.

Subcontractor
and affiliate risk

These limited piecemeal investments in EERM have impaired
growth in organizational maturity and made it harder to
take a strategic approach to investment. Critically, not
being “brilliant at the basics” potentially undermines an
organization’s eﬀorts to realize the beneﬁts from more
cutting-edge initiatives. As a result, the beneﬁts realized are
a small fraction of the potential.
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Limited local governance in place

•

Minimal eﬀort in reducing risk

•

Local policies and procedures in place

•

Deﬁned processes in siloes

•

Functional, reactive problem-solving

•

Oﬀ the shelf tools used for problem-solving

•

Limited access to third-party data

•

Local ad-hoc metrics and reporting

•

Responsibilities built into existing roles
Increased input from management

Risk-taking for short term beneﬁts

•

No formal governance

•

Limited formal policies
and procedures in place

•

Few activities deﬁned

•

Fireﬁghting mode

•

Simple and least expensive tools used
ad hoc

•

Limited metrics and reporting

•

Individual eﬀort

•

Little management input

•

Lack of training

•

•

Risk-taking for quick ﬁx beneﬁts

•

Initial
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Industry highlights
The survey revealed similar EERM
maturity levels across industries,
with the exception of life science & health care
and government & public services. Life science
& health care organizations are more optimistic
about their maturity compared to others:
28 percent rate their EERM as “integrated”
or “optimized”. Government & public service
organizations are less positive than other
organizations – only 10 percent deem
themselves “integrated” or “optimized”.
The perception of underinvestment in both
capital expenditure (capex) and operating costs
(opex) in EERM is common across sectors.
Financial services, however, have the largest
proportion of respondents who regard their
organizational investments as adequate in
capex (31 percent) and opex (34 percent).
Government & public services organizations are
at the other end of the scale, only 11 percent
view their EERM investments as adequate (the
same for capex and opex).
Certain risk domains – information security,
data privacy, cyber risk and non-regulatory
compliance – receive investment priority
compared to others across all sectors. However,
certain industries tend to focus on some risk
domains neglecting others.

For example:
• Government & public services (78 percent
respondents), energy & resources (68
percent), and ﬁnancial services organizations
(58 percent) focused particularly on ﬁghting
ﬁnancial crime, including money laundering,
bribery, and sanctions.
• Government & public services surpasses
other sectors in its ongoing commitment to
managing reputational risk (56 percent) and
physical security (67 percent).
• Financial services, and energy & resources,
place particular importance on managing
resilience and business continuity, at 46
percent in both cases.
• Energy & resources puts a strong priority
on addressing contract risk (59 percent of
respondents), health and safety risk (66
percent), and subcontractor risk (55 percent).

Fig 2.4 Organizational self-assessment of EERM maturity by industry segment
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Fig 2.5 Belief in whether organization is spending what it should be in EERM by industry
Cumulative capital costs
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• Financial services are reacting to the
increasing concern from regulators, 23
percent focused on concentration risk.
• The technology, media & telecoms industry
has the greatest interest in intellectual
property risk (36 percent) – far more than
other sectors.
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Fig 2.6 Investment in speciﬁc risk domains of EERM by industry
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Geography highlights
There are no extreme geographical
variations between the number of
third parties engaged by organizations.
The number of FTEs broadly align to the level of
annual investment across all regions, although
this may change with greater adoption of
managed services.
Organizations in the Americas are most likely
to spend above US$1 million on EERM related
activities, followed by EMEA and Asia Paciﬁc:

Leadership

• 65 percent of respondents from the Americas
spend above US$1 million, including 25
percent who spend more than US$5 million
annually on opex.

Operating model

• 48 percent of respondents from EMEA spend
over US$1 million, including 17 percent
spending over US$5 million.

Technology
Subcontractor
and affiliate risk
About the authors

Contacts

• In Asia Paciﬁc only 38 percent spend above
US$1 million, and only 10 percent above
US$5 million.
Respondents from Asia Paciﬁc were the least
likely to believe they are spending what they
should be or more on EERM capex (19 percent)
and opex (23 percent). The vast majority believe
their organizations are underinvesting. This is
only slightly better in the Americas (21 percent
for capex and 23 percent for opex) and EMEA
(30 percent for both capex and opex).
Across the world, the risk domains given
priority were broadly the same: data privacy,
information security, and cybersecurity.
38

One interesting diﬀerence, however, was the
proportion of EERM budget spent at each stage
of the third-party relationship life cycle. Ongoing
monitoring is typically the longest phase in this
life cycle and typically accounts for the highest
proportion of spending.
Respondents from Asia Paciﬁc reported the
lowest proportional spend of their budget on
pre-screening, due diligence, and termination.
For instance, as many as 60 percent of Asia
Paciﬁc respondents spent less than 5 percent of
their annual budget on pre-screening activities,
compared to 41 percent in the Americas and 37
percent in EMEA. More mature organizations
typically spend around 10 percent.
The story is similar for termination activities
and exit planning, although underinvestment
here is a more uniform across regions. Nearly
two-thirds (64 percent) of respondents in Asia
Paciﬁc spend less than 5 percent of their annual
operating budget on this, with slightly smaller
proportions for the Americas (59 percent) and
EMEA (55 percent).
In contrast, organizations further up the
maturity curve spend at least 10 percent of
their budget on termination and exit planning.
Respondents also indicated that spending on
this is particularly high for critical third-party
contracts, where termination or exit would
require signiﬁcant eﬀort.

Fig 2.7 Financial and talent investment in EERM by region
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Fig 2.8 Whether respondent organizations believe they spend what they should in EERM by region
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The story so far
Since 2016, our annual EERM surveys have captured how
boards and executive leadership (C-suite) have enhanced
their understanding of third-party risks, enabling them to
strike a better balance between their responsibilities for
risk oversight, growth, performance, and strategy.
This is an important change: Third-party risk management
was viewed as an operational rather than a board or
top leadership issue for decades. Even a few years ago,
this rethinking around the position of EERM started to
present a transformational opportunity for the more
progressive organizations.
Between 2016 and 2018, we saw signiﬁcant growth in the
number of organizations moving ultimate accountability
for EERM to the board and C-suite. Third-party risk now
consistently features on the board agenda – with varying
levels of urgency – in progressive organizations and in
those from highly regulated sectors.
Nonetheless, our 2018 survey revealed room for
improvement in the level of engagement on EERM
between board members and risk domain owners. Survey
respondents believed that lower levels of engagement
and understanding by risk domain owners harmed
coordination. Better coordination between leaders and
teams for risk domains, business units, and functions such
as procurement, legal, and internal audit, is a top EERM
priority for organizations.

Contacts

2019 ﬁndings
This year’s survey shows that boards and senior leadership
continue to retain ultimate responsibility for EERM in more
than three quarters of respondent organizations. Speciﬁcally
responsibility rests with the:
•
•
•
•
•

Head of risk in 24 percent of cases;
CEO in 17 percent;
Board in 19 percent;.
CPO in 10 percent; and the
CFO in 8 percent.

Boards and senior leadership want to fulﬁll their roles more
responsively and be more engaged with issues speciﬁc to
particular risk domains and the internal specialists dealing with
them. This “inside-out” approach supplements their historical
“outside-in” perspective.
Over a third (37 percent) of survey respondents believe better
in-house coordination between leaders and teams for risk

Only 16 percent, however, believe in-house coordination is
strong in their organizations, with another 49 percent judging
it moderate. The remaining 35 percent consider it low, nearly
absent, or don’t know.
This inside-out thinking is also reﬂected in organizational
initiatives to exploit data on third parties more smartly. Boards
and senior leaders want to move away from periodic color-coded
(“RAG”) dashboards to succinct real-time actionable intelligence
with alerts and analysis of trends.
• 56 percent of respondents are using or planning to use cloudbased platforms for EERM
• 45 percent are focused on robotic process automation
(RPA)
• 36 percent are using or planning to use visualization
techniques to make this intelligence much more actionable.

Fig 3.1 Boards and executive leadership continue to retain ultimate responsibility for EERM
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Fig 3.2 Level of engagement and coordination between key EERM stakeholders such as risk domain
owners, procurement, legal, and business leaders

Deloitte point of view
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Executive summary

Board and C-suite ownership and oversight of EERM has been critical in
enabling organizations to start realizing the opportunities and managing
the risks from third parties eﬃciently and eﬀectively.
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About 35% of the respondents, have low or no signiﬁcant engagement and
coordination between key EERM stakeholders such as risk domain owners,
procurement, legal, and business leaders
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Senior ownership can also facilitate cooperation across the organization
and resolve conﬂicting priorities to drive coordinated strategic
investments. This could help replace the piecemeal investment approach
discussed in section two.
2018 has seen boards desire greater innovation in EERM. This includes the
emergence of boardroom reporting and dashboards to make information
on third parties digestible and meaningful. The timely implementation
and seamless integration of vigilance mechanisms on third parties would
enable teams to more eﬃciently identify imminent risks and performance
issues. This could prevent threats from becoming reality.

Fig 3.3 Emerging technologies being explored for EERM
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Teams responsible for managing third-party risks should take advantage of
this senior-level interest by challenging budgetary constraints and pushing
for investment to address challenges.

A more coordinated approach within the organization can also bring
together the diﬀerent perspectives and skill sets that those involved in
EERM bring to the business. This would ensure that risk management
resources are deployed eﬀectively to address the most signiﬁcant areas of
concern and opportunity.
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Industry highlights
Across all industries, ultimate responsibility for EERM tends to lie with
the board and C-suite. There are, though, some interesting diﬀerences.
CROs most commonly have ultimate responsibility in industries most mature in
EERM – consumer & industrial products, ﬁnancial services, and life sciences
& health care organizations.
In energy & resources and telecoms, media & technology, it most commonly sits
with the board, and in government & public services with the CEO or CFO. Chief
procurement oﬃcers (CPOs) are more likely to have responsibility in organizations
where third-party relationships relate to the supply chain.

Fig 3.4 Level of engagement and coordination between key EERM stakeholders and
business leaders by industry
59%

44%
43%

The most commonly explored emerging technology is cloud technologies, followed
by RPA, in most sectors. Further interesting ﬁndings include:
• Consumer & industrial products companies are the highest adopters of cloud
technologies. Nearly two-third (65 percent) were exploring or planning to explore
such technologies. This is followed by life sciences & health care (55 percent),
energy & resources (53 percent), ﬁnancial services (52 percent), technology,
media & telecoms (49 percent), and government & public services (44 percent).
• Consumer & industrial products companies are also the greatest adopters of RPA.
More than half (52 percent) are exploring or planning to explore such technologies.
This is followed by life sciences & health care (50 percent), technology, media &
telecoms, and government & public services (44 percent each), ﬁnancial services
(41 percent) and energy & resources (40 percent).
• Visualization technologies are most popular in life sciences & health care
(55 percent), followed by consumer & industrial products (39 percent), technology,
media & telecoms (37 percent), energy & resources (33 percent), ﬁnancial services
(32 percent) and government & public services (22 percent).
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Energy & resources organizations were most likely to believe their organizations had
good engagement and coordination. Financial services and technology, media
& telecoms (16 percent of respondents for each industry) followed. At the other end of
the scale, none of the respondents from government & public services felt so.
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Fig 3.5 Ultimate responsibility for EERM by industry
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Fig 3.6 Emerging technologies being explored by industry
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Geography highlights
The need for boards and executive leadership to
improve engagement and coordination with risk
domain owners, procurement, and legal teams is highest in
the Americas, where only 11 percent of respondents rated their
current level of engagement as high. The number was
only marginally better in Asia Paciﬁc (16 percent) and EMEA
(17 percent).

Investment

Asia Paciﬁc is leading the way in exploring or planning to explore
technologies for EERM in the cloud (65 percent) and RPA
(58 percent).
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This may be because it is making capital investments in EERM
relatively later, when these newer technologies have been at
more advanced stages of adoption.
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In contrast, Americas and EMEA counterparts are now upgrading
their earlier investments in EERM to take advantage of the
additional functionality available in moving to the cloud or
embracing RPA.
The corresponding rates of adoption of cloud or RPA
technologies in EMEA are 56 percent and 43 percent respectively
while the same in the Americas are 43 percent and 42 percent
respectively.
A similar trend can be seen for all forms of emerging technology
except cognitive analytics where the Americas narrowly lead
on adoption (27 percent of respondents), followed by EMEA (26
percent) and Asia Paciﬁc (23 percent).

Fig 3.7 Level of engagement and coordination between key EERM and business leaders by region
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Fig 3.8 Emerging technologies being explored for EERM by region
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The story so far
Our surveys between 2015 and 2018 identiﬁed various
changes in operating models for third-party risk
management.
In 2016, organizations were in the process of deciding
between centralized in-house models and external
service-provider based models, though for third-party
monitoring only.
By mid-2016, this had emerged as a much broader
debate between decentralization and centralization of
key elements in governance and risk management. Some
decentralization was required to make operating units
agile to changing market and customer requirements yet,
the EERM function itself needed to be more centralized to
enable consistency.
2017 and 2018 saw centralized elements in roles,
technologies, and processes become more common but
within decentralized structures. As a result, centers of
excellence (CoEs) and shared services centers (SSC) started
to emerge as the most common operating models, with
an increasing desire to explore market utility models and
managed services models provided by third parties.

About the authors

2019 ﬁndings
Our current survey shows that federated structures for EERM,
underpinned by a CoE or SSC, now exist in two-thirds of
organizations (69 percent). These structures are accelerating the
shift to sustainable operating models for EERM. Only 11 percent
of organizations remain highly centralized (down from 17 percent
last year). Most of the remaining 89 percent that are not yet
highly centralized are introducing federated structures for EERM
(69 percent of respondents).
Emerging federated structures for EERM are increasingly
underpinned by:
• CoEs: 53 percent of organizations already have them. and
a further 21 percent intend to establish them
• SSCs: 38 percent of organizations use them and a further 20
percent aspire to.
Our 2019 survey reconﬁrmed the growing popularity of managed
services and shared assessments and utilities, as a common
feature across diverse operating units that otherwise act with
varying degrees of autonomy. These operating units could be
a business or geographic unit or functional area.
For the ﬁrst time, our 2019 survey captured uptake on three
diﬀerent types of managed services model:
1. Managed services to acquire risk intelligence, including
utility models that facilitate the shared exchange of such
data. 18 percent of organizations use these and a further
21 percent plan to. This is the most popular managed
services solution.

Contacts

50

2. Managed services deploying on-premise staﬀ. 18 percent
of organizations use these and a further 13 percent intend to.
3. Managed services solutions deploying EERM technology
as a service. 11 percent use these and a further 14 percent
plan to.
Investments in managed services and shared assessments
and utilities, drive eﬃciency by reducing the need to increase
headcount and drastically reduce capital expenditure.
Nearly three quarters (73 percent) of respondents expect that
cumulative capital costs should not exceed annual operating
costs of EERM, once they adopt these sustainable solutions.
A further 14 percent do not go so far, but believe that capex
should come down to about twice that of annual operating
costs, with 10 percent putting the ratio at three times. This
would mark a sharp decline from respondents’ estimate last year
that cumulative EERM capex is typically three to ﬁve times their
annual operating cost.
Our current survey revealed another new collaborative trend:
co-ownership of budgets – albeit underpinned by
a fundamentally stronger element of centralized control.
Core business leadership and procurement increasingly control
budget for EERM.
• CEO/board/executive leaders: 24 percent
• Procurement: 27 percent
• Business units: 28 percent
• Geographic leadership: 4 percent.
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Fig 4.3 Level of investment in EERM capex

Fig 4.1 Federated structures for EERM are emerging as the norm
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Fig 4.2 Use of CoEs, SSCs, managed services, and utilities
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The growing trend towards a more centralized yet
collaborative approach to EERM is a pragmatic way to
proceed. It could generate considerable value, including:

Economic and operating
environment

• Eﬃciency gains

Investment

• Improvements in quality

Leadership
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Operating model
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Technology
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Considering a managed services solution is the logical next
step in establishing common EERM delivery.

• Financial beneﬁts

• Consistency of rigor through controlled agility.

03

easier to implement such overarching initiatives in EERM.

CoEs and SSCs can unlock this value through a more joinedup approach across the more autonomous operating units
within the organization.
The emerging trend of co-ownership of EERM budgets
recognizes the diversity of operating unit environments
and the needs of local stakeholders. Organizations are
retaining centralized control over EERM budgets but with
much stronger engagement and collaboration with business
unit leaders. Unit leaders might be drawn in, for example, to
include activities speciﬁc to their departments. This creates
a good balance between consistency and ﬂexibility.

The urge must be resisted for more autonomous business
units to structure and select their own managed services
solution to support the third-party risk management
activities they consider most important and relevant.
Otherwise, it may lead to ineﬃciency and inconsistency in
EERM across the organization.
It might be appropriate for some organizations to set up
certain hubs that cater to speciﬁc needs of operating units
or even time zones. But, these should be appropriately
resourced with staﬀ who have the necessary skills to retain
consistency of method and quality, and are not appropriate
for all organizations.

Boards and executive leadership have started investing in
emerging technologies to provide online real-time insights
on EERM. These technologies better equip boards and
executives to make decisions about third-party issues and
are an integral component of sustainable operating models.
The more centralized yet collaborative approach makes it

About the authors
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Industry highlights
All industries demonstrate a balance between centralized control over
EERM budgets and a spirit of increasing collaboration and joint ownership.
The technology, media & telecoms sector had the smallest proportion of
organizations considered highly centralized (9 percent), followed by ﬁnancial
services (10 percent), and government & public services (11 percent). Life sciences
& health care organizations (15 percent) were most likely to consider their
organization highly centralized, just followed by energy & resources (14 percent).

Fig 4.4 EERM structures adopted by industry
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Government & public services organizations were the most likely to think they were
adopting a federated structure (88 percent). Next came consumer & industrial
products (72 percent) and life sciences & health care (71 percent).
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Life sciences & health care organizations were also the most likely to adopt internal
shared service centers: 70 percent had done this or intend to. Consumer & industrial
products (62 percent) followed, and then government & public services (56 percent),
and energy & resources (55 percent).
Consideration of managed services solutions is growing across all sectors. The more
traditional form of managed services solutions that deploy on-premise staﬀ was
most popular in life sciences & health care, with 50 percent of respondents already
adopting or planning to adopt such solutions. In government & public services, this
was 44 percent, and consumer & industrial products 35 percent.
Life sciences & health care organizations were also most likely to adopt managed
services solutions to acquire risk intelligence, including utility models facilitating
shared exchange of data (55 percent of respondents). Other sectors most likely to
adopt these were technology, media & telecoms (51 percent), consumer
& industrial products, and energy & resources (41 percent each).
54
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Life sciences & health care had the highest adoption of CoEs: 95 percent of
organizations had created them, or intend to. Next came government & public
services (78 percent) and ﬁnancial services and consumer & industrial products
(73 percent in both cases).
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Do you believe that your organization is adopting a federated structure that combines the beneﬁts of standardization and
centralized planning with decentralized local leadership and some ﬂexibility?
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*See end note 4 for industry categories in full
43

All together
together now
now || Third-party
Third-party governance
governance and
and risk
risk management
management

Home

Foreword

Executive summary

Fig 4.5 Models used or intend to be used to support federated structures by industry
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Geography highlights
The overwhelming majority of organizations across all three regions
had some element of decentralization, reducing those that were
highly centralized to a small minority. Only 12 percent of organizations in EMEA
were highly centralized, followed by 10 percent in the Americas, and 9 percent in
Asia Paciﬁc.
More than three quarters (76 percent) of organizations in Asia Paciﬁc were
adopting a federated structure to bring in the beneﬁts of centralized control in
EERM. This was slightly lower in EMEA (69 percent) and the Americas (60 percent).

12%

Perhaps for the same reason, the managed services model characterized by
on-site deployment of staﬀ is more common in Asia Paciﬁc too. Nearly half (46
percent) of respondents had adopted this model, with a further 22 percent
intending to. This once again reveals untapped opportunities for respondents in
the Americas and EMEA.

Operating model

05

Technology

Asia Paciﬁc is also at the forefront in managed services that involve shared
exchange of third-party risk data or deployment of technology as a service.

06

Subcontractor
and affiliate risk

The Americas most commonly give control of EERM budgets to core leadership
(60 percent) and procurement teams (30 percent). It is followed by EMEA (58
percent for core leadership and 30 percent for procurement teams). In Asia Paciﬁc,
core leadership teams controlled EERM budgets in only 43 percent of cases, and
procurement teams in 15 percent of cases. In this region the risk management
department was most likely to control budgets.
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Asia Paciﬁc also leads in the intended adoption of CoEs and SSCs, although
rates of actual take-up are similar across the world. This is likely to be because
of the predominance of or ease of access to SSCs in the region over EMEA and
the Americas.
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Fig 4.6 EERM structures adopted by region

28%

More decentralized
than centralized

Highly decentralized

EMEA

Americas

12%
7%
8%
3%

Asia Paciﬁc

Do you believe that your organization is adopting a federated structure that combines the beneﬁts of standardization and
centralized planning with decentralized local leadership and some ﬂexibility?

69%

EMEA

Americas

Asia Paciﬁc

60%

31%

40%

76%

24%

Contacts
Yes

56

No

45

All together
together now
now || Third-party
Third-party governance
governance and
and risk
risk management
management

Home

Foreword

Fig 4.7 Supporting models for federated structures by region
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Fig 4.8 Budget ownership for EERM by region
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Organizations are streamlining and simplifying EERM
technology across diverse operating units.
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The story so far
Our EERM survey revealed a disorganized approach to the
use of technology for end-to-end EERM processes in 2016.
By the following year, the vast majority (90 percent)
of respondents raised issues concerning tools and
technologies used for EERM. There was concern about the
lack of a single unifying technology to manage third-party
risks holistically and disparity of third-party management
processes used across organizations. This was making it
diﬃcult to integrate and optimize EERM.
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environment
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By 2018, however, two emerging trends started reducing
this concern.

04

Operating model

First, as discussed earlier in this report, the stage was
being set for a more coordinated approach to investment
in technology, through the:

2019 ﬁndings
Our 2019 survey supports our assertion that a tiered approach
for streamlined and standardized technology investments
in EERM will likely continue. Very few organizations want to
develop their own complex bespoke solutions. This supports the
adoption of sustainable operating models, as discussed in the
earlier section of this report.
Tier One
Our current survey reveals a much stronger position for the
major ERP and procurement platforms within the ﬁrst tier.
Respondents say these help to establish a common foundation
and operational discipline to support the emerging federated
structures. More than half (59 percent) of organizations leverage
their ERP or procurement platforms as the core foundational
component for EERM. Common solutions include:
• SAP (30 percent of respondents).
• Oracle (17 percent).

05

Technology

• Introduction of centralized ownership and management:
and the
• Growing popularity of CoEs and SSCs.

06
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Second, a three-tier technology architecture (see diagram
right) had emerged. A single technology solution for EERM
was still to emerge.

About the authors

• SAP Ariba (15 percent).
• Microsoft Dynamics (8 percent).
Tier Two
Three quarters (75 percent) of respondents adopt risk
management solutions for EERM. There was debate among
respondents around the choice of:
• EERM-speciﬁc risk management packages. Nearly two
in ten (18 percent) organizations use EERM-speciﬁc risk
management packages. These are sometimes referred to as
“best of need” solutions. Or,

Contacts

60

• Generic integrated risk management solutions used
for third-party management requirements. More than half
(57 percent) of organizations use generic integrated risk
management solutions for EERM use. These streamline
organizational technology architecture in the organization,
and are sometimes referred to as “best of breed” solutions.
Solutions include RSA Archer (13 percent of respondents),
IBM OpenPages (8 percent), Thomson Reuters (6 percent),
ServiceNow, and MetricStream (4 percent of respondents in
each case).
Tier Three
Domain-speciﬁc risk intelligence solutions are now commonplace
as the third tier. The solutions available continue to grow in
speciﬁc risk domains such as:
• Financial viability: 30 percent of respondents.
• Financial crime: 28 percent.
• Contract management: 18 percent.
• Sustainability: 11 percent.
• Cyber threats: 9 percent.
Organizations seek to acquire risk intelligence in other risk
domains without investing in resources and headcount in-house,
for example, using managed services or utilities.
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The evolving tiered architecture for EERM tools and technologies
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Fig 5.1 Use of EERM technology solutions
(a) ERP and P2P systems or other backbone
infrastructure: 59%
SAP

Tier two
Tier one
Tier one: Enterprise Resource Planning (ERP) or procurement platforms that
establish a common foundation and operational discipline for EERM.
Tier two: Either EERM-speciﬁc risk management packages tailored to an
organization’s third-party management requirements, or generic governance,
risk management and compliance (GRC), or controls management platforms
that include EERM capability.
Tier three: Niche packages for speciﬁc EERM processes or risks providing
feeds from specialized risk domains such as ﬁnancial viability, ﬁnancial crime,
contract management, and cyber threats.
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(b) GRC and controls management
solutions: 57%

• BitSight
• Security Scorecard
• Risk Recon
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There is a strong desire for standardization and streamlining
in EERM technology across diverse business and operating
units. Smartly coordinated investments in EERM technology
across the three tiers can drive eﬃciency, reduce costs,
improve service levels, increase return on equity, and enable
a shift to sustainable operating models.
We anticipate seeing more EERM capex invested in
transformation initiatives and related design and
implementation in 2019 and 2020. Many organizations
should achieve their aspiration of limiting ongoing capex
to the same levels as their annual EERM opex once these
initiatives are implemented successfully.
There is also likely to be a convergence between thirdparty risk management tools and broader third-party
management tools that can enable better holistic and
integrated management of performance, contract, and
commercial issues in conjunction with the risk generated by
these issues.
The debate between standardized governance, risk
management and compliance (GRC) solutions, and
EERM-speciﬁc solutions is likely to continue. There may
be increasing unhappiness over the ﬁtness for purpose of
standardized functionality provided by GRC solutions, even
though these solutions promote easier integration within
the organization.

About the authors

Our survey results suggest that the current trend is an
increasing adoption of “best of need” systems by many
organizations, primarily to address the functionality relevant
to the management of third parties. These systems will
sometimes complement existing GRC solutions.
This belief is supported by a 2019 survey on GRC technology
by think tank, the Open Compliance and Ethics Group
(OCEG). It identiﬁed that a standardized GRC technology
architecture can no longer support multipurpose user
needs eﬀectively. These needs include third-party risk
management and domain-speciﬁc compliance requirements,
such as cyber risk management, through a use-case
approach. This has sapped satisfaction levels: In 2018 only
21 percent of users claimed good or excellent organizational
alignment based on a single GRC solution with multiple use
cases – a fall from 28 percent in 2016.
We also expect the evaluation criteria for EERM technology
solutions to evolve beyond “cheaper, faster, better” to
include:
• Support in emerging markets.
• Ability to embrace robotics and cognitive automation.
• Seamless integration with the shared utilities and managed
services platforms of the future.
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Organizations have poor oversight of the risks posed by third
parties’ subcontractors and aﬃliates.
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The story so far
Our 2018 EERM survey recognized the realization of the
signiﬁcant risks associated with outsourcing. In many
cases, third parties contract out some of the processes
subcontracted to them – creating fourth parties. This chain
can go on, creating ﬁfth parties, sixth parties, and so on.
This expansion of subcontracting chains has led to
a rise in disruptive incidents caused by organizations that
appear, at ﬁrst sight, to have little to do with the prime
organization at the other end of the chain. A sixth party,
for example, can harm the operations of the original
organization connected to it through a chain comprising
the third, fourth, ﬁfth, and sixth parties. This has attracted
the attention of various regulators, which are holding
organizations accountable for lack of oversight of their
supply chain relationships.
For some years now, organizations have also failed to
address adequately how they manage relationships
with aﬃliates.
In 2018, many of these organizations were starting to
establish oversight structures for their IT and business
service delivery units, whether in-house, outsourced, or
provided by an aﬃliate entity (or a combination thereof).
These structures are typically known as global business
services (GBS) and are sometimes encased within separate
legal entities managing complex combinations of thirdparty, in-house (shared services), and aﬃliate teams.
These GBS units are creating a multi-tiered challenge to
EERM, with some risks similar to those of subcontractors,
and some unknown.

2019 ﬁndings
Our current survey indicates that organizations are not adequately addressing subcontractor and aﬃliate risks, despite commitment
to embrace sustainable operating models and enabling technology.
Subcontractor risk
Subcontractor risk – also referred to as fourth- and ﬁfth-party
risk – is still not attracting the appropriate level of attention from
EERM leadership.
Only 2 percent of respondents (the same as last year) identify
and monitor all subcontractors engaged by their third parties. A
further 8 percent (down from 10 percent last year) do so for their
most critical relationships. The remaining 90 percent lack the
required ongoing focus:
• 11 percent assess this only when taking on a new third party
(up from 8 percent last year)

Aﬃliate risk
Organizations also continue to lack clarity in their approach to
monitoring and managing risks related to aﬃliates. Nearly a third
(32 percent) of organizations applied the same rigor in evaluating
and monitoring such risks as they do with third parties. However,
nearly half (46 percent) reported varying standards, including
some degree of ambiguity or an ad-hoc approach. Generally,
initial due diligence processes and ongoing monitoring related
to aﬃliates appear signiﬁcantly lighter-touch than those applied
to other third parties. The remaining 22 percent of organizations
did not have any signiﬁcant aﬃliate relationships.

• 44 percent rely on third parties to do so (the same as last year)
• 18 percent do this on an ad-hoc basis (the same as last year)
• 17 percent do not identify, assess, or monitor third parties at all
(the same as last year).
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Fig 6.1 Monitoring of subcontractors engaged by third parties
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Deloitte point of view – subcontractor risk
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with a third party

Fourth / ﬁfth parties
are reported on,
managed and monitored
by our third parties only

Fourth / ﬁfth
parties are not
identiﬁed, reviewed
or monitored at all

2019

Aﬃliate relationships are treated and
managed in exactly the same way
as other third-party relationships

32%

Aﬃliate relationships are treated and
managed diﬀerently to other
third-party relationships

46%

Pre-screening and due diligence is a
much lighter process for aﬃliates than
other third parties for most of these
respondents.
We do not have any aﬃliate relationships

22%

Ongoing monitoring can also be
signiﬁcantly lower if the aﬃliate is
assumed to be trusted.

This issue is particularly relevant to regulated industries such as ﬁnancial
services, where systemic concentration risks are a signiﬁcant cause for
concern. However, recent legislation and regulation extend this concern
to other industries as well, because they include requirements to manage
relationships with fourth and ﬁfth parties. These developments include
the UK’s Modern Slavery Act and the EU’s GDPR. Concentration risks may
also be embedded within some of these multiple tiers of the extended
enterprise, requiring ongoing assessment.
Leading organizations are starting to address these blind spots through
“illumination” initiatives to discover and understand these “networks
within networks”. Once they grasp who their critical subcontractors are,
the next step is to understand what assurance their third party is obtaining
about these fourth parties. This assurance must be supported by evidence.

Fig 6.2 Approaches to managing aﬃliates
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04

18%

The lack of appropriate oversight over subcontractors is making it
diﬃcult for organizations to determine their strategy and approach to the
management of subcontractor risk. The risks typically reside in deeper
layers of the third-party ecosystem, so this lack of oversight impairs their
ability to apply the appropriate discipline and rigor to managing risks.

We understand that some organizations go further to form combined
inspection teams with their third parties to undertake assurance activities
on fourth parties. In addition, some organizations also request the option
to complete additional assurance activities themselves. This would typically
need to be enabled by the third party’s contract with the fourth party.
More commonly, leading organizations are adopting a less invasive
approach by using risk intelligence tools to understand critical fourth-party
control environments including ﬁnancial solvency. In some cases, these
organizations insist on the ability to veto subcontractors to their third
party, if they believe they pose too much risk.
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At the same time, GBS structures (as a newer variant of subsidiary or
aﬃliate relationships) are gaining increasing popularity in organizations.
These are trying to integrate governance mechanisms and good practices
across all third parties as well as internal shared service delivery teams.
The scope of these structures, and the legal entities in which they sit, vary
across organizations. This adds further complexity and creates multilayered challenges for third-party risk management.
In most cases, these GBS entities are not directly within the scope of the
relevant industry regulation, because regulation is generally administered
by legal entities. Because of this, where risks have manifested in actual
harm, organizational reputation of the primary organization using them
has been damaged, business continuity has been interrupted, and
these organizations have attracted substantial penalties and regulatory
enforcement action due to the subsidiaries or aﬃliates that serve them.

Industry highlights
Organizations in government & public services most commonly fail to identify, assess
or monitor their risks from subcontractors, at 44 percent of respondents. A further 44
percent chose to rely on their third parties to do this.
The next sector to most commonly fail to identify, assess or monitor its risks from subcontractors
was life sciences & health care, at 30 percent. A further 50 percent relied on third parties to do this.
Only 7 percent of respondents from energy & resources, and 15 percent from ﬁnancial services, did
not identify, assess or monitor subcontractor risks. However, the proportion of those that relied on
their third parties’ EERM procedures was the same or very similar to the proportion in government
& public services (44 percent for energy & resources, and 45 percent for ﬁnancial services).
Life sciences & health care, and government & public services, organizations were also least likely to
take the risks posed by their aﬃliates as seriously as risks posed by subcontractors.
70 percent of government & public services organizations, and 67 percent of life sciences
& health care organizations, applied a less rigorous approach. This was grounded in an assumption,
rather than conﬁrmed facts based on formal assessment, that these entities could be trusted more
than their external counterparts. Consequently, organizations believed their aﬃliates required a
lower level of due diligence, pre-screening and monitoring.
Technology, media & telecoms organizations were most likely to be consistent in managing
aﬃliates and other third parties alike. 38 percent said they followed this approach, with another 31
percent stating that they did not have any signiﬁcant aﬃliate relationships. This left 31 percent of
respondents opting for the lighter approach.
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Fig 6.3 Monitoring of third parties' subcontractors by industry
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All fourth / ﬁfth parties are identiﬁed and regularly monitored directly by our organization
Most critical fourth / ﬁfth parties are identiﬁed and regularly monitored directly by our organization
Some fourth / ﬁfth parties are identiﬁed and reviewed on an ad-hoc basis directly by our organization
Fourth / ﬁfth parties are reviewed at the initiation of any new contract with a third party
Fourth / ﬁfth parties are reported on, managed and monitored by our third parties only
Fourth / ﬁfth parties are not identiﬁed, reviewed or monitored at all

There was, however, more variation in the assessment of concentration risk (single points of
failure/single geographic region) embedded in the various tiers of aﬃliate and other thirdparty relationships:
• 41 percent of Asia Paciﬁc organizations did not know how concentration risk was being assessed,
and 9 percent did not assess concentration risk at all
• 22 percent of Americas organizations did not know how it was being assessed, and 15 percent did
not assess it
• 22 percent of EMEA organizations did not know how it was being assessed, and 14 percent did not
assess it.

Fig 6.5 Review of concentration risk across multiple tiers
of the extended enterprise by region

Fig 6.4 Approach to managing aﬃliates by industry
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Geography highlights
There was little variation globally in the management of subcontractors and aﬃliates.
Although in general, fewer respondents (67 percent) from the Americas had aﬃliate
relationships, compared to 80 percent from both EMEA and Asia Paciﬁc.
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Since returning to Deloitte, Mark has led a number of projects to help clients across many industries manage the risks associated
with the extended enterprise. He has helped his clients to design, build, and implement third-party risk management frameworks and
design and operate large-scale, global programs of third-party audits covering a variety of risk types. Mark specializes particularly in
the implementation of EERM managed services for his clients and in the ongoing development of technologies to support automated
risk screening and monitoring.
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Endnotes
1. We use the phrase “extended enterprise risk management” interchangeably with “third-party
risk management” in this report given the increasing use of the term “extended enterprise” to
represent the ecosystem of third parties used by an organization.
2. We have considered fully and partially completed survey responses – to the extent survey
questions have been answered by these respondents – when analyzing data and preparing
our report.
3. It is diﬃcult to compare 2019 results with previous years’ surveys in some cases. This is because
of the increased proportion of respondents from regions where levels of understanding and
maturity in third-party risk is less developed than more mature territories.
4. Industries covered by the survey include consumer & industrial products (C&IP), energy &
resources (E&R), government & public services (G&PS), life sciences & health care (LSHC), and
telecoms, media & technology (TMT). Industries are referred to by acronyms in all graphics.
5. Figures set out in section 2 on investment relate to centralized spending on EERM as estimated
by respondents. Some respondents have said that their organizations may be spending
signiﬁcantly higher amounts on EERM, given the decentralized nature of spend and activity.
6. An aﬃliate organization, unlike a subsidiary, is one where the focal organization does not
hold a majority stake. Control is exercised through indirect means such as a common parent
organization. In some countries covered by our survey, the term “aﬃliates” has a broader
connotation. It may include, for example, thirdparties covered by marketing agreements (for
example in online retail), certain independent contractors, and so on.
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Survey respondent proﬁles
This year, we received 1,055 responses from participants in 19 countries around the world, covering all the major industry segments. Respondents are typically responsible for governance and
risk management of the extended enterprise in their organizations.
Primary industry of respondents
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37%

10%

34%

29%

41%

C&IP
E&R
FS
LSHC
G&PS
TMT

Board Member
C-suite
Senior management
Head of speciﬁc functional area
Middle management
Others

Small or medium-sized organization (less than 250 employees)
Large organization (250 or more employees) with turnover less than US$ 1 billion
Large organization (250 or more employees) with turnover between US$1-5 billion
Large organization (250 or more employees) with turnover more than US$5 billion
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