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Cyber cloud managed
services

Move toward your possible, faster-with 24/7 security protection and monitoring

Deloitte’s cyber cloud managed.services (CEMS)
accelerate your journey on the AWS cloud with

clol
managed service that provides 24/7 security pﬂt@%
monitoring of essential resources that enables you to
at the speed of your innovation.

As an AWS Level 1 Managed Security Service Provider (MSSP), we worked closely with AWS security
specialists to develop the 10 managed security service (MSS) specializations included in CCMS:

Detection - Logging and Monitoring

Infrastructure and Network

Security Data Protection

Threat and Incident

) Response
Identity and Access
Management
Compliance Service Management

AWS Resource Visibility

Endpoint Protection
Inventory

DevSecOps, Automation and
Orchestration
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Why Deloitte MSSP Level 1 services?

Deloitte has an established track record collaborating with clients

providing managed security services on AWS.

ughout their cloud journey and is experienced in

Magic Quadrant Leader

Deloitte is positioned as a Leader in the new 2021Gartner® Magic
Quadrant™ for Public Cloud IT Transformation Services*

Figure 1: Magic Quadrant for Public Cloud IT Transformation Services
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CCMS aims to help you meet service level agreements (SLAs)
and provide response times that align with industry
standards:

« Target resolution and technical escalation timing commence
when CCMS operations begin working on an incident

« SLAs timings for incident resolution should commence after
closure of action-item dependencies by the project team or the
client

+ Root-cause analysis (RCA) for Priority 1 incidents aim to be
completed and delivered to the client within 5 business days.

« RCA for Priority 2 through 4 incidents aim to be performed
upon request from the client and reported within 10 business
days

Illustrative response times*

Priority 1
Critical Priority 2
(PROD High
only)

Priority 3 Priority 4
Moderate Low

Incident 1 2
60 4 ) :
response . business business
) minutes hours
time day days
Incident 3 5
s 4 8 ; ;
resolution business business
) hours hours
time days days

*Actual times may vary based on individual facts and circumstances.

CCMS core domains

Identity and access

management

+ Single sign-on (SSO)

+ Adaptive multi-factor
authentication (MFA)

» Privileged access
management self-service
portal

+ Provisioning/deprovisioning
SSO/Federation, MFA

+ Server access

+ Central governance and
management

» Role-based access control
(RBAC)

» Access review

Infrastructure and network security

« AWS infrastructure vulnerability scanning

+ Managed web application firewall (WAF)

» Distributed denial of services (DDoS)
mitigation

* Managed intrusion prevention system (IPS)/
instruction detection system (IDS)

+ Centralized management of firewall

+ Vulnerability segmentation/filtering machine
image management

+ Patch management

« Network firewall management/network policy
configuration

» Event management

» Remote access/virtual private network

+ AWS service configuration management

We have more than four years experience as an AWS managed

Detection - Logging and

monitoring

+ AWS security leading
practices monitoring

» Monitor, triage security
events

» Operating system (OS)/
network/platform log
monitoring

» Application firewall

Data protection

» Encryption at rest

» Encryption in
transit

» Hardware based
key storage

+ Data loss
protection

» Key management

+ Public key
infrastructure (KPI)

» Secrets
management

Threat and incident

response

e 24/7/365 incident
alerting and
response

« Auto remediation

- Artificial
intelligence (Al)/
machine learning
(ML)-enabled
threat detection

service provider. Highlights of our CCMS:

+ More than 50 clients

» Automated deployment of security capabilities

+ Auto remediation and automated workflow

+ Use cases for security monitoring, AWS services, OS

» Machine learning and artificial intelligence embedded in security event triage

+ T service management (ITSM) ServiceNow integration
» Dashboarding for threat and SLA reporting

Learn more about CCMS, contact:

Fiona Williams
Advisory AWS Alliance Lead
Partner | Deloitte Risk &

Aaron Brown
Cyber Cloud Managed Services Leader
Partner | Deloitte Risk & Financial

Advisory Financial Advisory
Deloitte & Touche LLP Deloitte & Touche LLP
aaronbrown@deloitte.com fwilliams@deloitte.com

*Gartner, Magic Quadrant for Public Cloud IT Transformation Services, Mark Ray, Tobi Bet, David Groombridge, Craig Lowery, DD Mishra, William Maurer. Gartner and Magic Quadrant are registered trademarks of Gartner, Inc., and/or its affiliates in the U.S and internationally and is
used herein with permission. All rights reserved. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to selectonly those vendors with the highest ratings or other designation. Gartner research publications
consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed orimplied, with respectto this research, including any warranties of merchantability or fitness for a particular purpose. This graphic
was published by Gartner, Inc. as part of a larger research documentand should be evaluated in the context of the entire document. The Gartner document is available upon requestfrom Deloitte.

Thisdocument contains general information only and Deloitte is not, by means of this document, rendering accounting, business, financial, investment, legal, tax or other professional advice or services. This document s not a substitute for such professional advice or services,
nor should it be used as a basis for any decision or action that may affect your business. Before making any decision or taking any action that may affect your business, you should consult a qualified professional advisor. Deloitte shall not be responsible for any loss sustained by
any personwho relies on this document. Product names mentioned in this document are the trademarks or registered trademarks of their respective owners and are mentioned for identification purposes only. Inclusion does not constitute an endorsement of the product
and/or service. As used in this document, "Deloitte" means Deloitte & Touche LLP, a subsidiary of Deloitte LLP. Please see www.deloitte.com/us/about for a detailed description of our legal structure. Certain services may not be available to attest clients under the rules and

regulations of publicaccounting.
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