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The realm of cyber 
everywhere.



Cyber risk isn’t just 
about IT. It ripples 
through the products 
an organization creates, 
the factories that make 
them, and the spaces 
where it conceives them.

Cyber risk isn’t just 
about data centers. 
It extends into the 
cloud, across third-party 
networks, and through 
connected devices.

Cyber risk isn’t just 
about employees. 
It stretches across 
everyone they interact 
with, including partners, 
vendors, customers, 
even family.

Cyber everywhere. 

Succeed anywhere.

In the digital age, cyber is everywhere. 
Which means cyber risk now permeates 
nearly every aspect of how we live and work.

Cyber is complex.  
Cyber is ever-changing.  
Cyber is everywhere.



Deloitte Cybersphere



That place exists: Deloitte’s Cybersphere. 

What if there was a single place 
where you could:

Monitor and mitigate cyber threats in 
real time?

See, touch, and experience new and 
emerging cybersecurity technologies?

Stretch your thinking on cyber to be 
ready for what comes next—and what 
comes after that?

Connect, share, and enhance your 
leadership skills in a forum focused on 
cyber challenges?



Deloitte Cybersphere

Cyber has transformed the world—beyond the Earth’s surface and 
into the atmosphere, defining new boundaries …. Welcome to the 
Cybersphere - our state-of-the-art, 25,000+ square-foot destination 
for exploring your most pressing cyber challenges; for creating 
and testing the security of tomorrow’s Internet of Things (IoT) 
innovations; and for gathering to learn, share, and define a path 
forward for your organization, employees, customers, and beyond. 



Deloitte’s Cybersphere is a dedicated cyber 
collaboration space located in Rosslyn, VA, just 
outside of Washington, DC that includes:

The Watch Floor. This 
is the threat monitoring 
and reconnaissance 
powerhouse, where  
our experienced 
professionals work 24/7, 
as part of our Fusion 
managed service, to help 
clients detect and respond 
to industry-specific 
threats—in real time.

The Cyber IoT Studio. 
See the future of security 
and connected devices 
as our teams develop 
and test how new client 
innovation begins with 
security in mind.

The Core. At the center 
of it all is the Core, our 
client experience zone, 
where you can attend 
labs, workshops, and 
simulations designed to 
help you navigate the 
complex cyber landscape 
and address the cyber 
challenges of tomorrow.



Small world, big benefits

As the world becomes smaller and more 
connected, Deloitte’s Cybersphere provides 
the next-generation capabilities that can help 
you address evolving cyber threats. 



Detect and respond faster.  
We fuse threat intelligence, monitoring, 
attack surface identification and 
reduction, and incident response—all 
under one roof.

Our programs and offerings can help 
enhance your organization’s ability to:

Build resilience.  
Our live exercises and war games 
leverage industry leading cyber tools and 
solutions to arm you with immersive real-
world attack simulation experience.

Innovate and experiment.  
We bring our IoT know-how to a hands-
on state with clients to evaluate, develop, 
showcase, and train on emerging and 
cybersecurity solutions, capabilities, and 
processes.

Collaborate effectively.  
We bring together leaders from 
commercial, government, and legal 
organizations to share actionable 
intelligence, leading practices, and new 
strategies that can help you mitigate 
cyber risk.



The Watch Floor

Embrace cyber everywhere.  
It’s an around-the-clock job.



With wide-ranging services and a highly skilled team, our Watch Floor helps your 
organization gain relevant, specific, and actionable risk mitigation information to make 
more intelligent cybersecurity decisions. In conjunction with our other centers around 
the globe, we provide threat detection and monitoring solutions 24/7.

As with the unpredictability of the Earth’s atmosphere, cyber threats are pervasive.  
The Cybersphere Watch Floor, and our Fusion managed monitoring, detection, and 
response service, are designed to monitor for cyber “storms” on the horizon, alerting  
our clients in order to help them better prepare for, and weather, incoming cyber threats.

That’s why our Watch Floor—the bedrock of our 
Fusion service—is always open, helping our 
clients detect and respond faster.



Always on, always ready

Attack Surface Management 

Vulnerability management services 
in conjunction with courses of action 
and recommendations applicable to 
technology and processes

Services include:

• Program assessment and analysis

• Program strategy and design

• Platform implementation and 
integration

• Attack surface reporting

• Threat visibility and analytics

Incident Response

Delivery of client and internal incident 
response capabilities

Services include:

• Incident triage and leadership

• Forensic disk analysis

• Log analysis

• Network analysis

• Memory analysis

• Incident remediation services

Threat Intelligence 

Automated and manual collection of threat 
information to support delivery

Services include:

• Threat analysis

• Deep / dark web collections

• Threat data curation

• Threat intelligence reporting

Threat Detection and Monitoring 

Centralized monitoring of security 
events across client, internal, and 
external spaces 

Services include:

• Log aggregation and analysis

• Sensor deployment

• Cyber threat analytics

• Cyber hunt operations

• Content distribution

• Cyber reconnaissance

• Security orchestration, automation, 
and response

 
Fusion



Who’s on watch? 

Deloitte’s experienced industry professionals work 24/7 to help clients 
respond to and mitigate industry-specific threats. With our Fusion service, 
our team can help you address the entire cyber incident lifecycle with an 
approach that spans:

Experience.  
Watch Floor personnel 
bring in-depth 
knowledge of industry 
environments and hands-
on experience in a range 
of organizations—from 
financial services to the FBI.

Vision.  
Our professionals aren’t 
siloed to specific tasks. 
They combine hunting, 
monitoring, and incident 
response knowledge 
and experience, which 
enables them to see the 
bigger picture.

Collaboration.  
Our team works in 
conjunction with many 
industry, law enforcement, 
and research entities 
to provide real-time 
actionable intelligence 
and mitigation 
strategies (including 
countermeasures) 
to our clients.



The Cyber IoT Studio

Embrace cyber everywhere. 
Protect every “thing.”



As cyberattacks continue, organizations that use connected devices need 
confirmation that these devices, and the environment in which they’re 
deployed, have been designed, built, and implemented with security 
in mind. To that end, our Cyber IoT Studio can test the security of the 
connected devices our clients manufacture and use on their networks.

We provide:

• Technical testing services for IoT devices—from autonomous cars, and connected 
medical devices, to industrial control systems, building automation, and smart cities

• A center of excellence, leading practices for device security testing, and certification 
readiness methods

• An environment and secure location in which to test, analyze, and pilot proprietary 
technology

• Diverse IoT ecosystems to architect and test heterogeneous technologies for a multitude 
of industry-specific use-cases with the latest security and control solutions for on-premise 
and cloud integrations

That’s why we test the safety and security  
of IoT devices.



The Core client experience

Embrace cyber everywhere. 
It takes a team effort. 



Like the Earth’s core that provides the magnetic field and energy 
that makes life possible, Deloitte’s core is our clients. The Core of the 
Cybersphere is fueled by client collaboration. The Core offers events 
and experiences designed to enhance current and next-generation 
CISOs’ leadership capabilities—giving them a forum to connect with 
Deloitte specialists and their peers, share information, and tackle their 
thorniest challenges.

That’s why we’re dedicated to figuring it  
out together.



Our Core programs include:



Foundational experiences

• Labs that deliver on our clients’ strategic 
objectives through facilitated, working 
sessions 

• Spark experiences that provide disruptive, 
interactive technology-enabled solutions 
customized to help an organization 
address specific issues

Innovation events

• Future of cyber experiences that explore 
the outcomes of digital transformation 
and deployment acceleration 

• Engaging experiences that showcase 
cyber innovation (such as IoT)

• Simulations that provide fully-functional 
exercises within a safe learning 
environment

Industry and networking events

• Client community events for peer 
exchange on top-of-mind issues

• CISO leadership academy focused on 
career and capabilities development 

• Diversity in cyber events that foster 
connections and can help develop the 
next generation of cyber leaders

Showcase events

• Briefs and presentations for clients and 
Deloitte teams

• Individual tours of our Cybersphere 
environment



Deloitte Cybersphere



Come see for yourself

Our Cybersphere is located in Rosslyn, VA, just 
outside of Washington, DC—at the intersection 
of business, government, and research. 

To learn more about the Cybersphere, or to schedule a 
customized tour, please visit deloitte.com/us/cybersphere.
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