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In the media and entertainment (M&E) industry, content is king. It’s the revenue stream, 
the crown jewels, and the competitive differentiator that sets an organization apart from 
everyone else.

Cybersecurity has become a major priority for 
every industry sector defending networks, 
data, and computers against unauthorized 
access, attacks, or damage. Within the M&E 
industry, cybersecurity is particularly critical to 
protect the content that organizations produce. 
Companies need to become more aggressive 
in erecting barriers against increasingly 
sophisticated hackers who are attacking a 
continuously expanding surface. Organizations 
should understand the threat landscape, not 
only within the enterprise but throughout the 
media supply chain, to devise response 
strategies against an inevitable breach. 

As long as consumers download movies, 
music, and books illegally, media companies 
will continue to lose revenue that could 

otherwise be dedicated to content production. 
One study projected that streaming services 
will lose $52 billion between 2016 and 2022 
due to piracy.1  Findings such as these confirm 
that it’s in an organization’s interest to enhance 
content security processes to prevent costly 
security breaches.

The number of attacks targeting M&E 
producers is on the rise. Securing content from 
theft is important to protect your organization’s 
standing in the marketplace. The consequences 
of attacks go beyond the financial. They affect 
operations and public perceptions. In 2016, 
Broadcasting & Cable and Video Edge magazines 
surveyed media and entertainment executives 
on cybersecurity concerns. Twenty-eight 
percent of survey participants said their 

organizations had experienced a cyberattack 
or data breach. Many reported that one or 
more corporate websites had been forced 
offline because of an incident. In addition,  
25 percent of those surveyed said that 
corporate data had been breached as a result 
of a cyberattack. Thirty-eight percent said  
they had suffered a loss of corporate 
intellectual property.2 

The consequences of cyber breaches  
amplify an urgent need for the M&E industry 
to be more vigilant and more resilient in 
protecting content and to better understand 
how to effectively prepare for and respond  
to a breach.

Content is king

1  Stewart Clarke, “Piracy set to cost streaming players more than $50 billion, study says,” Variety, October 30, 2017, 
http://variety.com/2017/tv/news/piracy-cost-streaming-players-over-50-billion-1202602184/.

2  “Security concerns in the media and entertainment industry,” DCN, January 5, 2016, https://digitalcontentnext.
org/blog/2016/01/05/security-concerns-in-the-media-and-entertainment-industry/.
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Once, content was physical (e.g., scripts, films, 
books, video cassettes, DVDs). Today, thieves or 
hackers (which is a more accurate description) 
gain access to content by exploiting an 
organization’s digital presence, either directly, 
or through third parties connected to the media 
supply chain. 

Not only are there more ways to attack and steal 
content, but there are more ways to expose, sell, 
or disseminate it as well. Because the impact of 
a breach is easily amplified, thieves can demand 
substantial ransoms for release or return of 
stolen data. M&E organizations need to become 
more sophisticated in their ability to build 
security to block attackers, while increasing their 
effectiveness in detecting threats against the 
enterprise or the associated supply chain.

As M&E organizations adapt and consider other 
ways to protect content, full digitization of the 
media supply chain and new technologies such 
as blockchain need to be considered. Blockchain 
technologies could help prevent fraudulent 
activities through consensus mechanisms and 
detect data tampering. Blockchain potentially 
improves cyber defense and content security 
based on its underlying characteristics of 
immutability, transparency, auditability, data 
encryption, and operational resilience. 

Responsibility for security has moved beyond 
IT. It’s increasingly a factor that all levels of M&E 
organizations, including production and post-
production units, need to consider.

Content has traditionally been defined as 
intellectual property produced in the form of 
video, audio, scripts, text, and pictures. This 
definition has expanded significantly with 
the proliferation of streaming technologies. 
Digitization and new models of content delivery 
have also changed the nature of content, both  
in the ways it’s consumed and in reaching  
larger audiences. 

Figure 1 shows a representative list of content 
within M&E. Different content types should be 
subject to effective content security practices.

The digital transformation of content

Figure 1. Common examples of content in media & entertainment

Video Audio Subtitles Images Text

Feature films Feature film audio 
tracks

Narrative subtitles Advertising/
marketing images

Feature film scripts

TV episodes TV episodic audio 
tracks

Closed captioning Photographs TV episodic scripts

Outtakes Commentaries Forced subtitles 
(e.g., when a foreign 
language is spoken 
in a film, video, etc.)

Infographs Metadata 
(descriptive, 
structural)

Vignettes Soundtracks

Music videos Podcasts
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Currency anonymization Marketplace anonymization Buyer/seller transaction

Find a digital currency marketplace  Use Tor to create a user account on 
an illicit dark web marketplace site

 Find a seller/buyer of the desired 
illicit content

Determine how to receive digital 
currency (cash by mail, direct 
deposit, etc.) 

Search for the product you’re 
seeking to buy or sell (stolen digital 
content, etc.)

Verify buyer/seller ratings to 
ensure an honest trade

Conduct currency to digital 
currency transaction (or vice versa)

Bring digital currency to illicit 
marketplace for future trade

Make contact to conclude 
transaction
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Cybersecurity threats

Figure 2. The cybercriminal monetization process

3  Content security best practices: Common guidelines, Version 4.03, Motion Picture Association 
of America, Inc., July 18, 2018, http://www.mpaa.org/wp-content/uploads/2018/07/MPAA-Best-
Practices-Common-Guidelines-V4.03-Final.pdf.

In recent years, content breaches due to 
cyberattacks have emerged as a major threat 
to content, creating a myriad of challenges 
and huge costs for the M&E industry. 
Organizations face the direct costs of 
investigating and responding to cyberattacks 
and data breaches, as well as the indirect 
costs of ameliorating damage. 

The risks and complexity of securing content 
within the M&E industry are amplified because 
of disparities in size, function, and security 
capabilities among organizations within the 
media supply chain. According to the best 
practices report from the Motion Picture 
Association of America (MPAA), there are 14 
types of facilities that may provide services or 
handle content prior to release. Some of these 
facilities have become gold mines for hackers, 
who target these third parties and associated 
organizations to gain access to their data. 

Content breach transactions: Motives  
and methods
Nation states may use breached content to 
gain political advantage over domestic rivals 
or international opponents. Other actors use 
stolen content to increase their feelings of self-
importance. Most hackers seek simple profit— 
a handsome return on their time and effort. 

Preventing criminal exploitation of content 
would be simplified if M&E organizations  
were able to truly understand hackers’ 
motives and intentions. 

Figure 2 illustrates the process. Attackers 
first find a digital currency or cryptocurrency 
marketplace and assess how they plan to 
receive payment (e.g., by mail or direct deposit). 
Every step of the process takes place secretly, 
most frequently through an anonymous 
proxy such as the onion router (Tor), which 
obscures participants’ IP addresses. Using Tor, 
sellers and buyers of breached content create 
accounts on an illicit dark web marketplace and 
conduct their business using cryptocurrencies 
such as bitcoin, monero, ethereum, or litecoin. 
These sites can even be used for buyers to 
specify particular titles or types of illicit content 
they desire.

http://www.mpaa.org/wp-content/uploads/2018/07/MPAA-Best-Practices-Common-Guidelines-V4.03-Final.pdf
http://www.mpaa.org/wp-content/uploads/2018/07/MPAA-Best-Practices-Common-Guidelines-V4.03-Final.pdf
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Growing understanding of the importance 
for cybersecurity among larger M&E players 
has forced a tactical shift among attackers. 
There’s a growing awareness that downstream 
suppliers and distributors present ideal 
“soft” targets to gain access to the desirable, 
albeit better-protected, content of the major 
media creators. Organizations need to create 
actionable roadmaps to support cybersecurity 
for not only their enterprise, but also those 
along their media supply chain.

Figure 3 depicts specific stages of the digital 
M&E supply chain by functional area. Content 
security risks exist at each point on the chain 
and may need a different set of considerations.

The Content Delivery and Security Association 
(CDSA) has developed standards and 
procedures that focus on securing media 
assets at the stages of the media supply chain 
pictured in figure 3. This objective-based 
approach establishes seven frameworks of 
capability: governance and security, personnel 
and resources, asset management, physical 
security, IT security, training and awareness, 
and business resilience.4

Figure 3. Stages of the digital M&E supply chain by functional area

4  “Content Protection & Security (CPS) Certification Program overview,” Content Delivery and 
Security Association, January 2016, https://www.mesalliance.org/wp-content/uploads/2016/04/
CDSA-Content-Protection-Security-Standard-Overview.pdf.

Production Post-Production Marketing Sales Distribution

Raw content capture Content finishing/
mixing, final production 
format

Raw or rough-cut 
materials to start 
marketing and 
advertising processes

Contracting with 
retailers, service 
providers to offer 
content to market

Channels to access and 
transact content IP

Risks include:

•  Lack of audit trails on 
who accessed or who 
managed content 
(chain of custody)

•  Lack of security 
controls for content 
in transit between 
production and post-
production facilities

Risks include:

•  Lack of audit trails on 
who accessed or who 
processed content

• No limit on access

•  Risks regarding 
processing 
technology platform/
tools/applications 
security

•  Lack of DR or 
backups performed

Risks include:

•  Lack of audit trails on 
who accessed or who 
processed content

• No limit on access

•  Risks regarding 
processing 
technology platform/
tools/applications 
security

•  Lack of DR or 
backups performed

Risks include:

•  Inadequate or 
inconsistent firewalls 
within third-party 
sales relationships to 
prevent premature 
content release

Risks include:

•  Copyright 
infringement and 
intellectual property 
theft of content

•  Inadequate or 
inappropriate credit 
and unauthorized 
channels

Examples: Work-in-
progress content, 
scripts, and dailies

Examples: Edited 
content, rendered 
(VFX) content, near 
finished product, 
assets/materials used 
for localization

Examples: Final 
images, content 
metadata, market 
pricing strategies

Examples: Replicating 
low-res screeners, 
sales of unlicensed 
content, finished goods 
released prior to street 
date

Examples: 
Unauthorized 
broadcast of content, 
unreported excess 
inventory sold on black 
market, redistribution 
of digital content

https://www.mesalliance.org/wp-content/uploads/2016/04/CDSA-Content-Protection-Security-Standard-Overview.pdf
https://www.mesalliance.org/wp-content/uploads/2016/04/CDSA-Content-Protection-Security-Standard-Overview.pdf
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5  Nitin Narang, “#3 Concept Series: What is digital fingerprinting,” June 4, 2013, http://www.
mediaentertainmentinfo.com/2013/06/3-concept-series-what-is-digital-fingerprinting.html.

Content security approaches
M&E organizations should review their current practices for the handling of content. Relevant stakeholders for each portion of the media supply 
chain should be educated on their responsibilities for the handling and security of content, including an understanding of how it’s developed, stored, 
transferred internally to third parties, and, if required, eventually destroyed. M&E organizations should then update their policies and procedures and 
provide the applicable training and awareness concerning security and privacy. In addition to this, a number of innovative approaches exist for M&E 
organizations to better enhance content security:

Encryption technology
Digital rights management (DRM) 
and other encryption technologies 
prevent the unauthorized 
redistribution of media and place 
technical limits on how content 
can be copied. These technologies 
come in various forms, including 
product keys used to authenticate 
a license to a certain piece of 
software and content scrambling 
systems that enable encryption 
of physical media. Encryption can 
provide a key first-line defense tool 
for M&E stakeholders to protect 
content from theft or redistribution. 
Furthermore, this technology 
is applied to content and data 
throughout the media supply 
chain at any given stage—from 
at rest, in transit, or in use to the 
technology stack, from the file, to 
the application, and to the network.

The “analog hole”
A vulnerability in which perpetrators 
digitally recapture content in an 
unrestricted form is characterized 
as an analog hole. Techniques such 
as infrared blocking have been 
developed to prevent perpetrators 
from copying content from their 
analog sources, but this remains a 
significant issue for the industry.

Fingerprinting
Digital fingerprinting is a mechanism 
that allows organizations to embed 
digital impressions to find illegally 
distributed content. Organizations 
can then register their content for 
fingerprinting, allowing legal action 
if it’s used illegally.5 

Blockchain
Blockchain is a digital ledger 
system for recording sensitive 
information such as business 
transactions and events that 
can be securely distributed. 
The peer-to-peer distributed 
network records a public history 
of transactions. Its technology is 
based on cryptographic proof, 
allowing two authenticated parties 
to transact directly with each other 
in a trusted environment without 
the need for a third party. The 
blockchain contains a certain and 
verifiable record of transactions. 
For content providers and 
distributors, blockchain could 
provide an innovative solution to 
digital rights management and 
secure content distribution that 
effectively safeguards against 
piracy, theft, and illegal distribution 
of copyrighted works.

Watermarking 
Watermarking is used to increase 
the security of sensitive information 
or content by adding a defined set 
of data to the content that’s difficult 
to alter or remove. Various types of 
watermarking exist—static, digital, 
and dynamic, among others. Static 
watermarks don’t change based on 
factors, such as which copy of the 
content is consumed, who created 
it, who consumed it, or where it was 
consumed. Dynamic watermarks, 
on the other hand, can change 
based on these factors and can thus 
be used by content providers and 
distributors to increase their content 
security. By incorporating dynamic 
watermarking, companies are able to 
track content at the individual asset 
level, identify where the content 
came from, and, potentially, who 
it was distributed by using either 
legitimate or illegitimate means.

http://www.mediaentertainmentinfo.com/2013/06/3-concept-series-what-is-digital-fingerprinting.html
http://www.mediaentertainmentinfo.com/2013/06/3-concept-series-what-is-digital-fingerprinting.html
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Staying vigilant with content security

• Enterprise security

• Data loss prevention

• Device security

• Identity and access management

• Forensics

• Blockchain analysis

• Threat intelligence

• Incident readiness

• Incident recovery

• Application and code security

Content security problems facing M&E 
organizations are complex and require a  
well-planned and broad-based approach to 
building a security program that’s focused  
on the content business and is inclusive  
of and integrates with the enterprise 
cybersecurity strategy. 

Siloed security programs don’t work. An 
enterprise security program is only as strong 
as its weakest link. A risk-based approach 
should be followed when planning the overall 
security plan for the organization, integrating 
within the enterprise and across the media 
supply chain.

Protection and detection are equally important 
in the distributed environment in which M&E 
organizations operate. It’s critical to ensure 
that breaches have minimal impact on content 
security and activities, such as production 
or marketing as illustrated in figure 3. For 
example, the ability to identify where along the 
supply chain content was stolen is crucial to 
improving the security program. 

While the analog hole, discussed earlier, 
will continue to be a threat to controlling 
intellectual property and subsequent revenue, 
the digital evolution of content delivery has 
introduced a range of security concerns that 
have far-reaching effects. Internal controls are 
as critical as external cybersecurity efforts 
because unauthorized distribution of secure 
content may come from within an enterprise 
and may often result in costly breaches. 

Strategic discussions should cover the leading 
and recommended ways to protect and secure 
content in the future. Those conversations 
will inevitably include some or many of the 
following topics, which are pivotal to building a 
broad content security program:

Key takeaways:

Secure content is a growing concern for M&E 
organizations. It’s important to address risks 
related to content security not only from a 
cybersecurity perspective, but also with the 
objective of being able to build better vigilance 
and resilience—recognizing that each piece 
of the program is dependent on all others. 
M&E organizations should be concerned 
with establishing the desired level of threat 
intelligence to identify harmful behavior 
and develop tailored risk assessments that 
can identify relevant areas for mitigation. In 
addition, activate the following steps to better 
address content security: 

Develop risk-prioritized controls that  
will defend critical assets

Consider the risks at each stage of the 
media supply chain from a security, 
vigilance, and risk perspective

Integrate the approaches discussed 
in this article as appropriate (e.g., 
blockchain, encryption, etc.) to further 
enhance content security protections
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While data security is more important than ever, 
Deloitte stresses a parallel need for constant 
vigilance and resilience against evolving cyber 
threats. One part of Deloitte’s mission is to work 
with complex organizations to understand and 
address content security through the management 
of cyber risks. We work with your organization 
to transform legacy IT security programs into 
more proactive frameworks designed to address 
content security in both the enterprise and the 
supply chain.
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