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INtroduction

Transform security operations through Al,
automation, and orchestration

Integrating Artificial Intelligence (Al), automation, and orchestration in a Security

Operations Center (SOC) can radically transform security operations, evolving them into

a more proactive, efficient, and effective entity capable of addressing the modern threat
landscape with agility and precision. This approach not only fortifies the security posture of
organizations but also requires resource utilization and enhances strategic decision-making.

Through the strategic application of Al, analytics, behavioral analysis, and threat detection
are enhanced, enabling the system to carefully anticipate and identify potential cybersecurity
threats and breaches. Automation fortifies security operations, facilitating automated
responses to threats, meticulous alert management, and proficient patch management,
determining that low-risk incidents are managed without unnecessary manual intervention.
Additionally, the orchestration of processes enables the synchronization of various security
tools, a coordinated incident response, and the streamlined sharing of threat intelligence
among different teams and technologies. This proactive defense mechanism, supported

by Al and automation, encompasses vigilant threat hunting, meticulous vulnerability
management, and broad data protection, which safeguard networks from undetected threats
and vulnerabilities. The technology not only enhances decision-making and strategic planning
through actionable insights and Al-driven analytics but also mitigates alert fatigue and
augments analyst productivity by smartly consolidating alerts, providing enriched contexts, and
automating mundane tasks.

Ultimately, an Al-native SOC benefits organizations by significantly increasing operational
efficiency, enhancing the security posture, requiring resource utilization, and improving
accuracy by minimizing human error and enabling quicker and more adept responses to
security incidents.

An enterprise-scale security operations capability is a critical function in modern, digital
organizations. That said, the cost and resourcing challenges for this critical function are
very real. From a technology perspective: collecting and centralizing logs, developing
technical policies and threat identification use cases, funding the many necessary security
tools such as Security Information and Event Management (SIEM), User and Entity Behavior
Analytics (UEBA), Data Loss Prevention (DLP), Network Analytics (NA), etc. comes with
significant overhead. From a resourcing perspective: sourcing, hiring, and retaining
highly trained cybersecurity specialists is increasingly difficult in a world where we have a
supply and demand issue and companies competing for limited resources. Add to this the
rapidly shifting threat landscape and business model changes post-pandemic, and many
organizations are challenged to evolve their security operations capability to meet the
increasingly sophisticated threats they face.
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Additionally, due to multi-dimensional threats such as ransomware, many organizations are
struggling to find the applicable balance (and associated investment) between prevention,
detection, and response security capabilities. Our view is that this balance is no longer
relevant. To use a historical parallel, we can compare the inception and evolution of security
operations to the evolution of aircraft safety. Initially, hobbyists made and launched aircraft
with limited consideration of the long-term implications. Commercialization soon followed
along with expansion driven by repeatable design and build capabilities. Over time the
increased demand for airplanes and pilots led the airline industry to realize they had a critical
need to establish rigorous and repeatable processes as well as a need for regulation to
establish the operational boundaries of the industry.

The Federal Aviation Administration (FAA) was born (as well as other regulatory agencies

in other countries) to provide mandatory rules that many industry players comply with.
Thereafter, the processes by which planes take off and operate while airborne became highly
controlled using automated computer systems. In general, the methods by which pilots
interacted with air traffic control systems became rigid in order to prioritize the safety of the
passengers.

However, even today humans are still responsible for creatively navigating unforeseen
events. For example, pilots leverage autopilot systems to handle routine tasks -- maintaining
the aircraft’s course, altitude, speed, and heading. However, for critical events or in an
emergency, the pilot will typically take control of the plane when automation alone is not
enough ... such as takeoff, landing, and addressing unforeseen circumstances in flight.

This example underscores the point of this paper; highly standardized processes, Al
decisions and automation provide an effective baseline for operations, but human innovation
and creativity are still required to achieve the expected/desired result in extraordinary or
dynamic situations.

The important point is that there should be a distinction between where security operations
should have a tight, repeatable, and measurable process and where creative cybersecurity
specialists may perform maneuvers to mitigate potential issues. This paper highlights ways to
create a consistent set of core processes and allow room for creativity within the process set
for organizational security operations.

Copyright © 2023 Deloitte Development LLC. All rights reserved 3



Zero Trust solutions| Al-Native Security Operations Platform

Security operations basics

The foundational security operation model
was built 20 years ago, and many SOCs
follow a few core security operations
processes:

* Vendor tool-driven alert triage using a
"follow the sun" model (a type of global
workflow in which issues are handled by
and passed between offices in different
time zones, increasing responsiveness and
reducing delays) with defined handoffs.

* Traditional security operations,
characterized by their organized and
systematic methodologies, provide a
stable and consistent framework for
incident response processes. However,
they often face challenges in adaptability,
scalability, and responsiveness when
confronting progressively sophisticated
threats. The intrinsic constraints of such
traditional frameworks have prompted a
shift towards more cohesive,
forward -looking, and flexible security
models in numerous modern security
operations.

Security operations use case design
and development processes resulting
in analyst playbook development.
The traditional playbook is typically a
more general document, outlining the
organization's approach and worker
responsibilities when responding to a
limited number of scenarios.

While traditional security operations yield
regular and systematic insights via static
reporting, they frequently find it hard to
keep pace with the rapid advancements
and complexities in the realm of cyber
threats. The reports were characterized
by their inflexibility, extensive generation
time, and absence of responsiveness

to the continually changing threat
environment.

Intelligence is typically consumed from
vendor-provided feeds and focuses on
known indicators of compromise (I0Cs)
-- which may or may not be address the
threats facing a specific organization.

For security operations’ environmental
awareness, activities such as Configuration
Management Database (CMDB)

verification, asset enumeration, and data
flow analysis are managed, however, they
are typically conducted manually and are
point-in-time assessments.

Traditionally, organizations outsourced
security operations to leverage the
experience, technology, and cost benefits
of external providers, enabling cost
reduction and continuous, required
security monitoring through a "follow the
sun" model. However, these providers
often lack motivation to advance
underlying technologies or introduce new
capabilities because it may require further
training, updating their team's experience,
or even recruiting new personnel, many
of which could negatively impact their
profitability.

Broad security operations, while
sometimes seen as tedious due to their
meticulous procedures, are crucial for
safeguarding organizations. A broad
approach to security requires people,
processes, and technology to function

in harmony, forming a 'triage’, rather
than just leaning on cutting-edge tools.
An organization's maturity is reflected

in its capacity to effectively blend these
components. Foundational security
operations are pivotal, setting the
groundwork for future security strategies,
emphasizing the significance of resource
integration for bolstering organizational
security.

Security operations complexity
Cyberattacks continue to increase, and
stopping an attack is as difficult as ever.
When an effective attack occurs, the target's
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security team will typically perform forensics
to figure out what happened, how the
attackers got in, which systems were
affected, and what data was compromised.
While often effective, this is a reactive
exercise, stitching together data from many
different systems and conducting human
led analysis across large data sets looking
for patterns indicative of the phases in the
cyber kill chain lifecycle. So, the question

is: if the organization has the information
needed to solve the puzzle after the fact,
why can they not prevent the attack in the
first place? The answer is the difference
between manual data analysis and Al and
Machine Learning (ML) driven data analytics.
Many security organizations simply have
too much data to manage in too many silos
- coming from SIEM alerts, Network Traffic
Analyzers (NTA), Endpoint Detection and
Response (EDR), User and Entity Behavior
Analytics (UEBA), and Cloud Detection and
Response (CDR).

Analysts may gather this data post-event for
retrospective analysis, but isolated data is
less effective in real time. Al-native security
solutions are adept at real-time inspection
and dynamic adjustment of models and
algorithms, enabling them to preemptively
identify and address potential threats.
Furthermore, these Al-driven solutions
enhance the accuracy and efficiency of
detecting and responding to security
breaches and vulnerabilities, adjusting

to emerging patterns, and continuously
learning from the evolving threat landscape,
thus bolstering organizational protection.
The challenge lies not in the driver but in the
vehicle.

Itis also worth noting that many security
operation playbooks and procedures were
established years ago and were largely built
for a different era.

Today's expanded enterprise attack surface
generates much more security data from a
volume perspective and that data is both
more complex and more siloed than only

a few years ago. Today, network, endpoint,
identity, and cloud data often remain in
separate systems.

Given the traditional level of effort required
to build connectors and manually map data
elements into a larger data model, typically
only a subset of logs are going into the

SIEM but a flood of alerts is coming out.

As a result, security operations analysts

are overloaded with alerts, many requiring
manual analysis in order to triage, and often
multiple levels of escalation and further
analysis are needed before taking effective
action. Alert overload increases the risk of
missed threats and longer adversary dwells
time. At the same time, security engineers
struggle to integrate new data streams and
create new detection rules and playbooks,
while IT architects continue to integrate new
technologies creating further events and
alerts. The results are predictable: ‘alert
fatigue’, slow investigation progress, and
increased risk to the enterprise.

) O

SIEM (Security Information NTA (Network Traffic
& Event Analysis
Management) Alerts

Analyst facing
siloed security
operations
EDR (Endpoint
Detection Response)

CDR (Content Disarm
& Reconstruction)

UEBA (User & Entity
Behavior Analytics)

While the technology supporting cyber
defense has continued to progress and
security requirements are changing, the
design and use of traditional SIEM has
not kept pace. Many other components
of the security architecture have been
modernized. In Figure 1, the endpoint
moved from antivirus (AV) to EDR and to
Extended Detection and Response (XDR);
the network moved from a "hard shell"
perimeter to Zero Trust and Secure Access
Service Edge (SASE); the applications
moved from the data center to the kand
microservices.

In contrast, the security operations model
designed 20 years ago is still heavily
dependent on a traditional SIEM.
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Figure 1: The Evolution for IT & Security

Currently, our clients operate under a
security model primarily centered around
human analysts, regardless of whether
the solution is hosted on-premises or
migrated to the cloud. Security operations
analysts in this model meticulously
scrutinize hundreds of alerts daily and
manually gather contextual data for triage,
dedicating a substantial amount of time

to addressing false positives and exerting
manual effort. However, as the volume of
alerts has escalated and integrating data
from an increasing number of systems has
become more challenging, the efficacy of
this human-led approach is compromised,
showing significant strains and limitations.
Instead, the modern way to scale effective
security operations is with automation as
the foundation and with analysts working
on a small set of high-risk incidents. Just

as flying a commercial airplane no longer
requires constant, hands-on control by the
pilot, an automation-led security operation
handles the bulk of low-risk, repeated alerts,
analysis tasks, and mitigations. This frees
the analysts to work on urgent, high-impact
incidents while the underlying platform
autopilots the security to safe outcomes,
learning from each activity and offering
information and effective recommendations
to the central control. This is our vision for
the Al native security operations platform.

Transformation to the Al-Native
Security Operations Platform™

The Al-Native Security Operations Platform™
should advance faster. Security operations
should be agile to support dynamic software
development and operations.

A\

\

EDR/XDR

Endpoint SocC

Security should be continuously integrated
throughout the life cycle of operational
processes. The value of an Al-Native Security
Operations Platform™ should provide
automation and efficiency with resource and
time savings for the development of net new
playbooks.

Ultimately, better data modeling and
integration combined with automated
analytics and detection, ease the burden on
security engineers, who no longer need to
build custom correlation rules to integrate
data and detect threats. Unlike legacy
security operations, the Al-Native Security
Operations Platform™ leads with data
science applied to massive data sets rather
than human judgment and rules designed to
catch yesterday's threats.

The Al-Native Security Operations Platform™
should be built on a new architecture with:

* Modern technologies utilizing Al-enabled
features for comprehensive and
automated integration, analysis, and triage
of logs and data, facilitating rapid ingestion
and correlation of new log sources. This
stands in stark contrast to the slower,
antiguated methods of manual data
ingestion and log source integration that
were once prevalent.

Unified workflows that allow analysts to be
productive.

Embedded intelligence and automated
response that can help block attacks with
minimal analyst input.
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* The following components are core to an
Al-Native Security Operations Platform™:
Artificial Intelligence (Al) powered security
operations, intelligent threat modeling,
agile security operations for the secure
software development lifecycle (SSDL),
agile data sciences and analytics, and
intelligent threat hunting.

Artificial intelligence (Al) powered
security operation center (SOC)

The goal of an Al-powered SOC is to
proactively collect, process, and analyze
internal and external intelligence data to
lead intelligent threat analysis. Proactive
threat intelligence should be built from
various sources and Al-powered without
pre-populated biases. The internal and
external intelligence data should be able

to correlate what may negatively impact an
organization. When a breach occurs, the
security operations team should be able to
figure out very efficiently what happened,
what systems were touched, and what data
was compromised. Intelligence data should
provide analysis so that the organization
may promptly figure out before the damage
occurs and prevent it from happening. The
Al-powered SOC should recognize the need
for formalizing intelligence collection using
a framework and automatically take actions
leveraging collected observation. Here are
steps to get to the next generation security
operations: a powerful way to revamp

the way security data are pulled via siloed
sources such as network, endpoint, identity,
and cloud data.

Here are the Al-powered SOC core solutions
using modern technology and creativity:

* Automated alert triage and queue
management capabilities that logically
process and prioritize high incidents.

* Alert volumes decrease, reducing the
necessity for manual intervention by
security operations personnel.

Security operations personnel are
cross-trained to take IR actions and
automate remediation for low-severity
incidents.

Security operations teams detect and
tune their environment on the fly via the
continuous development of automated
playbooks.

Access to a dashboard empowers security
operations by offering real-time visibility,
facilitating proactive threat detection

and efficient incident response, enabling
performance monitoring, supporting

data analysis, fostering collaboration, and
enhancing situational awareness in the
dynamic security environment.

Investigation responses, encompassing
alert triage, incident analysis, and
response planning, make use of
automated scoring and machine learning
capabilities to forecast the accuracy of
incident verdicts.

Data collections are made continuously
from network devices, firewalls, and
endpoint tools to keep asset inventory
management current.

Security operations platform vendors
provide intelligent and proactive security
capabilities that extend service beyond
simple alert triage, escalation to response,
and remediation activities.

Intelligent threat modeling

One core capability for modern security
operations that goes hand in hand with
next-generation security operationalization
is intelligent threat modeling. In fact, the
value of modeling as a process extends
beyond its own boundaries and should
shape security operations, from detection
development to threat hunting, to metrics
design and implementation. Security
operations have a defined process for how
threat modeling could be conducted and
who the expected consumers are for various
models. Threat modeling frameworks

are typically aligned to MITRE ATT&CK®
framework as the next-generation security
operationalization. The MITRE ATT&CK®
framework is a broad matrix of tactics and
techniques designed for threat hunters,
defenders, and red teams to classify attacks,
analyze attack attribution and objectives,
and analyze an organization's risk.
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Organizations may use the framework
to analyze security gaps and prioritize
mitigations based on risk.

This framework values consistent and
continuous collection of integrated business
contextual information from business
owners themselves including impending
mergers and acquisitions, external
business relationships, and foreign entity
relationships. Personnel assigned to threat
modeling activities should be granted able
focused time to make and foster these
external connections. The contextual

and organizational data should be paired
with intelligence and threat research to
make educated decisions around security
posture and prioritization. Ultimately,
security operations investigations and their
subsequent conclusions should represent a
framework language such as MITRE.

This helps align the security operation
monitor and respond to the applicable
threats across the phases of the cyber-
attack lifecycle. These insights may analyze
potential coverage gaps and be used to
augment existing security operations
metrics. Finally, those performing modeling
should be well positioned in the security
operations to have operational authority
to shape detection and code development
efforts, tool purchases, and operational
playbooks and job aids. It is a security
operations manager's decision whether to
designate dedicated time and resources
for these efforts or protect portions of the
team's time for the effort, but in each case,
the practice should be acknowledged and
protected and the impact on operations
should be documented and measured
through formalized procedural rigor.

Agile security operations leveraging
secure software development lifecycle
(SSDL)

Security operations of the future need to
embody the agility intrinsic to a modernized
software development environment.
Utilizing secure software lifecycle
methodologies enables organizations to
consistently monitor their security postures
with near-real-time speed and automation.

An Al-Native Security Operations Platform™
aligns robust security protocols effectively
into the SOC process, maintaining the
integrity and safety of organizational

assets while efficiently identifying

genuine incidents with agile speed. This
comprehensive strategy embraces the
principle of continuous security, integrating
the swift, adaptive nature of agile software
development methodologies with ongoing
visibility and cutting-edge security
measures.

Utilizing the automation and orchestration
features of Deloitte's Secure Software
Development Lifecycle™ (SSDL) services,
organizations can compile and streamline
alerts from diverse sources such as
endpoints, networks, firewalls, cloud flow
logs, and third-party security instruments
with agile efficiency. Deloitte's experience
aids in aggregating a vast volume of alerts
into actionable incidents, effectively
integrating automated case management
within the client's established ecosystems.

The integrated workflows enable the flow of
information in the form of alert data through
the multi-connected technology stack
across the client organizations. Integrating
various toolsets and their streamlined
workflows greatly improves the operational
team's efficiency and effectiveness. This
leads to better outcomes as the operations
team does not have to perform initial
triage and correlation functions to identify
the source of the alert. The operations
team is presented with correlated and
chained incident information where the
attributes such as the source of the alert,
its validity and existence, and its impact are
represented in line with the organization-
defined metrics. This enables the underlying
goal of less human analysis and broader
automated and Al-driven engineering to
solve security challenges. An example of
doing this is covered in the SSDL white
aper.

This approach serves as an early

warning system, providing near-real-time
notifications about issues, anomalies, and
potential risks within the organization’s
environment. These alerts enable various
business unit development and operation
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teams to swiftly identify and address
problems such as code vulnerabilities, build
failures, performance bottlenecks, and
security breaches. By promptly alerting
operation teams to issues, these integrated
workflows help reduce downtime, improve
code and operations quality, and enhance
overall productivity. Additionally, alerts
facilitate collaboration and communication
among team members, determining that
problems are addressed collaboratively, and
stakeholders stay informed.

The Al Native Security Operations Center
platform leverages artificial intelligence and
machine learning technologies to enhance
cybersecurity operations' detection,
response, and overall effectiveness.

The critical components of an Al-driven SOC
include:

* Data Collection and Aggregation:
Data should be collected and aggregated
from various sources, i.e., implement a
technology stack within the environment
to lay the foundation of Al-driven analysis.

* Data Normalization and Enrichment:
Data normalization helps standardize
data, making it consistent and easier
to work with. Consistent data allows
security analysts to apply the same
analysis and detection techniques to
many data sources. Enriching security
data with additional information provides
context for careful threat detection and
response. Contextual data can include
threat intelligence feeds, known indicators
of compromise (I0Cs), and information
about the organization's assets and
network topology. This additional context
helps security analysts understand the
relevance and severity of security alerts.

Machine Learning Models:
Implementing machine learning algorithms
to analyze and model security data. These
models can detect anomalies, identify
patterns, and predict potential threats
based on historical and real-time data.

Alert Generation and Prioritization:
Automatically generate alerts based on
machine learning models and behavioral
analysis. Prioritize alerts based on risk and
impact to focus resources on the many

critical threats based on severity.

* Threat Intelligence Integration:
Integrate threat intelligence feeds to stay
updated on the latest threat indicators,
malware signatures, and known attack
patterns. This helps in proactive threat
hunting and identifying emerging threats
across the organization's landscape.

* Automation and Orchestration:
Enable automation and orchestration
workflows to respond to alerts. Simple
and repetitive tasks can be automated,
reducing response time and allowing
analysts to focus on more complex issues.

Agile data science and analytics
Unfortunately, even with world-class
intelligent threat modeling, and continuous
SSDL initiatives, the team may still encounter
unforeseen threats that are using advanced
techniques and methods leveraging Al.
However, there is hope because the
combination of statistical and analytical
modeling coupled with the next-generation
security operation processes provides
fighting chances. Modern computing and
cloud-enabled services unlock the power to
inspect large amounts of data at high speed.
Beyond faster processing of known data
analysis methods, it is now financially and
computationally accessible to use trained
and untrained data science techniques to
query massive amounts of data for faint
signals that may be early warning signs

of a breach. Many advanced threats are
stealthy and quiet as they collect data and
credentials until the time to attack.

Traditional security operations have the
capability to detect early signs of
cyber-attacks. They might be using various
tools and techniques to monitor systems
and networks for signs of threats or
vulnerabilities. However, these operations
often encounter challenges because their
methods for detecting threats aren't as
structured or less prescriptive as they
could be. Traditional methods might involve
monitoring a variety of signals and using
more general or broad criteria to detect
threats.

Scenario-driven alerting, on the other
hand, involves defining specific scenarios
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or patterns that signal a threat and setting
up alerts to be triggered when those
scenarios occur. This approach is generally
more precise and can be more effective

in efficiently identifying and responding to
specific types of threats.

In addition, proactive threat detection
requires more skilled investigation

and advanced tools to act effectively.
Modern computing and enabled services
are powerful capabilities and security
operations should rally around. Such

a program is among the ways security
operations may classify patterns and
anomalies previously undetected by legacy
security operations methods.

Security operations professionals are no
longer required to look for the needle in a
haystack by continuously defining what a
new needle looks like. With the Al-Native
Security Operations Platform™'s agile data
science and analytics, security operations
may now query the haystack to tell them
what unusual hay looks like. For example,
looking at user behavior, anomalies may
reveal compromised accounts and systems
faster than rule-based approaches because
of how compromised accounts may stand
out against a baseline of typical healthy
behavior.

Next-generation security operations can
gain success through adopting data science
and analytics-focused processes and
technologies. Determining continual learning
and intelligent tech adoption, along with
cross-training teams in data science and
analytics, will enhance their future efficacy
and efficiency in security operations.

@——» 2. Create a model based on threat data

3. Monitor everyday activities and
traffic across the network

Intelligent threat hunting

Even with thorough preparations and
precautionary steps taken by security
operations, unexpected and new threats are
normally likely to occur. This highlights the
importance of normally being prepared for
unforeseen cybersecurity challenges and
continuously updating and adapting security
strategies to manage new kinds of threats.

For such events, intelligent threat hunting
plays an increasingly important role. As a
concept, threat hunting is not new; however,
itis rarely viewed as a formalized process in
security operations.

The threat-hunting team should be
intimately familiar with threat trends,
patterns, and behaviors from the
next-generation threat intelligence.

Gathering and understanding information
related to potential cyber threats is
important. Threat intelligence data might
include information about different types of
cyber threats, their indicators, mechanisms,
and strategies used by adversaries. The
methods and rules for collecting and
absorbing the data should be systematically
and automatically defined within a given
process. This means using software and
automation to determine consistency,
scalability, and efficiency in gathering and
utilizing threat intelligence. Organizations
should determine that capable and reliable
sources of information are well-integrated
into the data collection and absorption
process. It means choosing and managing
the sources in a way that they harmonize
with the established process and with

each other, to provide comprehensive
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and effective threat intelligence. Lastly,

the gathered threat intelligence should

not just be accumulated but also analyzed
and converted into actionable insights.
Actionable observations mean that the data
should inform decisions, guide responses,
and/or proactive measures to manage and
mitigate cyber threats effectively.

From there, the threat hunter should either
work closely with the threat modeling team
or use their knowledge of organizational
technology and business functions to threat
model how relevant attacks may manifestin
the environment.

Using intelligent threat models as a guide,
threat hunters can proactively review the
data from the intelligent Al-Native Security
Operations Platform™ systems in the
environment focusing on severe malicious or
anomalous behavior. Finally, it is critical that
the threat hunter leverage the intelligent
systems to automate document findings

and remediation actions to promote lessons
learned and create internal intelligence.

The threat-hunting cycle requires
high-quality skills, creativity, and focus

by leveraging intelligent threat-hunting
capabilities and finding threat events faster
with accuracy. For leveraging Al-Native
Security Operations in intelligent threat
hunting, focus on the following three core
components:

* Data Collection and Integration:
This involves the identification, gathering,
and integration of previously unknown
cybersecurity methods or technigues.
By continuously updating and enhancing
threat intelligence, security operations

5 1. Collection and absorption
previously unknown

Figure: Intelligent threat hunting

can stay ahead of evolving cyber threats,
determining a more adaptive and robust
defense mechanism.

Threat Data Modeling: Utilizing threat
data to develop computational or
statistical models aids in understanding,
predicting, and mitigating cyber threats.
By processing and analyzing data,
selecting relevant features, and deploying
trained models, Al can enhance threat
anticipation, risk management, and
resource allocation.

Continuous Network Monitoring:
Observing and analyzing daily data flow
and activities across a network is essential
for detecting anomalies and determining
proactive security. Continuous monitoring
supports the identification of deviations
from established baselines, enabling swift
incident responses, policy enforcement,
and ongoing security posture
requirement.

Deloitte and Palo Alto Networks
Al-Native Security Operations
Platform™ framework

This is the new vision for autonomous
Al-Native Security Operations Platform™.
Deloitte associates with Palo Alto Networks'
Cortex® XSIAM™ to provide extended
security intelligence and automation
management. Cortex XSIAM is a cloud-
delivered, integrated, Al-native security

Threat Intel /
Management -

©

Threat Detection &
Response by XSIAM

Attack Surface
Management @
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operations feature that unifies critical
functions, including Al-powered CDL, TIP,
XDR, EPP, ASM, UEBA, SOAR, CDR, and
Management, Reporting, and Compliance.

Clients may consolidate multiple products
into a single, integrated platform, cutting
costs, improving operations, and increasing
analyst productivity. Deloitte and Palo

Alto Networks may provide an intelligent
data foundation that may easily integrate
telemetry from the source, providing
unified security operations across hybrid IT
architecture. Below is the overview of the
Deloitte and Palo Alto Networks' approach.

¢ Al-Powered Cloud Data Lake (CDL)
Delivers log management, correlation and
alerting, reporting, and long-term data
retention.

Threat Intelligence Platform (TIP):
Aggregates, scores, and distributes threat
intelligence data, including the industry-
leading Deloitte and Unit 42™ threat feed,
to third-party tools and enriches alerts for
context and attribution.

Extended Detection and Response
(XDR): Gathers telemetry from sources
for unrivaled detection coverage and
accuracy, with a high-quality number of
technique-level detections in the 2022
MITRE ATT&CK® evaluations.

\ Endpoint

Protection &

Intelligence

UEBA, Network,

Cloud Analytics

@ Reporting &
\__—__/

Data Foundation &
Detection Analytics

Compliance

Figure: Al-native security orchestration and automation

Endpoint Protection Platform

(EPP): Prevents endpoint attacks with a
demonstrated endpoint agent that blocks
exploits, malware, and file-less attacks and
collects full telemetry for detection and
response.

Attack Surface Management (ASM):
Provides embedded attack surface
management (ASM) capabilities for an
attacker's view of your organization, with
asset discovery, vulnerability assessment,
and risk management.

User and Entity Behavior Analytics
(UEBA): Uses machine learning and
behavioral analysis to profile users and
entities and alert them on behaviors that
may indicate a compromised account or
malicious insider.

Security Orchestration, Automation,
and Response (SOAR): Automates

many use cases with hundreds of built-in
playbooks and offers customization with a
visual drag-and-drop playbook editor.

Cloud Detection and Response (CDR):
Analyzes cloud inspect, flow, and