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The cyber evolution

As cyber threats grow in number and become increasingly more sophisticated,
organizations recognize how difficult it is to manage the complexities. Evolving cyber
challenges demand that organizations have the means required to monitor and detect
intrusions, uncover new attack vectors, remediate vulnerabilities, and proactively hunt
for threat actors, all while protecting their valuable data.
Complicating the landscape, organizations face deficiencies in internal talent while at the
same time need to improve process quality and drive technology adoption across their
enterprise threat management program.
The convergence of these factors can be supported by working with a managed security
services provider (MSSP). But how many MSSPs can provide economies of scale, global
cyber experience, and technologically sophisticated solutions across a broad range of
managed threat detection, monitoring, response, and data protection capabilities?

Deloitte can.
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Why Deloitte’s Fusion Managed Services?

Our Fusion Managed Services are designed to provide advanced threat defense

Deloitte brings the depth and scale of our managed services model to our

through a combination of sophisticated technologies and human intelligence to

clients through effective cyber risk management that comprises more than

effectively monitor, detect, investigate, and respond to known and unknown attacks

simple technology deployment.

that potentially disrupt your business, all while safeguarding your data. Our industryspecific experience and technology assets bring the depth of knowledge and scale to
our Fusion Managed Services.

Our distinctive combination of security operations and incident response
know-how provides our clients a consistent experience of enriched and efficient
contextualization of incidents based on a unified view of their environment.

We work closely with our clients to provide a combination of human insight,

Our flexible model means we are with you every step of the way to help you

technological innovation, and enterprise-grade solutions that positions us at the

solve for the complexity of evolving threats and changing business needs.

forefront of managed security solutions globally. By working alongside our clients,
combining human intelligence with sophisticated threat monitoring technologies, we
enable the proactive detection, analysis, and containment of threats to help them
better prepare for, and weather, incoming cyber threats.
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Our Fusion Managed Services address six areas
of enterprise threat and data management
Threat Intelligence
Turning large volumes of disparate data into relevant and actionable intelligence can
be a daunting task. This process is complex and time-consuming and exposes your
organization to potentially higher risks. Threat Intelligence centralizes collection, storage,
and analytics for day-to-day security operations center (SOC) actions, threat hunting,
and incident response.

Benefits of Threat Intelligence include:
Broader context around threats increases accuracy of
alerts, reducing time spent on false positives
Timely awareness from threat intelligence reporting
and research

Our analysts orchestrate cyber reconnaissance, specifically designed for your
organization, as well as timely and relevant research and reporting to help you take
appropriate action. Our analytics inform Deloitte’s Fusion teams to identify relevant
threats as well as detection and response activities.

Risk mitigation recommendations
Bridging of organizational silos across SOC and
threat-hunting teams
Integration of threat intelligence feeds
Actionable intelligence with targeted industry, company,
and adversary profiling
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Our Fusion Managed Services address six areas
of enterprise threat and data management
Attack Surface Management
You can’t protect what you can’t see. Through Attack Surface Management, we can
proactively scan to help you detect vulnerabilities hidden among your IT assets
before your attackers can take advantage of those exposed areas. Through asset
identification, service fingerprinting, and vulnerability scanning, we help you define
specific risk areas, identify high-priority technology and compliance issues, and
orchestrate remediation efforts.

Benefits of Attack Surface Management include:
Securing IT assets from attackers by addressing gaps
identified with penetration testing
Prioritizing threats via threat modeling, feeds, and
vulnerability scanning
Reducing risk of attack through prompt remediation
of vulnerabilities
Providing decision support and cyber program build-out
with risk and performance metrics

5

Fusion Managed Services |
 Addressing the cyber incident life cycle

Our Fusion Managed Services address six areas
of enterprise threat and data management
Threat Detection and Response
An effective threat monitoring program doesn’t just generate alerts. It provides a
detailed picture of the threat environment and offers the operations team insights
to help them monitor and protect critical assets. Using your organization’s internal
data and external sources, our analysts assess, triage, and escalate critical incidents—
including targeted attacks and insider threats—around the clock.

Benefits of Threat Detection and Response include:
24x7x365 threat monitoring and incident response
through automated and manual collection of threat
information from different sources, including the dark
web and law enforcement
Intelligent incident response including triage, commandcenter coordination, and forensic investigation
A closed-loop process from incident detection and
investigation to response, including prescriptive
remediation recommendations
Ability to align SOC capabilities with business requirements
to help address your organization’s cyber challenges
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Our Fusion Managed Services address six areas
of enterprise threat and data management
Customized SIEM Content Development
An effective cyber threat management program requires the coordinated execution of
many discrete functions—from periodic review of monitoring objectives and priorities,
to detailed architecture and engineering tasks, to ongoing tuning of security information
and event management (SIEM) use cases, processes, and workflow.

Benefits of our SIEM Content Development include:
Reduced time from root to damage by prioritizing
risk-based use cases
Fast threat response using automation and analytics

Through SIEM Content Development, we can help your organization transform data
from disparate sources into actionable threat intelligence by continually monitoring

Risk-intelligent incident monitoring to decrease impact

our SIEM platform and regularly performing system tuning, maintenance, patches,

to the business operation

upgrades, and capacity planning.
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Our Fusion Managed Services address six areas
of enterprise threat and data management
Threat Hunting and Reconnaissance
Not all threats are created equal. Many are effective at evading traditional detection
methods. The resulting increase in dwell time can enable attackers to access a treasure
trove of your organization’s proprietary information. We specifically designed Threat
Hunting to uncover potentially undetected threats, investigate and triage their potential
effects, and help remediate them in a timely manner. Our highly experienced threathunting teams actively seek out new attack patterns to identify new undetected threats.

Benefits of our Threat Hunting and Reconnaissance services include:
Reducing risks of malicious activity using
malware detection
Detecting and responding to advanced threats
Providing detailed and actionable forensic
investigation reports
Integration with threat monitoring and
threat intelligence
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Our Fusion Managed Services address six areas
of enterprise threat and data management
Data Protection
As data have become more valuable, voluminous, and vulnerable, challenges with
safeguarding strategic data have outpaced many organizations’ skills, knowledge, and
technologies. Data Protection can help your organization detect and take action against
accidental or intentional data exfiltration and misuse, including oversharing and transfer
of valued data to personal cloud accounts. Adopt a new, more structured approach to
addressing data risk challenges including endpoints, premises, and cloud environments.

Benefits of Data Protection include:
Business-focused results by aligning program priorities with
the value of data throughout their life cycle, applying leading
practices, and translating requirements into action
Faster time to value with rule sets specific to your industry
and regulatory requirements
Alert handling and rule-set tuning by experienced
professionals focused on continuous program improvement
Monitoring and managing application health, including
tracking, testing, and deploying software updates
Risk-based reports, including trends, to support your data
risk program
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Cybersphere:
Always on, always ready
Deloitte’s Cybersphere is a brand-new, state-of-the-art, 25,000+ square-foot destination

How clients can benefit from our experience:

for exploring your most pressing cyber challenges; creating and testing the security
of tomorrow’s Internet of Things (IoT) innovations; and gathering to learn, share, and

1

management, led by skilled practitioners with in-depth SIEM

define a path forward for your organization, employees, customers, and beyond.

development, SOC operations, data protection, and threat-

Our Fusion Managed Services are primarily delivered from the Cybersphere Watch

monitoring experience

Floor in Washington, DC, the bedrock of our Fusion Services. The Watch Floor is a threat
monitoring and reconnaissance powerhouse where our experienced professionals

Domain knowledge in cyber and enterprise-wide threat
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An end-to-end solution that combines sophisticated monitoring

work 24/7 with our other centers around the globe to help clients monitor for cyber

technology and human intelligence to provide our clients with

“storms” on the horizon so that they are better prepared to respond to industry-specific

greater threat visibility and insights to respond in near real time

threats—in a timely manner.
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A powerful technology platform that uses advanced analytics,
artificial intelligence, machine learning, and natural language
processing to increase threat-detection rates and reduce false
positives and negatives through automation and orchestration
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Strong alliances with many industry, law enforcement, and
research entities to provide actionable intelligence and mitigation
strategies (including countermeasures for our clients)
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Strength in numbers

2,600+

4,000+

2,000+

cyber risk engagements in

cyber risk practitioners

data risk practitioners with more

2018 across all major industries

serving US clients

than 200 practitioners focused on data
privacy and protection

1,400+

150+

21,000+

Certified Information Systems Security

Certified Information Privacy

risk management and security

Professionals (CISSPs) across the Deloitte

Professionals (CIPPs) across the DTTL

professionals across the DTTL

& Touche Tohmatsu Limited (DTTL)

network of member firms

network of member firms

network of member firms
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