Transforming your
compliance processes
A closer look at managing and sustaining
a compliance inventory

Recovery continues
The COVID-19 pandemic that has led to virtualization of workplaces along with travel slowdowns
has adversely impacted the energy industry.
Oil prices declined to historical lows, further
compounded by the price wars resulting from
Saudi Arabian-Russian conflict around production
cuts in 2020.1 And, according to Wood Mackenzie2,
spending on oil production globally may not revert
to pre-pandemic levels through at least 2025.
With the industry gearing toward renewable
energy and the reduction of carbon emissions,
along with increased production and demand
for electric vehicles, pressures will remain even
post-pandemic. Given this outlook, the energy
industry is increasingly taking a stringent look at
cost structures, spending, and capex, and focusing
on improving their bottom line while maintaining
the top line. This could put pressure on a number
of functions within an energy company―including
compliance. While compliance is not a discretionary

spend, there will be an increasing need to do more
with less. Compliance processes will be under
continued pressure to be more agile and efficient,
without violating regulatory requirements.
Energy companies should take a second look
at their compliance processes and determine
ways to become more agile and efficient―using
a combination of process restructuring and
technology. Digitizing regulatory compliance
processes along with standardization could help
drive efficiencies and enable the compliance
department to focus more on value-added
activities, while reducing the cost of compliance.
This paper highlights insights from our
experiences working with leading energy
companies to help them transform their
compliance processes. We focus on a critical
process within compliance, which includes creating
and maintaining an organization’s inventory of
global regulatory requirements and the underlying
challenges and nuances, plus potential solutions.

“Compliance
processes will be
under continued
pressure to
be more agile
and efficient,
without violating
regulatory
requirements.”
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It’s a challenge creating and
maintaining a compliance inventory
Compliance risk is managed and mitigated through a broad understanding of regulatory requirements across the
organization. A key requirement of such an understanding is a centralized compliance inventory, which should be
maintained through an established regulatory change process.
Start by inventorying the organization’s compliance requirements across the various jurisdictions
and lines of business (LOBs) that it operates in. This could be a laborious task given the complexity of global
regulatory structures, redundant requirements, and the rapid pace of regulatory changes. Typical challenges we
have witnessed include:
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Similar requirements across regulators. Regulators across different jurisdictions require
organizations to comply with a multitude of similar regulations. For instance, for a specific jurisdiction,
similar requirements may exist from authorizing statutes, the agency implementing regulations, as well
as exchange-related requirements that address the same risk. Other jurisdictions may also have similar
overlapping legislations in similar risk areas. Therefore, jurisdictionally-aligned compliance programs
that do not rationalize requirements across regulators could lead to costly and inefficient compliance
processes.
Typical composition of citations in a compliance inventory for a multi-national energy
organization across exchange and OTC trading

Regulatory Authorities covered in each Jurisdiction: USA—ICE Futures U.S., CME Group, CFTC; EU—
ICE Future Europe, ESMA, FSMA—Belgium (Source: Based on our work at MNC Energy organizations;
citations sources from regulatory sources listed above)
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Manual and non-standardized processes used by organizations for requirements extraction.
Creating a compliance inventory can be resource-intensive and uses manual processes for extraction
and mapping of regulatory requirements to applicable LOBs and control frameworks. Regulatory
content is typically broken-down with different methodologies or levels of granularity across
jurisdictions or LOBs, thus the potential to create non-standardized requirements.
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“Compliance risk is managed and mitigated
through a broad understanding of regulatory
requirements across the organization.”
3
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Getting granular and targeted inclusion of citations for accuracy and comprehensiveness.
Not all regulations and laws (in their entirety) are truly applicable to an organization. To avoid
volume and complexity, it becomes imperative to drill down to specific requirements as opposed to
considering entire laws and regulations that could be hard to manage, map and maintain―this is no
easy task. It may require legal and industry Subject Matter Experts (SMEs) to arrive at the truly relevant
targeted set of citations. Content received from licensed providers may not have been customized
to an organization’s needs and may miss the mark in terms of which requirements to include in
the compliance inventory. This could lead to inaccurate mapping of regulatory content to LOBs and
inconsistent controls mapping to regulatory obligations. Also, to confirm comprehensiveness, just
the regulatory text may not present a broad view of regulatory expectations, making it imperative to
also include other documents (e.g., FAQs, enforcement actions, interpreted guidance materials) to
supplement the regulations.
Managing inefficient and/or siloed processes that lead to a lack of sustainability of the
compliance inventory. Inadequate regulatory change management processes could lead to lack of
transparency into upcoming regulatory changes. Managing regulatory change can be complex, owing
to keeping up with monitoring of various sources, isolating changes that really matter, and dealing with
regulator nuances related to the publication of changes. For instance, FSMA (The Financial Services and
Markets Act 2000 Act, UK) publishes consolidated regulatory texts incorporating changes after some
lag in time (an organization needs to reconcile its inventory with FSMA red-lined versions of change,
which can be a time-consuming activity, to maintain compliance).
Count of regulatory change notifications published by US regulators on Federal Register* over
a period of one year

*Includes adopted/proposed Rules published by EPA, CFTC and DoE (Including FERC) published in the
U.S. Federal Register as on April 30, 2021
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Insights from our transformational
work at leading energy companies
Some of the lessons learned and leading practices that can help an organization achieve significant agility and efficiency include:

1. Use digitization tools to extract compliance
requirements in a standardized data model.
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Leverage modern cognitive tools that deploy Natural
Language Processing (NLP) to automate typically
onerous compliance efforts (e.g., decomposing
regulations and guidance, defining compliance
activities and mapping regulatory requirements
to policies and procedures, applicable products,
and LOBs). Cognitive NLP engines can help ”read”
regulation and internal policies/procedures
documents and generate structured information that
can be mapped to risks, LOBs, and procedures to
simplify compliance management efforts.

To help eliminate duplicative requirements and redundancies across global
compliance requirements, an organization can create cross-jurisdictional and
cross-regulator themes on similar requirements that help enable many-tomany mapping and testing. This also can provide a sustainable way to create
and maintain a strong controls framework.

The decomposition extraction could be into a
standardized data model that includes regulatory
attributes (e.g., regulation name, section, subsection, legal citation, hyperlink to source), along with
the organizational-specific mapping to risk taxonomy,
including risks, LOBs, policies, and controls. The level
of granularity of the content should be governed by
rules of uniformity.

Map compliance requirements to rationalized themes.

These cross-jurisdictional themes can associate common regulatory
requirements both cross-jurisdictionally and across regulators and can
be customized to include only those regulations for an organization’s “inscope” jurisdictions. Compliance can use cross-jurisdictional themes to
perform many-to-many mappings between regulatory requirements and
control activities.
The potential advantages of this approach include “one view of regulatory
expectations”, end-to-end traceability, and efficiency/cost savings.

Source: D&T analysis of regulatory requirements for market manipulation
across regulators (SEC, FINRA, CFTC)
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3. Take a risk-based approach
to prioritizing regulatory
sources.
Determining prioritization during
the scoping of regulators is
critical for designing, sustaining,
and maintaining the compliance
inventory and regulatory change
process. It is imperative for an
organization to ask the question
whether a risk-based approach
can be used to prioritize
regulators (e.g., identify ”primary”
regulators across its business
groups and enterprise functions).
If the number of regulatory
sources increase, the number of
regulator change alerts will also
increase because the volume of
regulatory content to monitor
will be large. There could be a
subsequent need for additional
efforts requiring review/signoff by
legal, and ongoing maintenance
could also expand exponentially.

4. Find the applicable RegTech
solution for housing the
compliance inventory
and defining workflows
to manage centralized
changes to regulations and
mappings.
Identifying an appropriate
RegTech solution to house a
centralized compliance inventory
will be critical for success as
opposed to manual spreadsheetor Intranet-based approaches.
The centralized inventory will
act be the single source of truth
and can be used across the
organization to understand
applicable requirements and
allows for filtering across legal
entities, businesses or products.
The compliance inventory
should be used as a key input to
processes(e.g., Compliance Risk
Assessment or CRA).
The technology solution should
have linkages with the periodic
regulatory changes process to
maintain inventory on a regular
basis. Workflows can be designed
with proper ownership, roles
and responsibilities defined to
analyze for applicability and
impact assessment should the
change impact the materiality
of the inventory and the control
framework.

5. Regulatory change monitoring and updates to
the compliance inventory.
Regulatory content and change alerts can be
sourced through various methods, including vendor
subscription, manual reviews or law firm publications.
However, a single source of regulatory content helps
eliminate inefficiencies when multiple websites, feeds,
etc. are needed to obtain information.
Regulators publish reg changes and updates at different
frequencies and in different formats on their websites.
For instance, the US Federal Register3 publishes regulatory
updates by each US federal agency on a daily basis
and pinpoints the changes to the section/sub-sections
within the regulations. On the other hand, ICE Futures4
US usually publish weekly notification of rule changes
providing the red-lined versions of the rule documents.
Hence, it is imperative to assess each regulators’
method of issuing regulatory updates and thereby
develop unified and periodic processes for tracking and
incorporating these updates in the inventory.
A key consideration is to monitor that the reg change
content is compatible for promotion of regulatory
changes within the compliance inventory. This could
require identifying specific citations that have changed
from the regulator notification and the type of change
(e.g., amendment vs. repeal) so that the applicable record
in the inventory can be updated. It is also important to
identify regulatory topics to monitor for potential new
regulations that may not be in the inventory currently
but may be applicable to the organization. A periodic
review of such new regulations and laws could help
the organization continue to be in compliance.
The organization should also define the universe
of applicable authorities and potentially take a
risk-based approach to including sources into the
ongoing monitoring process so that the process is not
overwhelming, and material risks continue to be covered.
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The bottom line
Significant opportunities exist to streamline and transform the creation and sustenance of the compliance inventory
using a combination of RegTech and process transformations. With the pandemic driving digital transformation to the
forefront, garnering buy-in from stakeholders and end-users would likely not be a formidable task. Organizations that
fast-track adoption could potentially be ahead of the race in enabling smarter compliance, with the first step being
toward establishing a sustainable and efficient compliance inventory of requirements across the organization
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