
Future-proofing ad sales growth 
through first-party data 
Lessons from conversations with leading publishers, 
commerce players and telcos across the Americas

Executive Summary



 Context 

01
According to Deloitte research, 
more than 40% of US 
consumers don’t trust online 
services to protect their data. 
Over the past few years, online 
users have similarly become 
increasingly aware of the use 
and value of their data online, 
including in advertising. 

Across the Americas, this growing concern 
about privacy has led to a steady increase in 
regulatory focus over the past fifty years, but it 
is the unrelenting rise of the Internet that has 
helped bring the issue towards the top of many 
governments’ agenda.

More recently, concerns for privacy have also led to 
announcements by major digital platforms to put 
more control in the hands of the customer and to 
withdraw their support of third-party cookies on 
most browsers.

Together, these consumer, regulatory and platform 
changes are having and could have profound 
implications for the way advertising is bought and 
sold across the Americas.

They have, in particular, encouraged large 
publishers, broadcasters (together “publishers”, 
unless stated), marketplaces, retailers and 
e-commerce players (together “commerce players”, 
unless stated) and telecoms operators to make 
more of the data they gather through their direct 
relationship with customers, also known as first-
party data.

Context

Setting up for first-party success

Connecting to the buy side

Winning through first-party data

The time is now
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 Context 

In light of the value created 
from collecting and leveraging 
first-party data, Google 
commissioned Deloitte to 
investigate how players across 
these sectors are making the 
most of this opportunity.

Building on Deloitte’s 2019 research on data 
maturity in publishing and its research into 
European publisher responses to recent privacy 
changes, this report, based on one-to-one 
interviews and a survey comprised of 30 multiple 
choice questions asking 35 large publishers, 
commerce players and telcos from the US, 
Canada and Latin America about their use of first-
party data in ad sales as well as their views on 
recent privacy changes and their impact on the 
ad sales ecosystem, aims to:

 • Articulate how large sell-side players view 
recent privacy changes

 • Share how these market leaders have 
captured, stored and built on their first-party 
data to create a strong foundation for 
their ad sales efforts

The report and the move towards removing 
support for third-party cookies should also 
encourage those who, despite having access to 
first-party data, have not yet prioritised its use 
in their ad sales operations, to focus on this 
opportunity.

Impact on Digital Ad Sales
By providing a primary source of insight into 
consumers and their journey across the Internet, 
third-party cookies have played a central role at 
every step of the programmatic journey.

The withdrawal of support for third-party 
cookies, driven by a desire to preserve privacy, 
will therefore influence a company’s ability to 
gain insight into customer behavior outside of its 
own platforms and, in so doing, impact all major 
activities that make digital ad sales possible.
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 Context 

To quote a large US telco: “If anything, privacy makes 
programmatic more attractive. The idea of data-driven targeting is 
here to stay. Companies will continue to innovate and figure it out.”

Similarly, over 90% of respondents viewed privacy 
changes as either overdue or coming at the right time. 
Driven by a mix of commitment to consumer privacy and a 
reaction to regulatory and platform changes, 72% of the 
leading players we surveyed saw privacy as critically 
important to their business.

This enthusiasm seems to stem from the belief, held by 66% 
of respondents, that recent changes would shift power back 
towards the sell side in an ecosystem where the buy side 
is currently perceived as carrying more weight and benefit 
those able to source alternative forms of data to meet 
their ad sales needs. Thanks, in part, to their, strong focus 
on capturing, leveraging and governing first-party 
customer data, 80% of respondents therefore looked to the 
future with a certain degree of confidence.

At the same time, confident in the ecosystem’s ability to respond, close to 70% of 
the leaders we spoke to believed that recent privacy changes would make 
programmatic at least as attractive as it is today, including 12% who thought it 
would become even more attractive.

What do you expect not to be able to do in a privacy centric ad sales ecosystem? 
(Check all that apply)

65%
Match both
individuals

and cohorts 30%
Report on 

performance against 
campaign objectives

45%
Optimize audience

delivery (e.g. through
frequency capping)

20%
Develop rich, 

data-based user 
insights
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Connecting to the buy sideSetting up for first-party success

Not all players are created 
equal in their efforts to build a 
first-party data advantage.

As one multi-title publisher put it: “We are aware 
that people do not come to our sites to purchase 
a particular set of goods and services (e.g. cars) 
and that a lot of the premium publisher dollars are 
captured by those that are able to claim intent and 
power that kind of matching.”

Leading the pack amongst sectors we surveyed 
are commerce players, who, through their trading 
relationship, loyalty programmes and credit cards 
have access to significant first-party data from 
primarily logged-in users. 

Similarly, telcos have access to data on every 
mobile phone (i.e. Device ID data, including 
app usage), router and set-top box running on 
their network, authenticated first-party data 
on their multiple apps as well as financial and 
demographic information through their billing 
relationship.

Next come those whose content is directly 
relevant to a particular vertical. This includes 
publishers focused on auto, health or lifestyle. 
The data they collect on their sites (e.g. types 
of content consumed, brands explored) is of 
particular interest to advertisers seeking to target 
those interested in those verticals. 

Finally, come broad-based publishers (e.g. news, 
entertainment, weather) who, despite having 
attracted significant traffic to their site, do not 
always have vertical-specific data.

Thankfully, our research has allowed us to identify 
key moves that can help enhance access to first-
party data regardless of a company’s starting 
point.

At the root of all these tactics is the focus on 
setting the right value exchange with the 
customer, which was stressed by virtually all the 
players we spoke to. To quote a couple of large 
US publisher: “We can’t just collect their information 
or say “Come visit our site and sign over your data!” 
We need to re-legitimize the value exchange and 
improve the quality of signals gathered from direct 
interactions with users”.

“We all agree that there has to 
be something in it for the user.”
- Large US publisher
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Connecting to the buy sideSetting up for first-party success

Leading with Content
Providing the most relevant, compelling content 
remains the best way for publishers to drive dwell 
time and engagement, allowing for more data 
collection. As a US multi-site publisher put it: 
“What has always made us great is the content, not 
being a tech company.”

Capturing verified data 
Across sectors, most players we spoke to also 
made getting access to verified or authenticated 
data a priority. Without negatively impacting 
customer experience, they seek to encourage 
customers to log in in exchange for some kind of 
additional content or functionality.  

Loyalty programmes, which in other 
geographies are becoming an increasing part 
of the media and telco landscape were also 
highlighted as a great source of data. 

Level of consumption

Type of content

Ability to transact 
(both buy and sell)

We are not asking users to log in

Subscription

All users must log in

Functionality (e.g. ability to 
save or share content)

Ability to contribute 
(e.g. content, opinion, reviews)

0% 10% 20% 30%

On what basis are you asking users to login? (Check all that apply)
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Connecting to the buy sideSetting up for first-party success

Meanwhile, despite its rich loyalty program, a 
large US retailer credited its wealth of first-party 
data to the launch of its credit card product.

Finally, some players went so far as to create or 
acquire entirely new businesses that allow them 
to fill gaps in their data.

These examples come to illustrate how 
creativity and innovation, especially when 
anchored in existing areas of strength, can 
transform first-party data efforts and build 
competitive advantage in a privacy-centric world.

Leveraging Customer Data Platforms
Having relied on third party-hosted Data 
Management Platforms (DMP) to fuel and report 
on their digital advertising efforts, respondents 
reported the proliferation of external Customer 
Data Platforms (CDP); cloud-based platforms that 
can be used to store data capable of powering 
a much broader set of customer-facing efforts, 
performance management and management 
decision-making. 

Some of the largest, most sophisticated 
players we spoke to mentioned that privacy 
had cemented in their mind the value of 
controlling more of their first-party data.

Turning away from third-party solutions, these 
players have invested significantly in building and 
leveraging owned and operated Customer Data 
Platforms.

70% believe that first-party data will provide significant advantage
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Connecting to the buy sideSetting up for first-party success

While demanding significant financial 
commitment and access to the data & analytics 
teams necessary to build and operate them, 
these internally-developed solutions have, in their 
opinion, some significant advantages, especially  
in allowing them to:

01. Craft a more holistic data strategy powering 
multiple parts of their business in a way 
that truly fits their company’s context and 
strategy

02. Integrate data sources while minimizing 
system integrations and handovers

03. Retain a long-lasting control on who use 
first-party data and, in so doing, retain 
control of their destiny

04. Make better use of first-party data through 
the use of machine learning

05. Create data monetisation opportunities

As a global multimedia conglomerate put it: “Why 
would I give anyone that much control over my 
business? If a third party controls my CDP, they hold 
the keys to the Kingdom!”

For some players, the evolution of data 
management has centered on the creation of 
first-party identifiers across all of their sites 
and platforms.

These identifiers help enable these highly 
sophisticated players to gain more insight from 
every customer touch point, while integrating 
and improving customer experience across their 
properties. These privacy-preserving tools also 
help them make more of their scale in ad sales, 
driving yield and opening up opportunities for 
collaboration with the buy side, including data 
sharing, joint insight development and audience 
matching.

Whether players choose to “create a moat” 
around their data or are willing to work with 
others to drive data sophistication, one 
conclusion is clear: sophistication in data 
management is increasing dramatically in line 
with the evolution of the ad sales ecosystem. 
Status quo is simply not an option.

“I think that it has almost 
become a necessity to own the 
relationship with the customer, 
own your consumer data 
platform and own the ways that 
you connect with third parties.” 
- Large US publisher
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Connecting to the buy sideSetting up for first-party success

Augmenting first-party data
While advances in data capture and data 
management are encouraging and showing 
clear signs that large players are preparing for a 
privacy-centric world, they also hide an important 
reality: first-party data may, on its own, not 
be enough.

To address this point, 38% of respondents 
expected to have to source consumer data 
from third parties directly (through what is 
called second-party data) or indirectly through 
intermediaries to supplement their own first-
party data.

Armed with the combined power of first, second 
and third-party data, market leaders are now 
tackling what is probably the biggest challenge 
facing the sell side in a privacy-centric ad 
sales world: How to connect both sides of the 
ecosystem in efficient, scalable ways that will 
allow an open, diverse Internet to prevail.

“Third-party cookies are going
away, but third-party data is
here to stay”  
- Large US publisher

“There are things that, even as big as we are, we are just never 
going to know, like “is my user in the market for a car”?”  
- Global multimedia conglomerate
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Connecting to the buy side

01
Myriad solutions and more to come
Historically, third-party cookies have provided an 
easy, albeit imperfect, way to link the audiences 
made available by the sell side to help meet  buy-
side campaign objectives.

Thankfully, even without going into technologies 
that are currently being developed, many 
solutions are already available to those wishing to 
address this challenge before it is too late.

As it stands, no single solution appears likely 
to address this challenge for all parties, as the 
suitability of a particular solution typically 
depends on a company’s unique context, 
driven by five elements:

01. The degree to which a company has access 
to plentiful relevant first-party data

02. The level of sophistication of its data 
management efforts

03. Whether its ad sales efforts are focused on 
enabling individual or cohort matching

04. Whether it believes sharing encrypted 
personal identifiers is in line with privacy

05. Its willingness to trust a third party with its 
first-party data
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Connecting to the buy side

The table below summarizes how each type of solution works and how it can perform against these five considerations.

How it works Type of 
matching

Sharing 
personal 
identifier

Data 
capabilities 

required

Give control 
of 1P data to 
third-party

First-party 
data-based 
solutions

Ad exchange-
based

Publisher creates custom audiences based on consumer attributes and 
makes them available for purchase through an exchange

Cohort Medium

Clean rooms

Publisher and advertiser both provide identifiers into a clean room to 
identify a set of users that meet advertiser needs

Clean room provides report that can be used to create a more relevant 
audience to trade

Cohort & 
Individual

High

First-party 
identifiers

Publisher creates encrypted identifiers that are specific to its site(s) and 
shares it through its ad exchange, selecting with whom this ID can be shared

Cohort & 
Individual

Medium

Third-party 
solutions Third-party 

audiences

Buy side and sell side send attribute data to an SSP or ad exchange 
provider, which is used by the provider to build pre-defined audiences  
to trade

Cohort Low

Third-party 
ID graphs

Third-party player creates a “unified” identifier based on hashed email or 
phone number provided by both buy side and sell side, who are then allowed 
to use this ID to trade. Third party needs to “see” data to create identifier

Individual Medium
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Connecting to the buy side

In talking to our respondents, it also became clear that each technology faces its own unique set of challenges, which it may not always be able to overcome.  

Challenge Solvable? Implications

First-party 
data-based 
solutions

Ad exchange-
based

• Custom sell-side audiences may not match buy-side campaign objectives
• Taxonomy needs to align across ad exchanges to ensure sufficient reach

Partially Likely to form a core part of the 
solution for those not willing to 

share hashed personal identifiers

Clean rooms • Requires significant data management maturity
• Need to partner with several clean room vendors (each with its own technology) to ensure a 

meaningful buy-side coverage

Partially Likely to be used by large, 
sophisticated players on a 

few key accounts

First-party 
identifiers

• Matching first-party identifiers to an individual or cohort usually requires additional information
• First-party identifiers can be created using both consented and authenticated/verified data, 

which creates the risk of multiple first-party identifiers per user, including across app and web

Partially Likely to form a core part of the 
solution for those not willing to 

share hashed personal identifiers

Third-party 
solutions

Third-party 
audiences

• Requirement to keep platform complexity under control will limit number of trading audiences 
provider can make available

No Likely to serve as add-on for 
larger players and solution of 

last resort for others

Third-party
ID graphs

• Scaling and management of complexity will require the rise of a few dominant players, who will 
need to be carefully governed/regulated

• The more private the solution, the less precise/more probabilistic it becomes
• Strategic dependence on third-party

No Likely to form a core part of 
the solution for those with the 

willingness to share hashed 
personal identifiers
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Connecting to the buy side

It will be interesting to see whether some of the 
solutions currently being developed succeed in 
addressing some of the gaps highlighted above.

Important as these technical complexities may 
be, our conversations tended to veer towards 
non-technical considerations and, as such, were 
in sharp contrast to an ecosystem-wide debate 
that often centers on regulation, technology and 
commercial sophistication.  

In particular, the sharing of hashed personal 
information, like emails and phone numbers,  
to enable matching appeared to be a highly 
emotive topic.

While, on average, most people we spoke to 
questioned whether sharing hashed personal 
information, especially with a large number of 
players, was in line with the concept of privacy; 
it is clear that the commercial pressure under 
which even large players find themselves is 
leading many to experiment with approaches 
requiring them to do so. 

This tension between commitment to 
privacy and commercial imperatives is 
unlikely to go away any time soon.

Meanwhile, in a world with myriad different third-
party ID graphs currently in development and 
many more solutions under way, no one player 
will be in a position to test all solutions.  

As a result, willingness to trust a third party 
with first-party data will likely continue 
to play a meaningful role in driving the 
adoption of a particular solution.  

Based on our research, willingness to share 
data is likely to be driven by:

01. A desire to retain control of one’s destiny

02. Fear that such data will not be used for other 
means

03. Ability to retain control over the drivers of 
consumer trust

04. Alignment around shared values

While fully understandable, this difficulty 
to trust or to decide whom to trust 
is, unfortunately, likely to lead to a 
proliferation of approaches and a 
stubbornly complex ad tech landscape.
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Connecting to the buy side

Four sell-side personas
Most of the market leaders we spoke to were 
experimenting with multiple solutions, applying 
them to many different use cases.

While approaches ranged from “wait and see” to 
“we’ll try everything”, our research did highlight 
four sell-side personas, each with its own set of 
technological solutions, based on two key drivers:

01.  Whether a player seeks to match individuals

02.  The degree to which it was willing or needing 
to rely on third-party solutions

There is no consensus on 
which technology will come 
to dominate a privacy-centric 
ecosystem
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Connecting to the buy side

 
Strategy Adopter characteristics Preferred Technologies

Third-party 
audience users

Source access to “ready-
made” audiences available on 
third-party systems/platforms

 • Low confidence in ability to achieve cohort matching through first-party data, 
either because of data and analytics capabilities or access to data

 • Some unwillingness to share hashed personal data with third parties

 • Third-party audiences 
and third-party ID graphs

Privacy-first  
cohort chasers

Reach cohorts by leveraging 
first-party data

 • Strong access to first-party data
 • Dedication to privacy, including by avoiding individual matching and by not 

sharing hashed personal data
 • Desire to retain control of first-party data

 • All first-party-data based 
technologies

Privacy-conscious 
matchers

Leveraging strong access to data 
to match individual profiles 
without sharing personal 
identifiers with third parties

 • Strong access to first-party data
 • Some unwillingness to share hashed personal data
 • Dedicated to individual matching
 • Desire to retain control of first-party data

 • All first-party-data based 
technologies

Third-party cookie 
replacers

Perpetuate third-party 
cookie-based strategies

 • Willing or needing to trust third-parties with first-party data, including with 
hashed personal data

 • Dedicated to individual matching
 • For many, this strategy is followed in conjunction with cohort matching

 • Third-Party ID graphs
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Connecting to the buy side

In line with our findings about both interpretation of privacy and the lack 
of a clear technology standard, we found that our respondents were quite 
evenly split across personas.

A couple of key observations emerge from this analysis:

01.  Due in part to a concern for privacy, the majority of respondents are 
focused on cohort matching, rather than individual matching

02. Consistent with our observations on the ability to source first-party 
data, even large, sophisticated players expect to resort to third-party 
solutions

03. Those dedicated to enabling individual matching are more likely to 
try to replace third-party cookies with ID graphs, even if that means 
sharing encrypted personal data with a third party

Most importantly, first-party data opens a wide range of options for 
sell-side players to connect to the buy side, giving them the ability to 
adapt their approach to advertiser demands and potentially build significant 
competitive advantage in driving profitable revenue growth

Cohort and 
individual 
matching

Cohort
matching only

Confident in 
first-party 
solutions

At least 
partially 

reliant on 
third-party 
solutions

Third-party 
Audience Users

Privacy-First 
Cohort Chasers21%

14%

Third-Party 
Cookie Replacers

Privacy-Conscious 
Matchers

21%18%

14%

11%
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Winning through first-party data

Keeping in mind that the benefits of first-party 
data span far beyond advertising, our research 
identified four ways leading players are leveraging 
first-party data to keep and build on their 
competitive position in ad sales:

Building and matching audiences more 
accurately
Going beyond the traditional research-based 
approach to contextual advertising, respondents 
turned data-based insights into audiences they 
can sell.  

Standing out through a premium ad sales 
offer
Turning first-party data into insights, campaign 
optimisation and reporting to differentiate 
themselves in the eye of the customer. 

Building a more direct relationship with the 
buy side
Going hand-in-hand with this increased 
commercial sophistication, over 60% of the 
players we surveyed described a move away from 
open-market programmatic to more direct forms 
of trading in an effort to drive yield and capture 
more share of wallet in ways smaller players will 
find difficult to match. At the same time, some 
cautioned all players against moving off the open 
market before they are convinced that their first-
party data will allow them to make up for the lost 
revenue from doing so.

Finding new sources of revenue
Launching entirely new businesses, especially for 
players who benefit from an inherent advantage 
in capturing first-party data: telcos and commerce 
players, who are playing a rapidly growing role 
both at the top and the bottom of the advertising 
funnel. 

“In a privacy-centric world, 
you may not be able to buy a 
particular audience through an 
aggregator anymore, but you 
will be able buy it directly from 
a large sell-side player”  
- Large US publisher
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The time is now

Google’s decision to delay the withdrawal of its 
support of third-party cookies in Chrome until 
the second half of 2023 has given publishers who 
are yet to progress their first-party efforts an 
opportunity to catch up.

At the same time, with respondents reporting 
years spent in dialogue with internal  
stakeholders, selecting and procuring the right 
capabilities and developing the right use cases 
for their data, 2023 can hardly be considered 
very far away.

If you have not done so, we therefore strongly 
encourage you to consider the following actions:

01. Get up to speed and keep abreast of both 
technological and legal developments 
impacting first-party data and privacy

02. Craft a strategy that focuses on the most 
important drivers of long-term value for your 
business and is able to flex with changes in 
the market

03. Experiment with multiple approaches

04. Make clear, bold choices that take your 
limitations into account

05. Turn your back on alluring quick fixes that 
would conflict with your view of what privacy 
is all about or undermine your competitive 
advantage in the medium term

At a more tactical level, about 50% of 
respondents reported developing a closer 
relationship with technology providers to 
accelerate their progress on this journey, while 
others turned to analysing bid requests to 
identify gaps in their data.

For those more progressed on the journey, 
now is clearly not the time to stand still either, 
as leading players move beyond technological 
experimentation towards gathering ever larger 
troves of first-party data and using them to create 
a closer, more direct relationship with the buy 
side and ad tech players alike.

As the adage goes, “with great change 
comes great opportunity” and the time to 
seize it is now!
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