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Introduction  

The oversight of State Medicaid programs includes the 
challenge to evolve with the ever-changing fraud, waste, 
and abuse (FWA) landscape. New policies, legislative 
mandates, and waiver exceptions in the midst of the Public 
Health Emergency have compounded the host of potential 
FWA that can occur within the Medicaid program. 
Advanced technology used by nefarious individuals seeks to 
exploit system loopholes for unwarranted gain. State 
Medicaid Program Integrity divisions seek to fulfill their 
mission to prevent and detect FWA by performing audits, 
investigations, and coordinating with their respective 
Medicaid Fraud Control Units (MFCU) Each have their own 
merits, but limitations exist due in part to access to 
appropriate data, data quality, isolating focus on single 
areas of interest, and a reactive posture to fraud schemes 
that have been perpetrated. 

The size of the health care FWA problem is substantial, with 
the Centers for Medicare and Medicaid Services (CMS) 
reporting that national health care expenditures exceeded 
$4 trillion dollars in 2020.1 The Journal of the American 
Medical Association (JAMA) reported that they estimate 
that 25 percent of health care spend is lost to FWA.2 This 
could mean as much as $1T of health care spending is 
preventable or recoverable. 

As much as $1T of health care spending 
may be preventable or recoverable. 

The volume of federal and state regulations and contractual 
arrangements, along with the myriad of policies and 
procedures compound the size of the space policy makers 
and investigators need to look in to identify potential FWA. 
This is exacerbated by the volume of over 72,000 diagnosis 
codes3 and 10,000+ procedure codes4, procedure code 
modifiers, and special programs which produce exceptions 
to existing policies. These complexities often enable 
fraudsters to hide in plain sight. The number of 
combinations from diagnosis and procedure codes alone 
form a nearly intractable problem to tackle through policy. 
Building a library of rules and models (risk indicators) across 
each provider taxonomy and specialty assists Program 
Integrity (PI) divisions in detecting FWA. Each risk indicator 

 
1 https://www.cms.gov/Research-Statistics-Data-and-Systems/Statistics-
Trends-and-Reports/NationalHealthExpendData/NHE-Fact-Sheet 
2 https://www.kelseycare.com/blogs/how-healthcare-fraud-and-waste-
increase-cost-of-care#:~:text=The%20National%20Health%20 
Care%20Anti,from%20%24760%20billion%20to%20%24935 

codifies a component of fraud investigators’ risk ontology of 
different FWA categories and schemes. 

Treating each risk indicator independently 
can inhibit detection of more complex FWA 
patterns.  

A common approach to FWA detection is to inspect the risk 
rankings of each risk indicator independently to identify 
providers of interest. Looking at the outputs of each risk 
indicator on its own, however, can inhibit detection of more 
complex FWA patterns. Problematic provider behaviors 
often do not fit neatly into a single risk profile but are 
instead a combination of several risky behaviors. For a 
collection of risk indicators to be effective, there needs to 
be a way for investigators to view risk holistically from 
multiple vantage points. Triangulation of risk shows promise 
to address identification of risk in complex systems such as 
healthcare claims. Risk triangulation begins with definition 
of individual, actionable risk indicators, each of which is 
responsible for producing a risk score. The risk score 
identifies the probability of a provider’s behavior falling into 
the risk profile that is covered by the indicator’s risk scoring 
logic. The use of probabilistic uncertainty in risk model 
outputs allows investigators to aggregate the risk scores 
from any combination of risk indicators in a standard, 
uniform way so that investigators can see the entire 
landscape of risk.  

Risk triangulation reduces false negatives (risk profiles that 
“fly under the radar”) by allowing a diverse set of 
specialized risk indicators to see risk from different 
perspectives and combine their probabilistic risk scores to 
form a single, more robust risk evaluation.  

Our risk aggregation methodology builds in 
feedback from subject matter specialists 

(SMSs) to reduce false positives. 

At the same time, risk triangulation helps to reduce false 
positives by risk ranking bad actors that subtly trigger 
multiple indicators ahead of those entities that might only 
trigger one risk indicator for benign reasons. Our risk 
aggregation methodology allows feedback from SMSs to 

3 https://www.icd10data.com/ICD10CM/Codes/Changes/New_Codes/1?year=2021 
4 https://www.hiacode.com/education/new-cpt-codes/ 
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inform how we aggregate, and these adjustments guided by 
SMEs further reduce false positives. State Medicaid 
programs should periodically assess the reliability of each 
risk indicator by having SMSs provide feedback based on a 
sample of selections made by that indicator. Each validation 
sample can then be analyzed to produce precision metrics 
that estimate the probability that the risk indicator is 
correct given it has highlighted a particular entity or 
transaction as at-risk. These precision metrics can then be 
used to inform uncertainty in future estimations of risk. 

Current state: traditional approaches to risk 
identification systems. 
Many PI analytic solutions have a suite of business rules and 
models, each of which identifies a specific FWA behavior or 
scheme. Such an approach provides investigators clear 
guidance on the next steps they should take to investigate 
the provider and claims that are identified by the indicator. 
Traditionally these systems look at each indicator 
independently and without notion of the uncertainty of the 
indicators. 

Examples of risk indicators that can identify a specific risk 
for a provider are included in Table 1.  

Table 1 

Excess hours in a day: 

Identify claims where the provider has billed more hours in a 
single day than expected for certain time-based procedure codes 
(e.g., greater than 16 hours in a day). 

Spike payments: 

Identify months where a provider has an unexpected spike or 
increase in total monthly billing amount. The months that are 
further from expected range are riskier. 

Medical upcoding: 

Identify provider claims where the severity of billed Evaluation 
and Management (E&M) codes is higher than expected based on 
information from the claim. An example high risk claim would 
have billed a Level 5, 99215 (highest severity) where the model 
predicts a Level 3, 99213 (medium high severity). 

 

Case Study: a provider with multiple risk 
profiles 
The following case study compares evaluation of risks using 
traditional independent analysis versus triangulating risk 
across multiple indicators. Family Practitioner Jane Doe is a 
practitioner that recently encountered renewed stress in 
her personal finances. She decides the best way for her to 

overcome these new stresses is to increase her revenue by 
systematically increasing the severity of Evaluation and 
Management (E&M) claims by one level. Dr. Doe’s 
manipulation of claims would cause our FWA risk indicators 
to react as follows: 

Table 2 

 Excessive hours would show a modest increase in risk. The 
artificial increase in severity would cause higher times per 
day possibly pushing total hours billed out of normal ranges. 

 Spike payment would show a modest risk for the month 
where Dr. Doe started manipulating her E&M codes due to 
the month over month increase in revenue. 

 Medical upcoding should show a modest risk from the 
change in E&M code severity of just one level. 

 
While Dr. Doe would register on each of the risk indicators, 
she would potentially stay off top priority lists for 
investigation. The individual risk indicators would likely not 
exhibit enough risk to warrant an investigation or further 
action. By acting strategically, Dr. Doe can avoid scrutiny, 
meanwhile the combined damage from her activities may 
be extensive. 

In addition to overlooking cases like Dr. Doe’s, traditional 
approaches to lead selections based on individual risk 
indicators are more prone to false positives due to inherent 
uncertainty from business risk indicators No risk indicator is 
perfect at gauging risk– each may produce false positives or 
omit false negatives. A provider could trigger one of these 
risk indicators for perfectly legitimate reasons. However, as 
more indicators are triggered by the same provider, the 
likelihood that the provider is engaging in FWA grows. As a 
result, there is a need to have an approach that allows for 
investigators to consider more than one risk model to 
obtain a broad view of the provider’s behavior while 
selecting cases for investigation. 
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The benefits of risk triangulation 
Deloitte Risk & Financial Advisory’s PI’s risk triangulation 
approach addresses the uncertainty that is inherent in FWA 
investigations through our risk scoring methodology. The 
inclusion of uncertainty provides a better way to 
differentiate between providers where one risk is present 
or three are present (the latter is often riskier). Our 
approach allows for different, independent risks to be 
combined into a broad risk assessment while maintaining 
the traceability of risk down to the individual FWA schemes 
and the specific claim lines and scripts that are at risk of 
being a part of that particular scheme. This traceability also 
maintains the fraud investigator’s ontology of fraud 
schemes to provide clear investigative outcomes and  
next steps. 

Deloitte PI’s analytic approach addresses 
the uncertainty that is inherent in FWA 
investigations through our risk scoring 

methodology. 

Our risk triangulation methodology uses principles from 
probability theory to consistently add risk scores from any 
number of risk models to produce an overall risk 
assessment. Each risk indicator is treated as an independent 
event with a probability score between 0 and 1. Our risk 
aggregation methodology combines these scores to 
produce a single score that measures the probability that at 
least 1 of the risk indicators has correctly identified an issue. 
During aggregation, each risk indicator’s score is weighted 
based on SMS validation so that the final risk score is a 

broad estimate of risk for a provider that reflects the 
specialists’ levels of confidence in each indicator.  

Returning to our fraudster, Dr. Doe, Deloitte PI’s risk 
aggregation methodology combines the scores from the 
excess hours in a day, spike payments and medical upcoding 
indicators to see that there is a subtle signal in each of 
these three areas that adds up to something suspicious. 
Even though none of the individual indicators are very 
certain of fraudulent activity, it is highly unlikely that all of 
the indicators are wrong. These risk indicators corroborate 
each other’s stories. This makes the investigators more 
confident that Dr. Doe is a not a false positive and decide it 
is worth requesting medical records to confirm if her billing 
patterns could indeed be a credible allegation of fraud. 

In conclusion 
While libraries of risk indicators break down FWA 
identification by focusing each indicator on discrete, easily 
articulated risks—without a way to aggregate their 
findings—the indicators often focus on individual violations 
and miss broader, more widespread FWA threats. Deloitte’s 
risk triangulation solution leverages the tractability and 
traceability of discrete fraud identifiers and enforces 
uncertainty to facilitate probabilistic aggregation to mitigate 
false positives and false negatives. The dynamism of health 
care fraud and the complexity of the health care system 
make it an extremely difficult problem to solve. Our solution 
is a crucial step toward helping agencies improve FWA 
coverage and accuracy in an industry where effective 
coverage rates have been elusive. 
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