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A word from the
editorial team

I am the first to confess that I am a control freak. And
like any self-professed control freak–unable to trust or to
delegate–would tell you, time is of the essence. Time
management is your friend.
The plethora of books and resources that exist to help
you manage everything from spatial to emotional
intelligence points to one thing: you manage, you win.
This issue of Middle East Point of View is all about
management, from social media to cyber risk via
compliance risk and initial public offerings (IPOs).
The first of our series of articles is managing compliance
risk. Mandy Green, in her article Managing compliance
risk: where are you now?, surmises that although
“managing compliance risk remains a high priority for
organizations across the Middle East North Africa
(MENA) region[…]the existence of Anti-Bribery and
Corruption (ABC) policies continues to lag behind for
organizations in the region,” although this lag “is
expected to be addressed in the short-term as Middle
East economies continue to integrate with the wider
global community through inward and outward
investment.”
On managing investments, Declan Hayes and Karin
Hodson explore Sub-Saharan Africa and wonder if it is
the next frontier for Middle Eastern investors. “Investors
from the region,” they say, “are increasingly recognizing
the significant opportunities that Africa offers.” They
consider the benefits and risks that include political
instability and humanitarian disasters such as the Ebola
outbreak.

On asset management, Dr. Hatim El Tahir explores the
rise of the Eurosukuk as an alternative financing and
investment platform. Dr. El Tahir says the Eurosukuk
market is an “emerging niche market that will arguably
create other subsector opportunities in Europe and
elsewhere in the world where there are mature and
well-regulated debt capital markets.”
Yet as we all seek opportunities for growth and
diversification, what lies at the heart of our strategy
could also be feeding the cyber risks our organizations
face, says Fadi Mutlak in his article on cyber security
Are you safe?
No better time than the present then to manage the
risks associated with the use of Information Technology
whether for growth or exposure. Take social media for
example: while its surge in some parts of the Middle
East exceeds certain global averages, its use is a
“double-edged sword,” say Hani Khoury and Elias
Maayeh (The time is now) exposing organizations to
“risks related to data, technology, people and structure.”
Whether you’re a partner in a family business managing
an Initial Public Offering (We’re going on an IPO!), or
a bank manager looking to maximize profitability
(Spread the risk) or a board member managing your
organization’s knowledge (Distinguishing fact from fact)
we at the Middle East Point of View are confident that
you will find our expert insight very valuable.
And as any control freak would tell you, there is no
power without knowledge.
ME PoV editorial team

Political instability in the region does not seem to be
affecting investment in construction as pointed out by
Cynthia Corby in her article The beat goes on. Ms. Corby
says: “Despite lower oil prices, the forecast for
construction projects awarded in the Gulf Cooperation
Council (GCC) countries in 2015 is the highest on record
[…] what does this tell us about the economic backdrop
in the region?”
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Forensic – financial crime

Managing
compliance risk
Where are you now?
It is often said that the only constant is change;
and when reflecting on the current Middle East
regulatory landscape, this certainly holds true. With
the tide of regulatory change expected to remain in
the medium-term, can compliance officers in the
region be confident that they are keeping up with
the wave of change?
It’s all a matter of priority
In keeping with international trends, and reflecting
the ongoing emphasis of international legislation
and enforcement activity, managing Compliance Risk
remains a high priority for organizations across the
Middle East North Africa (MENA) region. Anti-Money
Laundering (AML), sanctions, fraud and Counter
Terrorism Financing (CTF) continue to top the list
of initiatives that businesses are taking to counter
financial crime.
Interestingly though, while we have seen progress
globally in the fight against bribery and corruption in

recent years, the existence of Anti-Bribery and
Corruption (ABC) policies continues to lag behind for
organizations in the region. This lag is expected to be
addressed in the short-term as Middle East economies
continue to integrate with the wider global community
through inward and outward investment.
Perhaps the most noteworthy concern in terms of
prioritizing financial crime risk is that, despite the current
global focus on cyber security issues including hacking,
data losses or breaches and other information leaks,
organizations across the Middle East still do not have
formal cyber security initiatives in place.
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While we have seen progress globally in
the fight against bribery and corruption
in recent years, the existence of AntiBribery and Corruption (ABC) policies
continues to lag behind for
organizations in the region
As a region known for its financial services and energy
interests (both of which require a high degree of
confidentiality of information) the Middle East
represents an attractive target for cyber criminals.
Industry research reveals increased cyber security threats
in the Gulf Cooperation Council (GCC) region, which we
have seen manifest in the widespread banking malware
in the United Arab Emirates (UAE) and recent phishing
attacks in Saudi Arabia.
With the increasing focus on cyber security by
prominent experts, authorities and media houses, the
apparent lack of policy on the issue is counter-intuitive
but is reflective of a historical deficiency in both, the
setting of clear and active local regulation, as well as in
in-house efforts to combat the ever-increasing threat
cyber security poses. Change is soon to set in however,
as both local and international governments push the
issue of cyber security to the top of their political and
legislative agenda. We expect this will become an
increasingly prominent concern for companies in the
Middle East region, particularly given the level of
reliance on technology being used to fight financial
crime.
Reputation is critical
The risk of reputational damage associated with
compliance failures continues to be the key driver
for managing compliance risks in the Middle East.
Increasingly though, businesses are having to balance
regulatory compliance with furthering their business
objectives. That these two points should be at the top
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of the corporate wish list is reflective of the ongoing
transformation of organizations in many economies
across the Middle East region following the global
financial crisis.
A key challenge continues to exist for organizations
in emerging markets: to balance meeting these two
seemingly competing priorities while maintaining
business integrity. Banks in the GCC, for example,
have had a traditionally low customer penetration
rate and are changing their focus to attract and retain
customers from untapped markets. In this environment,
differentiation is important, which means that
reputation is vital. The possible loss of correspondent
banking relationships–which limits the ability of regional
financial institutions to operate in a truly global
capacity–for compliance-related reasons is just one
example of the potential fallout of compliance failures.
Low levels of confidence in existing compliance
programs
Of big concern is that while organizations appear to
have assessed the key compliance risks affecting their
businesses, their ability to manage these risks using
existing compliance programs is limited. In a recent
survey1 conducted by Deloitte, almost half of
respondents highlighted a lack of confidence in the
effectiveness of their existing financial crime programs
when compared with both domestic and international
regulatory requirements, while over 50 percent of those
surveyed questioned the ability of their compliance
policy to prevent illicit activity.
This lack of effectiveness is particularly noteworthy
given that many locally established financial institutions
are actively looking to expand their presence globally,
either by expanding into other jurisdictions or through
the acquisition of customer bases. This is in line with
international trends and reflects an ever-changing
regulatory environment, combined with an absence of
structured and robust regulatory guidelines in certain
jurisdictions.
If financial crime programs are not meeting the current
regulatory needs, their ability to support ongoing
strategic or operational change in a time of ongoing

Forensic – financial crime

regulatory uncertainty poses a key risk. The responses
also point to the potential for vulnerability to the impact
of financial crime. Financial crime is quite often linked
to terrorist funding, so should a financial institution be
so implicated, it can result in a devastating fine and
tarnishing of reputation.
The above weaknesses also highlight the importance
of the culture of compliance management existing
within organizations. Having comprehensive written
policies is meaningless as we see more and more
financial institutions having to demonstrate to regulatory
agencies that they have effectively embedded policies
into the business.
Are organizations managing risks effectively?
Organizations continue to rely upon a combination of
people, process and technology to manage compliance
risks. However, against a backdrop of increasing costs
and scarcity of appropriately trained resources,
businesses are increasingly turning to technology as
the primary means of managing compliance risk. While
this highlights the need for greater efficiency at a time
where budgetary pressures continue to exist, fighting
financial crime requires a multi-faceted approach.
Sanctions, fraud and Anti-Bribery and Corruption (ABC)
programs management depend on due diligence and
technology, while AML programs mainly use customer
on-boarding and profiling and due diligence to reveal
risk. Combating the Financing of Terrorism (CFT) relies
on suspicious transaction reporting and technology, and
of course, cyber security is largely technology-based.
However, as the regulatory environment has evolved
over the past decade, Know Your Customer (KYC)
processes have increased in their complexity and now
require a more sophisticated response. Human capital
and specialist skills will continue to be sought after, and
the organizations that succeed will be those that are
continuing to invest in recruiting and training staff.
Similarly, technology continues to be the most efficient
method of managing ‘business as usual’ processes such
as transaction monitoring, while the use of regulatory
intelligence is also becoming more prominent as firms
seek to balance the cost of compliance with the need to

Although the future of financial crime
management appears to be in the use of
technology, businesses in the Middle East
region need to ensure they are not overly
reliant on it
remain vigilant on combatting financial crime. While
historically it has tended to be used as a reactive
measure, as with most compliance activity, the true
benefit of this work comes with undertaking it
proactively.
Although the future of financial crime management
appears to be in the use of technology, businesses in the
Middle East region need to ensure they are not overly
reliant on it. We expect that effective compliance
programs will continue to demand a balance of
technology with human intervention to ultimately serve to
manage the risks associated with operating in the region.
Managing financial crime risk remains one of the most
important challenge organizations in the Middle East
face going forward. The need for compliance officers
to anticipate regulatory change, think smarter about
managing the associated risks and maintain the visibility
of regulatory efforts on the C-suite agenda has never
been greater. Similarly, regulators need to support
organizations by providing robust regulatory support
for managing the fight against financial crime. Only
then will we see the tide of regulatory change turn.
by Mandy Green, Director, Forensic Services, Deloitte
Corporate Finance Limited (regulated by the Dubai
Financial Services Authority)

Endnotes

1. In Q3, 2014, together with Thomson Reuters,
Deloitte launched a joint survey of financial crime
programs in the Middle East.
www.deloitte.com/financialcrimesinmena2015
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The beat
goes on
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Construction

Despite lower oil prices, the forecast for construction
projects awarded in the Gulf Cooperation Council
(GCC) countries in 2015 is the highest on record.
With construction generally considered as an
economic barometer for the GCC, what does this tell
us about the economic backdrop in the region?
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According to MEED Projects magazine, the forecast for
projects they expect to be awarded in the GCC in 2015
is US$172 billion, the highest on record. Total projects
planned and underway for the GCC amount to US$2.8
trillion, with the majority of the spend being on
residential, mixed-use, leisure and hospitality projects
amounting to US$1.1 billion.

GCC projects planned and underway (2015) – US$2.8 trillion
1,400,000
Water

1,200,000

Transport

1,000,000

Power
800,000
Oil
600,000

Industrial

400,000

Gas

200,000

Construction
Chemical

0
UAE

Saudi
Arabia

Qatar

Oman

Bahrain

Kuwait

Source: MEED Projects

Given the heavy dependence of the
GCC construction industry on energy
revenues, the most significant event of
2014 for the industry has been the
sharp plunge in oil prices, which have
declined by about 50 percent since
June 2014
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This is all against a backdrop of lower oil prices,
continuing political unrest and reduced International
Monetary Fund (IMF) growth forecasts across the GCC.
It is also impacted by the deepening recession in Russia
and, as reflected in the IMF World Economic Outlook
update in February 2015, the projection for global
growth in 2015 has been lowered to 3.5 percent, only
a small increase from 2014. As per the IMF, the GCC
export oil earnings are expected to decline by US$300
billion from the original estimate in October 2014.
Understanding the recent macroeconomic
changes in the regional context
Given the heavy dependence of the GCC construction
industry on energy revenues, the most significant event
of 2014 for the industry has been the sharp plunge in oil
prices, which have declined by about 50 percent since
June 2014.
As a result of this new price environment, all GCC
countries, with the exception of Kuwait, will run fiscal
deficits in 2015. In the short-term, it is not perceived to
be a pressing concern due to available financing and
low debt levels, however, if oil prices remain subdued
for an extended period, this will place a growing strain
on public finances and may adversely impact their
capital and social spending levels. Most oil exporters
need oil prices to be considerably above the US$62/bbl
projected for 2015 to cover government spending,
which has increased in recent years in response to rising
social pressures and infrastructure development goals.
Most oil-exporting countries in the GCC have significant
fiscal buffers, which allow them to avoid sudden cuts
in spending in response to declining oil revenues,
nevertheless, most GCC countries are now expected
to slow spending growth in the Industrial and Oil & Gas
sectors in 2015 compared to what was projected in
2014. So far US$18 billion in this sector has been put
on hold, while other projects planned and underway
amount to US$2.8 trillion. Oil price and economic
volatility could make Government commitment for
reforms towards diversification and infrastructure
projects more urgent and, possibly, politically easier
to implement.

Construction

Government spend on infrastructure and capital projects
is expected to continue in order to achieve their
strategies for diversification, and is expected to drive
the demand and growth of the building construction
material industries in the GCC region. Preparations for
big events are expected to generate healthy project
activity across the GCC that will act as a catalyst for the
other planned mixed use and infrastructure projects,
not to mention the significant focus on development
of downstream industries that will further aid the
growth of the building construction materials industry.
Markets overview: opportunities and challenges
Saudi Arabia is strongly focused on diversifying the
economy to reduce its oil dependence, implying the
development of non-oil sectors, and construction plays
a major role here. Demographics are a key factor driving
diversification: with an estimated 50 percent of its
population under the age of 25 and its high growth
forecast, job creation becomes a priority, as well as the
provision of expanded social services to citizens. Major
economic cities planned across the Kingdom are part of
this objective. The new cities are expected to contribute
US$150 billion to the country’s GDP by 2020 and
provide job opportunities for 1.3 million people. King
Abdullah Economic City (KAEC) is the largest
construction project budgeted at US$93 billion. Major
transportation infrastructure projects are underway or
planned, including the Riyadh metro for US$22 billion or
the King Abdulaziz International Airport expansion. With
a large number of projects under construction in Saudi
Arabia, it is forecast that built asset performance will
grow by 70 percent over the next decade, the second
highest growth rate behind China. But for Saudi Arabia
to achieve this, it will need to deliver a high quality built
environment. That need is driving the adoption of
international quality standards and best global practice.
There is plenty of optimism in Dubai and Abu Dhabi
given the large number of projects in the pipeline,
the expected project awards for Expo 2020 and Al
Maktoum International Airport and Abu Dhabi’s
ongoing 2030 Vision with projects currently under
construction such as Abu Dhabi Midfield Terminal,
Reem Island, Etihad Rail and Yas Mall.

In the short-term, it is not perceived to
be a pressing concern due to available
financing and low debt levels, however,
if oil prices remain subdued for an
extended period, this will place a
growing strain on public finances and
may adversely impact their capital and
social spending levels
Governments are likely to continue spending on social
infrastructure projects, with a continued focus on
targeting increased tourism and business demands,
thus focusing on significant tourism and leisure
infrastructure projects.
Factors such as rising labor and material costs, and slow
payments seem to impact contractor’s profitability and
future expectations. There is appreciation for the need
to focus on traditional problems including cash flow
cycle, time delivery for projects and delivering within
the budget, and access to qualified workforce.
Qatar progresses with Qatar National Vision 2030
and the 2022 World Cup. The government has been
investing heavily to upgrade infrastructure, including
a well-integrated road and rail network, and the new
Hamad International Airport to facilitate the forecast
growth of tourists. Hospitality is likely to see significant
growth in the coming five years driven by the upcoming
event, though this should be aligned with enhancing the
leisure side creating future leisure attractions, to avoid
the risk of hotel rooms oversupply after the event. Social
infrastructure such as healthcare and education has also
found significant allocation in the country’s budget, to
ensure diversification and growth towards a knowledge
base economy.
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To further understand the state of the industry as we
face it today, below are the viewpoints of a number of
key decision-makers:
China State Construction Engineering Corporation
Middle East is the regional operation of the world’s
largest construction company and top home builder,
that started its Middle East market entry with the iconic
Palm Jumeirah Villa Project over ten years ago. We
spoke to Mr. Yu Tao, President and CEO of China State
Construction Engineering Corp Middle East. We asked
Mr. Tao about the current market and opportunities and
he noted that there are visible signs that the building
market is really coming back, with more tender inquiries,
specifically for hotel projects, in accordance with the
Dubai government’s plan to attract more transit visitors.
On the other hand, he observed that the infrastructure
market is taking longer to recover. However, Mr. Tao
said he sees great potential around support related to
Dubai Expo 2020 and the increasing population putting
more demand on infrastructure needs.

Oil price and economic volatility could
make Government commitment for
reforms towards diversification and
infrastructure projects more urgent and,
possibly, politically easier to implement
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Commenting on the funding issue, Mr. Tao highlighted
that: “We expect funding to be the ongoing challenge
when you look at the extent of infrastructure projects
planned and underway, that is why we have developed
a unique proposition for our clients, which is to offer
project funding or export credit opportunities.” When
commenting on cost controls, he said they expect that
managing costs effectively throughout the work process
will remain a priority as the tender process is very
competitive having and impact on the tender margins.
Mr. Tao added that he expects ongoing challenges
regarding design variations and managing variations to
remain a feature of the construction industry, particularly
because of the complexity of projects and timescales in
which designs are done and executed, and said they
have strong processes to track and manage change
orders to ensure they recover all additional value for
additional work done.
Mr. Tao further acknowledged that the clients of today
are much more cost-conscious and put a lot of pressure
to manage the budget efficiently, and noted that profit
margins across the industry are very low. Even globally,
contractors have been struggling to meet a
two-percent margin, while carrying the burden of
funding a 10-percent retention, making the sector
highly risky. He felt that the industry has to find a way
to create an environment conducive to the healthy
development of the market that takes contractors’
concerns into consideration.
Qatar Society of Engineers is a non-profit professional
organization formed by approximately 200 Qatari
engineers. We spoke to Mr. Ahmad Jassim Al Jolo,
Chairman of the Board who shared with us his
thoughts on the Qatari construction market. The local
construction sector, he said, faces the challenge of
non-robust building codes, leading to uniformity and
inconsistency due to consultants bringing to the market

Construction

their own standards. The Ministry of the Environment
(MOE) is working on producing a solid Building Code to
achieve standardization. Another challenge that needs
to be resolved is high construction costs–Qatar is the
most expensive GCC country for construction–which is
mainly caused by the cost of materials. Qatar being a
small country relative to its planned expenditure, needs
to import its material and labor and is constrained from
a logistics point of view. Doha’s old port capacity is
often considered as a source of increasing costs, causing
bottlenecks and delays on projects delivery time. Not
to mention the ambitious infrastructure programs
of neighboring countries in the region leading to
competition for materials and qualified employment
workforce.

Governments are likely to continue
spending on social infrastructure
projects, with a continued focus on
targeting increased tourism and business
demands, thus focusing on significant
tourism and leisure infrastructure projects

In summary, there are several key factors driving the
planned capital projects included in the US$2.8 trillion
planned and underway. These will need to be carefully
planned and controlled so as not to exceed budgets and
appropriately structured to achieve the necessary debt
and capital funding. The whole life cost of these assets
should be assessed to ensure they have the intended
economic impact, they deliver value for money and that
the day-to-day operation and maintenance costs are
reduced to sustainable levels.
by Cynthia Corby, Partner, Construction industry
leader, Deloitte Middle East
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Investing in SubSaharan Africa
The next frontier for Middle East investors?
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Investing in Africa

Investors from the Middle East region are
increasingly recognizing the significant
opportunities that Africa offers for investors. In this
article we explore the key investment themes and
opportunities that are driving this and some of the
challenges to be considered.
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Historical connections
Trade links between Africa and the Middle East are
deep-rooted and historically significant. From the Middle
East traders who brought Islam to North Africa to
modern day political and economic support and trading
of agricultural, natural resources and hydrocarbon
products, the ties between the regions have grown
ever stronger.

Leading global economic growth rates
Sub-Saharan Africa is forecast to record the highest GDP
growth rate between 2014 and 2018 at 4.8 percent.
Strong GDP growth is anticipated to be underpinned by
the rise of the middle class, population growth, the
dominance of youth, rapid urbanization and the fast
adoption of digital technologies.
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Sub-Saharan Africa is
forecast to be the
fastest growing region
in the world over the
next 5 years as
measured by projected
GDP growth rates

2014-2018
3.8%
Asia and Australasia
(including Japan)

Investing in Africa

In addition to higher forecast African population growth
when compared to the rest of the world, a significant
portion of the population is anticipated to enter the
middle classes. Indeed, by 2030 over half a billion
Africans are projected to be middle class. While these
numbers are very impressive, it should be noted that 60
percent of those considered middle class today live on
c. US$4/day, though their relative purchasing power is
significant.
More than 200 million Africans (20 percent of the total
population) are aged between 15 and 24, and that
demographic is expected to grow to c. 320 million by
2030. These younger Africans form a large share of the
rising middle class and seek to access a wider choice of
food, consumer goods, entertainment and increased
connectivity.

In addition to the growth in population
and consumerism, Africa is increasingly
concentrating in large urban areas,
which permits an increase in the speed
of economic development and the
spreading of the costs of infrastructure
over a larger number of inhabitants

In addition to the growth in population and
consumerism, Africa is increasingly concentrating in
large urban areas, which permits an increase in the
speed of economic development and the spreading
of the costs of infrastructure over a larger number of
inhabitants. Major urban areas are predicted to link
up populations and create sizable markets and trade
opportunities. The fast adoption of digital and mobile
technologies has also allowed Africa, in certain instances
and in certain sectors (e.g. banking) to leapfrog
historically poor infrastructure investment.

Investors positioning to take advantage
The opportunities that these economic developments
present to investors are significant and in recent years
both international corporations and private equity have
been actively acquiring in sectors beyond the traditional
Energy & Resources sector. As put by David Rubinstein,
CEO of the Carlyle Group at the US-Africa Leaders
Summit held in Washington, D.C. in August 2014: “The
great explosion in private equity, if it is going to occur
anywhere around the world in the next couple of years,
is probably going to be in Africa, particularly SubSaharan Africa, where the penetration rate is about
one-twelfth or so of what it is in the United States.”

Alongside the anticipated consumer-led economic
growth described above, hydrocarbon deposits and the
benefits of other extractive industries have been, and
will continue, to be a significant source of income for
these countries.

Indeed, in the period between 2012 to the end of
2014 Africa-focused funds, such as Private Equity and
Infrastructure have raised in excess of US$10 billion
with some of these investors originating from the
Middle East.
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Fund name

Final close
(US$m)

Fund
sector

Regional
focus

Helios
Investors III

1,100

Generalist

Pan-African

Abraaj Africa
Fund III

990

Consumer
led sectors

Sub-Saharan
Africa

DPI ADP II
Fund

725

Consumer
led sectors

Pan-African

Carlyle SubSaharan
Africa Fund

698

Generalist

Sub-Saharan
Africa

Amethis
Finance Fund

530

Generalist

Pan-African

LeapFrog
Fund II

400

Consumer
led sectors

Pan-African

These investors are targeting sectors that will directly
benefit from the rise in middle class population and
demographic movements. In particular, international
corporations have successfully acquired in the food
stuffs, retail and other consumer staple and consumer
discretionary categories.

Indeed, in the period between 2012 to
the end of 2014 Africa-focused funds,
such as Private Equity and Infrastructure
have raised in excess of US$10 billion
with some of these investors originating
from the Middle East
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The growth in consumerism will lead to an increase
in the need for innovative financing solutions and
connectivity to access them. Quality assets within the
Financial Services and Telecommunications sectors are
also attracting foreign investors.
Closer to home, car dealership chains and automotive
franchises are of particular interest to Middle East
investors, leveraging the existing relationships that these
groups have from their existing businesses.
Not without its challenges
Although the opportunity and potential investment
return is high, key challenges are faced when executing
M&A activity in Africa. From political instability, to
historical under-investment in infrastructure and
humanitarian disasters such as the Ebola outbreak,
investors need to carry out significant due diligence on
both the external market and competitive landscape of
a target business, which includes reviewing the historical
and forecast financial and commercial performance.
Moreover, as with Middle East countries, ownership
regulations and the importance of choosing the right
partner also need to be carefully considered and
integrity due diligence carried out on new business
partners.
The three key issues to keep in mind are:
1. Financial disclosure and due diligence
Generally, there is limited financial disclosure, both for
listed and unlisted companies operating in the region,
which means that access to valid, accurate, complete
and reliable financial information can fall short of
investor expectations. The lack of certain information
makes it essential that an extensive diligence process
be followed with an experienced advisor.

Investing in Africa

2. Local ownership requirements
Many countries have adopted, or are in the process of
adopting citizen empowerment laws, which typically
require a minimum percentage of local shareholder
ownership. The challenge though is that local
shareholders are often unable to raise required funds
especially in capital-intensive projects and are seeking
international backers.
3. The right partner
While this is important in transactions, it is especially
critical when the local partner is relied upon to drive
local relationships. Deficiency of suitable local partners
may act as an obstacle for investors or, worse, result in
under-performance from a poorly executed investment.
Conclusion
With the combined African economy expected to grow
at double the rate of advanced economies between
2014 and 2019, the potential investment opportunity
is unquestionable. The challenges and associated risk
of executing M&A activity on the African continent can
be greatly mitigated by the ability to identify high quality
assets through local network connections; partnering
with an appropriate local partner to do business; and
ensuring that a competent transaction advisor is
appointed with skilled resources and knowledge of local
markets to navigate the significant complexities unique
to the continent.

Although the opportunity and
potential investment return is high, key
challenges are faced when executing
M&A activity in Africa. From political
instability, to historical under-investment
in infrastructure and humanitarian
disasters such as the Ebola outbreak,
investors need to carry out significant
due diligence on both the external
market and competitive landscape of
a target business.

by Declan Hayes, Managing Director, Transaction
Services, Deloitte Corporate Finance Limited (regulated
by the Dubai Financial Services Authority) and Karin
Hodson, Partner in Deloitte South Africa and Head of
Transaction Services in Africa
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Islamic Finance

Rise of the
Eurosukuk market
An alternative financing and
investment platform
A new debt capital market instrument has emerged,
the so-called “corporate sukuk” which has seen
steady growth in several parts of the world including
the Middle East, Asia, Europe and the United States.
The key differentiating factor of this asset class is a
different risk and return profile investment that
may also possibly have uncorrelated features to
conventional financial market yields or risks. Just in
time it seems, as David Sproul, UK Chief Executive
of Deloitte, said “the low growth environment of the
past five years, coupled with levels of consumer and
government debt, mean the big business has to take a
lead in driving a new era of wealth creation in the UK.”
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Concurrently to this growth in the sukuk market,
increased insights into the development and need for
‘alternative financing’ are gaining prominence and
importance for both governments and the private
sectors. The significant increase in global sukuk issuance
through market growth in several jurisdictions supports
the notion that the sukuk is an alternative, as well as
ethical investment asset class: investing in the real
economy, with emphasis on social and environmental
sustainability. It also features investment through
equity-based and asset-backed structures.
Sukuk, as per the Islamic Financial Services Board (IFSB),
can be defined as certificates, each of which represents
the holder’s proportionate ownership in an undivided
part of an underlying asset where the holder assumes
all rights and obligations to such an asset.
The need for an industry-sponsored research to validate
this proposition is well overdue. Industry think tanks
and thought leaders are keen to dive deep into this
emerging niche market that will arguably create other
subsector opportunities in Europe and elsewhere in the
world where there are mature and well-regulated debt
capital markets.
A new industry research: the context and rationale
Responding to the need to understand this development
in the Islamic capital market, a number of industry
research collaborative initiatives have surfaced in recent
years. However, critics believe that institutions offering
Islamic financial services should generously fund industry
research and align research planning with the
organization’s strategic business objectives.

The significant increase in global sukuk
issuance through market growth in
several jurisdictions supports the notion
that the sukuk is an alternative, as well
as ethical investment asset class
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Current collaborative research is set to investigate the
rise of the Eurosukuk in four European countries aimed
at addressing the opportunities and challenges of the
growth of a global corporate sukuk market and the
potential demand for a Eurosukuk from blue-chip
European corporates.
The broad objective of this industry study is to build
practical knowledge and gain a better understanding
of how the Eurosukuk serves as an alternative
financing/investing asset class for blue-chip European
corporates. In addition, it hopes to produce practical
insights into how this new asset class can create interest
from Middle Eastern investors–to invest in high quality
(Sharia’-compliant) assets in medium-sized European
corporates–who are arguably in need of risk capital to
grow their markets. The research has set to highlight
three objectives based on a three-way dialogue to
address topical and timely regulatory practical issues
for four European countries namely, France, Germany,
the United Kingdom, and Turkey.
The three specific objectives of the study are:
• Develop and validate a conceptual framework for a
Eurosukuk market addressing the key regulatory and
tax implications for the growth of this asset class in
Europe;
• Identify key determinants and growth drivers of a
Eurosukuk market in manufacturing and industrial
sectors–energy, technology, healthcare, agriculture
and pharmaceuticals–that are evidently showing
strong growth trends in corporate Europe;
• Produce a blueprint report proposing structures,
sectors and industries, and markets that are most likely
to see growth, supported by project-oriented cases
and scenarios. The report will also seek to define what
progressive roadmaps and actions are required from
potential investors and how the Eurosukuk fits in
within the context of the broader global Debt Capital
Market (DCM).
Initially the four key European markets mentioned above
have been identified for this research due to the strong
economic base and contribution to their GDP of SmallMedium Enterprises (SMEs). In addition, preliminary

Islamic Finance

analysis indicated that generally, the regulatory and tax
laws in these jurisdictions are favorably supporting
Islamic finance to varying degrees. However, it was
revealed from first phase of the research that two other
countries have also developed an enabling environment
for Islamic financial services, namely the Republic of
Ireland and Luxembourg.
The research is wrapped around four key areas:
• The socioeconomic, regulatory, and tax environment;
• Assessment of the corporate bond and financing
requirements;
• Analysis of industries and scale of transactional needs;
• Project-oriented cases and structures.
Sukuk issuance and listing in Europe
Following the success of the inaugural sovereign sukuk
issued by two western market sovereigns in 2014, a
number of sovereigns and corporates in Europe are also
planning sukuk issuance, while regulators in many
European countries are working to ease the path of
Islamic Finance transactions, in particular the sukuk. The
issuance in 2004 of the EUR100 million sukuk by the
German state of Saxony Anhalt was a milestone in the
progression to issuance by a major European sovereign,
the first of these being Britain’s GBP200 million sukuk in
June 2014. The sukuk was heavily oversubscribed by
investors in the UK, Middle East and Asia, attracting
orders of GBP2.3 billion–over 10 times higher than the
amount sold. Subsequently, Luxembourg followed with
the issuance of its inaugural 5-year, EUR200 million
sukuk in September 2014.
Needless to say, some European stock exchanges have
come to the fore in this activity as key listing exchanges
for the sukuk; the London Stock Exchange has the
largest value and size of sukuk listed globally, with
the Luxembourg and Irish stock markets also active.
Key research assumptions and prospects
One factor driving the trend towards greater investment
in Sharia’-compliant instruments has been the impact
of the global financial crisis. Trust–in particular among
wealthy individuals and institutional investors–has been

One factor driving the trend towards
greater investment in Sharia’-compliant
instruments has been the impact of the
global financial crisis
adversely affected. In addition, other key driving factors
of growth of this asset class may invariably be
summarized as below:
• Shortage of classic bank financing in most European
countries due to Eurozone crisis amongst others.
• Strong growth of “ultra-high-net-worth” individuals–
particularly the double digit growth in Asia–creating a
demand for alternative investment opportunities and
new asset classes. Credit Suisse estimates that globally
there are close to 34,000 “ultra-high-net-worth”
individuals with a net wealth of US$100 million or
more, and 3,000 family offices.
• Savvy professional investors from the Middle East
and elsewhere in the world are Sharia’ cautious and
looking for investment opportunities in Europe and
emerging markets which have high quality assets in
arguably soundly regulated markets.
• Medium-sized and larger blue chip corporates are
emerging from the global financial crisis looking
for growth opportunities and risk capital to achieve
expansion goals.
Nurturing this market
A practical approach to educate market participants on
the benefits and uses of the Eurosukuk is the creation
of a specialized industry group–an industry-supported
initiative which can follow up on the market growth
and development and help improve communications
between the different stakeholders on the two blocks
issuers on the one hand, and investors on the other
hand.
by Dr. Hatim El Tahir, Director, Islamic Finance
Knowledge Center, Deloitte Middle East
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We’re going
on an IPO!
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Family Business

Becoming a publicly listed company is a milestone in the life of any
organization. The rewards for achieving such a development are
undoubtedly very compelling, but the journey is also fraught with
challenges that require a substantial commitment of time and
resources on the part of the business, not only to aid in the
transformation process but also to fulfill the expectations of
external stakeholders once the company is listed. This article
highlights certain Initial Public Offering (IPO) challenges to family
businesses and how to mitigate them.
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Family businesses, are you ready for the IPO?
The decision to seek an IPO is typically driven by both
financial and non-financial considerations, with the
former including access to broader funding, facilitating
an exit for a partner and realizing financial gains, and
the latter improving a company’s profile, enhancing the
founders’ reputation and achieving a legacy for future
generations.
For family businesses, one of the main attractions of
an IPO is to aid in succession planning through the
enforcement of certain corporate disciplines that come
with being a regulated entity. Although the GDP of the
Middle East is largely oil-based, family businesses are the
second biggest contributor to GDP, with an estimated

While the timing of an IPO is critical, it is
even more critical to the success of the
IPO that the business is ready when the
market opportunity presents itself

value of US$1 trillion.1 With the majority of family
businesses expected to be passed down to the next
generation within the next ten years, succession
planning will have a major impact on the way Middle
Eastern businesses and economies will evolve during this
period. Studies indicate that, globally, only one in ten
family businesses survive to their third generation. This
issue is even more relevant in the case of Middle Eastern
family businesses, which are, on average larger and
more diversified than their American and European
counterparts.
GCC market regulators have been increasingly
promoting IPOs as the regional markets continue to
mature. In June 2015, Saudi Arabia opened up the
capital markets to foreign investors. As such, the IPO
market has been very active recently with several
successful family offices listing on either regional or
international markets as highlighted in the table below.
While the timing of an IPO is critical, it is even more
critical to the success of the IPO that the business is
ready when the market opportunity presents itself.
Hence, it is never too early to start preparing for this
milestone.

Family businesses listed on international and regional markets
Family
Business

Country

Exchange

Sector

Listing
date

Percentage Offer size Stock
offered
performance

DAMAC*

UAE

London SE

Real Estate

December
2013

13.1%

US$348m

268.6%

Abdul
Mohsen Al
Hokair**

KSA

Saudi SE

Leisure and
Tourism

June 2014

30.0%

SAR825m

76.0%

Al Hamadi
Company**

KSA

Saudi SE

Healthcare

July 2014

30.0%

SAR630m

122.3%

* From listing up to delisting on 16 March 2015
Source: Zawya and Bloomberg
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**From listing up to 26 April 2015

Family Business

Particular IPO challenges for family businesses
While there are a number of challenges to be
considered in the context of an IPO, those that are most
relevant to family businesses are highlighted below.
Family readiness
It is natural for family businesses to have internal
differences between family members. These differences
usually arise as the business transfers generations, with
more members of the family who may have different
ideas as to the company’s development becoming
actively involved in the day-to-day running of the
business.
If these differing views and aspirations are not
adequately addressed, they can be detrimental to
the stability of the business and lead to division, loss
in direction of a successful business and destruction
in value. For example, due to inadequate succession
planning, the family feud at the internationally
renowned Gucci business in Italy escalated, resulting
in a total of 18 lawsuits between different family
members by 1987.2
Business readiness
Business readiness is a challenge that is pervasive to
all businesses, but is even more pertinent for family
businesses. Sustainability and decision-making in a
family business tend to be dependent on the founder,
while decision-making for a listed company is expected
to be centralized and involves all stakeholders as part
of best corporate governance practices. For example,
owners of family businesses need to be receptive to
the possibility of having non-family executives and
independent directors involved in its business affairs.
“An IPO puts significant demands on management’s
time and resources in dealing with advisors and
information requests during the IPO process. What is
usually a significant change for family-owned businesses
is the additional ongoing reporting and regulatory
obligations post-IPO, to manage external stakeholders

Business readiness is a challenge that is
pervasive to all businesses, but is even
more pertinent for family businesses
with more frequent performance reporting, managing
analysts and dealing with a governance framework
with non-family members on the board. This increased
workload should not be underestimated at the risk
of neglecting the day-to-day business and resource
planning and should be an important consideration
for the board and senior management in the run up
to an IPO,” says Adnan Fazli, Head of Equity Capital
Markets at Deloitte.3
Loss of control
IPOs result in the dilution of control (dilution of 25 to 55
percent depending on the exchange) which means that
family members will no longer have complete control
over the decision-making process in the business.
Furthermore, the company will be held accountable to
external parties such as active investors and, in certain
instances, even competitors.
Finally, decision-making in family businesses is
influenced by the long-term reputation and values
held by the family founders and their offspring (i.e.
contribution to the social welfare of society), which
might not be the main focus of IPO investors who are
more attracted by the company’s profitability.
Communication
According to Tharawat magazine, IPO communication
consists of three aspects: explaining the business;
explaining the IPO transaction; and post-IPO disclosure
requirements.4 Unlike other companies, family-owned
businesses tend to more closely guard information and
are more information sensitive.
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Investors in an IPO transaction will heavily scrutinize
the target business. Family businesses have to be in a
position to explain their historical results and business
plan going forward. Special attention will be given to
related party transactions and whether conducted in
the normal course of business. Equally important is
communication with existing stakeholders (e.g. the
employees) who should not feel threatened by the
IPO and its added pressures on the business. Successful
IPOs include remuneration schemes that increase
management and employees’ commitment and loyalty
throughout the IPO process.
Additionally, it is critical that the IPO process remain
highly confidential to prevent potential adverse impact
on value. Once a company announces its intention to
float, the company is expected to operate and will be
viewed by analysts as a publicly listed company when
comparing it to its peers.
Finally, post IPO communication with investors makes
significant demands on management, as more frequent
and timely financial reporting is required. Listed
companies are expected to regularly and openly
communicate their management team changes,
historical financial performance and forecast strategies,
disclosures that family businesses are not typically
used to.

Family governance “helps put the house
in order.” It defines the relationship
among family members, and their
relationship with their financial wealth.

There are several strategies that family-owned
businesses can implement to mitigate these
challenges including:
Family governance
“Most business families are now conscious of the need
to introduce a level of governance separate from the
family business,” says Walid S. Chiniara, Deloitte Private
leader, Deloitte Middle East.5 Family governance “helps
put the house in order.” It defines the relationship
among family members, and their relationship with
their financial wealth.
Family governance mitigates the risk of family conflicts
that negatively impact the performance of the business.
Establishing this governance in advance helps minimize
any disruption during the IPO process.
Pre-IPO restructuring/carve-out
During the IPO readiness process and equity story
formation, a family group might decide to exit some of
its non-core businesses, whether for operational or tax
structuring purposes. A company can exit some of these
businesses via a separate IPO, giving the family business
owners and management firsthand experience of the
IPO challenges (increased demands, loss of control and
increased communication) without exposing the overall
family-owned business.
According to Tharawat magazine, “a good strategy to
minimize some of the negative aspects of going public
can be to take only part of the business public, keeping
the rest private. This is easier where there are a number
of businesses, but even where there is only one
business, there may be appropriate splits–for instance,
the product/service side of the business could be listed,
while the real-estate side of it remains private.”6
Private placement then IPO
A common approach for an IPO involves a two-step
process before undertaking the actual IPO, a minority
stake of the business may be sold to another interested
financial investor who will partner during the transitional
period to get the business ready for the IPO. Having
these partnerships potentially with a private equity firm
or other family-owned businesses that have prior
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Family Business

experience in taking businesses public can be of great
value for a first-time IPO candidate.
Additionally, this will expose the family business to some
of the challenges of the IPO including the increased
scrutiny and sharing of decision-making with a partner
who will be more understanding of the sensitivities of
the family business.
This can be implemented as a dual-track, a parallel
readiness strategy between IPO and private placement,
which gives the family business the opportunity to
change between the two options at a very late stage
in the process.
IPO readiness
“IPO readiness not only helps prepare the business for
a streamlined IPO process, it also significantly enhances
the valuation. It is important to undertake an IPO
readiness well in advance of the proposed IPO as it
can take up to 24 months for the business to achieve
readiness,” says Adnan Fazli. “The main areas in our
experience that impact the timeline are articulating
an equity story/strategy, corporate and organizational
structure, appropriate track record to support the equity
story, financial reporting environment in line with other
listed peers, ability to accurately forecast, and the
issuer’s internal resources to ensure they are fit for
the demands of the IPO process and the post-IPO
environment.”3
Conclusion
IPO represents the pinnacle of any family business’ longlived heritage. Recognizing the challenges faced by both
family owners and managers and addressing them
upfront, will ensure that the company is well prepared
for this transformational change when the opportunity
is right and will enhance value. Additionally, undertaking
the right strategies will reduce the risk of the impact of
adverse challenges which are inherent to any family
business seeking a public listing.
by Martin Pierce, Managing Director, Transaction
Services and Yaser Al Dahoud, Manager, Transaction
Services, Deloitte Corporate Finance Limited (regulated
by the Dubai Financial Services Authority)

IPO represents the pinnacle of any family
business’ long-lived heritage. Recognizing
the challenges faced by both family
owners and managers and addressing
them upfront, will ensure that the
company is well prepared for this
transformational change when the
opportunity is right and will enhance value.
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The time
is now
The world has transformed into a global village
with people just one click away. Social media has
become the essential factor in reshaping the globe–
empowering youth, women, governments and
entrepreneurs–while, most importantly, encouraging
freedom of speech in our part of the world. But
what of the risks associated with this exponential
rise in the use of social media?

32 | Deloitte | A Middle East Point of View | Summer 2015

Social media

The Arab Spring in 2011 played a vital role in the
exponential growth of social media in the Middle East
and according to the U.S. Census Bureau, social media
numbers continue to grow in the region, exceeding
global average numbers, with many countries, in
particular Saudi Arabia and the United Arab Emirates
(UAE) showing strong social media penetration. The
surge in social media use, however, is a double-edged
sword: while allowing end-users to transform the
Internet from a monologue to a collaborative mode of
communication, it also exposes organizations to risks
related to data, technology, people and structure.

Where social media is concerned, these factors are often
beyond a company’s control yet can ultimately impair its
reputation. Facts and figures sourced from The Social
Media Revolution 2015, show the importance of social
media in our daily lives.
The importance of social media in daily life

680,747
views per corporate YouTube channel

190 million
tweets per day

Social media indicators in Saudi Arabia and the UAE
Social Indicators

Saudi Arabia United Arab Emirates

Social media penetration as a percentage
of the total population

51%

81%

Average time social media users spend
on social media each day

2 hrs 48 min

3 hrs 17 min

Percentage of mobile users using social
media apps on their phone

51%

52%

78% of consumers trust opinions of others

2nd largest search engine in the world
is YouTube
>40% of social media users access content
from their mobile phone

Source: US Census Bureau, Global Web Index Wave 11

>62% of Fortune 500 companies have
an active corporate Facebook or Twitter account

Avoiding social media in order to protect
one’s reputation is no longer an option
for businesses. Companies have the
choice to engage internal auditors to
assess social media risks and recommend
mitigation plans from a fresh and
independent perspective.

10.5 billion minutes
are spent on Facebook each day excluding mobile

2.9 billion hours
are spent on YouTube each month

8 out of 10
companies are talked about on Twitter

#1

No.1
Web activity is Social Media

80% of companies use social media
for recruiting

>1 billion
active Facebook users
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Social media

According to a recent Deloitte survey, 87 percent of
executives interviewed rated reputation risk as “more
important” or “much more important” than other
strategic risks their companies are facing.

Unsatisfied
constituents
Copyright issue
Lack of situational
awareness
Identity theft

Meanwhile, based on a different survey, 78 percent
of interviewees view social media as a moderate to high
risk. In addition, 45 percent do not have a formally
documented social media policy or are unaware of one
and 47 percent do not have a formal policy governing
mobile device usage for social media or are unaware of
one. Finally 69 percent do not have any internal audit
or risk review of social media activity or are unaware
of one.
Leading practices for social media are still evolving
but organizations should take the preemptive steps
to mitigate the risks rising from social media, which
have the biggest impact on revenue and brand value.
Organizations should conduct an enterprise-wide social
media assessment and accordingly develop a social
media strategy aligned with its business objectives. It is
imperative for an organization to map the risks identified
and establish processes governed by policies and
procedures to ensure that controls are mitigating those
risks. Accountability and ownership of controls should
be established and supported by monitoring tools.
Avoiding social media in order to protect one’s
reputation is no longer an option for businesses.
Companies have the choice to engage internal auditors
to assess social media risks and recommend mitigation
plans from a fresh and independent perspective. A more
traditional, fragmented internal audit approach will be
a formidable exercise: internal auditors should therefore
adopt a more holistic, and modern auditing approach
inclusive of the different Information Technology
platforms and involving a wide range of departments
such as Human Resources, Legal, Marketing and others.
These internal auditors will focus on social media
risks surrounding data, technology, people and the
organization and ensure that they conform to any
applicable regulatory requirements. Given the emerging
threats pertaining to social media, organizations should

Unauthorized disclosure
Intellectual property
leakage
Data

Privacy risk

HR policy
violations

Vulnerabilities
Virus/
Worms/
Trojans

Loss of control
over content

Social
Engineering/
impersonation

Trademark
infringement

Technology
Loss of
productivity
People

Negative
Publicity

False
impression/
misguidance

Brand/Reputation
loss

Organization

Public

Source: Deloitte Resources: How cyber criminals make use of social media

consider investing in additional resources and
capabilities related to cyber threat management and
brand protection solutions that include Cyber Threat
Profile Analysis, Suspicious Program Diagnostics,
Anti-Phishing Capability Diagnostic and Social Media
Impact Survey.
The United States, Canada and Australia are pioneering
countries in enacting a number of regulations around
social media. In the Middle East, regulatory agencies will
likely become more active in regulating social media by
issuing pronouncements; this particularly rings true for
agencies overseeing the financial sector, in order to
strike a balance between risks and opportunities. For
any company or organization that has not yet taken
active steps towards a social media audit, the time is
now.
by Hani Khoury, Partner, Enterprise Risk Services and
Elias Maayeh, Senior Manager, Enterprise Risk Services,
Deloitte Middle East
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Are you safe?
Your business growth strategies
are at the heart of the cyber risks
your organization faces
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Cyber Security

Most reports on cyber security revolve around a
common theme: despite heightened attention the
number of cyber incidents–and their associated
costs–continues to rise. They typically point to
the growing sophistication of hackers and other
adversaries as a particularly intractable problem,
and some deliberate over whether being secure is
even possible in today’s rapidly evolving landscape
of cyber attacks.
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Global cyber crime statistics and costs of cyber crime paint an equally alarming picture:
Top 5 industries attacked in 2014

≈ 1.6M

24%

Financial institutions

New cyber threats are being
identiﬁed everyday globally

22%

Manufacturing

19%

Information & Communication

The major motivation behind cyber attacks

6%
6%

73% Cyber crime
18% Hacktivism

Retail & Wholesale
Health & Social

Categories of incidents in 2014

38%
20%

19%

12%

8% Cyber espionage

9%
2%

1%

Cyber warfare
Malicious
code

Active
Unauthorized
persistent
access
threat

Suspicious
activity

Credential
abuse

Denial of
service

*Statistics provided by Symantec’s Internet Security Report 2013 & Ponemon
Institute - The Impact of Cybercrime on Business Report 2013

The cost of cyber crime
Estimated annual cyber
crime cost to consumers

Estimated annual total cost
of cyber crime

Top 5 per record costs by industry

≈ US$144B

≈ US$444B

US$233

Health Care

US$215

Financial institutions

US$207

Pharmaceuticals

US$169

Transportation

US$150

Communications

Estimated number of adults
that fell victim to cyber crime

2014 largest single
cyber crime cost

≈ 431M

≈ US$189M

2013 average per capita
cost per data breach

2013 average number of
breached records per incidents

2013 average total cost
(indirect/direct) of data breach

≈ US$194

≈ 28,765

≈ US$5.4M

* Statistics provided by Symantec’s Internet Security Report 2013 & Ponemon Institute - The Impact of Cybercrime on Business Report 2013
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Cyber Security

The Middle East in particular is on high-alert with three
dimensions of threat elevating the level of risk above
global averages:
Regional geo-political instability
The growing political instability in various conflict zones
throughout the Middle East has given rise to numerous
hacktivist groups that have wreaked havoc on public
and private institutions, both regionally and globally.
These notorious, self-professed electronic armies use
malicious and destructive techniques to undermine the
security of the Internet as a means to promote political
ends.
Perceived economic wealth
The Middle East, more specifically member states of the
Gulf Cooperation Council (GCC), is perceived as a region
of economic wealth. To cyber criminals who are trying
to exploit governments, public and private institutions
for financial gains, this makes the Middle East a central
target for attack and indeed has been.

In short, the strategic things you do to
grow your business or achieve your
mission are at the heart of the cyber
risks your organization faces
Above average malware infection rates
Since 2012, every country in the Middle East has had,
almost without exception, at least double (and in some
cases ten times) the number of infected systems than
the global average as per Microsoft’s quarterly report
on the average malware infection rate per country
(see chart below).

Average malware infection rate per country
120

100

80

60

40

20

0
Q3 – 2013

Q4 – 2013

Q1 – 2014

Worldwide

UAE

KSA

Qatar

Oman

Kuwait

Lebanon

Jordan

Q2 – 2014

Palestine

Source: Microsoft
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It becomes clear that protecting
everything–while perhaps not
impossible–would be economically
impractical and would likely impede
some of your most important strategic
initiatives
Two questions arise: what are the underlying reasons for
this trend and how can organizations actually reverse it
to start winning the cyber risk battle?
The first question depends a lot on the organization
itself. Over the past two decades, we have woven a
fabric of always connected, always on in our economy
and society via the Internet–a platform that was
designed primarily for sharing information, not
protecting it.
Your organization, whether functioning in the public
or private sector, has no doubt benefitted from this
connectivity–driving innovation, efficiency, and
performance that were unthinkable a generation ago.
You’ve likely used it to transform relationships with
customers, build new revenue streams, or overcome
geographic constraints. Or perhaps it has enabled
you to gather data that shape your market strategy,
accelerate the launch of products and services, or
automate diverse operational systems.
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You have probably also extended your capabilities
through outsourcing, partnering, and the use of
contractors, or engaged in reorganization, mergers,
acquisitions, and divestitures. With that said, this
increasing digital reach has added layers of complexity,
volatility, and dependence on infrastructure not fully
within your control. Your efforts to grow, serve,
differentiate and streamline introduce new gaps and
opportunities that attackers will try to exploit–because
your adversaries, too, leverage the Internet to
accomplish much more, much faster, and from
anywhere. In short, the strategic things you do to
grow your business or achieve your mission are at
the heart of the cyber risks your organization faces.
When we consider this inherent link between business
performance, innovation and cyber risk, it becomes
clear that protecting everything–while perhaps not
impossible–would be economically impractical and
would likely impede some of your most important
strategic initiatives.
Which brings us to the second question and the central
theme of this article. If protecting everything is
economically impractical then what should you be
protecting? And at what level of investment?
In the interest of helping organizations answer these
and other questions, members of the World Economic
Forum’s Partnering for Cyber Resilience initiative recently
proposed a conceptual framework for measuring the
impact of, and exposure to, cyber threats. Known as
cyber value-at-risk, the model provides a starting point
for quantifying cyber risk, ultimately allowing executive
leaders to make more informed, confident decisions
about their organization’s risk tolerances and thresholds,
cyber security investments, and other risk mitigation
and transfer strategies.

Cyber Security

Cyber value-at-risk
The concept of cyber value-at-risk is based on the
notion of value-at-risk (VaR), which seeks to express the
risk of loss over a specific period of time. Similarly, cyber
value-at-risk seeks to use probabilities to estimate likely
losses from cyber attacks during a given time frame.
Cyber value-at-risk considers three components of
cyber risk:
1. The vulnerability profile
2. The assets
3. The profile of attackers and the potential threat
actors to an organization.
Cyber value-at-risk components
Existing
vulnerability
Vulnerability

Maturity level of
defending systems
Number of
successful breaches

Tangible assets
Assets
Intangible assets

Type of attackers

Profile of attacker

Type of attacks
Tactics and
motivations

Source: World Economic Forum, “Partnering for Cyber Resilience:
Towards the Quantification of Cyber Threats”

Vulnerabilities take into consideration the number of
unpatched systems inside an organization, the number
of previous compromises it has experienced, and the
maturity level of its defending systems as defined by
the number of security updates applied, the number
of defensive software components installed on the
network, and the network typology and infrastructure.
Assets vary by organization, but on the tangible side
they typically include funds and financial instruments,
infrastructure, production facilities, and financial losses
incurred through temporary business disruption,
complete business interruption, and regulatory fines.
On the intangible side, assets frequently encompass
intellectual property (IP), customer or employee data,
and a company’s reputation.
Attacker profile looks at the type of threat actors,
whether they’re amateurs, state-sponsored, or part of
organized crime rings; their motivations (e.g. financial
gain, theft of trade secrets, destruction, reputation
damage); and the sophistication of the attacks they
tend to perpetrate.
While still a work in progress, the next steps for the
cyber value-at-risk framework is applying real-world data
to the model. The hope is that exposing the potential
benefits of cyber value-at-risk will prompt industry
participants to share more of the data needed to make
the model work effectively. In the meantime, cyber
security leaders at their organizations can use the
notion of risk-based quantification, in tandem with
a Secure.Vigilant.Resilient™ approach to cyber risk
mitigation, to position themselves to use the cyber
value-at-risk model and justify budget requests to the
executive team and board.
by Fadi Mutlak, Partner, Cyber Security Leader, Deloitte
Middle East
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Distinguishing
fact from fact
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Knowledge Management

A fact is a fact, they say. Or is it? Learning to
differentiate between data, information and
knowledge, says this author, is key to understanding
Knowledge Management, which spurs organizations
to achieve competitive advantage.
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“Knowledge is justified true belief,” said Plato centuries
ago. Two millennia after the Greek philosopher gave
knowledge its definition, Knowledge Management (KM)
has emerged as a strategic tool in business. The KM
field has received much attention from academics and
corporate sectors in the last 30 or so years1 but despite
the fact that a vast amount of research has been
conducted in this field, there is still no universal
agreement as to a common definition. A comprehensive
definition for KM within the business environment has
been presented by researchers Elias M. Awad and
Hassan M. Ghaziri, as “a systematic, organized,
explicit and deliberate ongoing process of creating,
disseminating, applying, renewing and updating the
knowledge for achieving organizational objectives.”2

If on the executive level there is
misconception regarding Knowledge
Management, unfortunately it is highly
probable that this misrepresentation is
cascaded down the corporate ladder
To date there is still wide misconception about the
difference between Knowledge Management (KM) and
Information Management (IM) to a point that the two
terms are sometimes used interchangeably. A survey of
40 companies in the United States, Europe and Japan
showed that many executives think that KM “begins and
ends with sophisticated IT systems.”3 Though one of the
most common ways to describe knowledge is to actually
distinguish it from data and information.4 If on the
executive level there is misconception regarding
Knowledge Management, unfortunately it is highly
probable that this misrepresentation is cascaded down
the corporate ladder.
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In a general sense, Data Management (DM) and
Information Management (IM) lack the “human aspect”
prominent in Knowledge Management. While DM and
IM are definitely crucial constituents of the modern
business environment, their main role is to handle data,
information and Explicit Knowledge (easy to copy,
codified knowledge stored in a database/found in
documents), whereas Knowledge Management deals
with Tacit Knowledge i.e. hard to copy, non-codified,
often personal/experience-based knowledge.
Regardless of the universal mindset limiting the
importance of Knowledge Management in sophisticated
IT systems storing knowledge, organizations willing to
acquire competitive advantage should undoubtedly seek
disseminating knowledge horizontally and vertically
through all possible channels. These, of course, include
sophisticated IT systems–on which employees may post
lessons learned from projects they participated in, for
example–as well as other channels such as social
networks, internal chatting platforms, conferences
and most importantly, interpersonal communication.
These channels proliferate and prosper in an
organization incorporating Knowledge Management in
its organizational culture. This includes taking ownership
of the concept and promoting it on all levels of the
corporate ladder. It is the duty of higher management to
spur employees, convincing them to remove boundaries
between what they think should only belong to them
due to personal reasons or confidentiality paranoia and
to offer their knowledge unconditionally.
Knowledge is classified in terms of public versus private,
component versus architectural, hard versus soft, explicit
versus tacit and other. But most commonly knowledge is
divided into two, Explicit and Tacit.
Tacit Knowledge is the form of knowledge we are
mostly interested in. It is context-dependent and
personal in nature. It is combined with experiences,
interpretations and reflections and can therefore be
regarded as a high-value form of information that is

Knowledge Management

ready to be applied to decisions and actions. Tacit
Knowledge resides not only in the documents,
organizational routines, processes, practices and
norms of an organization but also in its collaborative
memory/learning as well as in the memories/learnings of
an organization’s human resources. For an organization
to take effective ownership of Knowledge Management,
it should foster a culture characterized by trust,
openness, teamwork, collaboration, risk-taking,
tolerance for mistakes, autonomy, common language,
courage, and time for learning.5
Ultimately, Knowledge Management efforts focus on
organizational objectives such as improved performance,
competitive advantage, innovation, the sharing of
lessons learned, reduction of waste, integration and
continuous improvement of an organization.6 Reaching
these sought objectives and securing intellectual capital
through knowledge management necessitates building
on widely agreed upon pillars/success factors. Three
main success factors are:
• Eliminate barriers to sharing knowledge: these barriers
can be different from one organization to another
and may vary from confidentiality paranoia, lack of
dedicated resources, short-term thinking, poor
knowledge-sharing vehicles or knowledge tools not
always aligned with communication trends (social
networks, mobile apps, webcasts.)
• The human aspects of knowledge sharing: though
supported by a technological platform, knowledge
management is not only a technological tool. It is also
about effectively managing people assets and needs
to be balanced evenly between people and learning
organizations, process and technology, collaboration
and exchange.
• Define a clear roadmap and long-term strategic plan:
first start to understand the current level of maturity
of the company in the space of KM and what the
concept means for your company. Like in any project,
it is important to define an efficient approach and
strategic plan. KM is an evolutionary process and
must be defined within your terms. It is crucial to
continually make the business case and have a strong
and continuous sponsorship from top management to
achieve sought results.

Tacit Knowledge vs. Explicit Knowledge
Tacit Knowledge

Explicit Knowledge

Drawn from experience and is the most
powerful form of knowledge

Can become obsolete quickly

Difficult to articulate formally

Formal articulation possible, and can be
processed and stored by automated
means, or other media

Difficult to communicate and share

Easily communicated and shared

Includes privately held insights, feelings,
culture and values

Formally articulated and shared

Hard to copy

Can be copied and imitated easily

Shared only when individuals are willing
to engage in social interaction

Can be transmitted

Sources of organizational knowledge (Debowski, 2013)

Experience

INDIVIDUAL KNOWLEDGE
tactic or explicit

Advice
External sources
Errors
Learning
History

CORPORATE KNOWLEDGE
Intranet
Library
Archives
Information
Systems

ORGANIZATIONAL
KNOWLEDGE
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Ultimately, Knowledge Management
efforts focus on organizational
objectives such as improved
performance, competitive advantage,
innovation, the sharing of lessons
learned, reduction of waste, integration
and continuous improvement of an
organization
Transitions between different understandings
Connectedness
Wisdom
Understanding
principles
Knowledge

Understanding
patterns

Understanding
relations

Source: Bellinger et al., 2004
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Knowledge Management is seen at the center of
global economic transformation, it addresses policies,
strategies, and techniques aimed at “supporting an
organization‘s competitiveness by optimizing the
conditions needed for efficiency improvement,
innovation, and collaboration among employees.”7
KM represents a shift from “info-war” between
organizations to “k-warfare” (knowledge warfare).8
Increasingly, it is seen as outstripping traditional
resources such as land, labor and financial capital and is
considered the key source of comparative or competitive
advantage. For some, knowledge is “economic ideas”
or “intellectual capital” and is brought up in terms of
“stockpiles,” “reservoirs,” “exchange,” “capture” and
“utilization,” without questioning whether it can actually
be managed or understanding its epistemology–
knowing it exists and understanding its context and,
hence, its importance.
If you’re convinced that Knowledge Management
should be the next strategic tool that should be
implemented in your organization, here are some
tips that you should stick to:

Information

Data

As can be seen in the diagram, organizational
knowledge is a combination of individual knowledge
and corporate knowledge. While knowledge-sharing is
definitely a valuable practice in any organization, even
one in which the human resources come from similar
backgrounds, it attains higher valuable magnitudes
when fostered in multinational organizations housing
human resources that are diverse in many ways.

Do
Understanding

• Lead from the top.
• Make sure to cut across boundaries.
• Spread awareness regarding KM through seminars,
presentations, conversations.
• Think of KM initiative in terms of being part of an
ongoing knowledge management activity, not as a
‘project’ that is done and finished.

Knowledge Management

Don’t
• Go against the organization’s culture.
• Expect people to change overnight.
• Limit the knowledge-sharing mechanisms solely
to IT channels.
KM represents a shift from a focus on information to
a focus on the individuals that create and own that
knowledge. Inarguably, an organization with an
effective Information Management system in use has
competitive advantage over one with no IM system or
poor IM system installed. But an organization that values
and fosters KM and clears itself from misconceptions
surrounding it, is far more capable of attaining
competitive advantage than any other. Simply put:
Knowledge Management helps a learning community
to learn more easily and effectively. It involves the
collection, sharing and application of collective
experiences and therefore it can only be applied in
an organization willing to substitute the old saying
‘knowledge is power’ with ‘knowledge-sharing is
power.’ This assertion is further validated by the
significant drop in single-authored publications.
by Ziad Zakaria, Director, Consulting, Deloitte
Middle East

Definition of data, information and knowledge by leading researchers
in the KM field
Authors

Data

Information

Knowledge

Wiig
(1993)

–

Facts organized to
describe a situation
or condition

Truth and beliefs,
perspectives and
concepts, judgments
and expectations,
methodologies and
know-how

Nonaka
(1994)

–

A flow of meaningful
messages

Commitments and
beliefs created from
these messages

Choo et al. Facts and messages
(2002)

Data vested with
meaning

Justified, true belief

Quigley
(2005)

Text that does not
answer questions to
a particular problem

Text that answers the
questions who, when,
what or where

Text that answers the
questions why and
how

Davenport
(2008)

Simple observations

Data with relevance
and purpose

Valuable information
from the human mind

Debowski
(2013)

Unorganized,
unprocessed facts

Aggregation of data

An understanding of
information based on
its perceived relevance
to a problem area

Endnotes

1. Xu, Y. and Bernard, A., Quantifying the value of
knowledge within the context of product
development. Knowledge-Based Systems, 24(1),
166-175, 2011; Laleci et al. 2010
2. Elias M. Awad, Hassan M. Ghaziri, “Knowledge
Management,” Pearson Education, Second Edition,
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Spread
the risk
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Fund Transfer Pricing

The Middle East is experiencing an ever more
unstable geo-political climate that is challenging
bank management to calculate the risks of longterm business service offerings, thus challenging
the banking sector to enhance its performance
management competencies through better
management experience, stronger and efficient
credit controls through a unified information
technology system/platform and processes to better
collate credit data, portfolio management and
performance.
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The banking sector worldwide, and especially in
the Middle East, faces the challenge of sustainable
profitability. Banks are facing a multitude of regulatory
requirements to conform with Basel III, putting pressure
on capital adequacy ratios in the form of increased
capital requirements from shareholders.
Current historically low interest rates, increased
competition and the fast growth of Islamic finance
products, which rather than transfer risk, work on a
system of shared risk, are eroding traditional profit
margins through increasing compliance costs and
expenditure on more flexible and innovative lending
products.
Adopting the Fund Transfer Pricing (FTP) model is key to
providing banks’ management and employees with the
operational and performance tools to better manage
their profitability reporting via their own branches,
customers, officers, products, segments and channels,
in addition to improving their overall assets and liability
management (ALM), creating a competitive advantage
and strategic benefits.

By viewing the bank’s income
statement and analyzing the net
interest income it would seem as
though all loans are profitable and all
deposits incur loss. But this is not the
case. Each deposit is valued as a source
for loans and likewise each loan has its
own cost of funding.
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What is Fund Transfer Pricing, its objective and
its need?
In simple terms, Fund Transfer Pricing (FTP) is a method
used mainly in banking to internally measure and
evaluate the profitability of loans, deposits and other
products. The deposit division gets funds from
customers in the form of deposits, which are then
handed on to the treasury division for appropriate
deployment. These funds are then handed on to the
lending division for lending to customers as loans. In
case of shortage of funds from deposits for loans,
treasury secures additional funds from the marketplace.
The net interest income, composed of interest income
and interest expense in principle constitutes the major
component of a bank’s profit.
By viewing the bank’s income statement and analyzing
the net interest income it would seem as though all
loans are profitable and all deposits incur loss. But this is
not the case. Each deposit is valued as a source for loans
and likewise each loan has its own cost of funding.
Fund Transfer Pricing is illustrated in the chart below.
Once a deposit is received, it passes through the funding
center (Treasury) on its way to the loan division. The
funding center earns a spread for handling the interest
rate risk resulting from the gap in the maturity of the
funds.

Assets
(Loan division)

At FTP rate
(Charge)

Liabilities
(Deposit division)

Funding
Center
(Treasury
division)

At FTP rate
(Credit)

Fund Transfer Pricing

The purpose of FTP is to set a value on each deposit and
allocate a cost to each loan that a bank has and at the
same time addressing the impact of liquidity, interest
rate risk and maturity transformation on the bank’s
financials.
With increasing competition within the financial sector,
information on products and customers profitability
will optimize management decision on areas like cost
control, levels of profitability and resource allocation.
Going back to the banking sector, compulsory deposits
with central banks that are usually computed on the
basis of specific percentages on sight and term
customers’ deposits subject to certain adjustments and
exemptions in accordance with local banking regulations
of each country are indirectly relevant to Fund Transfer
Pricing. These deposits are not available for use in the
bank’s day-to-day operations and therefore can’t be
invested in lending, hence, decreasing the amount of
funding available and increasing funding costs to the
bank.
FTP is important since it insures that benefits, together
with the costs and risks, are all allocated to the different
business lines moving downwards to products and
customers. FTP is not new: it has been there for product
pricing purposes and analyzing profitability but has
gained importance in light of the recent financial crisis
and the current economic environment. A key factor in
the recent crisis is the failure to compute Fund Transfer
Pricing correctly, which ended up valuing very risky
assets that looked profitable where in fact they weren’t.
All this resulted in a number of new regulatory
requirements, including liquidity standards set by
Basel III, impacting Fund Transfer Pricing and requiring
a major response from financial institutions and how
FTP structures are associated to the best practice
principle for liquidity management.

FTP is important since it insures that
benefits, together with the costs and
risks, are all allocated to the different
business lines moving downwards to
products and customers
It will be naïve not to expect that these requirements
will soon find their way to the banking sector across
the region. Until then banks, whether commercial,
specialized or Islamic are urged to use Fund Transfer
Pricing and state their funding costs accurately. Banks
need to follow two protocols: firstly, through training,
mentoring and communication, unify their thinking and
awareness regarding the importance of Fund Transfer
Pricing; secondly, through focusing on strategies to
promote the process of the FTP system and integrate
it in their IT systems and benefit from its output.
by Farid Massoud, Principal, Audit, Deloitte
Middle East
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Deloitte’s professionals are unified by a collaborative culture that fosters integrity, outstanding value
to markets and clients, commitment to each other, and strength from cultural diversity. They enjoy an
environment of continuous learning, challenging experiences, and enriching career opportunities. Deloitte’s
professionals are dedicated to strengthening corporate responsibility, building public trust,
and making a positive impact in their communities.
About Deloitte & Touche (M.E.)
Deloitte & Touche (M.E.) is a member firm of Deloitte Touche Tohmatsu Limited (DTTL) and is the first Arab
professional services firm established in the Middle East region with uninterrupted presence since 1926.
Deloitte is among the region’s leading professional services firms, providing audit, tax, consulting, and
financial advisory services through 26 offices in 15 countries with around 3,000 partners, directors and
staff. It is a Tier 1 Tax advisor in the GCC region since 2010 (according to the International Tax Review
World Tax Rankings). It has received numerous awards in the last few years which include Best Employer
in the Middle East, best consulting firm, and the Middle East Training & Development Excellence Award
by the Institute of Chartered Accountants in England and Wales (ICAEW).
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