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Foreword
Welcome to the 2017 edition of Deloitte’s Predictions for the technology, media and telecommunications (TMT) sectors.
For the first time in our 5 years of releasing our Middle East edition, we are including predictions for all three sectors together, and not
splitting them into different sub-industries. This, by itself, is a reflection of the exciting industry we are in. An industry that continues to
blur the boundaries of innovation, and reshape how operators, media players and technology companies collaborate and interact in an
increasingly integrated market place.
Across the global and regional predictions, we believe that the distinction between sectors is fast becoming obsolete. The introduction
of dedicated machine learning capability to smartphones is relevant across all industry sectors, not just the technology or
telecommunications verticals. The transition to 5G and resulting implications on machine to machine communication is a critical enabler
to new technology adoption, starting with self-driving cars. IoT itself is the epitome of this borderless ecosystem with operators and
technology companies working closely together to shape the cities and lives of tomorrow. Cybersecurity is an evergreen topic in the region
raising threats to media companies and Telcos equally, and requiring cross sectorial regulations and safety measures.
With smart cities and nations so high in the agenda of the Middle East countries, our region is at the forefront of this borderless market
place, with regional Telcos talking more about AI and IoT than network expansion. In this day and age, breaking borders, albeit at industry
level, is a refreshing twist. 2017 promises to be yet another exciting year for the TMT sector. We wish you all the best for this year and trust
that you and your colleagues will find this year’s predictions a useful stimulant in your strategic thinking. We look forward to discussing
them with you.

Emmanuel Durou
Partner, Head of Middle East TMT industry
Deloitte & Touche (M.E.)

Paul Lee
Partner, Head of Global TMT Research
Deloitte Touche Tohmatsu Limited
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Cyber-attacks – The Middle East on
highest alert
In addition to the more frequent and intense DDoS attacks globally,
closer to home, Deloitte Middle East predicts that the Middle East
should be on higher alert than the rest of the world as it will see
an increase in the frequency and intensity of cyber incidents across
all attack vectors, based on the following three unique pillars of
risk:
Regional geo-political instability
Since 2010, the Middle East has seen significant geo-political
instability, which has given rise to various ‘hacktivist’ groups and
nation state threat actors. These groups have unleashed cyber
havoc on governments and both public and private institutions in
the region on almost a daily basis since the inception of the turmoil.
Most recently, the aggressive disk-wiping malware Shamoon (W32.
Disttrack), which was used against the Saudi energy sector in 2012,
has been reused in fresh attacks against new targets in Saudi
Arabia41. This reveals the political motivation behind Saudi Arabia
attacks as they leave behind a symbolic message on the wiped
computers, such as the picture of a burning US flag left on hacked
devices at Saudi Aramco42.
As the regional conflict zones intensify, Deloitte Middle East
expects that so too will the frequency and intensity of cyber-

attacks, as ‘hacktivists’, nation states and other cyber threat actors
continue to look to cyber space to engage in political activity and
disrupt the parties that they are in direct conflict with.
Perceived economic wealth
The Middle East, and in particular the GCC, is perceived by the
global community as a region of economic wealth. For cyber
criminals looking to exploit governments, public and private
institutions for financial gains, this makes the Middle East a
central target for attack. Deloitte Middle East predicts that, with
the recent emergence of ransomware and other sophisticated
malware that target financial infrastructure, Middle East residences
and institutions are twice as likely to encounter malware when
compared to the global average43.
Significantly higher than average infection rates
Microsoft’s quarterly report that details the average malware
infection (CCM) rate per country, including a global average,
highlights the grave state of concern. Without exception, every
country in the Middle East has had at least double (in some cases
eleven times) the number of infected systems per quarter than the
global average during the last four quarters.
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As a result of this above average infection rate, Deloitte Middle
East predicts that Middle East institutions will potentially suffer an
additional $130M in costs related to cyber crime44 in 2017.
Critical infrastructure & regulation
Critical infrastructure is a term used by governments to describe
assets that are essential for the functioning of a society and
economy45. By definition, telco operators around the world must
be considered critical infrastructure, as our increasing dependence
on connectivity for the normal functioning of society makes the
protection of connectivity a critical issue for all46.
Imagine a scenario where a flash-drive slips into a USB port on a
computer at a telco operator’s headquarters. Malware from the
drive rushes onto a corporate network, settles into servers, and
eventually triggers a core network outage. Mobile signals begin
to flicker across communities, then communication darkness
happens. This is just one of the many ways a cyber-attack on telco
networks could begin47.
In the Middle East, this realization has translated into regulation,
which comes in the form of cyber security compliance programs
that critical infrastructure entities must comply with. With counties
like the United Arab Emirates and Qatar already having rolled out
their programs and with Saudi Arabia on the way, Deloitte Middle
East predicts that telco operators will see continued regulatory
pressures from their local governments and more pervasive cyber
diagnostics and testing as local governments seek to gain higher
levels of assurance that their communication networks are secure.
Telco regulators will increasingly build their cyber security teams, as
we have started to see in some markets, such as Bahrain.
The new CISO & the way forward48
How do we navigate this new reality and who will lead us?
Monitoring, repelling, and responding to cyber threats while
meeting compliance requirements are well-established duties of
chief information security officers (CISOs), or their equivalents,
and their teams. Deloitte predicts that in the next two years, the
majority of Middle East corporations will have a CISO role as part
of their executive teams. But the business landscape is rapidly
evolving, and with this explosion of connectivity business leaders
need CISOs to take a stronger and more strategic leadership
role. Inherent to this is the imperative to move beyond the role
of compliance monitors and enforcers to integrate better with
the business, manage information risks more strategically, and
work toward a culture of shared cyber risk ownership across the
enterprise.
Increasing the value that the cyber risk program delivers to the
enterprise requires a balanced approach. A successful CISO
determines early on how to balance priorities and challenges
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across the “four faces” of the CISO: technologist, guardian, advisor,
and strategist.
While all four roles are important, CISOs are being challenged
to move beyond a traditional focus on the technologist and
guardian roles. If their day-to-day actions and activities lean toward
strategist and advisor, they are more likely to be viewed that way by
other senior executives.
Four faces of the CISO
Technologist. The CISO as technologist guides the design,
development, and deployment of secure technical architectures,
instilling security standards and implementing innovative
countermeasures. Technologists carefully select and implement
platforms that support changing threat detection and monitoring
solutions, and integrate services delivered by external sources
into a seamless framework. Technologists ensure that architecture
designs are flexible and extendable to meet future security and
business needs. They develop and maintain the security policies
and standards that an organization should adhere to, working with
the CIO to ensure that platforms meet these requirements.
Guardian. As guardian, the CISO’s charge is to monitor the
effectiveness of the security program, processes, and controls in
place. The guardian addresses considerations such as whether
controls are working as intended, data is secure, and information
is properly shared. Guardians monitor processes that safeguard
the confidentiality, integrity, and availability of data and drive
the overall security program. They also measure and report on
information security risks to keep stakeholders informed and meet
compliance and regulatory requirements.
Strategist. As strategist, the CISO is the chief value architect for all
cyber risk investments. The strategist partners with the business to
align business and information security strategies, and to capture
the value of security investments to safeguard enterprise assets.
In this role, the CISO possesses deep business knowledge and
acts as a credible partner who provides business-centric advice
on how risk management can help the business. The strategist
understands which business operations and information assets
are the enterprise crown jewels, institutes strategic governance
that prioritizes information security investments, and ensures that
security and business resources and budgets are fully aligned to
execute the priorities of the organization and deliver expected
results.
Advisor. The CISO as advisor understands the implications of
new or emerging threats, and helps identify cyber risks that arise
as the business advances new strategies. The advisor drives the
enterprise to continuously improve its security decision-making
and risk-mitigation capabilities. The advisor understands where the
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organization needs to focus to address cyber threats, and creates
a risk-based strategic roadmap to align cybersecurity efforts
with corporate risk appetite. Advisors possess significant political

capital and are able to enlist, educate, engage, and align executive
stakeholders to increase security awareness.

Strategist

Advisor

Drive business and cyber risk strategy
alignment, innovate, and instigate
transitional change to manage risk
through valued investments.

Integrate with the business to educate,
advise, and inﬂuence activities with
cyber risk implications.

Current

Current

15%

Desired

32%

12%
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35%

Guardian

Technologist

Protect business assets by
understanding the threat
landscape and managing the
eﬀectiveness of the cyber
risk program.

Assess and implement security
technologies and standards to build
organization capabilities.

Current
Desired

Current
41%
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33%
12%

22%

As cyber risks grow and evolve with technology advancement, so
will the demands on CISOs, organization leaders, and employees.
Instead of impeding innovation for fear of cyber threats, the CISO
should seek to be instrumental in aiding organizations to achieve
their goals. The importance of fostering an environment of security
and risk awareness, shared ownership of cyber risk, and cyber
risk resilience is only going to grow. CISOs who are able to step
beyond a tactical, technical level are more likely to gain credibility

and support among leaders across the enterprise, including the
board, CxOs, and business unit leaders. By earning a seat at the
leadership table, help-ing imbue a shared sense of responsibility
for cyber risk management, and providing guidance on how
organizational leaders and employees can meet that responsibility,
CISOs can become key drivers in the journey to the strategic
security organization.
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