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Foreword
Welcome to the 2017 edition of Deloitte’s Predictions for the technology, media and telecommunications (TMT) sectors.
For the first time in our 5 years of releasing our Middle East edition, we are including predictions for all three sectors together, and not
splitting them into different sub-industries. This, by itself, is a reflection of the exciting industry we are in. An industry that continues to
blur the boundaries of innovation, and reshape how operators, media players and technology companies collaborate and interact in an
increasingly integrated market place.
Across the global and regional predictions, we believe that the distinction between sectors is fast becoming obsolete. The introduction
of dedicated machine learning capability to smartphones is relevant across all industry sectors, not just the technology or
telecommunications verticals. The transition to 5G and resulting implications on machine to machine communication is a critical enabler
to new technology adoption, starting with self-driving cars. IoT itself is the epitome of this borderless ecosystem with operators and
technology companies working closely together to shape the cities and lives of tomorrow. Cybersecurity is an evergreen topic in the region
raising threats to media companies and Telcos equally, and requiring cross sectorial regulations and safety measures.
With smart cities and nations so high in the agenda of the Middle East countries, our region is at the forefront of this borderless market
place, with regional Telcos talking more about AI and IoT than network expansion. In this day and age, breaking borders, albeit at industry
level, is a refreshing twist. 2017 promises to be yet another exciting year for the TMT sector. We wish you all the best for this year and trust
that you and your colleagues will find this year’s predictions a useful stimulant in your strategic thinking. We look forward to discussing
them with you.

Emmanuel Durou
Partner, Head of Middle East TMT industry
Deloitte & Touche (M.E.)

Paul Lee
Partner, Head of Global TMT Research
Deloitte Touche Tohmatsu Limited
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DDoS attacks enter the terabit era
Deloitte Global predicts that in 2017 Distributed Denial-of-Service
(DDoS) attacks, a form of cyberattack, will become larger in scale,
harder to mitigate (increasing the severity of impact), and more
frequent. Deloitte Global expects there will be on average a Tbit/s
(terabit per second) attack per month23, over 10 million attacks in
total24, and an average attack size of between 1.25 and 1.5 Gbit/s
(gigabit per second) of junk data being sent25. An unmitigated
Gbit/s attack (one whose impact was not contained), would be
sufficient to take many organizations offline26,27.
The largest attacks in 2013-2015 were respectively 300, 400 and
500 Gbit/s; 2016 witnessed the first two Tbit/s attacks28. (See
sidebar for an explanation of the mechanics of a DDoS attack.)
The anticipated escalation in the DDoS threat is primarily due to
three concurrent trends:
•• the growing installed base of insecure Internet of Things (IoT)
devices (such as connected cameras and digital video recorders)
that are usually easier to incorporate into botnets than PCs,
smartphones and tablets29
•• the online availability of malware methodologies, such as Mirai,
which allow relatively unskilled attackers to corral insecure IoT
devices and use them to launch attacks
•• the availability of ever higher bandwidth speeds (including the
growth in the range of Gbit/s and other ultra-fast consumer
and business broadband products) which means that each
compromised device in a botnet can now send a lot more
junk data.
Over the past few years, the scale of DDoS attacks has become
steadily larger, and defenses have grown commensurately. It has
been a game of cat and mouse in which neither side has become
too powerful, but this might change in 2017 due to the abundance
of insecure IoT devices and the fact that large-scale attacks which
exploit IoT devices’ vulnerabilities have become simpler to execute.
The consequence may be that Content Distribution Networks
(CDNs) and local mitigations may not be able to scale readily to
mitigate the impact of concurrent large-scale attacks30, requiring
a new approach to tackling DDoS attacks.

How a DDoS attack works
A DDoS attack is aimed at rendering a website or
connected device (for example, a server) unusable,
meaning that an e-commerce site may not be able to sell,
a government site may not be able to process tax returns
or a news site may not be able to show stories.
The most common type of DDoS attack congests access to
a website or connected devices. A DDoS attack is equivalent
to hundreds of thousands of fake customers converging
on a traditional shop at the same time. The shop quickly
becomes overwhelmed. The genuine customers cannot get
in and the shop is unable to trade as it cannot serve them.
There are multiple techniques for creating congestion. The
two most common are botnets and amplification attacks.
A botnet is a large quantity (currently hundreds of
thousands) of connected devices that have been infected
with malicious code and which can be instructed to act
disruptively by a third party. Botnets can be used to effect
a flood attack which is currently the most prevalent form
of attack.
A second approach is an amplification attack, which is
based on injecting malicious code into a server, and
getting it to create multiple fake IP addresses (also known
as ‘spoofing’) which sends a large volume of commands
to a website that cause it to become overwhelmed29.
As each compromised machine can spoof thousands of
fake IP addresses, amplification attacks can cause massive
disruption with a relatively small quantity (thousands) of
infected servers.
The standard mechanism for mitigating a DDoS attack
is to divert traffic to a third party specialized in filtering
out malign requests to a website – the equivalent of
separating the real customers from the fake ones. Each
third party specialized in mitigating an attack has a
large, but finite, capacity for containing it, and each of
these providers is typically mitigating multiple attacks
concurrently on behalf of its clients. The cumulative
volume of attacks against clients might at times be greater
than the third party’s capacity to deal with the attacks,
resulting in service disruption for some clients.
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Insecure IoT devices
The first trend contributing to the impact of DDoS attacks is the
growth in the base of insecure (i.e. vulnerable to being taken over
by malign third parties) connected IoT devices, from video cameras
to digital video recorders and from routers to appliances.
Compromising a connected device remotely often requires
knowledge of its user ID and password. This knowledge enables
that device to be taken over, and to be used potentially for malign
purposes.
The majority of users are familiar with the need to change user
ID and passwords before using a device for the first time, and at
regular intervals thereafter. But approximately half a million of the
billions of IoT devices worldwide – a small proportion of the total,
but a relatively large absolute number – reportedly have hardcoded, unchangeable user IDs and passwords. In other words they
cannot be changed, even if the user wants to32.
Hard-coded user IDs and passwords are not a problem so long as
no one knows them but in many cases they are easily discoverable.
Hard-coded login credentials can be discovered by someone with
programming knowledge who searches the device’s firmware.
They might be provided in guidance to software developers,
contained in a user manual, or obtained illegally and posted online.
Vulnerable devices can be recalled and replaced with more secure
substitutes, but owners might take a long while to return them, or
may never become aware of their device’s vulnerability.
Secondly, many users simply do not bother to change credentials.
This may be because the effort required to set a new password
(and user ID if allowed) on an IoT device can be greater than users
expect or are accustomed to. While it is easy to create a new user
ID and a password on a full-sized PC keyboard, and not much
harder to do so on a touchscreen smartphone, it may be far harder
with an IoT device with no in-built screen or keyboard. Failing to
change credentials (or not being allowed to) creates a vulnerability33.
Thirdly, devices that lack screens or have only small displays,
such as connected cameras or digital video recorders, may not
be able to signal the need for an upgrade, or even to run
anti-virus software34.
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In addition, as IoT devices are often plug-powered, they would
show no discernible loss of available power, unlike a compromised
laptop, tablet or smartphone whose battery would deplete faster if
the device is used in an attack 35.
There is usually no perceived deterioration of performance in a
compromised device: it may be used malignly when the owner is
asleep and be directed against a target in another time zone. For
example, a router located in Europe may be used in the middle of
the night to attack a target on the West Coast of North America,
where it would be late afternoon. Millions of owners whose
devices have been co-opted into a botnet may remain completely
oblivious for years as they may not notice a discernible decrease in
performance.
Furthermore the manufacturer may have made little effort to make
the user interface compatible with a variety of operating systems
or browsers, making it even harder to change settings, including
the password.
The greater vulnerability of insecure IoT devices relative to
generally better protected PCs, tablets and smartphones is likely to
encourage hackers to focus on the former when creating botnets
and launching DDoS attacks.

There is usually no perceived
deterioration of performance in a
compromised device: it may be used
malignly when the owner is asleep and
be directed against a target in another
time zone.
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DDoS gets deskilled
A constraint on the quantity and severity of DDoS attacks has
historically been the difficulty in launching them consistently and
at a large scale.
However, in late 2016, in the wake of a 620 Gbit/s attack enabled by
the so-called Mirai malware, instructions on how to replicate the
attack were posted online, most likely to cover the perpetrator’s
tracks. The post included the malware’s source code and default
user IDs and passwords for a range of connected devices
(mostly IoT)36. This immediately made it easier for others to
replicate the attack. In 2017, it is possible that further attacks
based on the Mirai code may be launched, for a variety of reasons,
from curiosity to organized aggression.

A further factor making major DDoS
attacks more likely is rising broadband
uplink speeds. The higher the uplink
speed, the greater the amount of junk
traffic that can be sent, and disruption
inflicted, by each compromised device.

Rising bandwidth speeds
A further factor making major DDoS attacks more likely is rising
broadband uplink speeds. The higher the uplink speed, the greater
the amount of junk traffic that can be sent, and disruption inflicted,
by each compromised device. A user with a compromised device
and a Gbit/s uplink could unknowingly wreak the same damage as
a hundred compromised devices on a more common 10 Mbit/s
(megabit per second) uplink.
In 2017, two major network upgrades are expected in a number
of markets. Cable networks are being upgraded to DOCSIS 3.1
(enabling multi-gigabit speeds), and copper networks are being
upgraded to G.fast (enabling hundreds of megabits per second via
traditional copper strands). Upgraded cable and copper networks
are likely to continue to prioritize downlink speeds, but will also
feature significantly faster uplink speeds37.
This is in addition to the rising number of fiber to the home
(FTTH) and fiber to the premise (FTTP) installations being
added worldwide.
By 2020 there are likely to be hundreds of millions of Gbit capable
connections worldwide, a minority of which may offer symmetric
connections38.
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The bottom line
DDoS is not a new topic for 2017, but the potential scale of the problem in 2017 is. Any organization that is increasing its
dependence on the Internet should be aware of a potential spike in the impact from such attacks. The entities which should
remain alert include but are not limited to: retailers with a high share of online revenues; online video games companies; video
streaming services; online business and service delivery companies (financial services, professional services); and government
online services (for example, tax collection).
Companies and governments should consider a range of options to mitigate the impacts of DDoS attacks:
•• Decentralizing: critical functions such as cloud computing, C2 (command and control), situational awareness, and
multimedia session control rely heavily on highly-shared, centralized servers and data centers. A concentrated locus of
information and computing makes it easy to identify targets (data centers, servers) and can facilitate DDoS attack execution.
Organizations may benefit from designing and implementing architectures that disperse these capabilities physically and
logically while maintaining the performance of traditional centralized approaches.
•• Bandwidth oversubscription: large organizations often lease a significantly larger capacity than they need in order to
allow for commercial growth and DDoS attack mitigation. If an attacker is unable to muster enough traffic to overwhelm this
capacity, a volumetric attack is generally ineffective.
•• Testing: organizations should identify proactively weaknesses and vulnerabilities that would reduce the effectiveness of
DDoS attack detection or mitigation. Controlled and friendly testing can be used to review DDoS response mechanisms and
general resilience. This can identify shortcomings in test scenario design, metrics, assumptions, and scope, and increase
awareness of potential DDoS attack methods or features that might not have been considered previously.
•• Dynamic defense: static, predictable behavior by targets facilitates attack planning and execution. Companies should
develop agile defensive techniques, and preparation should include the design of deceptive approaches that establish a false
reality for adversaries and can help misdirect or disperse adversarial traffic.
•• Fallbacks: online streaming media companies may need to consider whether to offer an offline mode; for example, by
enabling customers to preload content to watch later.
•• Protecting: device vendors should be encouraged, or even mandated, to obtain secure certification for their products, and
for this to be labeled on the packaging. Changing credentials should be made simple and secure. Ideally products should
come with customized credentials that are unique to each unit; this means that customers do not need to be relied on to
reset their ID and password. Potential customers should be encouraged to purchase certified products39. Software grading
systems could be introduced to help customers understand the caliber of the product’s security40.
•• Detecting: explore possibilities for more granular traffic filtering traffic– for example, by geography. If traffic surges from a
particular location, it may need to be treated as suspicious. Large quantities of new traffic may also be suspicious (such as a
1 Gbit/s connection that was previously inactive), but the challenge is to accurately identify and accept legitimate traffic.
•• Repelling: telecommunications companies could be asked to filter at the DNS (Domain Name System) level, possibly tracking
traffic from other countries (or major Internet Exchange Points) if required.
Some organizations may have become a little blasé about DDoS attacks. However, these attacks are likely to increase in
intensity in 2017 and beyond, and the attackers are likely to become more inventive. Unfortunately it may never be possible to
relax about DDoS attacks. The DDoS genie is out of the bottle, and is unlikely to pop back in.
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