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“Digital technologies are doing for
human brainpower what the steam
engine and related technologies did
for human muscle power. They’re
allowing us to overcome many
limitations rapidly and to open up new
frontiers with unprecedented speed.
It’s a very big deal. But how exactly it
will play out is uncertain”
– Andrew McAfee
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Chapter 1
Thriving in a digital era
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> 10 years

Digital technologies force enterprises to rethink their strategy. This technology push is not
going away as the most disruptive ones will take at least a decade to develop into mainstream
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Quantum computing

Social robotics

Virtual Reality
Augmented Reality

Conversational Computing
Virtual Assistance

Emerging
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Artificial Intelligence
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Driverless vehicles
Autonomous things

Sensors & The
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3D printing
Additive manufacturing
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Maturing
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Big Data analytics
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As digital technologies proliferate, new opportunities abound. To capture them, however, the
Technology Operating Model must evolve
Evolving Technology Operating Models
There’s no question that technologies like the internet, mobile, social, and cloud created
unprecedented disruption. In today’s digital age, however, the pace of disruption is only set
to increase. As new technologies—such as the Internet of Things (IoT), artificial intelligence,
robotics, and virtual reality—proliferate, organizations are coming under mounting
pressure to rethink not just their technology strategy but their entire operational strategy.
In some sectors, the impact of these trends is so significant that companies will need to
change their core business models if they hope to survive.

Not surprisingly, these shifts are forcing companies to re-examine their Technology
Operating Model (TOM)—the way in which they configure their operations to execute on
their business technology strategy. In this digital age, this is no simple task. Increasingly,
organizations will need to strike a balance between a range of difficult choices: security
versus openness, proprietary versus shared, vanilla versus best-of-breed, reliable and
predictable versus fast failure. They will need to tailor their TOM to meet their current
organizational needs while anticipating their future digital information and technology
requirements. Most critically, they will need to optimize their TOM to capture both shortand long-term benefits.
To help organizations address these challenges, we have identified nine big shifts that will
influence the TOM of the future. While every company will be affected differently by these
shifts, there is no doubt that organizations of all sizes, in all sectors, will feel their impact.
The goal of this report is to provide a clear overview on how the TOM will evolve over time,
and share a toolset companies can use to assess how these big shifts will affect their TOM.
With the resulting insights, we hope to help management reconfigure their TOM in time to
benefit from the digital economy.

© 2017 Deloitte The Netherlands
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Companies understand that change is required—they’re just not prepared for it

2016 findings: 87% anticipate disruption, 44% are prepared

2017 findings: 61% score their digital maturity at 1-5 on a 10-point scale

In a survey conducted in 2016, roughly 3,700 organizations across the globe were asked
how susceptible their industries were to digital disruption and how prepared they were to
deal with these challenges. The results—released in Aligning the Organization for Its Digital
Future, a report by MIT Sloan and Deloitte University Press—were quite revealing: while
87% of respondents anticipated moderate to great disruption to their industry, only 44% felt
prepared to deal with it.

The 2017 report (Achieving Digital Maturity) revealed similar results. While 85% agreed that
being a digital business is important to the success of their organization, 61% rated their
digital maturity (i.e. their ability to leverage digital technologies and capabilities to improve
processes, engage talent across the organization, and drive new value-generating business
models) at five or lower on a 10-point scale, with only 13% ranking themselves at eight or
higher.

To what extent do you believe digital technologies will disrupt your industry?

Organization’s digital maturity level
61% ≤ 5
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Source: MITSloan Management Review / Deloitte University Press - Aligning the Organization for Its Digital Future - 2016
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Chapter 2
Introduction to the 9 Big Shifts
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In developing a Technology Operating Model (TOM) to guide the configuration and operation
of the technology function, organizations must make choices across 15 dimensions:
Customer
profiles

Who are the (aspired) customers of the company, as targeted by the digital
strategy? What are the needs of these customers and how can they be
segmented into groups with heterogeneous characteristics and requirements?

Organization /
Roles

How are the technology capabilities organized in the entire enterprise? How
are they distributed over central and local (business units). How are they
structured into logical groupings and reporting lines?

Customer
touch-points

What are the channels and interactions through which customers get in touch
with the company and what is the role of technology in each of these touchpoints?

Governance /
Decision rights

How are technology decisions made throughout the entire enterprise? How
are responsibilities and mandates distributed and which procedures are in
place for decision making?

Customer
value

What is the behavior of the customers, what do the customer journeys look
like, and how does technology provide value in each of the steps of these
customer journeys?

Culture /
Behavior

What are the required cultural traits (values, leadership, desired behavior) of
people involved in technology?

Funding
mechanisms

How are technology expenses funded? How does the organization allocate
budgets and track benefits?

Infrastructure

What does the technology stack look like? Which standards are used? How is
the infrastructure landscape (data centres, servers, storage, network, cloud
services, endpoint devices) configured?

Investment
portfolio

How are technology investments made? In particular the investments that aim
at tech-enabled innovation to drive digital transformation of the enterprise.

Systems /
Integration

What does the application landscape look like? How do systems interface and
how “hard-wired” or loosely coupled are these interconnections?

Performance
metrics

How is the performance of the outcomes that technology provides measured?
What metrics are in place for that?

Data /
Algorithms

What data is captured? What standards are in place for data quality? How is
the data lifecycle managed? How well is the data protected? What algorithms
make sense out of the data??

Processes /
Automation

How are activities structured into repeatable processes? To what extent are
these processes supported by tooling and automated?

Capabilities /
Skills

Which capabilities, skills, and competencies must be in place, and at which
proficiency levels, to execute the processes at the required level of maturity?

Sourcing /
Ecosystems

Which activities are performed in-house and which are outsourced to a third
party? Who are the key partners? What are the ecosystems and networks we
need to participate in?

© 2017 Deloitte The Netherlands
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The Deloitte Technology Capability Framework represents Deloitte’s best practice guide on
how digitally-enabled technology organizations ought to function …
Customer Profiles
Customer Touch-points
Customer Value
Funding mechanisms

Vision and
Innovate

Analyse

Investment Portfolio
Performance metrics
Processes / Automation
Capabilities / Skills
Sourcing / Ecosystem

Value

Technology Capability Model

Protect

Transform

Organization / Roles

Governance / Decision rights
Culture / Behavior

Operate

Infrastructure
Systems / Integration
Data / Algorithms
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Value

Talent
Evolution &
Recruitment

detailed capability model

Leadership
Development

… outlining 7 capability domains detailed into 46 individual technology capabilities

Operations Centre
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In the digital age, the Technology Operating Model will be further affected by nine big shifts:

3 Big Shifts in ‘Ways of working’

3 Big Shifts in ‘Resources’

3 Big Shifts in ‘Technology’

1.

4.

7.

Agility and speed become the new
norm. Organizations learn and adapt
by experimenting and fast
deployment.

The workforce transitions as digital,
data, AI, and robotics create new
jobs and cause existing jobs to
disappear.

Cloud becomes the dominant IT
delivery model, with highly
automated IT processes.

2.

5.

8.

The boundaries between business
and IT blur, business-led IT
increases, and tech fluency is vital
for all.

Organizations adopt the vision,
values, culture, and leadership
required to build digital DNA.

Competitive advantage shifts in
favor of data and algorithms
fueling algorithmic business.

3.

6.

9.

The rise of innovation ecosystems
with joint risk taking, and value
creation among quickly engaging
and disengaging partners.

Innovation and experimentation
require a larger share of resources,
with fit-for-purpose funding
mechanisms and governance.

Information technology (IT) and
operational technology (OT)
converge.
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Chapter 3
Three Big Shifts in ‘Way of Working’
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1.

4.

7.

Agility and speed
become the new norm.
Organizations learn and
adapt by experimenting
and fast deployment.

The workforce transitions
as digital, data, AI, and
robotics create new jobs
and cause existing jobs to
disappear.

Cloud becomes the
dominant IT delivery
model, with highly
automated IT processes.

2.

5.

8.

The boundaries between
business and IT blur,
business-led IT increases,
and tech fluency is vital for
all.

Organizations adopt the
vision, values, culture,
and leadership required
to build digital DNA.

Competitive advantage
shifts in favor of data and
algorithms fueling
algorithmic business.

3.

6.

9.

The rise of innovation
ecosystems with joint risk
taking, and value creation
among quickly engaging
and disengaging partners.

Innovation and
experimentation require a
larger share of resources,
with fit-for-purpose
funding mechanisms and
governance.

Information technology
(IT) and operational
technology (OT)
converge.
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Agility and speed
become the new norm.
Organizations learn and
adapt by experimenting
and fast deployment.
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In the digital economy, speed trumps perfection

The pace of change accelerates

“In the new world, it is not the big fish
that eats the small fish,
it’s the fast fish which eats the slow fish”

It’s no secret that, in today’s digital economy, the pace of change is almost breathtaking. Just
consider the speed of product adoption: while it took almost a century for landline telephones to hit market saturation, the same happened for smartphones and tablets in only a
few years. Similarly, product life cycles are getting shorter: not only does a growing portion
of corporate revenue hinge on products launched in the past 12 to 18 months, but those
products are upgraded even more frequently. In fact, complex software in everything from
planes, trains, and cars to copiers, printers, and computers is often updated monthly or
even weekly. As product life cycles shrink, the window of opportunity to realize a profit on
them narrows as well.

Klaus Schwab, World Economic Forum

Fail fast, learn fast
As disruption becomes more pervasive, organizations need a new strategic approach—one
that positions them to change course in real time based on current market realities. That
means companies must hone the ability to test multiple IT innovations, rapidly measure
their effectiveness, and learn from their successes and failures in real time. Rather than
taking a linear approach to IT development in an attempt to avoid risk, they must be willing
to work with start-ups and suppliers to explore multiple options simultaneously, either fix or
abandon those that fail, and quickly scale up the successes. By developing these types of
minimal viable products (MVPs)—a term coined in Eric Ries’s book The Lean Startup—
companies can establish the business value of every initiative early in the development
process. The two approaches with the greatest potential to provide this speed of delivery
are Agile/Scrum and DevOps.

© 2017 Deloitte The Netherlands
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Using Agile development to accelerate the speed and flexibility of both IT delivery and
enterprise agility
Agile is about the enterprise, not just about IT
Both Agile development and DevOps play a critical role in the search for greater speed,
quicker feedback, and faster learning. That’s because, together, they aim to topple the
traditional walls between business and development, and between development and
operations (see figure). The only way to achieve true agility is by breaking down these silos.
As Agile eliminates the boundaries between business and IT, the benefits accrue not just to
the IT organization, but to the business as well. In essence, business and technology
become aligned, allowing a cross-functional agile development team to assume the role
formerly held by a lone IT business partner.

Business

Development

Agile development
fixes this
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Operations

DevOps
fixes this
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The four faces of Agile - Given the interrelationship between various Agile concepts, it
is important to clearly define them to avoid confusion
Basic Agile – one team working Agile
Daily Scrum

24

hours

xx

days

Sprint
Planning

Product
Backlog

Sprint

Sprint
Backlog

Sprint
Review

Product
Increment

Scaling Agile - to the program or enterprise level
The smallest unit of Agile consists of one
cross-functional team of between five and
nine people working according to an Agile
development method, like Scrum or Kanban.
Key characteristics of these methodologies
include: organizing the work in time-boxed
Sprints of one to four weeks; using selforganizing, cross-functional teams;
automating software-component testing;
adhering to early delivery, short feedback
loops, and rapid adaptation cycles; and using
specific approaches, such as daily standups,
to foster close cooperation and face-to-face
communication.

‘Mode 2’ Agile – exploration and innovation

Build

Learn

© 2017 Deloitte The Netherlands

Measure

According to Gartner, bimodal working
styles can help support IT innovation. Mode
1, which is focused on predictability,
generally applies when people know what
they want and how to do it. Mode 2, which
is exploratory, generally applies when
people don’t know what they want and
must learn through experimentation.
Because Agile can be used in both modes 1
and 2, they are not respectively equivalent
to waterfall and Agile development. In
mode 2, however, Agile must be used in
combination with other capabilities, such as
design thinking and lean startup.

While establishing one successful Scrum team
is a good start with Agile, taking it to the
program or enterprise level is much more
complex. To help organizations coordinate their
efforts and manage dependencies as they scale
up Agile companywide, a range of frameworks
and methods is available. These include SAFE,
LeSS, DA, and Spotify.

Enterprise
(portfolio)

Team

End-to-end Agile – joint Development and Operations teams

Plan

Develop

Release

Operate

While Agile sometimes focuses only on
development, end-to-end Agile encompasses
deployment and operations as well. This is called
DevOps, a culture and environment that foster
close collaboration between development and
operations. The objective of DevOps is to move
away from big bang software releases and
deploy software more rapidly, more frequently,
and more reliably. However, DevOps also
requires a large cultural shift as it brings
together groups with potentially conflicting
interests, including developers (who value
change), testers (who value risk reduction), and
operations (which values stability).
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Step 1: Basic Agile, one cross-functional team working Scrum or Kanban

Scrum team basics
The smallest scale at which Agile can be started is with one team working an Agile
development method like Scrum or Kanban. Scrum—which is used most frequently
worldwide—is a development framework where cross-functional teams (of about seven
people, plus or minus two) develop products in consecutive and non-stop cycles of work
called Sprints. While the amount of work in a Sprint is variable, each Sprint has a fixed
length and budget, and ends with a potentially shippable product. Once Scrum teams
choose a Sprint length (generally two to four weeks), it is time boxed and never extended.
Scrum begins when a product owner provides the team with a list of prioritized customer
requirements, called the product backlog. From this list, the team develops a Sprint backlog
which outlines the items team members will complete in the next Sprint. Once selected,
these targets are fixed and no new items are added. During the Sprint, the team holds a
daily Scrum of roughly 15 minutes to review the work completed the previous day, the work
planned for the day ahead, and any obstacles in the way. Progress is tracked on the Sprint
Burndown Chart, which outlines the amount of work required for a successful finish.
During each Sprint, the team also meets once or twice for a time-boxed period of one to
two hours to review the product backlog and prepare for future sprints. By analyzing
requirements, (re) estimating scope of work, and restructuring workloads, the team can
select items from the product backlog for the next Sprint in just a few hours.
Finally, each Sprint ends with a Sprint review where teams outline product progress,
formally close out Sprint activities, and make “go/no-go” decisions regarding the release.
There is also a Sprint retrospective to assess the process and environment and determine
what is and isn’t working.

© 2017 Deloitte The Netherlands

Key features of a successful Agile Team
•

Teams are the basic cultural unit. The team is accountable for the work and team
members are accountable to each other, mandating a cultural change from “me” to
“we”. No individual can succeed without the team succeeding.

•

Agile teams are cross-functional and include all the end-to-end expertise required to
deliver a potentially shippable product. Team members have their specific expertise,
but learn other specialties as well. Each member has primary and secondary skills and
goes where the work is.

•

Agile teams are co-located; all team members work closely together in the same office
space. Additionally, each member is dedicated to the team and has no other jobs to
do.

•

Once composed, Agile teams tend to stay together over time. They become familiar
with each other’s strengths and weaknesses, and help each other achieve common
goals. They also take joint responsibility for both the successes and failures in their
portfolio of initiatives.

•

Agile teams are self-organizing with a high degree of autonomy. If a team member is
under-delivering and causing the team to miss its goal, he or she will be removed
from the team and a new member will be selected.

•

Agile teams have no manager, although a Scrum master acts as team leader and does
whatever he/she can to help the team succeed.
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Step 2: Scaling Agile using proven frameworks

Scaling to Enterprise Agile
Although many organizations have successfully organized a small handful of Scrum teams, it
is considerably more challenging to scale Agile to the enterprise level. To effectively
integrate teams, manage dependencies, and track work to completion, organizations must
complement Agile methodologies for individual teams (Scrum or Kanban) with additional
frameworks for large-scale enterprise agile. These frameworks give teams a common
language, align them to each other and to the common mission, help to identify and
manage cross-team dependencies, and highlight each team’s contribution to business
value. Building on the individual team methodologies, these frameworks add roles and
processes to:
•

Synchronize delivery across multiple teams

•

Roll up the results of individual teams into composite releases

•

Resolve cross-team dependencies and inconsistencies

•

Address cross-cutting concerns related to architecture, security, and performance

•

Adapt funding and workflows to changing business strategy and priorities

Although many frameworks are available, those used most frequently include:
•

Scaled Agile Framework (SAFe)

•

Large-Scale Scrum (LeSS)

•

Disciplined Agile (DA)

•

Spotify (which is not a framework, but provides a set of practices that can be applied)

The layered model of the SAFe framework

The layered model of the SAFe framework

Portfolio

Epic

The Portfolio level organizes and funds a set of
Value Streams

Value Stream

Capability

Large Value Streams may require multiple ART’s,
(otherwise each Value Stream has 1 ART)

Program

Agile Release Train

Feature

5-12 Agile teams form a long-lived Agile Release
Train (ART), with a common iteration cadence to
synchronize on Program Increments (PI).

Frameworks for large-scale Agile are based on different layers of aggregation, each with
specific coordination mechanisms. The SAFe framework identifies the levels as shown in the
figure (where the Value Stream level is optional).
Agile Team

Story

Source: http://www.scaledagileframework.com
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Scaling Agile using a best practice, like the Spotify model

Spotify organizational concepts
While a cross-functional Agile team can collaborate effectively to deliver product increments, the structure breaks down when organizations try to coordinate multiple Agile
teams to manage performance or share learning and knowledge. That is why Agile
organizations need to adopt other organizational concepts. Spotify was one of the first to do
so, with the introduction of concepts such as squads, tribes, chapters, and guilds.

Different types of squads
•

Product teams are responsible for an entire product, typically a smaller system with
a manageable feature set.

•

Squads are long-lived cross-functional Agile teams that can work independently on a
long-term mission to build or enhance the functionality of a defined application
component, product, or features (see sidebar).

•

Feature teams are responsible for a specific set of user-centred functionality in a
product, called features. They are used when a product is too large for one product
team.

•

Tribes contain multiple squads of roughly 150 people. They own either vertical (business
unit system, client app) or horizontal (infrastructure, platforms) products or platforms.
Within a bank, for instance, a tribe could be responsible for the mobile banking app.

•

Component teams typically include highly experienced experts who are responsible
for components that do not directly create user value and can be re-used by other
teams. By eliminating codebase duplications, these teams help reduce complexity.

•

Chapters represent a functional competency area (e.g. UX design, development, testing)
and are responsible for expertise development, as well as learning and knowledge
sharing (cross-pollination of ideas and best practices). While the chapter members report
to a chapter lead, who helps manage performance and set salaries, this is not a full-time
role. As such, chapter leads are also part of a squad.

•

Tribe

Tribe
Product
Owner

Product
Owner

Chapter

Chapter

Guilds are more informal structures that resemble a community of people with shared
interests. People can join and leave a guild at any time.

Guild

Source: Spotify
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Squad

Squad

Squad

Squad

Squad

Squad

Squad

Squad
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To scale Agile, organizations must adapt their approach to enterprise architecture

The need for a different enterprise architecture (EA) approach
In a recent Deloitte survey, only 18% of enterprise architects believed that ‘all EA artefacts
are perceived as useful by stakeholders’. Part of the challenge is traditional waterfall
practices: when central EA teams must approve extensive project start architecture
documents before a project can actually start, stakeholder needs are often compromised.
Clearly, this approach needs to change. Not only is it time consuming, overly-detailed, and
rigid, but it is not fit for purpose in an Agile world.

So, what does Agile EA look like?
EA in an Agile world follows an incremental and just-in-time iterative approach. To deal with
changing requirements, teams begin by creating high-level boundaries and defining core
connectors and principles. Then, level-by-level (or Sprint by Sprint), these become more
concrete. EA artefacts developed in this way are ‘just in time’ as they follow the heartbeat of
the Agile process, and ‘just enough’ as they focus on what is really necessary.
Here’s how it may look using the SAFe framework. First, architects would work with Agile
teams at the portfolio and program levels to enhance communication, rather than to simply
create architectural artefacts. Using the architectural runway concept, teams would then
assess which technological platforms are capable of supporting the implementation of the
highest priority features. From there, the architecture team would focus on identifying and
delivering new ‘enablers’ designed to enhance the platforms’ capabilities and extend the
runway for future features.

Develop Architecture

Initial ADD

Sprint 1

Sprint 2

Sprint n

Final ADD

Architecture to be defined in parallel with project sprints
Source: Deloitte, Agile Enterprise Architecture Playbook

Feature

Feature

Enabler

Feature

Feature

The Architectural Runway is extended by new enablers …
… that are consumed to create new features

Enabler

Architectural Runway
Source: Scaled Agile Framework
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Step 3: Embracing DevOps

Three pillars of DevOps
Rather than stopping at the development phase, end-to-end Agile extends to deployment
and operations as well. This is called DevOps, a culture that promotes close collaboration
between development and operations. The objective of DevOps is to release software more
rapidly, more frequently, and more reliably. Three ingredients are needed to do this:
•

•

•

People – For DevOps to work, developers (who value change), testers (who value risk
reduction), and operations groups (which value stability) must work together to align
their interests. This type of collaboration requires a cultural shift. Each team member
must be committed to the development of flawless operational software, take ownership
of results, and submit to a process of peer-reviewed change approval.
Processes – To reduce friction and handoffs, and increase throughputs and time to
market, DevOps teams must adopt automated workflows for key processes such as
build, test, and deployment. Every IT asset must be under version control and monitored
once in operation. The sidebar outlines several application lifecycle management tools
often used by DevOps teams.
Applications – Componentization of applications is critical to enable DevOps at scale.
Frequent deployment of small chunks of functionality by multiple DevOps teams working
in parallel does not work well, particularly in architectures of large monolithic code sets.
Instead, DevOps thrives on modular design and component decoupling. This explains
why many successful DevOps teams—including those at Netflix, Amazon, and Twitter—
rely on a micro-services architecture, which enables the continuous delivery of new
functionality through multiple deployments each day.

Collaboration
of people

Automation
of processes

Componentization
of applications

Examples of well-known ALM tools
JIRA is a cloud-based tool used for planning, prioritizing and tracking of work up to handling
product release and monitoring after deployment. CA is another tool, well known for its support
of the portfolio and program level.
GIT is open-source and the most common source management and version control system
available. The related GitHub site is a popular open source repository.
JENKINS and BAMBOO are two tools for continuous integration and delivery to build code,
execute automated tests and push software to staging or production.
DOCKER is used to create containers (smaller, lighter versions of virtual machines) that package
an app and manages its dependencies.
PUPPET and CHEF are two tools for software based infrastructure provisioning. They allow users
to describe a series of resources with their configuration which are then automatically configured
by the tool.

© 2017 Deloitte The Netherlands
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DevOps is often established as a workaround to Agile bottlenecks

The trigger for introducing DevOps
While most enterprises start their Agile journey with teams dedicated to handpicked
applications, these teams typically want to release more frequently as their maturity
increases and processes are optimized. If the handover from development to operations
becomes a bottleneck, however, Agile teams often start creating workarounds. For
instance, rather than waiting for operations to approve new virtual machines as they’re
required, they may order more machines than they need up front.

Outcome Metrics

Definition

Release Frequency

Number of releases per period
• By successful/failed
• Successful releases by Scheduled /Emergency

Start DevOps with a lean analysis
To identify these bottlenecks, it’s helpful to start by conducting a lean assessment of the
current release and deployment process. Organizations that analyze all individual activities
and handovers, and measure throughput times and errors, often find that their waiting
times are too long. This positions them to identify improvement opportunities and take
steps to create more business value, e.g. by automating manual tasks.

Impact on System Engineers
As automated processes begin to replace manual and repetitive tasks, the role of systems
engineers changes considerably. For instance, DevOps engineers will work closely with Agile
teams once release and deployment processes are standardized, automated, and made
lean. Additionally, as parts of the process are vastly simplified, developers can use a selfservice model to initiate them on their own

Lead time to deploy

© 2017 Deloitte The Netherlands

Shortest possible time from Idea to Live
# of teams pro-actively measuring lead time
Average lead time - # of days
Average lead time per team - # of days
Mean time to repair – including fixing any underlying
problem

Number of Incidents

Number incidents per period by impact severity
• By business impacting/non business impacting
• By origin (e.g.: change related)

Mean time to Recover

Mean time to restore a service in hours by period

Service Availability

Service availability (hours) expresses as a percentage
• Outages by cause in hours expressed as a %
• Change related outage hrs. required to apply changes to
prod
• # of days spent in utility

Continuous Improvement

• % of teams publishing lessons learned
• # of times agile coach support requested

Quality

• Defects identified in development

Impact on Metrics / Continuous improvement
A DevOps environment does not use metrics simply for periodic reporting to management.
Instead, they leverage lean principles to use metrics for continuous improvement and to
track results. The table below outlines some typical DevOps metrics.

•
•
•
•
•
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Step 4: Combining Agile with design thinking and lean startup in mode 2 environments

Exploration and discovery
Business complexity and uncertainty are not equally distributed across a company. Some
domains know what they want and how to do it, while others don’t know what they want
and must learn through experimentation. Gartner refers to these different working styles as
‘mode 1’ (which is focused on predictability) and ‘mode 2’ (which is exploratory).
Because Agile can be used in both modes 1 and 2, they are not respectively equivalent to
waterfall and Agile development. In mode 2, however, Agile must be used in combination
with other capabilities, such as lean startup, design thinking, innovation management,
and/or crowdsourcing (see sidebars). That said, not all Agile teams thrive in a mode 2
environment and some people prefer to apply Agile while remaining in mode 1 environments.

Design thinking
Design thinking is a methodology that aims to solve poorly-defined business issues in
creative ways. Rather than trying to solve these so-called ‘wicked problems’ using existing
frames of reference, it employs divergent and creative thinking to imagine a new future.
With a range of unconventional ideas on the table, organizations can test different
solutions to rapidly identify which ones work and assign resources to the most
successful. For design thinking to work, team members must be creative, curious,
optimistic, and collaborative

Build
Lean Startup
Lean startup is a methodology for iteratively developing businesses and products,
proposed by Eric Ries (The Lean Startup). Well-known concepts include:

Learn
© 2017 Deloitte The Netherlands

Measure

•

Minimal viable product (MVP) is an unfinished product that development teams
release to test hypotheses and gather customer feedback early in the design process.

•

A/B testing is a data-driven experiment in which different versions of a product are
offered to different customer groups that are randomly selected). By observing and
comparing the way customers react to the different versions, the team gathers factbased information that leads to actionable insights and educated decisions. Digital
companies like Facebook often test small changes in an A/B testing environment
before deciding which should be made available to all users.

•

Continuous deployment is a process where all code that is written and tested is
immediately deployed into production, potentially dozens of times each day.
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To right-speed IT, companies need the ability to choose from a continuum of Agile approaches

“The speed of IT should be as fast as possible, balancing
business value, risks, and technical feasibility. Right-speed
IT is about applying the amount of rigor and diligence that
is appropriate for each business application.”
- Deloitte Tech Trends 2016
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Mode 1
Agile
Mode 1
Hybrid
Agile

That said, Agile is not a silver bullet that can be applied using a ‘one size fits all’ approach. In
some cases (e.g. for predictable and repetitive activities), the waterfall approach remains
the best choice. In other cases, a hybrid Agile approach makes best sense. Even where Agile
is the best choice, it will be deployed differently in different circumstances (e.g. to resolve
mode 1 or mode 2 problems). For these reasons, organizations need the ability to rightspeed IT by choosing from a continuum of approaches.

Mode 1
Iterative
Waterfall

Agile has proven to help resolve an intrinsic waterfall weakness: the assumption that
customers are able to articulate well-defined requirements, which will not be subject to
change. In practice, customers often find it difficult to translate their needs into textual
requirements, and requirements keep evolving as the external environment shifts. With
waterfall development, the consequences of these ill-defined requirements only become
visible at a late stage of the project, where the cost of making changes is very high. Agile,
however, is designed to accommodate changes by responding to customer feedback with
rapid product interactions.

Mode 2
Agile

A spectrum of approaches
•

Low or no predictability (“Unknown unknowns”)

•

Exploratory nature / need for experimenting

•

Cause and effect not obvious, best practices emerge over time

•

Approach: Agile + Lean Startup + Design Thinking

•

Final product is not clearly defined (“known unknowns”)

•

Stakeholders need the ability to modify the scope

•

Rapid deployment of MVP’s is the goal

•

Approach: Agile

•

Final product is not clearly defined (“known unknowns”)

•

Stakeholders need the ability to modify the scope

•

Need for high-level upfront planning and cost estimate, no early MVP

•

Approach: Hybrid Agile (see next page)

•

Requirements well known, and well understood (“all is known”)

•

Requirements are fixed, no changes in the scope expected

•

Predictable activities that have been done many times before

•

Approach: Iterative Waterfall
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Taking a hybrid Agile approach

When does hybrid Agile make sense?

How to make it work

While Agile is well-suited to the development of a continuous flow of features that can be
added to a product one increment at a time, larger projects (e.g. ERP implementations) can
sometimes benefit from the predictive features of waterfall as well. With hybrid Agile (aka
Water-Agile-Fall), organizations combine elements of both Agile and waterfall to get the best
of both worlds. Typically, hybrid Agile projects use waterfall methodologies to start and end
of the project, and use Agile in the middle to design and build. The waterfall start and end
phases are used for:

To make hybrid Agile work, organizations should:

•

Upfront planning and design. Hybrid Agile starts with an analyze and plan phase, similar
to waterfall approaches, where a high-level plan is needed upfront to:
o Meet a traditional planning and budgeting cycle by providing project estimates, e.g.
based on team size and expected number of Sprints.
o Increase stakeholder comfort and confidence by sketching the road from start to
operational software.
o Analyze the process required to create a sound high-level architecture and design for
larger and complex systems, to be used for the Sprints in the design and build phase.

•

Final hardening and packaging. Hybrid agile is typically used for projects that deliver
large systems that can only be taken into production as a whole (e.g. ERP systems). Such
projects require a final phase, following design and build, to harden, package, and deploy
the system. While parts of the system are delivered in increments during the Agile
Sprints, and subject to continuous integration, actual production deployment only takes
place in the project’s final (waterfall) phase.

By using waterfall methodologies to start and end the project, companies get the
predictability they need. By using Agile in the middle, they also realize additional benefits,
such as increased transparency and stakeholder engagement, improved productivity, and
more rapid issue detection.

•

Limit the duration and scope of both the ‘analyze and plan’ and ‘test and deliver’ phases.
The master plan must remain high-level and cannot include a detailed Gantt chart for the
design and build phase.

•

Adopt a true Agile approach in the design and build phase. If the Sprints are actually
mini-waterfalls, it is not hybrid Agile.

•

Employ a mechanism to prevent the Agile thread from drastically changing the project’s
original scope and size. During the analyze and plan phase of a typical hybrid Agile
project, teams create a high-level backlog of functionality on which the project estimate
is based. To prevent scope creep, the total size of this initial backlog needs to fit a
predefined number of Sprints.

Analyze
& Plan

Design & Build - Agile Thread

• Develop Master
Plan

•

Sprints with Design, Build and Unit Test,
generally focused on user functionality

• Collect and
Prioritize
Requirements

•

After each Sprint: integration and regression
testing

• High-level
Architecture and
Design

Deliver

• Final round of
• Package all code to
integration,
be released for
performance and
production
regression testing
• Deployment in the
• Builds on
production
continuous
environment
integration and
testing parallel to • Support after go-live
the Sprints

• Develop Sprint
Plans

Design & Build - Waterfall thread (Optional)
•
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Test

• Final hardening
phase of all
required features.

Design & Build in the form of a waterfall
thread (parallel to the Agile Thread). Typical
example: data migration
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Agile outperforms waterfall

Agile projects

Survey says…
Research by the Standish Group (2015) compared the success rate of 50,000 projects on
two dimensions: approach (Agile vs. waterfall) and size (small, medium, large). According to
the results:

Agile projects are more likely to succeed than others. For small projects, Agile has a
58% success rate, compared to 44% for waterfall. For large projects, Agile’s success rate
is 18%, compared to 4% for waterfall. As these results make clear, however, Agile is not
a panacea: large Agile projects still fail 23% of the time. This is, however, half of the
failure rate of waterfall. The reason Agile outperforms waterfall is because it addresses
the top three contributors to project failure:
• Lack of user involvement (16%)
• Lack of executive support (14%)
• Unclear or changing requirements (13%)

“The overall results clearly show that waterfall
projects do not scale well, while agile projects scale
much better”
― 2015 Chaos Report. Standish Group

11%

Small projects

2.

Small is better. Small projects are more likely to succeed than large projects, which are
typically more complex and harder to coordinate. To reduce this complexity, organizations should break large projects into smaller increments and restructure workflow
accordingly. Despite the complexity of scaling Agile, there are frameworks to make it
work. Waterfall, however, does not scale well at all.

4%

44%

38%

58%

45%

3%

Large projects

1.

Waterfall projects

18%

23%

42%
55%
59%

Successful

Challenged

Failed

Source: Standish Group, Chaos Report 2015
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Enhance success with 10 principles for Agile organization design

10 principles
Establish long-lived teams. Cross-functional, long-lived teams are the basis of an
Agile organization. Most teams go through a series of sub-optimal phases
(forming, storming, norming) before they reach a performing phase. Long-lived
teams have the time to go through these phases to emerge stronger.
Favour unscripted communication. Digital transformation requires a high level
of unscripted communication within and between teams, and cross-pollination to
sow the seeds of innovation. Because communication is unscripted, team
members must be intrinsically motivated. This is achieved by a hiring the right
people and fostering a working environment that gives them purpose, autonomy
(to decide and execute), and mastery (pursuit of excellence).
Be fully transparent. Public (company internal) Information Radiators make
information, good news and bad news, easily accessible to all. They promote a
culture of transparency and accountability and act as a trigger for conversation.
In that sense, it is a prerequisite for the previous item ‘unscripted communication’.
Optimize for responsiveness. Value streams are a series of activities that deliver
an independently achievable and valuable business outcome. In an Agile
organization, these value streams are optimized for responsiveness. Costeffectiveness follows as a secondary effect from eliminating unnecessary red
tape, waiting times, and rework.

Develop T-shaped people. Cross-functional teams require T-shaped people:
those who have deep knowledge and expertise in their specialist domain (e.g.
development), as well as adjacent skills (e.g. testing, UX design). By combining
depth with breadth, they can go where the work is rather than confining their
focus to their area of specialization.

Combine planning and execution. While traditional organizations often put
senior people in charge of planning and relegate execution to junior staff, that is
not the case in Agile organizations. Instead, planning and execution are
combined, and the number of people who coordinate other people’s work on a
full-time basis is minimal.
Make ownership very clear. Autonomy needs to be balanced with accountability
and transparency to secure alignment with business goals. In an Agile
organization, ownership must be very clear to allow fast and efficient decisionmaking by empowered teams. Meeting and email overload are typical symptoms
of a lack of role clarity.
Budget for a stable flow of value creation. In Agile organizations, budgeting is
not based on pieces of work (like projects), but on the capacity of long-lived teams
dedicated to value streams. Instead of assigning people to funded projects, they
assign scope (epics, stories) to long-lived teams. The goal is to establish a stable
flow of value creation, which is responsive to changing insights. A good practice is
to use a quarterly rolling budget, where the plan for the next four quarters is
updated each quarter.
Use targets with care. Self-organizing teams need a more meaningful purpose
than simply hitting targets. If applied, metrics need to be outcome-based instead
of activity-based. They should also be well balanced by, for instance, combining
the business value of realized user stories with the quality of the software code.
Organizations can also benefit by moving from if-then incentives to now-that
incentives.
Make teams responsible for business outcomes. When teams are responsible
for business outcomes, rather than activities, they tend to develop a sense of
purpose and ownership, which enhances their motivation.

Source: S. Narayan, Agile IT Organization Design, Addison Wesley, 2015
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Our point of view and recommendations

Point of view
•

Agile is here to stay and should be applied by all organizations. In addition to resolving
intrinsic waterfall weaknesses, it consistently outperforms waterfall.

•

Agile should not, however, be applied using a ‘one size fits all’ approach. In cases where
upfront planning and final hardening are required, hybrid Agile may be a better choice.
In cases that are highly exploratory by nature, organizations may need to combine Agile
with other approaches, like lean startup and design thinking.

•

•

•

•

While it is relatively easy to run Agile on a small scale, with a handful of Scrum teams,
scaling Agile to the enterprise level can be quite complex. To succeed, organizations
must coordinate budgeting, portfolio management, and architecture management
across multiple Agile teams.
For Agile to succeed, organizations must adopt Agile organizational design principles.
These include unscripted communication, full transparency, the development of Tshaped people, clear ownership, and coordination between planning and execution. It is
not just another method that can be implemented within the existing organization and
culture.
Contrary to common perceptions, Agile is a rigorous methodology that requires hard
work and time to master. It is a skill that must be learned (both at the individual and
organizational levels).
Enterprises with large and complex application landscapes that have grown over
decades cannot become completely Agile at once. There will be a part of the application
landscape, with monolithic legacy systems (mostly systems of record), where stability
and security is prioritized over speed, with infrequent and incremental changes and a
planning horizon of seven-plus years. For these systems, a traditional incremental
waterfall approach, with well-planned change cycles, may remain the best choice, as part
of a strategy of rationalization and cost reduction. The reality is that most companies will
operate in both Agile and traditional environments for years. As such, they should
organize themselves for that reality.
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Recommendations
•

Start with iterative software development in IT, then introduce Agile by extending it to
the business on a small scale. Find a domain where project teams want to go Agile and
provide them with the training and coaching to make it a success so they can become
advocates for an Agile way of working across the larger organization.

•

After an initial learning phase, scale Agile to the program and enterprise levels.
Implement a proven framework like SAFe or LeSS that can help you rethink your finance,
budgeting, procurement, and vendor management processes.

•

Adopt a culture that maximizes communication and collaboration and adapt your performance management systems to support an Agile environment.

•

Agile has the potential to deliver concrete and measurable benefits, such as improved
productivity and time to market. When implementing Agile, then, don’t limit yourself to
soft targets like ‘employee enthusiasm’. Instead, set ambitious and concrete targets, and
track them during implementation.

•

While Agile is designed for change, you can also apply the its principles to support
functions like HR, finance, and facilities, by introducing self-organizing teams that take
more responsibility and have less oversight from management.

•

Ring-fence the part of the application landscape for which Agile will not be used (the ‘old
world’), and create a new Agile world alongside this. Manage the ring-fenced old world
with the objective to shrink it, reduce cost, and outsource. Manage the dependencies
between systems in the old and new worlds by making legacy system data accessible on
digital platforms. This allows the legacy systems to adhere to release schedules of every
three to six months, while necessary changes to digital platforms can be made in a
heartbeat.
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Our point of view and recommendations

Recommendations (continued)
•

Don’t cherry pick by implementing Agile concepts while leaving traditional structures like
program managers, steering committees, and periodic reporting in place. That defeats
the whole purpose of Agile and brings only friction and frustration.

•

Beware of old practices being continued in an Agile disguise. For instance:
o User stories
as the new name for detailed requirements
o Product owner
as the new name for an analyst writing user stories
o Scrum master
as the new name for project manager
o Sprints
as the new name for shortened waterfalls
o Sprint review
as the new name for user acceptance testing

•

Avoid prescribing a detailed one-size-fits-all Agile process for all teams. The notion of a
“standard” Agile process is contradictory, it does not give teams room to adapt and
improve.
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1.

4.

7.

Agility and speed
become the new norm.
Organizations learn and
adapt by experimenting
and fast deployment
(Agile, DevOps, lean
startup).

The workforce transitions
as digital, data, AI, and
robotics create new jobs
and cause existing jobs to
disappear..

Cloud becomes the
dominant IT delivery
model, with highly
automated IT processes.

2.

5.

8.

The boundaries between
business and IT blur,
business-led IT increases,
and tech fluency is vital for
all.

Organizations adopt the
vision, values, culture,
and leadership required
to build digital DNA.

Competitive advantage
shifts in favor of data and
algorithms fueling
algorithmic business.

3.

6.

9.

The rise of innovation
ecosystems with joint risk
taking, and value creation
among quickly engaging
and disengaging partners.

Innovation and
experimentation require a
larger share of resources,
with fit-for-purpose
funding mechanisms and
governance.

Information technology
(IT) and operational
technology (OT)
converge.
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The boundaries
between business and
IT blur, business-led IT
increases, and tech
fluency is vital for all.
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Digital natives demand more control, self-service options, and new engagement models

Digital natives expect seamless technology experiences …
Today’s digital natives—a generation of younger, better informed, technology-savvy users—
rely heavily on digital technology to both improve efficiency and convenience in their
personal lives, and transact, plan, and learn in a social context. As such, they expect their
business applications to have at least the same level of user friendliness as the technologies
they use in their private lives. To them, it makes no sense to have a full IT team on call to
manually provision IT services when they can enjoy fully automated experiences—including
financial settlement—through Google Play or the Apple App Store. As a result, expectations
of the IT function are mounting and there is zero tolerance for digital failure.

Self-provisioning becomes the norm
Unlike previous generations, digital natives are comfortable engaging in many activities
traditionally considered the domain of the IT department. As such, they want the autonomy
to self-provision their own solutions through fully automated provisioning processes, such
as corporate internal app stores. Notably, this expectation for self-service is not confined to
requesting standard products/services; it also extends to gaining access to sophisticated
tools like business intelligence and analytics. As a result, preparing, integrating, curating,
and enriching data for analysis will become democratized.
Additionally, as digital natives start occupying executive leadership positions, they will
transform from basic users into serious internal business clients and will expect businessrelated software—in domains like Marketing, R&D, Procurement, and Manufacturing—to be
left to their own departments rather than to the IT team. This trend will only accelerate with
the advent of more sophisticated cloud systems.

Internal engagement models evolve
As the expectations and demographics of internal stakeholders shift, IT departments will
increasingly need to find new ways to engage with their internal customers. Already, some
IT functions have begun to explore alternative engagement models such as hackathons,
internal crowdsourcing, and internal Dragon’s Den competitions.
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The distinction between ‘business’ and ‘technology’ jobs fades and tech fluency becomes a
driver of career success for all
The distinction between ‘business’ jobs and ‘IT’ jobs fades

Tech education becomes imperative

As digital technology redefines the way work is done in virtually every job, every worker will
need some level of technology skill. That’s true for the future of every industry—from
finance and healthcare to retail and beyond. As a result, the distinction between ‘business
jobs’ and ‘IT jobs’ is fading and new roles are emerging which include elements of both. In
many organizations, this is already happening among digital marketing teams. Rather than
confining so-called red talent (such as data scientists, quants, and technology architects) to
IT roles, and confining blue talent (such as change managers, political navigators, and
subject matter experts) to business roles, organizations are creating purple teams that
combine technically-savvy people with seasoned business communicators who are jointly
responsible for managing the function. As this expertise converges, the need to bridge the
gap between business and IT will cease to exist.

Becoming tech fluent is a daunting task. Like most proficiencies, it isn’t a once-and-done
matter of mastering a particular set of knowledge. Instead, it is an open-ended adventure of
continuous learning. Companies—lead by their CIOs—need to offer tech education
programs to help their people understand the major systems that form the technological
endoskeleton of enterprise IT, the technology forces that are changing the world in which
we live and work, and the way technology is used in the market to enable competitive
advantage.

Tech fluency drives career success
Due to this changing nature of jobs, the days when enterprise technology could be viewed
as someone else’s concern are coming rapidly to an end. IT workers have long been
encouraged to “speak the language of business”, but increasingly it is becoming just as
important for the business to speak the language of IT. To engage in and contribute to a
tech-driven business environment, all staff must become tech fluent. Like other
competencies, tech fluency encompasses different levels of proficiency. At an intermediate
level, for example, people have detailed working knowledge of how technology capabilities
can drive new revenue and open fresh opportunities in the near term. At the advanced
level, individuals can sense the disruptive opportunities that may arise in three to five years
due to emerging innovations—and can use that foresight to help their companies create
sustainable competitive advantage.
The emergence of tech fluency as a driver of career success among non-IT workers is a
relatively new phenomenon. It means that business leaders—executives and strategists in
particular—must now understand both top-level technology trends and how those trends
may affect the business. A CFO, for example, who has the final say on whether a new
technology-driven initiative gets funded, should be fluent in that technology’s capabilities
and risks before the project proposal is even written.
© 2017 Deloitte The Netherlands

Technology

Business
Business-Technology

Source: Tech fluency – A foundation of future careers, Deloitte Review 21, 2017, p. 82-93
Source: Purple people: The heart of cognitive systems engineering, Tom DavenPort, Deloitte University Press, 2015
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As a result, IT capabilities — such as application development — move closer to or are
embedded in the business
IT capabilities move closer to — or are embedded in — the business

Some capabilities should remain centralized

In the design of a future Technology Operating Model, one of the fundamental choices is
the decision which capabilities will be organized on a central level (common) and which can
better be organized on local level (e.g. within the business units). In general, we see a trend
towards IT capabilities being organized closer to - or even embedded in - the business,
fueled by other prevailing trends such as Agile and Cloud. These trends “disrupt” the IT
department's traditional monopoly on access to, knowledge about and funding for
Information Technology.

here will, however, always be capabilities that are best organized centrally. These include:

Application development is a typical example
As agile gains momentum, the IT capability moving closest to the business is application
development and maintenance. There is a clear trend from waterfall development by
project teams staffed from centralized resource pools to agile development by crossfunctional teams dedicated to a specific business line or product. In practice, these agile
teams are located either in IT (centrally) or within business units (locally).
•

Option 1 – Centralized agile/DevOps teams are located in the IT organization and report
to the CIO. Each agile team is long-lasting, dedicated to a business unit/product, and has
a product owner from the business embedded within the team. The CIO is still end-toend responsible for IT systems, but business drives priorities of functional changes.

•

Option 2 – Business unit (BU) owned agile/DevOps teams are located in a BU and
report to the BU lead. In this model, the BU is end-to-end responsible for BU systems
(change and run). The BU owns the change budget for its applications and is responsible
for execution of the change portfolio. While BU IT follows the standards and policies set
by the CIO office, governance shifts from IT to the business, placing corporate IT in the
role of consultant and advisor with a specific responsibility for aspects like security,
privacy and compliance, architectural standards, cloud integration, etc.

•

Office of the CIO (O-CIO) – A central organizational entity responsible for setting
company-wide (shared) standards and policies. Typical areas are:
o Security and compliance
o Architecture and standards
o Data definitions and data integration platforms
o Vendor selection and ecosystem management

•

Shared Service Centre (SSC) – A central organizational entity responsible for providing
common IT services used across the enterprise that deliver efficiency or cost benefits
when centrally provided. These may include:
o IT infrastructure (data centre, servers, storage, network)
o Digital workplace / communication / collaboration
o Typical office-specific applications, such as in finance/HRM/etc

O-CIO
agile

BU

Central IT

agile

BU

SSC

Central IT

SSC

agile

BU

Option 1: Business aligned (dedicated) centralized
Agile/DevOps teams
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O-CIO

agile

agile

agile

BU

BU

BU

Option 2: Agile/DevOps teams located in and
under control of the Business Unit
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Control of the IT budget also shifts, with up to 50% of IT spending under business unit control

Who controls the IT budget?
Traditionally, IT budgets have been controlled both centrally and locally (by business units).
Over the years, however, this balance has shifted. Between 2012 and 2015, a period of
consolidation driven by economic uncertainty and the need to reduce technological
complexity, the portion of the IT spend not under central control fell from 38% to 17%. Since
that time, however, decentralization has once again come to the fore with 21% of the IT
spend decentralized in 2016—a number Gartner expects will increase to 50% for large
enterprises with digital aspirations.

A new wave of decentralization
These figures indicate a new wave of IT decentralization, driven by the need for digitization
and innovation. In the digital era, the IT department cannot claim ownership of all
technology; instead, ownership will be distributed across the enterprise, enabling business
units to leverage the power of digital technology to drive process innovation. The COO and
the CMO will claim their share of responsibility for technology as well. This decentralization
marks more than a shift from a central IT budget to business unit budgets. It also heralds
the establishment of budgets for digital era value streams, customer journeys, and services
that cut across functions.

•

15% of the total IT spend is controlled by business unit IT, where profit centres are
accountable and the IT department acts as a subject matter expert.

•

6% of the budget is shadow IT—everywhere in the enterprise, with the IT department
neither accountable nor having detailed information about it.

•

By 2020:

“By 2020, large enterprises with a strong
digital business focus or aspiration will see
business unit IT increase to 50% of
enterprise IT spending.” - Gartner

From control to influence
As the formal responsibility of IT departments for IT spending decreases, CIOs will need to
determine how they may influence 100% of IT spending while only controlling 50% of the
budget. This is addressed in more detail in Big Shift 6.

62%

79%

2012: 62%
under Central control

2016: 79%
under Central control

2020: 50%
under Central control

(Average of all)

(Average of all)

(Large enterprises with a strong digital
business aspiration)

50%

Facts and Figures
According to Gartner IT Key Metrics Data 2017:
•

79% of the total IT spend is under formal control of the IT department, which is responsible for providing IT assets and services.

Source 1: Gartner, IT Key Metrics Data 2017: Executive Summary, 12 December 2016
Source 2: Gartner, Metrics and Planning Assumptions Required to Drive Business Unit IT Strategies, 21 April 2016
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Centres of Excellence can help companies manage these shifts

Centers of Excellence
Although organizations understand the imperative to disperse tech fluency across the entire
company, they frequently struggle to build up this expertise. One way to address this
challenge—particularly if digital proficiency must be built almost from scratch—is by setting
up a Centre of Excellence (CoE): a ring-fenced entity with co-located professionals that work
for the entire company.
By centralizing digital talent in a CoE—either within the IT organization or within a business
unit that most requires the expertise, companies can enhance talent attraction, development, and retention by building a unique culture and encouraging idea sharing. Digital
teams that join the company through an acquisition (e.g. of five people) can be housed in a
CoE to prevent them from being assimilated by the traditional culture. To encourage the
cross-pollination of ideas, CoE resources can also be seconded to other business units.
Ultimately, as the CoE and its expertise matures, CoE members can move permanently to
various business units, after which the CoE can be dissolved.
Note: a CoE differs from a central IT unit in that it has real value for external parties. If your
competitor would not want to buy your CoE, it’s probably not a CoE.
Typical

growth models

Organizations typically adopt different growth models as they disperse digital expertise
across the enterprise.
In the Tactical model, business units use digital technology to better
achieve existing targets without re-engineering the way the business
works. While investments in digital technology may be large, they are
not strategic and are often made in silos. This model is common in
organizations that have a stated desire to establish a digital market
presence, but that have not yet articulated a coherent digital strategy.

CoE

CoE

In the Centralization model, digital skills and initiatives are
consolidated into a central unit that serves the business units. By
enabling central governance over digital spend and priorities, this
model tends to be more efficient and can help organizations attract
and build digital expertise. It is also a good choice for companies that
are overspending on digital (i.e. through well-intended pet projects),
but are struggling to realize the expected business benefits, as it
helps them regain control over their digital investments. Additionally,
it helps to break down silos as companies transition towards a model
that supports a diffuse digital mindset and enterprise-wide expertise.
In the Champion model, a digital strategy is in place and communicated throughout the business, allowing everyone to pull in roughly
the same direction. While digital expertise and responsibility rests
with local business units, they are bolstered by a central team
focused on both knowledge sharing and the enablement of shared
capabilities, such as data science. This model reduces risk by
empowering the organization to rapidly learn from fast failures
rather than continuously reinventing the “digital wheel”.
In the Business As Usual model, digital culture, mindset, and
expertise are fully embedded across the entire organization. As there
is no longer a need for a central digital organization, central team
members can rejoin the business units. As digital working and
thinking become commonplace, the word ‘digital’ starts disappearing
from job titles.

Source: Deloitte, Building you digital DNA; Lessons from digital leaders
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Innovation Labs help too, by empowering the enterprise’s best talent to work together on
innovation
Innovation Labs
Innovation Labs are explicitly set up outside of the IT department as standalone entities fully
focused on delivering successful innovations. Joint business and IT agile teams work
together across the innovation lifecycle to ideate, prototype, develop, test, and scale up (if
successful) new innovations. Innovation Labs are characterized by their freedom to
experiment, and failure is part of the normal process (in fact, most ideas need to fail to
promote learning).
It is good practice to have rotational teams working in the Innovation Lab for three to six
months at a time. That way, new ideas consistently come into the Lab, teams gain hands-on
experience delivering digital value in an agile manner, and innovative ideas can crosspollinate across the organization when people return to their regular roles.

Competitions
In addition to Innovation Labs, innovation competitions are also an effective way to
encourage personal initiative, identify new talent, and generate creative ideas. The idea is to
encourage people across company to share innovative solutions to business challenges.
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Our point of view and recommendations

Point of view
•

Digital technology redefines the way work is done and impacts virtually every job in our
economy. As a result, the distinction between ‘business jobs’ and ‘technology jobs’ fades.
In the digital era, every worker needs some technology skill and a certain level of tech
fluency. New roles emerge that are neither ‘business’ nor ‘technology’, but a combination
of both—ultimately resulting in the convergence of technology and business.

•

The required level of tech fluency does not emerge automatically, and cannot be
imparted in a once-and-done manner. Instead, it requires continuous investment in tech
education programs, Centres of Excellence, and Innovation Labs. The CIO is well
positioned to drive these.

•

As agile and cloud gain momentum, technology is organized closer to—or even
embedded in—the business. This requires companies to decide where to locate IT
capabilities such as application development and maintenance (ADM). Those that choose
to decentralize ADM give business units end-to-end responsibility for their IT systems,
relegating the central IT function to the role of consultant and advisor with specific
responsibility for aspects like security, privacy and compliance, architectural standards,
cloud integration, etc.

•

As boundaries blur, control of the technology budget also shifts. In fact, in the digital era,
both technology ownership and budgets are distributed across the enterprise. Similarly,
value streams, customer journeys, and services that cut across functions will also have
their own technology budgets.

•

Each of these shifts will affect the role of the CIO. On the one hand, as infrastructure
moves to the cloud and ADM is decentralized, business leaders will assume
responsibilities formally assumed by CIOs, reducing the CIO’s role and perhaps
eliminating it entirely. On the other hand, digital era CIOs will increasingly be called on to
contribute to business strategy and operational success. In essence, they will evolve from
managers of the IT organization to leaders well positioned to succeed the CEO.
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Recommendations
•

Determine the organization’s required level of tech fluency to identify gaps and build a
digital curriculum to bring workers up to the required level of proficiency.

•

Start experimenting with organizational constructs like Centres of Excellence and
Innovation Labs to build and disperse digital skills and empower smart people across the
company to work together to create innovative solutions.

•

The days when technology was confined to the central IT department are over. Imagine
how technology will change your business in the next three to five years and make a
strategic decision about which technology organization and governance model can best
meet your needs. In particular, decide where the agile teams responsible for ADM reside.

•

Determine which kind of technology leadership will be required, how it should be
organized, and what type of person(s) you need for that. Base your succession plans for
senior management on that choice.
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The rise of innovation
ecosystems with joint
risk taking, and value
creation among quickly
engaging and
disengaging partners.
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The rise of innovation ecosystems

Evolving business ecosystems

The new business ecosystems are based on open innovation, solving a complex problem
collaboratively, creating an innovative new service that no organization could have created
by themselves. This requires an ecosystem of actors with complimentary capabilities and
that collaborate in joint risk taking and value creation. By joining resources, the business
ecosystem is able to create new business models, services and customer experiences,
that would have been out of reach of the individual actors.
In the digital era, data is the most valued asset of organization to be shared. It requires
companies to rethink their approach to intellectual property. For instance, they must
determine which data and algorithms they are willing to share as part of their value
contribution to the network, and which represent the core of their strategy and must be
protected at any cost. This is true for both private sector networks (supply chains, business
webs, ecosystems), and public sector networks (e.g. in healthcare, traffic control, security
services, and military operations).

Competition

Competition

Suppliers

Manufacturers

Goods

As a consequence, these new business ecosystems become significantly broader in terms of
actors involved and more complex in terms of the number and density of connections and
the volume of information exchanged. They are also highly fluid and dynamic, since they
have the ability to learn and adapt. The actors that participate in it have the ability to quickly
engage and disengage in these dynamic value webs, depending on their market needs and
their shifting configurations of alliances and chain partners.

complex, dynamic, and connected value webs

Distributers

Co-creation and collaboration

Enterprises are always part of business ecosystems, encompassing actors like customers,
suppliers, intermediates, aggregators, technology vendors, regulators and competitors.
These business ecosystems are changing rapidly as companies strive for innovation by
turning their attention outward. Their perspective on business ecosystems changes, away
from traditional linear supply chains to complex, dynamic and connected value webs that
increasingly are situationally determined and can exist as short as a day or as long as the
lifecycle of a product or service. These new business ecosystems are likely to include nontraditional partners, even from other industries.

Linear supply chains are evolving into…

Consumers

Source: Deloitte University Press, Business ecosystems come of age – The power of platforms, John Hagel
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Step 1: connect with external resources and build your disruption radar screen

The need to connect
In an era characterized by significant market disruption, organizations understand that
innovation is necessary to both survive and thrive. Too often, however, organizations lack
the resources and capacity to meet their innovation ambitions. There are several reasons
for this gap, but one of the most detrimental is the historic inclination to operate in
isolation. Companies that struggle with innovation often aim to reach their goals by
leveraging only internal resources. Digital innovators, on the other hand, understand the
power of collaboration and actively connect with external resources to:
•

Start-ups and Scale-ups
Competitors

Anticipate new technology trends and spot early stage opportunities to spur idea generation and drive investment decisions. Companies who are good at this have organized
their Digital Disruption Radar screen: make sure you know “what’s coming in Digital
Technology”. They have well prepared bi-annual joint business and IT meeting in which
they identify potential digital disruptive technologies, both as a potential threat as well as
a potential opportunity to disrupt others in their market or allow them to enter a new
market.

•

Gain access to scarce talent with expertise in emerging areas such as artificial intelligence and robotics. Building this expertise from scratch is much more time intensive
than teaming with a partner.

•

Foster an environment for experimentation by working with start-ups and scale-ups to
share the risks and rewards of jointly-developed innovations.

•

Constantly be on the look out for new alliance/ecosystem partners that are open to
collaboration, that could compliment your market strategy and that could improve your
time to market.

Research groups
Disruption
Radar
Screen

Technology vendors
Analysts

Other industries
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Step 2: build the capability to quickly engage and disengage

Digitally engage with ecosystem partners
The imperative to connect across ecosystems, value webs, and supply chains has become of
paramount strategic importance in recent years. To support expanding digital capabilities,
manufacturers and retailers must participate in new distribution networks. To combat
extremism, government agencies, armed forces, and intelligence services must collaborate
intimately. In short, there is a growing need to digitally interconnect with ecosystem
partners. At the same time, however, organizations need the ability to disconnect from
these networks if the value of participation erodes. For organizations to seamlessly connect
and disconnect from a growing number of networks and value webs, they need the ability
to mash data, algorithms, and capabilities in real time.

Different strategies
Engaging and disengaging to and from innovation ecosystems requires, next to technical
capabilities, the right strategy that needs to be defined upfront. Among the possible
strategies are:
•

“Share to disseminate” – Open standards and technology to all others on the market
with the objective to accelerate the acceptance and dissemination of the new digital
solution, platform or - at least - standard. This strategy uses the nature of digital markets
as being a “winner takes all” environment. It is all about getting market share quick and
monetize later.

•

“Quid pro quo” – Contribute data, technology or other company resources to the
ecosystem with the objective to get something in return from the other participants that
is valuable for you. This requires a strategic choice which resources are to be shared with
others and which are best kept proprietary and protected at all costs.

Prepare for exit
Innovation ecosystems are dynamic and fluid and companies need an upfront strategy for
the time frame they want to participate and the way they can exit the ecosystem if they no
longer see the value. The participants in an ecosystem can for instance agree on an annual
evaluation followed by a ‘stay or go’ decision. Parties need to agree upfront how the
ecosystem will deal will shared data and IP in case one of the parties exits.
© 2017 Deloitte The Netherlands
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Option to consider: Create an ‘edge play’

Disruption on the edge

Strategies for creating an edge play

Because disruptive innovation is counter-cultural for many organizations, there is always a
danger that it will fail to survive within the organization’s core. For this reason, many
companies pursue innovations that may disrupt or cannibalize their existing products or
services at the “edges” of the business. These may appear at the edge of the company, the
edge of an entire industry, or the edge of a specific geography or demographic. The Apple
iPod, for example, emerged on the edge of three different industries: consumer electronics,
music, and the Internet.

There are two ways to create an edge play. Organizations with sufficient internal resources
can do it on their own. Those struggling with internal innovation efforts, however, may be
better served by sharing the risks and rewards with a start-up or scale-up. In these cases,
the start-up gets access to investment funds and corporate assets (such as an established
client base), and the company gets access to digital talent and an environment in which
innovation can flourish.

Edges represent low investment, high-growth-potential opportunities and differ from
traditional growth, innovation, or change initiatives. They also have four distinct characterristics. In the short term, an edge:
• requires minimal investment to initiate and
• has the ability to grow the pie.
In the long term, an edge:
• aligns with long-term disruptive shifts in the market and
• has the potential to transform the core.

Balancing protection and friction
All edges are places of both protection and friction. On the one hand, they protect fledgling
innovations from corporate subversion and red tape, and allow innovators to challenge the
status quo without the need to adhere to mainstream financial KPIs. On the other hand,
they cause friction by identifying areas where existing products or services no longer serve
market needs. This dynamic makes an edge a risky but rewarding place to work—one that is
often well-suited to creating and nurturing tomorrow’s talent.
It’s also important to note that what’s born on the edge can eventually outperform core
products and services—positioning organizations to disrupt themselves. In telecom, for
instance, wireless and data networking emerged at the edge and replaced the previous core
focus on fixed networks and voice communication.
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Option to consider: Create a platform play

Why consider a platform strategy?

Your best platform strategy: Occupy an influence point

In his Deloitte University Press article, Business ecosystems come of age, John Hagel
identifies three types of platforms rising in popularity.

Despite their benefits, however, participation in platforms can expose organizations to risk.
As Hagel notes, “The risk is that they might also undermine the ability of individual
companies to capture their fair share of the value being created, especially if they do not
own the platform. By creating far more visibility into options and facilitating the ability of
participants to switch from one resource or provider to another, platforms can commoditize
business and squeeze the margins of participants.”

1. Aggregation platforms connect buyers and
suppliers through transaction-based hub-andspoke models. Buyers gain full transparency
(e.g. quality, price) into a range of products,
allowing them to rate and compare offerings,
find the best matching offer without help from
an intermediary, and seamlessly complete a
purchasing transaction—from booking and
fulfilment to payment processing. This makes it
easier for new suppliers to become active on
the market, ultimately augmenting available
consumer choices.
2. Social Platforms build and reinforce long-term
relationships among platform participants, by
enabling social interaction and fostering
community connections. They tend to operate
as mesh networks rather than on a hub-andspoke.

To reap the rewards of a platform play, this means organizations must gain “… an understanding of influence points that can create and sustain sources of advantage, and make it
feasible to capture a disproportionate share of the value created on the platform. By having
privileged access to a larger and more diverse array of knowledge flows, the company
occupying an influence point has an opportunity to anticipate what’s going to happen by
seeing signals before anyone else does. That company is also better positioned to shape
these flows in ways that can strengthen its position and provide greater leverage. When
you’re in the center of flows, small moves, smartly made, can indeed set very big things into
motion.”
Admittedly, a single company can rarely occupy this influence point, particularly given the
cost it takes to establish a platform. To foster ongoing innovation within the network, all
participants must be equally rewarded for their efforts. This should become increasingly
feasible as new technologies like data analytics and blockchain give network participants the
power to better share risk and reward.

3. Mobilization Platforms bring people with
common interests together and empower them
to accomplish goals that exceed the capability
of individual participants. They tend to foster
longer-term relationships to enable the
achievement of these shared goals.
Source: Deloitte University Press, Business ecosystems come of age – The power of platforms, John Hagel
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Re-envisioning vendor relationships

Sourcing in the Digital Era

Fostering co-creation

Deloitte’s 2016 Global Sourcing Survey identified three important global outsourcing trends:

In 2016, Gartner shared an approach that several global companies use to foster collaboration with vendors. In essence, they recommended that IT teams:

1. Although organizations still see cost cutting as the primary reason to outsource, they
have come to realize that service providers can also help them drive business value by
delivering new innovations and enabling transformation.
2. Despite this imperative, 33% of respondents felt their service providers lack innovative
solutions and offerings, while 65% still struggle to define, track, and motivate service
partner innovation. In fact, only 21% of companies include innovation as a contractual
term and only 35% currently measure the value created through innovation. To enhance
value and manage risk, organizations must explore new approaches to outsourcing.
3. One way to enhance outsourcing value is by encouraging service providers to deliver
additional innovation. To achieve this objective, however, organizations must better
define innovation as something that extends beyond mere cost cutting efforts.

Sourcing and innovation: a mismatch or just the wrong incentives?
To improve organizational nimbleness and agility, IT organizations must be liberated from
operational constraints so they can reimagine development and delivery models. Sourcing
is one of the delivery models that must be reimagined. Currently, for instance, if vendors
reduce their product’s total cost of ownership, their own revenues effectively fall—limiting
their incentive to innovate.

1. Create a modernization team within the production environment to co-innovate in
collaboration with suppliers.
2. Help the business understand that taking a rationalization and modernization hit on
core run systems will free up resources for initiatives geared at growing and transforming the business.
3. Give sourcing partners contractual financial incentives to return run-related savings to
the customer in the form of growth- and transformation-focused innovations.

4. Let the business determine how to spend the freed-up resources (money and effort).
5. Use innovation vouchers with strategic service providers where total cost of ownership
reduction savings in the production environment are traded/applied toward modernization projects in the provider's portfolio and/or opportunities to participate in digital
proof-of-concept initiatives.

Legacy IT Platform

Revolving Innovation Fund

To address this dilemma, companies must change the incentive structures in their sourcing
contracts. To foster joint innovation, for instance, companies can agree to share some of the
risk of innovating—as well as some of the rewards..

Source: Deloitte 2016 Global Sourcing Survey
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Digital IT Platform

Reinvestment of funds into
exploratory and innovative
digital IT initiatives

TCO reduction resulting
from consolidation, automation,
and migration to cloud

1
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Our point of view and recommendations

Point of view
•

Every company that operates in the digital era needs to innovate. Companies that
struggle with innovation are often insular and focused on leveraging only internal
resources. Digital innovators, on the other hand, embrace collaboration by connecting
with external resources to anticipate emerging technology trends, access scarce talent,
foster an environment of experimentation, and enable new business models.

•

To leverage the power of collaboration, organizations need the ability to quickly connect
and disconnect from a range of ecosystems and networks.

•

To prevent corporate resistance from threatening the survival of disruptive innovations
that may cannibalize existing products and services, many organizations pursue
disruptive innovation at the edges of the business. Although it is possible to create an
edge play independently, most organizations will benefit in this effort by joining forces
with a start-up to share the risks and rewards. The start-up gets access to investment
funds and assets (such as an established client base) and the company get access to
digital talent and an environment in which innovation can flourish.

•

In the search for new business models, companies may want to consider a platform play.
This requires an understanding of how they can capture a disproportionate share of the
value created on the platform.

•

To modernize the core technology platform, companies should also re-imagine their
vendor relationships.
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Recommendations
•

When connecting with external parties, look for those who can help you anticipate
emerging technology trends and spot early stage opportunities. In addition to spurring
idea generation, this can help you make more informed investment decisions.

•

Before joining external networks, make strategic choices about which data/algorithms
you willing to share, and which must be protected at all costs.

•

To strengthen your innovation capability, join forces with other companies or start-ups to
share the risks and rewards of small-scale innovation efforts.
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Chapter 4
Three Big Shifts in ‘Resources’
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The workforce
transitions as digital,
data, AI, and robotics
create new jobs and
cause existing jobs to
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The IT workforce experiences huge HR challenges as existing jobs disappear, remaining jobs
transform, and new jobs emerge
Jobs disappear, transform, and emerge
In a 2013 article, University of Oxford researchers estimated that automation and robotics
could eliminate nearly half of US jobs by 2033. Although subsequent predictions have been
less gloomy (The Second Machine Age, McAfee & Brynjolfsson 2014; The Future of Jobs,
World Economic Forum 2016), there is little doubt that the IT team will soon be affected by
the technological shifts that are transforming the rest of the workforce. Trends towards
user self-provisioning, data centre automation, DevOps, and cloud will drive large volumes
of manual work out of the IT organization. At the same time, new jobs will appear that
require new capabilities and competences. Consider:

2. Conversely, as the System of Differentiation (applications that enable unique company
processes or industry-specific capabilities) and the System of Innovation (new
applications built on an ad hoc basis to address new opportunities) portfolios grow, the
IT department will require new skillsets that only part of the current workforce can
acquire through additional courses and training.

•

Proliferation of artificial intelligence, IoT, blockchain and robotics will require new
expertise and competencies.

•

The trend towards digital business will require customer journey specialists, UX designers, and visual designers.

In light of these trends, many companies have begun to evaluate the “future fitness” of their
current IT staff and use frameworks (such as the European E-Competence Framework) to
develop certified IT skills and capabilities.

•

The interconnection of everything will require high-level cybersecurity expertise.

•

The explosion of data will require new legal and compliance experts.

•

The shift from building to integration will push IT into the role of a service broker.

•

New delivery models (cloud) will require more mature vendor management.

Three HR challenges
These converging trends pose three major HR challenges for the IT management team:

1. Although 39% of the IT workforce currently works in the System of Records layer
(responsible for established or legacy applications that support core transaction
processing), that number will drop dramatically as baby boomer IT professionals leave
the department, taking with them the knowledge of existing legacy systems. This will
force some IT departments to either outsource or automate the maintenance of those
systems (see Deloitte’s 2015 report, Business Process Outsourcing Autonomics).
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3. The competition for (young) talent capable of working in the System of Innovation layer
is mounting, both among established corporations and start-ups. As a result, many
organizations struggle to attract and retain this talent.

New jobs with new skills, mostly from outside the company (new hires)
Transformed jobs, mostly from the existing population
Jobs disappearing due to automation of manual work
IT staff that can not make the transition to new capabilities

Current workforce

Future workforce
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Digital transformation decreases demand for classic IT jobs and raises demand for new
skillsets
Demand for classic IT jobs decreases
The collective impact of the nine big shifts on the IT workforce is transformational. As the
demand for classic IT roles declines, the need for new skillsets will increasingly emerge.
Some of the typical IT roles in decline include:
•

Project managers – The shift from waterfall projects to Agile development in selforganizing teams reduces the demand for project managers as Agile teams do not have
formal managers who’s single task it is to plan and coordinate the work of others.

•

Business analysts – Thanks to enhanced collaboration, shorter feedback loops, and
fewer handovers, Agile teams can frequently conduct their own analysis to create
specifications, reducing the need for dedicated business analysts/consultants.

•

System engineers – As infrastructure and platforms migrate to the cloud, more
processes will be automated (e.g. server provisioning and maintenance; version control,
testing, and deployment). This will reduce workloads in both the data centre and in enduser computing.

•

Service managers – As routine (service management) IT processes are automated and
new technologies replace manual work (e.g. using artificial intelligence (AI) for automated
incident response), there will be less need for service managers.

•

Middle managers – The need for managers to coordinate the work of others will decline
as teaming gains organizational traction and algorithms dictate workflows.

The need for versatility
As traditional jobs fall by the wayside, the IT workforce of the future will be expected to
have greater versatility. In addition to developing specific expertise, they will need to hone a
range of adjacent specialties as well so they can be deployed where the work is.
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New IT jobs are emerging
Agile / DevOps
• Scrum Master
• Agile Coach
• Product Owner
• DevOps Engineer

DevOps Engineer – Applies advanced tooling to
automate as much as possible (software build, test,
deployment, monitoring) to ensure that developers
and testers are never doing repetitive tasks. and that
the infrastructure is kept up to date as the stack
evolves.

Cloud
• Cloud Architect
• Cloud Service broker
• Cloud Security specialist
• Cloud Vendor manager

Cloud Service Broker - Identifies, negotiates,
procures, orchestrates and manages a range of
diverse services from the cloud that meet the
requirements for cost, availability and performance.

B2C / Digital
• Chief Digital Officer
• Digital Product Manager
• UX Designer
• Customer Experience Specialist
• Social Software Specialist
Data
• Chief Data Officer
• Data Scientist
• Data Integration specialist
• Data Architect
AI / IoT / Robotics
• AI / Machine Learning Specialist
• IoT Architect
• Robotics Engineer
• Technology Innovator

UX designer – Create the designs & wireframes for
mobile and web applications. Work closely with
customers to design end-to-end user experiences
from the ground up. Define user journeys and
intuitive designs.

Data scientist - Model complex business problems,
discover business insights and identify opportunities
through the use of statistical, algorithmic, mining and
visualization techniques. Proficient at integrating and
preparing large, varied datasets, architecting
specialized database and computing environments,
and communicate results.
IoT Architect – Senior-level technical lead who is
responsible for defining the company’s IoT strategy
and architecture. Oversees IoT solutions from
inception to deployment.
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The top 10 IT jobs in critical need are changing

The IT job market changes

Top-10 IT jobs in critical need (according to CIO’s)

To understand which IT skills will be in greatest demand in the future, Gartner asked CIOs
to list the top 10 IT roles that are currently in critical demand within their organizations, as
well as the top 10 roles they anticipate requiring in three years’ time. As the sidebar shows,
massive change in the IT job market is on the horizon. In three years, only five current roles
will remain in the top 10; five others will be new. In fact, the role that is expected to be in
greatest demand in three years (AI and machine learning expert) is an entirely new role.

1

Enterprise Architect

AI and Machine Learning Expert

2

Information Architect

Data Scientist

Admittedly, the roles disappearing from today’s top 10 list (like enterprise architect) will
likely remain important; they will simply decline in demand as other roles rise. This means
CIOs will increasingly be hunting for new types of expertise in the coming years.

3

Business Process Architect

Technology Innovator

4

Information Security Analyst

IoT Architect

5

Data Scientist

Cloud Architect

6

System Integration Specialist

Digital Business Designer

7

Cloud Architect

Chief Digital Officer

8

Technology Innovator

Digital Product Manager

9

Business Relationship Manager

Cloud Service Broker

10

Digital Business Designer

Business Process architect

Source: CIOs Must Evolve IT Roles and Talent Profiles to Adopt and Scale Bimodal, Gartner, 18 July 2017
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Today

In three years

In top-10 today, not in top-10 in 3 years

In top-10 in 3 years, not in top-10 today
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Tomorrow’s competencies and skills mix will barely resemble today’s

Contemporary Technology skills A-Z
The set of technology competencies and skills that companies need to master is changing
rapidly. In general, the halftime of technology skills decreases and continuous upskilling is
required. New technologies, like AI and IoT, require new skills. As a result, CIO’s need to plan
for a future competency and skill set that has little resemblance with the one of today.
Below are 14 contemporary competencies, with the degree to which they will change.
Agile ― The ability to collaborate and deliver using Agile principles and practices
and scale Agile from isolated pockets of development to the enterprise level,
including the coordination mechanisms needed for that.
Architecture ― As Agile, cloud, and IoT proliferate, fundamental structures of
software systems will change and new architectural concepts like micro-services
will gain traction.

Design Thinking ― As organizations heighten their digital maturity, they will need
the ability to take more creative and iterative approaches to meet their end users’
real needs.
Emerging Trends & Innovation ― The ability to track new technology trends to
spot emerging opportunities at an early stage and use this insight to generate
ideas and make investment decisions.
Infrastructure & Networking ― The trends towards cloud migration and software
defined everything, along with the automation of provisioning and monitoring, will
change networking and infrastructure configurations.
Integration & APIs ― As organizations increasingly participate in external ecosystems, and “loosely coupled” architectures proliferate internally, new forms of
systems integration will be needed.

Business of Technology ― Over time, the nine big shifts will change the way IT is
organized and managed, particularly due to the innovative use of data, algorithms,
and automation in the IT domain itself.

Internet of Things ― New expertise will be needed to manage the millions of
connected (smart) objects that extend the footprint of tomorrow’s technology. The
scale increases from thousands of users to millions of connected objects.

Cloud Computing ― Cloud-related capabilities—including development, integration, and management—will increasingly be required as organizations fully migrate
their infrastructure and applications to the cloud.

Machine Learning & AI ― While cognitive computing and AI remain at a very early
stage in most companies, they are expected to have a transformational impact on
business.

Cyber Security ― New technologies and an increasing number of interconnections
between people, systems and things, heighten the need to develop secure, vigilant,
and resilient systems, networks, and architectures.

Mobile ― Although most organizations have mobile expertise, the introduction of
new technologies like AI and augmented reality will mandate the development of
new mobile solutions and apps, including user experience.

Data Science ― Big data, advanced analytics, visualization, and NoSQL databases
will alter corporate IT practices.

Software Engineering – New ways of working, like Agile and DevOps, will change
the entire software development life cycle, from programming to testing to
deployment.
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AI changes the demand for human skills

AI will replace and augment humans
For repetitive, high volume, data-driven tasks that can be easily automated using algorithms, AI is likely to replace human labour. However, AI is more likely to augment human
labour for tasks that are more complex, novel, or ambiguous, and where the downside risk
of automated errors is too great. In these cases, AI systems can provide supporting
evidence to help people make more informed decisions, especially where large volumes of
inputs must be processed first. Ultimately, the goal of AI is not to create machines that think
and act like humans, but to design machines that augment humans and help them make
better decisions.

The result? Different human skills will be valued
As routine tasks are increasingly automated, the skills required to complete those tasks will
be in less demand. On the other hand, skills required to perform loosely-defined tasks
(such as common sense, general intelligence, flexibility, and creativity), as well as skills
required for successful interpersonal interactions (emotional intelligence and empathy), will
rise in value.
The same is true for critical thinking. Although cognitive systems will be able to mimic
human skills and automate certain jobs and processes, people will always be required to
ask the right questions. That means decisions based on fairness, social acceptability, and
morality cannot be outsourced to machines.

Source: Cognitive Collaboration – why humans and computers think better together, Deloitte Review,
March 2017
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Our point of view and recommendations

Point of view

Recommendations

•

As the Technology Operating Model evolves, the IT workforce will change as well. New
trends such as Agile, blurring boundaries, cloud, and IT/OT convergence, will result in the
disappearance of existing jobs, the evolution of remaining jobs, and the creation of new
jobs that require entirely new skillsets.

•

Determine how your digital strategy, along with the nine big shifts, will affect your future
IT workforce needs in terms of roles (and FTEs), competencies, and skills. Do not try to
extrapolate from the way your IT organization grew in the past; instead, take a greenfield
approach to envision your future IT organization.

•

There is little doubt that this shift will create a social impact and will require
organizations to revise their talent attraction and management approaches. This means
CIOs must prioritize the transformation of the IT workforce, especially if they hope to
attract a new generation of scarce talent.

•

Evaluate the “future fitness” of your current IT staff in light of the expected mix of jobs,
competencies, and skills. Identify the gaps and the profiles that will be in critical need.

•

Implement learning programs to upskill your existing workforce and create recruitment
plans for IT roles that need to be fulfilled with new hires.

•

To position as employers of choice, companies will need to strengthen their brand
images and the value proposition they offer to digital talent.

© 2017 Deloitte The Netherlands

Digital Era Technology Operating Models - Deloitte Point of View

59

© 2017 Deloitte The Netherlands

Digital Era Technology Operating Models - Deloitte Point of View

60

1.

4.

7.

Agility and speed
become the new norm.
Organizations learn and
adapt by experimenting
and fast deployment
(Agile, DevOps, lean
startup).

The workforce transitions
as digital, data, AI, and
robotics create new jobs
and cause existing jobs to
disappear.

Cloud becomes the
dominant IT delivery
model, with highly
automated IT processes.

2.

5.

8.

The boundaries between
business and IT blur,
business-led IT increases,
and tech fluency is vital for
all.

Organizations adopt the
vision, values, culture,
and leadership required
to build digital DNA.

Competitive advantage
shifts in favor of data and
algorithms fueling
algorithmic business.

3.

6.

9.

The rise of innovation
ecosystems with joint risk
taking, and value creation
among quickly engaging
and disengaging partners.

Innovation and
experimentation require a
larger share of resources,
with fit-for-purpose
funding mechanisms and
governance.

Information technology
(IT) and operational
technology (OT)
converge.
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Organizations adopt the
vision, values, culture,
and leadership required
to build digital DNA.
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The difference between ‘doing digital’ and ‘being digital’

Digital impacts on the TOM

Empirical results

It’s no secret that the digital era is technology driven. Every digital solution is enabled by at
least one, and often a combination of digital technologies which, together, impact the visible
parts of the Technology Operating Model (TOM)—such as the workforce, applications, and
infrastructure. But not everyone realizes that digital has an equally powerful impact on the
less visible aspects of the TOM as well, such as vision, values, culture, and leadership—
aspects that are referred to in this section as an organization’s ‘digital DNA’.

MITSloan and Deloitte have researched the relationship between cultural aspects and digital
maturity. The results show a clear correlation between the two. Hence, the extent to which
Digital DNA is present in a company is a good measure for its digital maturity.

Becoming a digital master
When most organizations embark on their digital journey, they typically pass through
several phases of maturity. During the earlier phases, this mostly means they are focused
on ‘doing digital’—leveraging digital technologies to extend their operational capabilities
(often focused on customer channels), while still largely relying on traditional business,
operating, and talent models. In essence, they remain traditional companies that do digital
projects.
Companies that have reached higher levels of digital maturity, however, are actually
perceived as ‘being digital’. For these companies, digital traits and a digital mindset define
their corporate outlook. Rather than merely digitizing customer touchpoints, they
reimagine new ways to engage with customers. Similarly, rather than simply ‘doing’ digital
projects, they have adopted an integrated strategy that makes them digital to the core—
right to the level of their DNA.
According to research conducted by MITSloan and Deloitte, organizations with a strong
digital DNA typically have higher levels of digital maturity.

Digital DNA – 10 features
In this chapter, we outline 10 features organizations need to move up the digital maturity
curve. Embedding these features into corporate DNA represents one of the big shifts to the
Technology Operating Model.
Source: MITSloan Management Review / Deloitte University Press – Achieving Digital Maturity - 2017
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Digital DNA: the common features of digital maturity (1/5)

1. Compelling digital vision

1

Digital DNA starts with a compelling vision that defines how the company will differentiate
itself in the digital world. It is an overarching and transformative vision that sets ambitious
goals and leverages the disruptive power of digital technology to re-envision the customer
experience (for B2C companies) and/or re-envision operational processes (for B2B
companies). To bring this vision to life, organizations should identify the valuable, rare, and
non-replicable strategic assets that will help them win..

2

Research shows that strong leadership is a critical element of digital DNA. According to
Westerman, Bonnet, and McAfee, all successful digital transformations are driven by strong
top-down digital leadership (see quote). Although it is easy enough to get people started,
digital efforts frequently falter absent a digital culture. That’s why it’s incumbent on senior
management to engage employees and get everyone pulling in the same direction. As an
added benefit, research from MIT and Deloitte shows that companies are more likely to
retain their digital talent if they give their executives the resources and opportunities they
need to become digital leaders.

2. Strong leadership and governance
3. Culture of innovation and exploration
4. Data-driven decision making
5. Distributed decision rights
6. An Agile approach to work
7. A commitment to driving down complexity
8. Bimodal operating environment
9. Fast learning and collaboration
10. Participation in ecosystems
© 2017 Deloitte The Netherlands

“We saw no examples of successful transformation
happening bottom-up. Instead, executives in every Digital
Master steered the transformation through strong topdown leadership, which means strong governance and
coordination.” Leading Digital
Source: MITSloan and Deloitte, Aligning the Organization for Its Digital Future, 2016
Source: Westerman, Bonnet, McAfee, Leading Digital, Turning Technology into Business Transformation

Digital Era Technology Operating Models - Deloitte Point of View

63

Digital DNA: the common features of digital maturity (2/5)

1. Compelling digital vision

3

2. Strong leadership and governance

Digital leaders—like Google, Amazon, Facebook, and Apple—consistently foster a culture of
exploration and experimentation. In addition to using methods like design thinking and lean
startup to create a portfolio of alternative solutions, they invest in new innovations and
startups across a wide range of industries.
By developing minimal viable products, rather than rolling out fully-fledged solutions, these
companies ensure innovation remains cost effective. Similarly, they use data-driven decision
making (see next item) to terminate initiatives that do not deliver on their promise, allowing
resources to be re-allocated to more valuable efforts.

3. Culture of innovation and exploration

Most critically, digital masters regularly question their processes and beliefs to avoid the
unconscious adoption of operational constraints. Through a culture of exploration, they
consistently challenge their people to re-imagine how technology can be used to overcome
rigidity and work in radically different ways.

4. Data-driven decision making
5. Distributed decision rights
6. An Agile approach to work
7. A commitment to driving down complexity
8. Bimodal operating environment

4

Organizations with a strong digital DNA entrench data, insight, and reasoning into their
decision-making processes. Rather than basing decisions on intuition or common practice,
they use analytics and data-based results to drive their decision making. To enable this
capacity, digital masters give everyone across the organization access to the real-time
insights they need to tackle complex business problems—whether that relates to customer
engagement, supply chain management, geographic expansion, or beyond.

9. Fast learning and collaboration
10. Participation in ecosystems
© 2017 Deloitte The Netherlands
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Digital DNA: the common features of digital maturity (3/5)

1. Compelling digital vision

5

2. Strong leadership and governance

To ensure decisions are made with corporate priorities in mind, these companies also
articulate a strong unifying digital vision that guides distributed decision making.
Additionally, they invest heavily in attracting and developing the best talent—people who
are intrinsically motivated, comfortable working in a transparent environment, and capable
of taking ownership.

3. Culture of innovation and exploration
4. Data-driven decision making
5. Distributed decision rights
6. An Agile approach to work
7. A commitment to driving down complexity
8. Bimodal operating environment
9. Fast learning and collaboration

Given the speed at which digital companies must make decisions, everyone in the
organization must be empowered to act decisively. That’s why many digital leaders embrace
a flat hierarchy, where decision making is distributed among the people who do the work
and possess the greatest expertise. This requires a culture of trust, where people respect
each other’s ability to make decisions and where everyone has room to make mistakes.

6

An Agile way of working is vital to the development of digital DNA. This iterative approach
breaks down tasks into Sprints of one to four weeks, and relies on self-organizing, crossfunctional teams, automated testing, early delivery, and short feedback loops to deliver
rapid technology solutions. Building on the principles of the Agile manifesto, digital leaders
value:
• Individuals and interactions
over processes and tools
• Working software
over comprehensive documentation
• Customer collaboration
over contract negotiation
• Responding to change
over following a plan
Although Agile is often perceived as less structured than waterfall, it is actually a highly
structured approach that requires considerable discipline. Because teams must present
results every few weeks, underperformers can’t hide—which mandates the development
and attraction of a new breed of professional—people who are team-oriented, possess
adjacent competencies to their primary specialty (i.e. T-shaped people), and are willing to go
where the work is.

10. Participation in ecosystems
© 2017 Deloitte The Netherlands
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Digital DNA: the common features of digital maturity (4/5)

1. Compelling digital vision

7

If not effectively managed, digital platforms have a tendency to grow in many directions,
appear in different variants, and become increasingly complex. Digital leaders drive out this
complexity by intentionally building well-structured, well-integrated digital platforms. To do
so, senior management must be rigorously committed to driving down complexity,
empowering local decision making, and prioritizing long-term goals over short-term
workarounds

8

Digitally mature organizations have mastered the capabilities to operate in different modes,
which reflect different styles of work. These companies build on what Gartner refers to as
mode 1 and mode 2. Typically, mode 1 encompasses a predictable working style
characterized by a mindset of standardization, rationalization, and simplification. Mode 1
generally focuses on proven technologies, such as systems of record that support back
office processes, sustain the current business, and have limited customer touch points.

2. Strong leadership and governance
3. Culture of innovation and exploration
4. Data-driven decision making
5. Distributed decision rights
6. An Agile approach to work
7. A commitment to driving down complexity

For its part, mode 2 takes a more exploratory approach to work and is characterized by
greater experimentation, faster feedback loops through A/B testing, and continuous
delivery through Agile and DevOps. Mode 2 typically focuses on cutting-edge technologies,
such as customer-facing systems of innovation that drive new business, grow existing
business, and have many customer touch points.

8. Bimodal operating environment
9. Fast learning and collaboration
10. Participation in ecosystems
© 2017 Deloitte The Netherlands
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Digital DNA: the common features of digital maturity (5/5)

1. Compelling digital vision

9

In the digital era, there is no doubt that Charles Darwin’s adage holds true: it is not the
strongest or the most intelligent who will survive, but those who can best manage change.
To keep pace with rapidly shifting business realities, digital leaders recognize that
collaboration is critical. Only by working together, sharing knowledge, and fostering the
cross-pollination of ideas can tomorrow’s organizations hope to seize today’s rapidly
emerging opportunities. Closer collaboration can also help companies accelerate their
learning curve, which is vital to survival in a fast changing environment. This likely explains
why many digital leaders have literally torn down their office walls in a bid to foster closer
connections, greater experimentation, and more informal interaction among employees.

10

A final hallmark of digital DNA is the capacity to rapidly connect with and disconnect from
external ecosystems, networks, and value chains. To this end, digital leaders hone their
ability to mash data, algorithms, and capabilities together in real time to enable information
sharing. At the same time, they also clearly identify which assets (e.g. data and algorithms)
they willing to share as part of their value contribution to an external network, and which
assets represent the core of their strategy and must be protected at all costs

2. Strong leadership and governance
3. Culture of innovation and exploration
4. Data-driven decision making
5. Distributed decision rights
6. An Agile approach to work
7. A commitment to driving down complexity
8. Bimodal operating environment
9. Fast learning and collaboration
10. Participation in ecosystems
© 2017 Deloitte The Netherlands
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Digital DNA results in higher profitability

Your Digital DNA matters

Fashionistas

To understand the types of working styles that can help contribute to digital success, it’s
helpful to map the different types of digital organizations to Gartner's bimodal concept:
•

•

•

The conservatives are companies that lack digital DNA, but have mastered what Gartner
calls mode 1 technology. This still results in higher than average profits (at +9%), but it is
not sufficient to compete with digirati (at +26%).
The fashionistas are companies with many uncoordinated investments in digital
initiatives. Although they have adopted mode 2 technologies, their governance and
leadership practices align more to a mode 1 working style. As a result, their digital
solutions cannot be easily scaled, re-used, or standardized; their digital efforts are
fragmented; they struggle to learn from their digital failures; and their budgets are often
misallocated, resulting in overspending.
For their part, the digirati have both strong digital DNA and mature corporate practices.
This allows achieve their digital goals and scale their digital solutions in alignment with an
overarching digital vision. These companies operate in what Gartner calls as bimodal
style, and are most successful in their digital efforts.

Source: Westerman, Bonnet, McAfee, Leading Digital, Turning Technology into Business Transformation
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Digital capability

In their book, Leading Digital, Westerman, Bonnet, and McAfee looked at the digital and
leadership capabilities of various companies to assess their digital maturity. Not
surprisingly, of the four types of organizations they identified (see figure on right), those
with both the strongest digital capabilities and the strongest leadership (digirati) are the
most profitable. Similarly, organizations weak in both areas (beginners) are the least
profitable. What is surprising is that organizations with many advanced digital capabilities
but that lack a clear digital vision and continue to operate in silos (fashionistas) generate
significantly lower profits than those with fewer digital capabilities but stronger leadership
(conservatives). This provides ample evidence that leadership, vision, values, and culture—
the building blocks of digital DNA—play a critical role in digital success.

Link to Gartner's Bimodal

-11%

•

Many advanced digital features
(e.g. social, mobile) in silos

•

No overarching vision

•

Underdeveloped coordination

•

Digital culture may exist in silos

•

Strong overarching digital vision

•

Excellent governance across silos

•

Many digital initiative generating
business value in measurable
ways

•

Strong digital culture

-24%

Beginners
•

Management skeptical of the
business value of advanced digital
technologies

•

May be carrying out some
experiments

•

Immature digital culture

+26%

Digirati

Conservatives

+9%

•

Overarching digital vision exists,
but may be underdeveloped

•

Few advanced digital features,
though traditional digital
capabilities may be mature

•

Strong digital governance across
silos

•

Active steps to build digital skills
and culture

Leadership capability
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Our point of view and recommendations

Point of view
•

In addition to affecting the visible aspects of the TOM—like workforce, systems, and
infrastructure—the digital era also has an impact on the TOM’s less tangible aspects—
such as vision, values, culture, and leadership. That’s why organizations must build their
digital DNA if they hope to thrive in the digital era. Notably, companies that embed digital
into the heart of their culture have higher levels of digital maturity.

•

Digitally mature view the world through a digital lens. Rather than merely digitizing
customer touchpoints, they imagine new ways to engage with customer. These are not
traditional organizations that ‘do’ digital projects; instead, they have altered their
corporate DNA to become digital at their core.

•

Digital DNA pays off: organizations with the strongest digital and leadership capabilities
enjoy the highest levels of profitability. Notably, however, organizations with fewer digital
capabilities but strong leadership significantly outperform those that have advanced
digital capabilities but continue to operate in silos without an overarching digital vision.

•

Digital DNA doesn’t develop accidentally; it takes time, commitment, and leadership.
Instead of trying to make quick fixes, digital leaders play the long game. They imagine
what kind of organization they want to become in the future and empower their
leadership to deliver on that vision. Digital maturity is about putting your money where
your mouth is: by first imagining a digital future and then delivering on it

© 2017 Deloitte The Netherlands

Recommendations
•

Compare your organization’s cultural traits with those of a Digital master to identify any
gaps. Remember, however, that you can’t change everything at once, so prioritize the
steps you will take.

•

Unlike other aspects of the Technology Operating Model, culture and behaviour cannot
be changed just by commanding people to be more digital. Instead, you need to focus on
a small number of areas where increased digital maturity will likely generate the biggest
results (low hanging fruit) and identify leaders with both strong digital DNA and proven
leadership skills to guide progress in those areas.

•

Identify the people in your organization who are most eager to embrace a digital culture
and provide them with opportunities to develop themselves. Let them work on digital
initiatives and experiments, and make them digital advocates who disseminate the digital
mindset to the rest of the organization.

•

Select leaders committed to bringing your digital culture to life. Before employees will
change their own behaviours, they must see senior leaders actively embracing a culture
of collaboration, risk taking, and experimentation. This is the only way to build your
digital DNA.
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1.

4.

7.

Agility and speed
become the new norm.
Organizations learn and
adapt by experimenting
and fast deployment
(Agile, DevOps, lean
startup).

The workforce transitions
as digital, data, AI, and
robotics create new jobs
and cause existing jobs to
disappear.

Cloud becomes the
dominant IT delivery
model, with highly
automated IT processes.

2.

5.

8.

The boundaries between
business and IT blur,
business-led IT increases,
and tech fluency is vital for
all.

Organizations adopt the
vision, values, culture,
and leadership required
to build digital DNA.

Competitive advantage
shifts in favor of data and
algorithms fueling
algorithmic business.

3.

6.

9.

The rise of innovation
ecosystems with joint risk
taking, and value creation
among quickly engaging
and disengaging partners.

Innovation and
experimentation require a
larger share of resources,
with fit-for-purpose
funding mechanisms and
governance.

Information technology
(IT) and operational
technology (OT)
converge.
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Innovation and
experimentation require
a larger share of
resources,
with fit-for-purpose
funding mechanisms
and governance.
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In the digital era, more resources must be dedicated to innovation, experimentation, and
technology spending
Digital technology augments existing technology …
Although digital technologies deliver cost efficiencies, they do not do so by replacing existing technologies. Instead, technologies like the Internet of Things (IoT), artificial intelligence
(AI), and robotics augment the technology footprint and extend the technology stack. As a
result, the role of technology in the enterprise is only set to expand, permeating the very
heart of the company’s business processes.

Cost concerns rise
Clearly, it takes substantial resources (budget and talent) to acquire these new technologies
and leverage them to their full potential—not only in the design and implementation
phases, but in the operational phase as well. This creates a dilemma for CIOs charged with
containing costs. Although some organizations may be tempted to offset rising expenses for
digital technology by reducing service levels in more traditional areas, this would ultimately
compromise both innovation and cost optimization.

Budget shifts in favor of systems of
differentiation and innovation

Total technology spending
increases
(but still requiring ‘save to invest’)

Note: percentages are illustrative

1%

Systems of innovation

15%

9%

Systems of differentiation

35%

Systems of record

50%

90%

+

Making three shifts to your financial IT strategy
•

As a larger share of the IT budget gets used for systems of innovation and systems of
differentiation, your investment mix must change. Cost savings in systems of record
must be explored as a way to free up resources for digital. If a digital strategy is truly
your top priority, this should be reflected in budget allocation.

•

That said, changing your investment mix is not enough. Digital simply can’t be funded
from cost savings alone. Instead, the total technology spend must increase.

•

On the plus side, digital innovation will increasingly be funded from outside the traditionnal IT budget. Gartner estimates that, by 2017, at least 50% of technology spending will
take place outside of the IT budget, and CxOs and business units will become the new
centres of gravity for technology decision making and budgets.

Now
Technology budgets becomes more decentralized

79%

2016: 79%
under Central control
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2020

50%

2020: 50%
under Central control
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Digital technology must be managed and governed differently than traditional technology

Managing digital investments
For its part, innovation can best be managed as a portfolio of initiatives, where each
initiative is based on hypotheses that are tested during each phase of exploration. Rather
than subjecting every new initiative to a formal approval process (which effectively kills
them), companies should set aside an innovation fund to start small “under the radar”
projects that can deliver the learnings and tangible results required to submit a formal
budget request. As such, managing an innovation portfolio calls for an iterative approach,
with short cycles and budget allocated to the most promising initiatives.

Technology shifting from right to left
The technology portfolio will always have a stable/predictable component comprised of
traditional technology and a dynamic/innovative component comprised of digital technology
(see sidebar). That said, technologies that are initially considered innovative will ultimately
become traditional as they mature—and should be managed accordingly.
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Strategy

Splitting the budget for digital and traditional technologies can help with this. The budget
holder can manage traditional IT with a cost centre mentality focused on cost optimization.
Digital investments, on the other hand, can be managed under a separate profit centre,
allowing the budget holder to increase investment if the revenue/opportunity outweighs the
risk.

Funding

Separate budgets

Traditional Technology

Digital Technology

• Systems of record supporting back-office
processes, sustaining the current business,
with limited customer touch points

• Systems of innovation driving new business
or growth of existing business. Customer
oriented with many customer touch points.

• Predictable IT, where stability and security
is prioritized over speed

• Nonlinear IT, where speed is prioritized over
reliability

• Infrequent and incremental changes.

• Changes weekly, sometimes daily

• Planning horizon of seven-plus years.

• Planning horizon up to six months

• Apply proven technology

• Cutting edge technology. Experimentation
with consumer-grade technology.

• Standardization, rationalization,
simplification
• Well-planned change cycles

• Experimentation and exploration, fastfeedback loops (A/B testing)

• Formal, upfront blueprinting phase

• Agile / DevOps, continuous delivery

• Change mainly capital expenditure (Capex)
with corresponding operational expenses
for the run part (Opex)

• Mainly funded from Opex, with retroactively
capitalization in case of success

• Business case based on ROI

• Funded from departmental expense
budgets or innovation funds

• Both run and change are part of an annual
IT budget, as a % of total operating costs
• Formalized planning and approval and
central governance
• Cost per unit

Metrics

While the traditional, ROI-based approach to IT budgeting is well suited to predictable initiatives, where the relationship between financial investment and financial outcome is clear,
innovation with digital technology, which is exploratory by nature, requires a different
financial management approach.

Nature

New financial management practices

• Availability
• User satisfaction
• Process efficiency

• Business case based on business benefits

• Flexible and ad hoc
• Under the radar initiatives, to experiment
and learn
• New business generated, growth of existing
business (top line growth)
• Business outcomes (e.g. conversion rate on
a web shop, omni-channel behavior,
customer lifetime value)
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The funding model changes from project funding to product funding

Next to project funding, some digital leaders have a separate entity that acts like a venture
capitalist and receives funding for that.

No ‘one size fits all’ approach
A product approach to budget allocation is most advantageous for digital products that
evolve continuously in response to shifting customer and market needs. Systems of record,
with life spans of 10+ years and slow-paced incremental changes, are usually the last to
transition to the product model, if they do so at all. Generally, CIOs continue to manage
spending on these services using the project model. As a result, the organization maintains
two different budgets (digital and traditional) which are managed in different ways (project
based vs. product based).
© 2017 Deloitte The Netherlands
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In digital companies, however, project portfolio management is giving way to product
portfolio management, with product funding replacing project funding. In these product
centric organizations, long-lived Agile teams handle both ‘run’ and ‘change’ for digital
products, which are managed under a single product backlog. Once the product is funded,
the product manager and Agile team jointly decide how to spend the budget. This means
new ideas can be added to the backlog and funded from the product budget, instead of
waiting for the annual budget cycle. In addition to creating greater transparency in per
product spending, this process also allows teams to shift resources and funding between
products based on their changing lifecycle and their expected business benefits. To
succeed, however, product management requires an external focus on business outcomes
and an understanding of customer needs. That way, the digital product can evolve in real
time with continuous, data-driven feedback loops.

Program A
Application 2

Towards product centricity and new funding mechanisms

$

Application 1

Most traditional companies have an annual IT run budget which funds application
maintenance, and a separate IT change budget which funds projects. This project funding
follows a strict governance approach, with detailed business cases and project plans
required for project approval and funding release. In many cases, IT project portfolio
management follows an annual cycle, with quarterly updates.

Cost center 2

Cost center 1

Application 5

Traditional funding approaches

Application 2

Application 3

Application 4

Project D
Project B

Project C

Project E

Project D

Program A

Program A

Program A

Program A

Maintenance

Maintenance

Maintenance

Maintenance

Venture
Capitalist
like
Innovation
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Our point of view and recommendations

Point of view
•

As the enterprise acquires new digital technologies, they do not replace existing
technologies, but add to them. Yet acquiring and leveraging these new digital
technologies requires substantial resources (budget and talent). This creates a dilemma
for CIOs focused on containing costs. To address this dilemma, organizations should:
o Allocate a larger share of the budget for innovation, by reducing traditional
technology expenses (‘save to invest’).

Recommendations
•

Create a long-term vision and strategy for your total technology budget. Explore cost
savings in traditional technology (‘save to invest’), but increase your IT budget as well. If
digital strategy is truly a top priority, this should be reflected in budget allocation.

•

Consider splitting the technology budget for digital and traditional technologies. The
budget holder can manage traditional IT with a cost centre mentality focused on cost
optimization. For their part, digital investments can be managed under a profit centre,
allowing the budget holder to increase investment if the revenue/opportunity outweighs
the risk.

•

Innovation can best be managed as a portfolio of initiatives, where each initiative is
based on hypotheses that are tested during various exploratory phases. Managing an
innovation portfolio calls for an iterative approach, with short cycles and budget
allocated to the most promising initiatives.

•

Implement product funding instead of project funding for digital business
products/services that are rapidly evolving, have a continuous flow of changes, and
require a deep understanding of customers and markets.

•

Acquire product managers with deep customer and market experience and the ability to
work across business and IT and across ‘run’ and ‘change’.

o Increase the total technology spend, as digital technology cannot be funded from cost
savings alone.

o Look outside the traditional IT budget to fund a growing percentage of digital
innovations.
•

While the traditional, ROI-based approach to IT budgeting is well suited to predictable
initiatives, innovation with digital technology is exploratory by nature and requires a
different financial management approach. By setting up an innovation fund, companies
can fund small “under the radar” projects that deliver the quick learnings and tangible
results needed to submit a formal budget request.

•

In digital companies, project portfolio management is giving way to product portfolio
management, with product funding replacing project funding. Agile teams handle both
‘run’ and ‘change’ for digital products, which are managed in a single product backlog,
freeing up product owners and Agile teams to jointly make budget allocation decisions
for the product.

•

A product approach to budget allocation is most advantageous for digital products that
continuously evolve in response to customer and market needs. CIOs may continue to
manage spending on traditional services using the project model.

•

Next to project funding, some digital leaders have a separate entity that acts like a
venture capitalist and receives funding for that.
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Chapter 5
Three Big Shifts on ‘Technology’
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1.

4.

7.

Agility and speed
become the new norm.
Organizations learn and
adapt by experimenting
and fast deployment
(Agile, DevOps, lean
startup).

The workforce transitions
as digital, data, AI, and
robotics create new jobs
and cause existing jobs to
disappear.

Cloud becomes the
dominant IT delivery
model, with highly
automated IT processes.

2.

5.

8.

The boundaries between
business and IT blur,
business-led IT increases,
and tech fluency is vital for
all.

Organizations adopt the
vision, values, culture,
and leadership required
to build digital DNA.

Competitive advantage
shifts in favor of data and
algorithms fueling
algorithmic business.

3.

6.

9.

The rise of innovation
ecosystems with joint risk
taking, and value creation
among quickly engaging
and disengaging partners.

Innovation and
experimentation require a
larger share of resources,
with fit-for-purpose
funding mechanisms and
governance.

Information technology
(IT) and operational
technology (OT)
converge.
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Cloud becomes the
dominant IT delivery
model, with highly
automated IT
processes.
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Computing resources are provisioned on demand through cloud computing

Cloud characteristics

Relationship

As new technologies proliferate, they often follow a common pattern of industrialization.
Initially, supply is organized locally, by individual users, and on a relatively small scale.
However, as the technology matures and a reliable infrastructure for distribution emerges,
the fragmented supply consolidates and a small number of hyper-scale suppliers emerge to
provide services to a wider user base.

The various types of cloud offerings are closely related, as the following diagram illustrates.

This pattern can be observed with the proliferation of cloud computing, which has five key
characteristics as defined by NIST:
•

On-demand self-service (customers can unilaterally provision computing resources)

•

Measured service (pay-per-use)

•

Rapid elasticity (any quantity at any time)

•

Resource pooling (multi-tenant model)

•

Broad network access (available over the Internet)

MaaS
monitors

SaaS
application code
runs on

No such thing as “the cloud”
While the term cloud has been used in relation to a broad range of services, the three main
cloud offerings are (see figure):
IaaS
PaaS
SaaS
• IaaS
Infrastructure as a Service
Application
Application
Application
• PaaS
Platform as a Service
• SaaS
Software as a Service
Data
Data
Data
In addition, the term XaaS is used for
Anything as a Service, for example:
• STaaS
Storage as a Service
• BaaS
Backup as a Service
• DRaaS
Disaster Recovery as a Service
• MaaS
Monitoring as a Service
• NaaS
Network as a Service
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Runtime

Runtime

Runtime

Middleware

Middleware

Middleware

OS

OS

OS

Hypervisor

Hypervisor

Hypervisor

Servers

Servers

Servers

Storage

Storage

Storage

Networking

Networking

Networking

PaaS
middleware
runs on
DRaaS
protects

Containers

NaaS

run on

communicates with

IaaS
backs up to
BaaS

stores on
STaaS
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By 2020, cloud will be the dominant IT delivery model

Four drivers for cloud

Predictions

Due to a confluence of drivers, the share of cloud-provisioned applications and
infrastructure is set to increase steadily over time:

•

By 2018, roughly 80% of all organizations will use SaaS to access new application
software functionality - Gartner

1. Large vendors like Microsoft and SAP have been following a cloud strategy for years—
spurring users to migrate to cloud when upgrading their existing systems. For new
application functionality, cloud is already the dominant delivery model.

•

Between 2018 and 2020, total SaaS spending will increase by 63% and total PaaS
spending will increase by 67% (compared to 2017 spending) - Gartner

•

By 2020, the combined spending on public cloud and private cloud will surpass spending
on non-cloud IT infrastructure for the first time (see graph below) – IDC

2. As business users are increasingly exposed to powerful cloud applications, which they
use “as-is”, they will expect equivalent speed of implementation and degree of customization for all technologies—driving cloud systems to become the norm.
3. Companies find it increasingly difficult to attract and retain technical talent to provision
IT on-premises. This challenge is further exacerbated for advanced technologies like
NoSQL databases or artificial intelligence. As a consequence, the shift from on-premise
to cloud will accelerate as clients begin to access these advanced technologies as a
service.
4. In a turnaround from the early days of cloud provisioning, cloud services are increasingly considered to be inherently safer than on-premise infrastructures. This has to do
with both the rapidly changing nature of cyber threats as well as the scarcity of top
security professionals. Big cloud providers can afford to hire the smartest and brightest
security talent in the world, allowing them to build and maintain the necessary security
protocols to "keep up with the bad guys".

A multiyear undertaking
These drivers clearly point to a future where cloud is the dominant model. When we look at
the speed of the transition, the figures already show a steady trend in this direction. Yet,
migrating an existing application portfolio to cloud remains a multiyear undertaking, rather
than a singular event, requiring companies to adopt a well thought-out cloud strategy (see
page 85).
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Source: Gartner, Forecast Overview: Public Cloud Services, Worldwide, 2017 Update
Source: IDC, Worldwide Quarterly Cloud Infrastructure Tracker, 2016 Q3
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Elimination of up-front investments and pricing models

Instead of acquiring IT assets and depreciating them over time, cloud users pay for the right
to use IT assets owned by the cloud provider. As a result, technology expenditures shift
from capex (up-front investments) to opex (recurring costs), enabling fast growing
enterprises to use their capital for business innovation rather than IT infrastructure. As an
added benefit, they get just-in-time access to cloud resources, enabling them to scale up or
down depending on their business needs.
That said, cloud service provider (CSP) costs are not the only expense associated with cloud
services. Depending on the cloud solution adopted, additional in-house costs are typically
incurred (see illustration).

Different pricing models
Most cloud providers have different pricing models for different types of usage. Customers
need to combine different models to optimize cost given their capacity needs:
•

On-demand – Pay by the hour, no long-term commitments. Typically used for short-lived
environments like Test, and for peaks in demand.

•

Reserved / Dedicated – Pay upfront for a reserved period of time at prices 50%-75%
lower than on-demand. Typically used for base loads.

•

Spot – Bid for unused capacity on a short-term basis. Typically used for time insensitive
workloads.

100%

Because major cloud providers operate large-scale data centres at low cost locations, and
deploy standardized commodity computer hardware purchased in large quantities, they can
benefit from economies of scale. Similarly, they use virtualization and resource pooling to
realize high utilization rates on their equipment. This model allows them offer cloud
resources on a pay-per-use basis, where clients pay for actual usage of computing
resources.

Impact on internal FTEs and costs

IaaS

In-house IT effort as % of total effort

Economies of scale

SaaS

Moving to the Cloud can
never replace all inhouse IT effort

0%
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PaaS

Cloud can never
replace all IT costs

CSP Cost as % of total costs
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Potential benefits of cloud computing

Horizontal and vertical scaling
The ability to scale on-demand is one of the most powerful features of cloud. There are two
types of scaling. Horizontal scaling refers to allocation of additional resources of the same
type (and releasing them when they are no longer needed). This is the common form of
scaling within cloud environments, although the architecture of a system needs to be
designed to allow for additional resources. Vertical scaling is replacing one resource with
another that has larger capacity. This is less common in cloud environments.

Production-like test environments
In on-premises IT infrastructure, it is often not feasible to test a production-like environment. However cloud, with on-demand provisioning and pay-per-use, allows companies to
create production-like test environments in an economically feasible way. These test
environments can be set up fast, used for testing, and then decommissioned immediately.

Data-driven architectures
Cloud technology is a ‘measured service’, but this is not limited to tracking statistics for
billing purposes. Modern cloud services provide customers with detailed monitoring data
about workloads and performance. This data can be analyzed and used to make fact-based
architecture decisions to optimize the system landscape. Virtualization allows companies to
experiment with different virtual server workload structures.

Advanced technologies as a service
Many advanced technologies—like NoSQL databases, artificial intelligence, and blockchain—
require scarce IT talent to provision and maintain them. For many enterprises, this is an
impediment to rapid adoption and experimentation. Major cloud providers offer these
technologies as a service, allowing customers to experiment with them for relatively low
investments.

Automation
Cloud services are frequently software defined and virtualized, presenting significant opportunity for automation. See the next two pages for more details.
© 2017 Deloitte The Netherlands
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Automation of IT processes in cloud environments

Software Defined Anything

IT Process Automation

The term ‘software defined anything’ (SDx) refers to a technology architecture applied to all
infrastructure categories in the data centre: servers, storage, and networking. The ultimate
goal is rapid deployment of services with maximum flexibility in allocating resources from
pre-defined pools. In a software defined architecture, the physical infrastructure is
abstracted away from the workloads that use the infrastructure through a service layer. The
service layer communicates with the physical infrastructure layer through north- and
southbound APIs. Although infrastructure vendors are increasingly equipping their assets
with these APIs, an open standard for APIs does not yet exist.

A cloud first strategy has proven to be successful in driving manual work out of the data
centre. Virtualization and software defined resources are the foundation for the automation
of IT processes. Well-known examples include:
• Automated provisioning of servers, storage, and other resources
• Automated integration
• Automated testing
• Automated delivery and deployment
• Automated incident response

Software defined architecture rests on the following principles:
• Abstract physical assets from the workloads with a service layer
• Use programming interfaces (APIs) exposed by the physical assets
• Pool disparate infrastructure resources (abstracted from the workloads)
• Allocate resources based on policies
• Leverage commodity hardware (advanced services provided by the service layer)
• Augment infrastructure (scale up capacity) without interruption for the workloads
• Radically automate data centre tasks (provisioning, management, monitoring)

Increasingly, automation combines algorithms with artificial intelligence. The latter is used
to discover patterns in the data which can be used to either predict outcomes by looking
forward in time or to uncover root causes by looking backwards in time. According to
Gartner, by 2022, 40% of all large enterprises will combine big data and machine learning
functionality to support and partially replace monitoring, service desk, and automation
processes and tasks.

workload

workload

workload

workload

workload

Service layer (software)
Southbound API’s

Northbound API’s
Physical infrastructure layer (resource pool)

compute
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storage

network

Changes to the technology skill set
The primary impacts of IT process automation on the Technology Operating Model are on
the number of human resources required to operate the environment, and the skills of the
remaining staff. IT process automation requires new IT skills and capabilities, e.g. set and
configure policies for resource allocation rather than execute repetitive manual tasks
supported by spreadsheets. This requires a cultural shift to become creators instead of
operators: rather than manually provisioning and maintaining production, policies will be
defined and configured to support automated provisioning and maintenance, without the
need for human intervention.
As manual processes are increasingly automated, future IT organizations will require fewer
employees with higher level skills who are capable of working alongside intelligent
machines. The ROI of IT process automation will largely be a result of this headcount reduction, combined with better asset utilization.
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Cloud transformation requires companies to replace, refactor, rehost, and remain

Beyond ‘lift and shift’

Implications for cloud vendors

To realize cloud’s potential, the migration of an on-premise application portfolio to the
cloud requires more than just a ‘lift and shift’ approach. Simply moving an existing
application workload from an on-premise server to an IaaS server does not make an
application more scalable, flexible, and resilient. Instead, companies may adopt a microservices architecture based on containerization principles, use Agile to manage the cloud
environment, and use DevOps to automate testing and implementation.

The combined use of IaaS, PaaS, and SaaS by clients favours cloud vendors that can offer a
continuum of cloud services (IaaS + PaaS + SaaS). Typical vendors that originated in the IaaS
segment are extending into the adjacent PaaS technology layer (IaaS + PaaS). Likewise,
large SaaS providers are investing in PaaS capabilities and accelerators to extend the value
of their solution to customers (SaaS + PaaS).

At a high level, a cloud strategy combines four different strategies: remain, rehost, refactor, and replace. These four options build on the three most common cloud offerings:
IaaS, PaaS, and SaaS.

Remain

Re-host

Refactor

Replace

Refactor is the strategy by which an on-premise application (or parts of it) is refactored
or rebuilt in a PaaS environment, making the PaaS provider responsible for anything
other than the application and data. This strategy can be used in combination with a
replace strategy, by having the PaaS platform deliver required functionality otherwise
missing from a SaaS application.

Application

Application

Application

Application

Data

Data

Data

Data

Runtime

Runtime

Runtime

Runtime

Rehost is the strategy that moves an existing application workload from an on-premise
server to a cloud server (IaaS), either with as little effort as possible (‘lift and shift’) or by
deploying the native capabilities of the IaaS environment. The latter allows companies
to reap more IaaS benefits but limits portability.

Middleware

Middleware

Middleware

Middleware

OS

OS

OS

OS

Remain is the strategy to keep an application on-premise, for example because it will
become obsolete in the short term, preventing companies from recovering the cost of
migration to the cloud.

Hypervisor

Hypervisor

Hypervisor

Servers

Servers

Servers

Servers

Storage

Storage

Storage

Storage

Networking

Networking

Networking

Networking

•

Replace is the strategy by which an on-premise application (or parts of it) is replaced by
a SaaS application. It is the most far reaching option, where responsibility for the full
stack is transferred to the cloud provider and governed by a contract.

•

•

on PaaS

by SaaS

Contract

Contract
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Contract
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on-premise

Hypervisor
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Cloud is more than a new delivery model; it is a game changer

Why Cloud is a game changer

SaaS is very much suited for a ‘land and expand’ adoption approach

•

•

•

•

SaaS changed the vendor ecosystem by enabling the rise of many smaller software
vendors, in addition to the large traditional enterprise software vendors. These smaller
vendors follow a cloud-only strategy and offer SaaS products that have fewer features,
are easy to deploy, and fulfill an immediate need. The SaaS model allows these new
players to reach and support customers in ways that were not possible in the on-premise
model.
SaaS changed the sales cycle, from long sales cycles with many face-to-face meetings to
much shorter low-touch or even no-touch sales processes. This is particularly true for
SaaS solutions that focus on specific uses cases and which are easy to deploy.
SaaS changed the way software gets adopted in enterprises. It is now viable (and often a
sales strategy too) to introduce a SaaS solution for a specific use case and a specific
group of users (e.g. for one business unit or one department). Once the SaaS solution is
introduced, its scope can be easily extended (with a few mouse clicks) to other use cases
and a larger user base. This is often referred to as a “land and expand” strategy.
SaaS makes it possible to bypass the IT department, as the solutions don’t require local
infrastructure or installation of local software. The IT department is generally only
required for SaaS solutions that must be integrated across the enterprise.

Responses are unclear
As cloud continues to change the IT environment, and technology budgets continue to shift
to the business units (see image below), the danger of unmanaged cloud proliferation
arises. Notably, today’s CIOs are not clear on how to deal with this shift.

Groups of users

The changes SaaS brought to the software market represent much more than the creation
of a new delivery model (subscription based). For instance:

All use cases and all users covered

Extend with
more users

Start with
one use case
for a limited
set of users

Extend with more use cases

Use cases

Technology budgets becomes more decentralized

79%

2016: 79%
under Central control
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50%

2020: 50%
under Central control
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IT departments may consider a new role as ‘cloud broker’

Traditional measures do not suffice …
Each IT organization has mechanisms to maintain compliance and standardization and to
keep costs under control. In general, these can be summarized as ranging from
‘enforcement’ to ‘guiding principles’, for which typical decision-making entities like IT
councils and architecture boards are in place. Yet, in a world where cloud has become the
dominant delivery model, traditional mechanisms no longer suffice. The IT department
needs to take up a new role to remain relevant and credible. Trying to ‘send in the cloud
police’ often proves to be counter-productive. CIOs need to make a shift from ‘control’ to
‘influence’’.

Shifting to a cloud brokerage model
The cloud brokerage model contemplates the establishment of a cloud competency centre
(CCC) in the organization. One of the main roles of a CCC is to vet cloud services to assess
their interoperability, security, scalability, etc. before a cloud solution is adopted. This
vetting process can be initiated by the CCC for generic cloud solutions, resulting in a central
catalogue of curated cloud services, ready to be used by DevOps teams in the lines of
business. The cloud services vetting can also be conducted on demand, initiated by business
units, allowing the business units to make well-educated choices. Other roles of the CCC are
to share frameworks and best practices, to provide IT services like authorization and
authentication (single sign-on), and to assist with cloud integration. The model provides
users with short fulfillment cycles, while retaining just enough central control to ensure
compliance.

SaaS

PaaS

IaaS

Cloud Competency Center
Cloud Services Vetting

Best practices,
Frameworks

Catalog of Curated
Cloud Services

Services: integration,
aggergation

What makes a CCC successful
CCC success is largely determined by its ability to maintain ‘just enough’ central control. A
successful CCC has digital DNA deeply embedded into its processes and ways of working, is
aligned to business unit needs, and is recognized as useful by business leaders. In cases
where it is really necessary, the CCC will enforce policies using an approach that is
acceptable to the business units.

Line of Business

Line of Business

Line of Business

Line of Business

(DevOps teams)

(DevOps teams)

(DevOps teams)

(DevOps teams)

Source: Gartner, Evolve Your Infrastructure & Operations Organization to Remain Relevant in the Cloud Era, June 2017
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Our point of view and recommendations

Point of view

Recommendations

•

Cloud computing is rapidly becoming the dominant delivery model for IT. According to
IDC, by 2020 the combined spending on public and private cloud will surpass spending
on non-cloud IT infrastructure for the first time.

•

Assess your current IT landscape and create a cloud strategy that defines the cloud
services, cloud vendors, and preferences you require, and guides the way forward for
each application (replace, refactor, rehost, remain).

•

Migration to the cloud, however, is not a simple ‘lift and shift’ of existing workloads. It
requires a smart combination of replace (on-premise application A by SaaS application
B), refactor (rebuild on-premise application on a PaaS platform), and rehost (move an onpremise application to an IaaS virtual server) to reap cloud’s full potential. Companies
need a well thought-out cloud strategy to guide this transformation.

•

Transform your IT workforce to reflect a decreasing demand for on-premise
infrastructure maintenance and an increasing demand for cloud architecture, cloud
integration, and cloud vendor management.

•

Rethink the role of your IT organization, as DevOps teams located in or close to the lines
of business have the ability to directly access cloud services. Consider a cloud
competency centre acting as a cloud services broker for the lines of business.

•

Complement your cloud-first or cloud-only strategy with IT process automation to further
drive out manual work and replace it with either algorithmic or heuristic (AI enabled)
tooling.

•

The combined use of IaaS, PaaS, and SaaS by clients favours cloud vendors that can offer
a continuum of cloud services (IaaS + PaaS + SaaS). Typical vendors that originated in the
IaaS segment are extending into the adjacent PaaS technology layer (IaaS + PaaS).
Likewise, large SaaS providers are investing in PaaS capabilities and accelerators to
extend the value of their solution to customers (SaaS + PaaS).

•

Cloud technology builds on other technologies like ‘software defined anything’ and
virtualization. Together, these technologies create the foundation for automation of
many routine tasks in the data centre, like server provisioning and incident response.

•

Cloud is highly linked to automation, made possible by ‘software defined anything’. Many
data centre processes and tasks currently done by humans can be automated
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1.

4.

7.

Agility and speed
become the new norm.
Organizations learn and
adapt by experimenting
and fast deployment
(Agile, DevOps, lean
startup).

The workforce transitions
as digital, data, AI, and
robotics create new jobs
and cause existing jobs to
disappear.

Cloud becomes the
dominant IT delivery
model, with highly
automated IT processes.

2.

5.

8.

The boundaries between
business and IT blur,
business-led IT increases,
and tech fluency is vital for
all.

Organizations adopt the
vision, values, culture,
and leadership required
to build digital DNA.

Competitive advantage
shifts in favor of data and
algorithms fueling
algorithmic business.

3.

6.

9.

The rise of innovation
ecosystems with joint risk
taking, and value creation
among quickly engaging
and disengaging partners.

Innovation and
experimentation require a
larger share of resources,
with fit-for-purpose
funding mechanisms and
governance.

Information technology
(IT) and operational
technology (OT)
converge.
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Competitive advantage
shifts in favor of data
and algorithms fueling
algorithmic business.
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Large volumes of unstructured data get activated

Exponential growth of the digital universe
Although the digital universe—all digital data we create annually—is rapidly expanding, we
only store a small subset of all data created (≈1%). Consider:
•

The total amount of data created by any device will grow from 145 ZB per year in 2015 to
600 ZB per year in 2020.3 This is two orders of magnitude larger than the volume of data
stored. While 66% of all data is created by consumers, enterprises touch 85% of it.1

•

Between 2015 and 2020, the data stored in data centres will quintuple, going from 171
EB to 915 EB (40% CAGR).3

•

By 2020, 5.8 ZB of data will be stored on devices—which is five times higher than the
data stored in data centres.3

•

The share of IoT sensor data in the total digital universe will increase from 2% in 2013 to
10% in 2020. IoT is growing three times faster than traditional IT.1

•

By 2020, the percentage of data in the digital universe that can be analyzed to achieve
actionable intelligence will double.2

•

Tech Trends 2017: Dark Analytics
•

According to the Deloitte Tech Trends 2017 report, dark analytics—the analysis of
hidden or undigested data—is becoming more prevalent. Dark analytics focuses
primarily on raw unstructured data (documents, email, text messages, social media,
video, audio, images, sensor data) that has not been analyzed.

•

Historically, organizations analyze structured data (data that lives in a relational
database) retrospectively, for the purpose of “generating a report”. In coming years,
however, they will be able to analyze non-traditional data formats using techniques
like computer visualization, advanced pattern recognition, and deep learning to
predict customer, employee, operational, and market behaviour.

•

As the volume of data grows exponentially, dark analytics efforts will need to be
surgically precise in both intent and scope to drive value. The key is to seek answers
to “crunchy questions”: What problem are we solving? What would we do differently
if we could solve that problem? What data sources and analytics capabilities do we
need to achieve those goals?

•

Answering these questions makes it possible for dark analytics initiatives to
illuminate only relevant and valuable insights while ensuring data that should be
dark remains that way.

By 2020, video will be 82% of global IP traffic and the gigabyte equivalent of all movies
ever made will cross the Internet every two minutes.4

The percentage of high-value data doubles

Total data stored quadruples
Source 1: IDC, The Digital Universe, Rich Data & The Increasing Value of the IoT, April 2014
Source 2: IDC, IDC FutureScape: Worldwide Big Data and Analytics 2016 Predictions
Source 3: Cisco, Global Cloud Index: Forecast and Methodology, 2015-2020
Source 4: Cisco, The Zettabyte Era: Trends and Analysis
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Algorithms deliver competitive advantage

Algorithms and Data
As applications and infrastructure are increasingly accessed through the cloud (and
available to all), companies are looking for new ways to use their IT systems to create
competitive advantage, mainly through ‘systems of differentiation’ and ‘systems of
innovation’. Many of these efforts involve the use of advanced algorithms and (big) data
embedded in the very fabric of highly automated business processes.
Because both algorithms and data are needed to create value, they cannot be managed
separately. As companies increasingly harvest data from online channels, social media,
publicly available sources, and smart objects, (customer) data continues to proliferate. Yet
data alone cannot fuel digital transformation; instead, it must be used in intelligent ways to
create distinctive customer experiences and increase customer impact—which is where
algorithms come in. Gartner predicts that by 2018, more than 50% of large organizations
globally will compete using advanced analytics and proprietary algorithms, causing the
disruption of entire industries.

Systems of innovation

Systems of differentiation

+
algorithms

Systems of record

So what’s new?
While the use of algorithms is not new, the sheer volume and richness of digital data that
can no longer be handled by humans is new, as is the end-to-end digitization and
automation of business processes—from customer interaction on digital channels to order
fulfilment and service.

•

Digital marketing: next best offer, recommendation engine

•

Digital marketing: personalized pricing (e.g. airlines)

•

Digital marketing: customer specific offers as part of loyalty programs

As a result, algorithmic business is now the only way to automate business processes at
scale, while still enabling transactions to remain personalized. That explains why algorithms
and data should be considered strategic assets in the digital era Technology Operating
Model. For example, Amazon estimates that its recommendation engine delivers an
additional 5% to 10% of online revenue (source: Gartner).

•

Retail planning: assortment management

•

Retail logistics: demand forecast and automatic replenishment

•

Finance: automated high-frequency financial trading

•

Insurance: risk assessment

.

•

Industrial: predictive maintenance of industrial equipment

•

Industrial: resource utilization optimization

•

Google: PageRank algorithm
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This raises new issues around privacy and ethics

The way we work is changing
Growing reliance on artificial intelligence (AI), algorithms, and data will change the way we
work. In the future, machines will run whole business processes and will make decisions on
behalf of humans. People will work side by side with robots. In our personal lives, we will
allow algorithms to complete transactions on our behalf.

This raises new ethical issues
According to the World Economic Forum, in many ways, this is just as much a new frontier
for ethics and risk assessment as it is for emerging technology. Some of the major issues
include:
•

Inequality - How do we distribute the wealth created by machines? As companies can
drastically cut down on the human workforce, the revenues will go to fewer people. How
do we structure a fair post-labour economy?

•

Nudging – How do machines affect our behaviours and interactions? As machines gain
the ability to nudge our behaviour, who decides which behaviours are beneficial and
which aren’t?

•

Bias – How do we eliminate AI bias? Artificially intelligent systems rely on large volumes
of data to reach conclusions. If there is a bias in this data, or in the way the system is
trained by humans, the system itself will be biased too. The challenge is to train a system
to always be fair and neutral.

•

Security – How do we keep AI safe from adversaries? With AI, we are potentially dealing
with systems more capable than humans by orders of magnitude. This can be used both
for good and nefarious purposes. How can we protect AI systems from people who
deliberately try to “fool” the system by exploiting weaknesses in the way the system has
been set up, or weaknesses in cybersecurity?

•

Evil genies – How do we protect against unintended consequences? As AI systems are
self-learning, they may progress to a point where they simply become too complex for
humans to understand. Who controls the system if that happens?

Source: World Economic Forum, Top 9 ethical issues in artificial intelligence, October 2016
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Data and algorithms impact IT itself, leading to an insight driven IT organization

Technology business management

Replacing manual administrative work

Technology business management (TBM) provides a data-driven framework for measuring,
managing, and communicating the budget, cost, and value of IT. TBM is for IT what ERP is
for the business: one version of the truth / integral reporting. Transparency and dataenabled decision making are critical elements for running IT like a business as they enable
the development of a business-focused service catalogue, the articulation of clear service
cost models, and the ability to share usage metrics with stakeholders. This empowers them
to make better informed decisions about the use of IT and gives them insight into how
business demand influences IT costs. At the same time, it allows organizations to optimize
value and continuously improve business outcomes, e.g. by optimizing the ‘run’ versus
‘change’ ratio, by increasing speed of delivery, or by reducing risk.

TBM replaces the manual effort traditionally expended to collect data, maintain Excel
spreadsheets, compose reports, etc.—freeing up IT resources to focus on interpreting data
and making data-based decisions. This data-driven culture relies on fewer people with
different skills to analyze both business and IT data, and requires a governance approach
capable of supporting new decision-making processes. In essence, the availability of a single
source of the truth allows for a richer set of KPIs and metrics, positioning IT to run like a
business. Some of those metrics include fixed versus variable costs, run versus change
costs, capex versus depreciation, application TCO, NPV of investment portfolio, and KPIs on
the performance of key IT processes. Through this type of data analysis, IT teams can
improve forecasting, budgeting, and reporting—rationalizing the way in which IT costs are
funded and charged.

The three domains of TBM are shown in the figure, where demand represents the
business’s needs and projected changes in those needs (e.g. business volume growth), and
resources represent the assets in place to deliver services and projects. TBM provides one
version of the truth for all of these elements. Its ingredients and principles include:
•

A sound understanding of how business outcomes (end-to-end) are dependent on IT
outcomes and what failure to deliver IT outcomes means for the business end-user.

•

Access to reliable insight in total cost of ownership for applications.

•

Budgeting and forecasting based on a clear understanding of demand and cost drivers.

•

Data-driven decision making with the right incentives (metrics) and a culture of accountability.

•

A single source of truth as opposed to a variety of manually maintained, incomplete, and
inconsistent spreadsheets.

•

Evidence-based foundation for application rationalization, project portfolio optimization,
infrastructure consolidation, and vendor rationalization.

•

Business cases based on sound data analysis and the ability to track benefits

Insight Driven IT Organization
Demand

Services / Projects

Resources

Business Operating Model

Service catalogue

Applications

Business growth projection

Service cost models

Infrastructure

Product/market plans

Unit costs

Human resources

M&A plans

Usage tracking

Vendors / contracts

Investments / Projects
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Our point of view and recommendations

Point of view

Recommendations

•

The digital universe—all digital data we create annually—is rapidly expanding. In coming
years, the volume of data stored will quadruple, while the percentage of high-value data
worth analyzing to achieve actionable insights doubles.

•

Take an inventory of current and future data assets, including transaction data, IoT
sensor data, and social media data. Identify the high-value data and start treating data as
a company asset.

•

Analytics will expand to non-traditional data formats using techniques like computer
visualization, advanced pattern recognition, and deep learning. This will enable
organizations to gain a better understanding of customers, employees, operations, and
markets.

•

Imagine how algorithms will shift your business in the future (e.g. over the next 10 years),
as they enable you to run whole business processes automatically. Identify the data
assets and algorithms needed to make that happen, and analyze any existing gaps, and
develop strategies to close those gaps.

•

As intelligent algorithms and AI are increasingly developed to analyze growing volumes
of data, algorithms themselves will become sources of competitive advantage. That’s
because they are the only way to automate business processes at scale, while preserving
personalized decision-making on every transaction. As such, algorithms and data will
increasingly become strategic assets in the digital era Technology Operating Model.

•

Assess the ethical and risk issues related to algorithmic business to make sure they don’t
catch you off guard on your journey to business process automation at scale.

•

Use data and algorithms not only in the business domain but in the IT domain as well.
Develop into an insight driven IT organization, with data-driven decision making.

•

The concept of algorithmic business raises issues around privacy and ethics that are
quite new to the realm of technology. In many ways, algorithmic business is just as much
a new frontier for ethics and risk assessment as it is for emerging technology.

•

The use of data and algorithms does not only impact business processes, but IT
processes and the way IT is managed as well, leading to an insight driven IT organization.
The availability of rich data about all IT assets and processes forms the basis for running
IT like a business.
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1.

4.

7.

Agility and speed
become the new norm.
Organizations learn and
adapt by experimenting
and fast deployment
(Agile, DevOps, lean
startup).

The workforce transitions
as digital, data, AI, and
robotics create new jobs
and cause existing jobs to
disappear.

Cloud becomes the
dominant IT delivery
model, with highly
automated IT processes.

2.

5.

8.

The boundaries between
business and IT blur,
business-led IT increases,
and tech fluency is vital for
all.

Organizations adopt the
vision, values, culture,
and leadership required
to build digital DNA.

Competitive advantage
shifts in favor of data and
algorithms fueling
algorithmic business.

3.

6.

9.

The rise of innovation
ecosystems with joint risk
taking, and value creation
among quickly engaging
and disengaging partners.

Innovation and
experimentation require a
larger share of resources,
with fit-for-purpose
funding mechanisms and
governance.

Information technology
(IT) and operational
technology (OT)
converge.
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Information technology (IT) and operational technology (OT) have long been separate

A historic perspective on IT and OT convergence

OT takes many forms
In many asset-intensive industries, a world of physical equipment oriented technologies has
emerged alongside traditional information technologies. This operational technology (OT)
takes many forms and tends to vary by industry. For example, in production plants, OT
generally includes meters, valves, sensors, and actuators. In the energy and utility sectors,
OT both controls and monitors the physical energy distribution grid and manages the smart
grid on the retail side by connecting to smart thermostats and home sensors. Similarly, in
hospitals, OT includes medical technologies for the full range of medical procedures, as well
as the life supporting devices used in intensive care.

1960-1979

1980 - 1999

2000-2010

OT

OT

While IT and OT both began as standalone solutions, over time they have become
increasingly interoperable.
•

•

•

Since its early focus on island automation and batch-oriented systems, IT has progressed
towards systems integration, process automation (ERP), service-oriented architectures,
and most recently IP networks and cloud services. As a result, IT now relies heavily on
interfaces with the outside world—and faces all the security vulnerabilities that come
with that.
OT has developed along similar lines. Over the past 20 years, industry-wide initiatives
have been undertaken to interconnect, integrate, and standardize historically isolated
technologies and interfaces, creating the ability to share data across processes and value
chains, and interconnecting “efficient factory production” to typical IT support processes
such as planning, finance, ERP, and customer (web) interfaces.
OT began shifting from analogue towards digital when standalone industrial robots were
first put in place to manage complex precision tasks like welding, painting, assembly, pick
and place for printed circuit boards, packaging and labelling, palletizing, product
inspection, and testing.
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Operational
technology is 100%
analogue and
completely
separated from
emerging
information
technology

2020 - 2030

OT

OT

OT and IT from a historic perspective

Today

Sensors
Processing / Storage
/ Network
Operating Systems
Middleware
Databases
Platforms

Technology

IT

Compute technology
arrives into
industrial operations
(PLC, DCS, PC).
However, still highly
separated

IP technology
arrives to industrial
controls along with
network connectivity
driving further
integration between
IT and OT

Sensor prices
decrease and IoT
prevalence increases
exponentially in
operational
technology. Cyber
risks increase

Convergence of
operational
technology and
information
technology to
‘Technology’
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IT and OT now exchange technologies at the edges of their worlds

•

This shift accelerated once factory assets and robots were interconnected, enabling
flexible flows between the factory and warehouse. In large part, this was facilitated by
the development of supervisory control and data acquisition (SCADA) systems. SCADA is
a control system architecture that interconnects computers, networked data
communications, and graphical user interfaces for high-level process supervisory
management. Using standard automation protocols, it allows for other peripheral
devices to be connected as well, such as programmable logic controllers and discrete PID
controllers to interface with the processing plant or machinery. The real-time control
logic or controller calculations are in turn performed by networked modules that connect
to field sensors and actuators. These SCADA systems created a universal way to remotely
access a variety of local control modules from various manufacturers.

•

Most recently, the introduction of manufacturing execution systems (MES) has enabled
the interconnectivity and monitoring of continuous production processes, such as oil
production and chemical plant management, adding more value and insights to the
equation.

OT and IT overlap
Over the years, OT and IT have begun overlapping. For instance, as new generation OT
systems emerged, they came with more complex software—which required the use of
increasingly commercial IT technology, like Linux or Microsoft Windows. Similarly, dedicated
wiring between OT components has given way to the use of standard IP-networks. Yet,
despite this overlap, the management of OT and IT still remained separate. Typically, the IT
department was responsible for business process automation (like ERP and CRM systems),
while the engineering department, reporting to the COO, managed the factory and the
related OT.
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Thanks to the Internet of Things, OT and IT converge

IoT is driving full convergence of OT and IT …
Although the use of standard IT hardware, operating systems, databases, and middleware
for OT purposes created an overlap between OT and IT, the Internet of Things (IoT) is now
driving their full convergence. The exponential growth in the use of IoT in sectors like
manufacturing, healthcare, mining, aviation, energy, and telecommunications will eventually
result in a highly integrated environment of smart physical equipment, connected on a
mass scale to intelligent systems. At some point, physical equipment and intelligent systems
will be so interwoven that the distinction between OT and IT disappears. These concepts will
simply have lost their meaning.

… combined with a business need for real-time insight and control
As physical equipment becomes IoT-enabled, organizations gain a growing ability to both
merge OT and IT data in real time, and apply advanced analytics or artificial intelligence to
it—positioning them to uncover greater real-time insight and control. Over the short term,
this will likely see companies monitoring their assets’ operational status in a bid to reduce
downtime through preventive maintenance. Going forward, however, organizations will
ultimately use artificial intelligence to analyze streaming sensor data—enabling them to
detect patterns and anomalies that would otherwise remain unnoticed.
Over time, this combination of OT and IT will allow R&D and marketing departments to
better understand the true use and value of their products and services, while driving
design improvements on those offerings. As a result, organizations will be able to masscustomize their products, services, and customer interactions without repeatedly asking for
customer feedback.
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Seamless integration of OT and IT remains a challenge

Challenges facing seamless IT/OT integration
While the integration of IT and OT can deliver measurable benefits, it remains a challenging
and audacious goal. Here’s why:
•

The installed base of existing IT and OT platforms is extremely complex and haphazardly
organized, with different approaches for technologies and services typically managed by
IT (such as CRM and ERP as part of order intake) and those typically related to OT (such
as MES and computer aided technologies).

•

Given the separate silos in which OT and IT were developed, and the separate business
processes they support, a lot of companies struggle to define a common ontology or
conceptual framework for integrating IT and OT capabilities.

•

For a lot of industrial assets, it can be quite costly to create new I/Os when replacing
legacy PLC. A growing number of companies consequently install additional standard IPbased sensors on top of their existing SCADA/MER platforms.

•

Unlike typical IT approaches—where Ethernet and enterprise wireless technologies are
based on best-effort protocols and retries when a connection fails—many IoT projects
require OT systems and IoT devices to communicate using deterministic and low-latency
systems. These closed loops are particularly important in MES, which control hazardous
and time sensitive manufacturing or chemical processes. The Internet Engineering Task
Force (IETF) was specifically created to set standards for defining the characteristics of a
deterministic capability into commercial communication networking functionality.

•

As the interpretation of sensor and performance data is increasingly automated, tighter
closed loops are needed to prevent errors and learn from exceptions. In the IT world,
rules-based systems and engines are sufficient to manage many complex processes.
However, given the sheer volume of data and the velocity at which it is generated in an
integrated OT/IT industrial environment, rules-based solutions do not suffice. Instead,
streaming analytics and deep learning are needed to provide (near) real-time learning
capabilities to incrementally improve system performance.

© 2017 Deloitte The Netherlands

•

IT and OT departments frequently have significantly different cultures and team
expertise. Typically, IT departments work in a corporate environment to deliver “office IT”
across the organization. OT, on the other hand, is often owned by relatively small teams
of mechanical and electrical engineers with overall responsibility for all of the assets on
their part of the assembly line. These different cultures tend not to mix well.
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Using digital twins to merge IT and OT

Digital Twins
Given the challenges associated with IT/OT convergence, organizations are seeking effective
solutions. One approach is to create a digital twin—which is essentially a digital replica of
physical assets that integrate data from (IP-based) sensors with a physical object. Using a
digital twin, organizations can gather near real-time information about the asset/line
involved, such as its working condition, performance, position, and state of repair. These 3D
models capture actual asset data in near real time using smart algorithms that detect
anomalies, predict performance and downtime, and support and visualize insights based on
deep learning capabilities. Because of their rich and visual user interfaces, they serve as
powerful tools to merge data from both OT and IT systems, creating the situational
awareness businesses need to manage these complex systems.

Science Foundation, this will broaden the applicability of CPS to include alerts and intervention (e.g., collision avoidance); precision (e.g., robotic surgery and nano-level
manufacturing); coordination (e.g., air traffic control, public transport management, network
centric warfare); operating in dangerous or hazardous environments (e.g., search and
rescue, firefighting, and deep sea exploration); efficiency (e.g., zero-net energy buildings);
and augmentation of human capabilities (e.g., healthcare monitoring and delivery).

Cyber-Physical Systems
Another integration approach involves the use of cyber-physical systems (CPS). According to
the US National Science Foundation, a CPS is a mechanism controlled or monitored by
computer-based algorithms, tightly integrated with the internet and its users. In cyber-physical
systems, physical and software components are deeply intertwined, each operating on different
spatial and temporal scales, exhibiting multiple and distinct behavioural modalities, and
interacting with each other in a myriad of ways that change with context.
Unlike traditional devices/assets with embedded software components, a full-fledged CPS is
specifically architected as a network of interacting assets with physical input and output,
allowing for integration of computation, networking, and physical processes at a large scale.
The technology is capable of connecting to embedded systems—such as computers and
software embedded in devices whose principle mission is not computation. Examples are
popping up in both the consumer and industrial sectors. They range from autonomous
vehicles, consumer appliances, patient monitoring, and intelligent thermostats to complex
medical devices, aircraft engines, and scientific instruments.
CPS allows for the introduction of robotics and sensor networks into the equation. As a
result, the network as a whole—including its assets/devices—becomes more adaptable,
autonomous, efficient, reliable, and—if well designed—safer. According to the US National
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OT and IT convergence raises fundamental issues for the Technology Operating Model

Issues raised by OT/IT convergence
Although there are strong arguments to bundle IT and OT capabilities in some industries,
this is not universally the case. In fact, the convergence of OT and IT creates some
fundamental issues that must be addressed:
•

As IT technology becomes prevalent in OT, so does the vulnerability for cyber attacks.
The old paradigm of complete separation (security by obscurity) no longer works. OT
needs equivalent—or perhaps greater—protection as IT, particularly if the physical
equipment is life or mission critical.

•

The use of standard technology operating systems, databases, and middleware in OT
systems creates the need for typical IT practices and processes, like upgrade cycles,
release management, and patches. Management of OT becomes more similar to management of IT.

•

The OT and IT functions need to create a joint team, combining expertise of physical
equipment and intelligent systems, to design and deliver real-time systems for operations.
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Our point of view and recommendations

Point of view
•

Information technology (IT) and operational technology (OT) have long been under the
control of entirely different groups with different cultures. Despite this separation, IT and
OT share some common technologies (e.g. networks, operating systems, databases).

•

As physical OT assets are increasingly equipped with sensors and connectivity, huge
volumes of data can now be processed by intelligent IT systems to provide real-time
insight and control. This means IoT is driving a full convergence of OT and IT into just
‘technology’. That said, the seamless integration of OT and IT remains challenging for
most organizations. Although there are strong arguments to bundle IT and OT
capabilities in some industries, this is not universally the case.

•

Recommendations
•

Assess your current operational technology and evaluate where the biggest
opportunities lie in the use of IoT and intelligent systems working on real-time data.

•

Identify the OT and IT experts you need to design and deliver these solutions and let
them work together on a joint plan. Pay specific attention to cybersecurity and resilience.

•

Ultimately, create a joint team, combining expertise of physical equipment and intelligent
systems, to design and deliver real-time systems for operations

The convergence of OT and IT creates some fundamental questions that must be
answered:
o As IT technology becomes prevalent in OT, so does the vulnerability for cyber attacks.
The old paradigm of complete separation (security by obscurity) does no longer work.
OT needs to be protected like IT needs to be protected, maybe even more if the
physical equipment is life or mission critical.
o The use of standard Technology Operating systems, databases and middleware in OT
systems creates the need for typical IT practices and processes like upgrade cycles,
release management and patches. Management of OT becomes more similar to
management of IT.
o Converged OT and IT needs a broad expertise covering the capabilities, processes and
best practices of two worlds. As OT and IT blend into each other, the capabilities,
processes and best practices need to blend as well.
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Chapter 6
Connecting the dots
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> 10 years

The ‘technology push’ will not go away for the next 20 years, and forces companies to rethink
their strategy
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Enterprises with digital aspirations have a fundamental mismatch between their digital
strategy and their existing Technology Operating Models
Digital Strategy

Traditional Technology Operating Model

What is our
winning
aspiration?

Mismatch

Business / Users

Where will we
play?

How will we win?

What capabilities
must be in place?
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Project
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This is because digital strategies involve changes of a different magnitude: the 9 big shifts

3 Big Shifts in ‘Ways of working’

3 Big Shifts in ‘Resources’

3 Big Shifts in ‘Technology’

1.

4.

7.

Agility and speed become the new
norm. Organizations learn and adapt
by experimenting and fast
deployment.

The workforce transitions as digital,
data, AI, and robotics create new
jobs and cause existing jobs to
disappear.

Cloud becomes the dominant IT
delivery model, with highly
automated IT processes.

2.

5.

8.

The boundaries between business
and IT blur, business-led IT
increases, and tech fluency is vital
for all.

Organizations adopt the vision,
values, culture, and leadership
required to build digital DNA.

Competitive advantage shifts in
favor of data and algorithms
fueling algorithmic business.

3.

6.

9.

The rise of innovation ecosystems
with joint risk taking, and value
creation among quickly engaging
and disengaging partners.

Innovation and experimentation
require a larger share of resources,
with fit-for-purpose funding
mechanisms and governance.

Information technology (IT) and
operational technology (OT)
converge.
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Because of the 9 big shifts, each of the 15 TOM dimensions needs to evolve

15 dimensions of Technology Operating Models

Agility and speed
Blurring boundaries
Innovation ecosystems

Customer Profiles

Infrastructure

Customer Touch-points

Systems / Integration

Customer Value

Data / Algorithms

Workforce transition
Digital DNA

Processes / Automation
Capabilities / Skills

Transforms

Sourcing / Ecosystem

Funding and Governance
Cloud and Automation
Data and Algorithms

Organization / Roles

Funding mechanisms

Governance / Decision rights

Investments Portfolio

Culture / Behavior

Performance metrics

IT and OT converge
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An illustration of the magnitude of the impact in a traditional TOM

Business Relationship Management example - a changing paradigm
Together, the 9 big shifts that shape the digital era Technology Operating Model have a
disruptive impact on traditional IT Operating Models, like the example depicted in the
diagram to the right. In companies with a strong digital aspiration, the traditional paradigm
of two separate worlds, ‘business’ and ‘IT’, with ‘Business Relationship Managers’ (BRMs) in
the IT department acting as liaison between them is rapidly changing due to:
•

Cross-functional (business and IT) agile teams decrease the need for dedicated BRMs in
the IT department. Increasingly, this role is fulfilled by the cross-functional agile teams
themselves (page 17), with Product Owners in a key role (page 19).

•

Technology is organized closer to / embedded in the business, especially application
development and maintenance. Even to the point where there are Business Unit owned
Agile/DevOps teams (page 36).

•

Tech fluency becomes a career driver for non-IT workers. IT workers have long been
encouraged to “speak the language of business”, but increasingly it is becoming just as
important for the business to speak the language of IT (page 35).

•

•

Centers of Excellence used to build and foster new technology capabilities can sit
outside the IT department in the Line of Business for which the expertise is most
relevant (page 38).
Innovation management is no longer the responsibility of an ‘Innovation Manager’ in the
IT department, but is dispersed throughout the enterprise. Innovation labs sitting
outside the IT department (page 39), edge plays outside of the company (page 47) are
new ways to organize innovation capabilities.

•

Innovation ecosystems, with joint risk taking and value creation augments the playing
field as it is no longer just ‘the business’ to partner with, but external partners in the
innovation ecosystems as well (page 46).

•

Cloud computing creates a new reality where business units can adopt cloud solutions
in short time without the IT department even being involved (page 86).
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Checking for blind spots

Leave nothing out
To achieve both short-term and long-term opportunities in the digital era, organizations
require TOMs that are capable of accounting for the nine big shifts.
It’s important to note that missing one or more big shifts will result in a TOM that is illequipped for the digital era — and greatly impact digital maturity. (That being said, there is
one exception — if your company doesn’t have OT, IT/OT convergence is obviously not
relevant to you.)

A multi-year journey
It’s also important to note that accommodating the nine big shifts won’t be easy. It will
involve fundamentally changing the traditional TOM—a process that will inevitably take
years to initiate, evolve, and master. In essence, the nine big shifts should be viewed as a
multi-year journey—one that consists of a number of small steps, each one reliant on the
other
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Mutual interdependent events

Dependencies between big shifts
By viewing the nine shifts through this lens, it becomes clear that they’re not isolated
phenomena but, rather, mutually interdependent events. To illustrate this, let’s explore four
examples:
1. Agility and speed  Blurring boundaries: The cross-functional nature of Agile teams
(i.e. business and IT), combined with short feedback loops, will greatly impact how these
teams are organized. As a result, more organizations will likely shift from “central IT”
structures to “business unit IT” structures, and the need for T-shaped and tech-fluent
people will increase.
2. Agility and speed  Workforce transition: Agile decreases the need for traditional job
types—such as project managers—and increases the need for new job types like “Scrum
master” and “Cloud broker”.
3. Workforce transition  Digital DNA: Changing the workforce alone is only half the job.
The new workforce needs to operate in an environment with deeply embedded digital
DNA.

(2)

(1)

(3)
(4)

4. Digital DNA  Blurring boundaries: Signature aspects of digital DNA (e.g. a culture of
innovation and exploration, distributed decision rights, fast learning) are all drivers that
essentially blur the boundaries between business and IT.
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Tailoring the approach - the nine big shifts are not one-size-fits-all

Four different types of shifts
Although every company will be impacted by the nine big shifts, the extent of this impact
will differ from company to company and industry to industry. In addition, depending on an
organization’s individual dependencies, some shifts will have more of an impact than
others. To identify which shifts require the most resources, it’s helpful to break them down
into four different types:
•

The dominant shift will provide the greatest contribution to increasing an organization’s
future value. Of the nine big shifts, “agility and speed”; “cloud and automation”; “data,
algorithms and AI”; and “IT/OT convergence” are likely to be dominant shift candidates.

•

When the dominant shift is known, the dependencies between shifts can be used to
identify showstopper shifts. These are shifts that must take place to advance on the
dominant shift. Failure to materialize these showstopper shifts always results in failure to
achieve the desired results of the dominant shifts. In the case of “agile and speed” as a
dominant shift, for example, showstopper risks are “workforce transition”, “digital DNA”
and “funding and governance”.

•

The third category is the booster shifts. These are not showstoppers (i.e. they are not
necessary for the dominant shift), but they have another effect. If done well, they can
boost the effect of the dominant shift in a positive way in terms of time to market or
business relevance. For example, “innovation ecosystem” is not a direct prerequisite for
“agility and speed”, but when agility is realized and an innovation ecosystem is in place,
the combination will create more business value than the sum of the business value
created by each individually.

•

Example

Dominant shift:
Agility and Speed
Booster shift:
Blurring boundaries
Showstopper shift:
Digital DNA

Showstopper shift:
Workforce transition
Booster shift:
Innovation ecosystems

Booster shift:
Cloud and Automation

Finally, seen from the perspective of the dominant shift, there are loosely coupled shifts.
These are neither showstoppers nor boosters, but have their own contribution to digital
maturity next to the contribution of the other shifts and without major dependencies.

To manage and configure a portfolio of nine big shifts effectively, the analyses and
evaluation of each of the nine big shifts and their business relevance to the company’s
digital transformation is of vital importance.
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Showstopper shift:
Funding and Governance

Loosely coupled shift:
Data, Algorithms, AI

Loosely coupled shift:
IT/OT Convergence
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Synchronizing the shifts

Maturity

The right timing
The challenge of transitioning the TOM can be compared to tuning a complex piece of
machinery with nine different buttons. Turning one button impacts the positioning of the
rest, so—to realize the optimal configuration—you have to find a way to turn the right
buttons at the right time.
Similarly, all nine of the big shifts must be addressed simultaneously. Picking only a couple
at a time will result in an incomplete TOM. This is illustrated in the figure to the right, where
the dominant shift, “agility and speed”, is also the most advanced. However, the
showstopper shifts—”blurring boundaries”, “workforce transition”, “digital DNA” and
“funding and governance” are clearly lagging behind. If this is the case, additional
investments to further advance “agility and speed” are likely to deliver little value as the
related dimensions have become a bottleneck. Instead, it would be wiser to invest in getting
the lagging shifts in line with the dominant shift..

Dominant Shift
Agility and Speed
Showstopper Shifts
Workforce transition
Showstopper shifts that
are lagging behind, will
be inhibiting further
advancement in the
dominant shift.

Digital DNA

Funding and Governance
Booster Shifts
Cloud and Automation
Booster shifts will
increase the business
value of advancements
in the dominant shift.

Blurring Boundaries

Innovation Ecosystems
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Chapter 7
How to Execute on the Model
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Let your digital strategy fuel the shift towards a Digital era TOM

Digital era TOM in perspective

Digital Technology

In this point of view, we argue that 9 big shifts will completely transform your Technology
Operating Model. These 9 big shifts are not coming ‘out of the blue’, but follow from a digital
strategy to thrive and survive in a digital world, fueled by emerging digital technologies. If
you do not have digital aspirations and a digital strategy, your probably will not need to
make the shift towards a digital era TOM. If you do have digital aspirations and a digital
strategy though, you can not afford not to shift towards a digital era TOM.

What should be in place?
•

•

•

•

Organize your Digital Disruption Radar screen: make sure you know “what’s coming in
Digital Technology”. Have a well prepared bi-annual joint business and IT meeting in
which you identify potential digital disruptive technologies, both as a potential threat as
well as a potential opportunity to disrupt others in your market or allow you to enter a
new market.
Define your digital strategy by rethinking how you create value for customers and
transform the way your work. Use digital technology as an enabler for a winning position
for your firm in its industry – possibly even changing the industry itself. The
fundamentals of cost advantage or superior differentiation still hold true, but in the wake
of digital disruption, the options for ‘where to play’ and the set of choices for ‘how to win’
have changed. The essence of digital strategy is to use a deep understanding of how
digital transformation is redefining the primary drivers for competitive advantage.
Organize your Internal Digital Initiatives Radar screen: keep active taps to all digital
initiatives that are going on within your organization both in the Business as well as
within the IT department. Be particularly aware of technology choices / IT architectural
decisions that are difficult to reverse and that might limit future options or create
undesirable long term Digital Supplier lock-in
Protect internal (digital) disruptive initiatives from the internal anti-innovation-bodies
within your organization by positioning them at the Edges of your organization. Do this in
a smart way securing that you take full benefit of the learning effects of Minimal Viable
Products and Fast Failure.
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fuels

What is our
winning
aspiration?

Where will we
play?

Digital Strategy

How will we win?

What
capabilities must
be in place?

What
management
systems are
required?

requires
9 Big Shifts to the TOM
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Leading the transition

Digital era TOM: In perspective

Results from the CIO Survey

To successfully address the nine big shifts and establish a TOM fit for the digital era, an
organization must commit to integrating its digital strategy into the overall business
strategy. This will require, above anything else, a shift in how the C-suite functions.

Total involvement
The Technology Operating Model of the future transcends the scope of what we
traditionally call IT. In fact, each of the nine big shifts will impact parts of the organization
that are beyond the control of the CIO. For this reason, whether a company is scaling Agile
across the entire enterprise or looking to increase tech fluency in varying business roles, all
C-suite leaders must be on board

No gain without pain
Just like digital cannot be owned by a single departmental function, neither can the
transition towards a digital era TOM. Realizing a company’s digital transition is a team effort.
To succeed at capturing the business value of digital technologies, organizations will have to
suffer through the pain of modernizing, standardizing, and transforming complex legacy
landscapes. As such, C-suite leadership needs to commit itself to taking digital to the core,
exploring new ways of working, and adopting new leadership styles.

CIO imperatives
CIOs are well-positioned to play a key role in the digital TOM transformation. That said, to
realize this potential, organizations will have to change their view of the CIO and its
associated responsibilities, primarily by recognizing the CIO as an enterprise-wide business
leader and decision-maker, rather than simply the manager of the IT department.
CIOs agree with this sentiment. In Deloitte’s recent CIO survey, many saw a need to
transform their role from trusted operator to business co-creator
Source: Deloitte University Press, 2016-2017 Global CIO Survey
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Start with understanding how the nine big shifts will impact your organization.

Prioritize big shifts
The 9 big shifts to the Technology Operating Model follow from digital aspirations and
digital strategy. Since there is no ‘one size fits all’ digital strategy, there is also no single way
in which these 9 big shifts impact companies. Therefore, each company should start with
identifying the relevancy of each of these big shifts.
A good way to establish a digital TOM that addresses the nine big shifts is by determining
the dominant, showstopper, booster, and loosely coupled shifts facing your business. This
will give you a rough idea of how to allocate you time and budget.

Dominant

Showstopper

Booster

Loosely coupled
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Determine the size of the impact and the imminence of change

Where to start: assess the impact of each big shift
The way in which each of the nine big shifts impacts an organization’s TOM transformation
depends on the maturity of an organization’s existing TOM, the pace at which digital
aspirations are realized, and the market situation. To identify how each of these big shifts
will impact your TOM, ask the following questions:
•

How transformational will this big shift be in the long term? Will it result in a big bang,
shaking your organization to its core—or a smaller hit? Devise a narrative describing the
future situation in an ideal world.

•

When are the major changes expected to take place? If changes are already happening
or will be happening in the next year, you are said to be on a “short fuse”. If you expect
these changes on a horizon of something like three to five years, you are on a “long fuse”.

•

Where will each of these big shifts have the biggest impact? Which product/service,
market, business unit, organizational roles, external partnerships will be most affected?
Your answers should address both the long term and short term, with the short-term
answers indicating where your transformation should start. Any quick wins and low
hanging fruit should be identified here.

Short fuse, big bang

Short fuse, small bang
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Long fuse, small bang
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Establish concrete goals and actions

Where are you now?

Characteristic

Current situation assessment

Before identifying concrete goals and actions as part of your transformation journey, get a
clear picture of where you are now compared to the ideal situation described in the
previous chapters addressing the individual big shifts.

1. Agility and Speed

Lagging

On par

Excelling

Lagging

On par

Excelling

Instead of scoring a big shift as a whole, use an assessment framework like the one shown
to the right, in which the parts of each big shift are listed separately. In this model, score
your current situation relative to the ideal situation of digital maturity and use this as a
baseline for your goal setting and planning.

What actions need to be taken?
Apply this insight to the dominant, showstopper, booster, and loosely coupled shifts that
you identified earlier, keeping in mind:
•

Elements of the dominant shift are of the highest importance. Your organization’s goal
should be to excel in this area.

•

Elements of showstopper shifts need to be at least ‘on par’ to prevent them from acting
as a bottleneck and slowing down the dominant shift.

•

•

Elements of booster shifts need to be carefully chosen (i.e. weighing cost, risk, and value)
and timed to boost the impact of the dominant shift and the future value of the TOM for
the digital agenda.
Elements of loosely coupled shifts can be decided upon independently of choices
regarding other big shifts.
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1.1

Basic agile: cross-functional scrum
development teams (p12)

1.2

Scaled agile: enterprise wide agile with
mature coordination mechanisms (p13)

1.3

Agile / DevOps: Dev and Ops working as
one in a highly automated fashion (p16)

1.4

Explorative Agile: LEAN Startup and Design
thinking concepts (p17)

1.5

Ability to choose from different
approaches (p18)

2. Blurring Boundaries
2.1

Self-service and new engagement models
for digital natives

2.2

Tech fluency a driver for career success for
non-IT workers

2.3

Technology organized closer to /
embedded within the business

2.4

Decentralization of technology budgets (BU
/ product / value stream)

2.5

Centers of Excellence to foster critical
digital expertise

2.6

Innovation Labs to bring the best talent
together to work in innovation
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Create a high-level digital roadmap to generate buy-in from the business and digital teams

Plan carefully
The transition to a digital era TOM is a multi-year journey that takes place in the context of
an existing project portfolio and existing relationships with stakeholders. To succeed, CIOs
must understand this context when shaping their digital era TOM transition, and plan
deliberately to create and sustain buy-in from stakeholders during it.

Year 0

Year 1

Year 2

Year 3

An effective way to achieve this is to plot your goals and activities into a roadmap, as shown
in the diagram on this page. Typically, projects in this roadmap will fall into one of three
buckets:
•

Ticket to ride projects are those that deliver new solutions and capabilities to business
users. These projects allow the CIO to generate credibility and obtain support from nonIT stakeholders.

•

Operate and control projects are those that must be done to “keep the lights on” and
remain compliant. Stakeholders simply expect these projects to be executed
successfully. There is little credit to be earned by executing these projects seamlessly,
but a lot to lose if they’re not done right.

•

Claim to fame projects are those that will act as the foundation of a CIO’s legacy by
helping build the organization’s brand image, allowing it to attract and retain top-tier
digital talent.

Ticket to ride

Operate & Control

Claim to Fame
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Chapter 8
Appendices
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