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Internal audit has long been viewed as a key element of financial services 
firms’ frameworks to manage risk – the third line of the three lines of 
defence. But now, internationally there is new guidance that raises the  
bar of good performance. The Committee on Internal Audit Guidance for 
Financial Services in the United Kingdom has issued its Recommendations 
for Effective Internal Audit in the Financial Services Sector, following a 
year-long exercise of drafting and consultation. It is widely expected that 
similar recommendations will be applicable to South African financial 
services firms in the near future. 

The guidance seeks to reposition the focus of internal audit, from 
testing and reporting on the internal control environment, to 
supporting non-executive and executive management in the more 
effective management of key risks.

The guidance builds on existing professional standards from the global 
Institute of Internal Auditors but is explicit in taking to new levels the 
internal audit principles that have long existed – from the positioning of 
the audit function within the organisation (for example, reporting lines 
and remuneration) to areas of audit coverage such as governance, 
culture or corporate events. In South Africa, King III also recommend 
the assurance of the ethics performance and integrated report of an 
organisation. Some of these areas will be difficult – and uncomfortable –  
for auditors to assess.

There has been much debate in the industry on the draft guidance, 
reflecting perhaps that internal audit is as much an art as a science. 
The guidance is delivered as a set of principles, which will require 
interpretation considering the context of organisation. The exact 
implementation is expected to differ to be proportionate to the 
organisation, but all organisations are expected to adopt the “spirit  
of the guidance”.

In the context of a financial services sector which globally has been 
subject to intense criticism over recent years, the guidance presents  
an opportunity and a welcome push for internal audit functions to 
proactively move onto the front foot and increase their relevance to 
their respective organisations and the financial services industry as a 
whole. It is expected that every financial services internal audit function 
will have to make some changes to meet guidelines, which clearly now 
represent the bar against which internal audit will be measured, both 
domestically and globally. In particular, the resources and skills within 
audit functions will be subject to increasing scrutiny and pressure as 
they seek to deliver the requirements of the new guidance.

Every internal audit function should perform an assessment of the impact 
the guidance has on the function and on the audit plan and should 
determine an appropriate response. This assessment should be discussed 
with executive management and agreed with the audit committee.
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Where might the most significant impact be?
The guidance is far-reaching, setting a benchmark throughout the entire internal audit cycle. 

Some of the more significant challenges include:
•	Positioning within the organisation – Internal audit reporting lines should be clearly defined, and in many 

cases redefined, as completely functionally independent. The chief internal auditor should report to the audit 
committee chairman, with all divisional heads of audit reporting directly to the chief internal auditor, rather 
than to local committees. Primary reporting lines should be within internal audit, through which results are 
reported, objectives set and appraisals performed. Secondary reporting lines should be to the chief executive 
officer only, to maintain independence from every part of the organisation and to promote the eminence of 
internal audit as a key element of the governance and risk management framework. This poses a significant 
change to the common practice in South Africa for the head of internal audit to report administratively to the 
chief financial officer or the chief operating officer.

•	Employing significant professional judgement – Internal audit will need to extend its reach to highly judgemental 
areas. The organisation’s risk and control culture, and the risk appetite should be captured in the audit universe and 
be subject to audit coverage. Management “tone from the top” should be considered, along with a bottom-up 
assessment of attitudes to control and risk management. This is in line with King III that specifically drew attention 
to the need for independent assurance of the ethics performance of an entity, the risk management function and 
the integrated report. With the exception of the audit of the risk management function which has been a 
requirement for some time, the methodology for assuring matters such as ethics performance, culture and the 
integrated report in its entirety is still in its infancy with the identification of criteria to audit against being one of 
the biggest challenges. Assessment of these specific areas is not widespread practice, certainly with the rigour and 
consistent approach envisaged by the guidelines, and may be difficult and uncomfortable for the internal audit 
function. In the absence of quantifiable measures of risk appetite or culture, the auditor would need to define 
parameters for assessment. With risk and culture being areas of focus in post-crisis commentary, these judgements 
are likely to be of significant interest to a wide community of stakeholders.

•	An outcomes‑based approach – Auditing the processes and controls associated with a risk is a central part of 
most current internal audit methodologies. Shifting the focus to also have an opinion on outcomes leads to less 
familiar territory. Where processes and controls promote the reduction of the associated risk, but the outcome 
suggests the risk is not mitigated, the auditor should provide challenge of the judgement and actions of management. 
The fair treatment of customers is a good example of where this will be seen in practice, with valid complaints 
comprising a key measure of customer outcome. Auditors’ challenge of management judgements will be a core 
to future internal audit practices.

•	Resources – Auditing culture and risk appetite, and drawing conclusions based on outcomes, will draw heavily 
on auditors’ professional judgement. Professional judgement requires a high level of skill and experience and 
internal audit functions will need to review the adequacy of their resources, including technical specialists where 
necessary. Challenging senior management will require the auditor to be of a similar standing to the individuals 
they are challenging. We anticipate the move towards staffing Financial Services Internal Audit functions with 
fewer, but better qualified and more experienced staff members to intensify. This will include a move away from 
the focus on appointing only internal auditors with a financial accounting background and a greater focus on 
mathematicians, data scientists and engineers in order to obtain a holistic view of the combination of risk faced 
by the organisation. 
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What every head of audit and audit committee member 
should consider
•	What	management	information	is	used	to	assess	and	manage	

the performance of the internal audit function?

•	How	could	evidence	of	a	rigorous	assessment	of	auditors’	
independence	and	objectivity	be	demonstrated?	Has	this	been	
performed through the defi ned reporting lines?

•	Are	there	any	parties,	other	than	the	chairman	of	the	audit	
committee, infl uencing the objectives of the chief internal auditor?

•	In	the	context	of	your	organisation,	what	should	internal	audit	be	
delivering? 

•	Does	internal	audit	have	the	skills,	capacity	and	methodology	
necessary to provide meaningful challenges throughout the 
organisation?

•	Is	remuneration	for	the	internal	audit	function	structured	to	
safeguard independence while promoting an effective audit 
function?

•	How	does	internal	audit	establish	“what	good	looks	like”?

•	How	often	is	there	an	assessment	of	the	overall	effectiveness	of	the	
governance, and risk and control framework of the organisation?

•	Does	the	internal	audit	function	form	and	report	an	explicit	
assessment of the risk and control culture? 

•	Are	processes,	actions	and	“tone	from	the	top”	consistent	with	the	
values, ethics and risk appetite of the organisation?

•	Where	controls	and	processes	are	found	to	be	operating	effectively,	
does the fi nal outcome support this? To what degree has the 
associated risk been reduced – is it within appetite?

•	Does	internal	audit	have	access	to	live	data	in	identifying	and	
reacting to risks?

Emerging best practice
The guidance reinforces some of the emerging best practices for internal audit. Below are some key areas of emerging internal audit best practice.

Linking with other factions (earn the right to rely...)

Internal audit should incorporate the views of the risk, 
compliance and fi nance functions in its audit plan. While remaining 
fully indepenent from these functions, reliance should not be 
placed on their work without earning the right to rely.

Auditing ethics performance and culture

Internal audit should form an assessment of the risk and control 
culture of the organisation. This should be an explicit individual 
assessment and should be reported to the appropriate governance 
forums. This will be an area of signifi cant judgement.

Harnessing the power of data

Data analytics has rapidly developed into one of the most 
powerful tools for internal auditors. Incorporating the use of 
real‑time and near‑time data analysis will become a vital element 

to enhance internal audit effi ciency and effectiveness.

Relations with regulators

Internal audit functions will need to continue to respond to 
the regulatory agenda. They will need to balance the desire to be 
consistent across the organisation, with suffi cient fl exibility to 

meet regulators’ requirements across the globe.

Quality assurance

Internal audit will be expected to develop a robust quality assurance 
process, appropriate to the organisation. Externally provided internal 

audit must undergo the same checks – with all quality assurance 
results fed to the audit committee at regular intervals.

Responding to resource challenges

Audit functions will need to identify the resources and skill sets 
required to deliver their agenda and will need to assess their human 
resources accordingly. Integrating a wide range of specialist skills will 
be crucial for the function to remain relevant to the organisation.

Internal audit should form an assessment of the risk and 
control culture of the organisation.



Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited (DTTL), a UK private company limited 
by guarantee, and its network of member firms, each of which is a legally separate and independent entity. 
Please see www.deloitte.com/about for a detailed description of the legal structure of Deloitte Touche 
Tohmatsu Limited and its member firms.
 
Deloitte provides audit, tax, consulting and financial advisory services to public and private clients spanning 
multiple industries. With a globally connected network of member firms in more than 150 countries, Deloitte 
brings world-class capabilities and high-quality service to clients, delivering the insights they need to address 
their most complex business challenges. Deloitte has in the region of 200 000 professionals, all committed to 
becoming the standard of excellence.
 
This communication contains general information only, and none of Deloitte Touche Tohmatsu Limited, its 
member firms, or their related entities (collectively, the “Deloitte Network”) is, by means of this publication, 
rendering professional advice or services. Before making any decision or taking any action that may 
affect your finances or your business, you should consult a qualified professional adviser. No entity in the 
Deloitte Network shall be responsible for any loss whatsoever sustained by any person who relies on this 
communication.
 
© 2013 Deloitte & Touche. All rights reserved. Member of Deloitte Touche Tohmatsu Limited

Designed and produced by Creative Services at Deloitte, Johannesburg. (806564/jomaris)

South Africa
Nina le Riche
Director: Risk Advisory – Cape Town
Tel: +27 21 427 5669
Mobile: +27 82 331 4840
Email: nleriche@deloitte.co.za  

Pramesh Bhana
Director: Risk Advisory
Leader: Internal Auditing and Advisory Services
Tel: +27 11 209 6337
Mobile: +27 82 303 2227
Email: pbhana@deloitte.co.za 

James Alt
Senior Manager: Risk Advisory
Tel:  +27 21 427 5676
Mobile: +27 72 163 9356
Email: jamalt@deloitte.co.za

Mark Victor
Director: Risk Advisory
Tel: +27 11 806 5594
Mobile: +27 82 772 3003
Email: mvictor@deloitte.co.za

Stephen Jones
Director: Risk Advisory
Tel: +27 11 806 5000
Mobile: +27 72 094 7120
Email: stejones@deloitte.co.za

United Kingdom
Mark FitzPatrick
Vice Chairman: Internal Audit Lead
Tel: +44  20 7303 5167
Email: mfitzpatrick@deloitte.co.uk

Russel Davis
Partner: Banking and Capital Markets
Tel: +44  20 7007 6755
Email: rdavis@deloitte.co.uk

Paul Day
Partner: Banking and Capital Markets 
Tel: +44  20 7007 5064
Email: pauday@deloitte.co.uk

Contacts


