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Foreword
This publication is part of the Deloitte Center for Regulatory Strategies’ cross-industry series on the year’s top regulatory
trends. This annual series provides a forward look at some of the regulatory issues we anticipate will have a significant
impact on the market and our clients’ businesses in the year ahead. For 2016, we provide our regulatory perspectives on
the following industries and sectors: Banking, Securities, Insurance, Investment Management, Energy and Resources, Life
Sciences & Health Care.
The issues outlined in each of the six reports provide a starting point for the crucial dialogue about future regulatory
challenges and opportunities to help executives stay ahead of evolving requirements and trends. We encourage you to
share this report with senior executives at your company. Please feel free to contact us with questions and feedback at
centerregstrategies@deloitte.com.
Best regards,
Chris Spoth
Executive Director, Center for Regulatory Strategies
Deloitte Advisory
Deloitte & Touche LLP
+1 202 378 5016
cspoth@deloitte.com
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Introduction
A summary view of some of the most important regulatory issues the energy industry will likely face in 2016
For energy companies, the regulatory challenge is always complex. In the coming year, that challenge will evolve in
numerous ways—some of them very quickly. This report is designed to be a starting point for the many conversations that
companies in the industry will have as they work to anticipate, accommodate, and get ahead of the regulatory trends that
shape their work. Topics include:
1.
2.
3.
4.
5.
6.

Risk and compliance are converging
Awareness of enterprise compliance
Aggressive enforcement continues
Unfolding uncertainty about regulations and legislation
Cyber-security becomes a larger, broader concern
Trade surveillance requires more attention

In the pages that follow, a high-level summary will hold each of these key topics up to the light. What is happening?
What are the implications? And what should companies do about it? By the time the coming year ends, each of those
conversations will have gone much farther and deeper. But this is the place to start.
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1. Risk and compliance are converging:
Two functions that used to be collaborative but distinct are finding
increasing overlap. Where are the boundaries—and the cracks?
Compliance used to be more about box-checking against
discrete sets of rules and less about considering the impact
of compliance failures on day-to-day business activities.
But many regulators have begun to assess compliance more
comprehensively. They are looking not only for evidence
of adherence to the rules but also a consideration of the
underlying objective and mitigation of the operational
risks those rules are meant to address. There is also an
increased focus by enforcement staff on the organization’s
most critical activities and the ways those activities affect
an entity’s business, the energy markets, and consumers
overall.
In this shift toward a risk-based focus, regulators have
turned to enhanced analytics tools that allow them to zero
in on specific risk areas. Whether the practice of broad,
aggressive oversight will now diminish remains to be seen.
However, for organizations under the microscope, the
enforcement process of the future is more likely to spend
less time on the “check the box” portion of assessments,
devote less focus to administrative compliance, and go
straight to risk-identified areas where the questions may
be tougher. As the industry becomes more sophisticated
at identifying, prioritizing, and measuring compliance risk,
regulators are also more likely to reserve major enforcement
actions for matters of greater significance that affect
market integrity and stability, allowing for more effective
use of their resources. This means the compliance programs
that address the regulatory obligations need to more closely
evaluate the underlying safety, reliability, operations, and
other business impacts in the design and implementation
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of compliance controls. Programs will now need to better
assess and measure risk associated with compliance failures
in addition to monitoring strict compliance to the rules and
a basic ability to prove it.
Because of the implementation of new rules, organizations
are likely to see an increased overlap in the number of
regulatory issues their risk and compliance functions
address. This could create a number of possible
challenges for the energy industry as organizations work
to align and coordinate these organizations, which have
traditionally been more distinct. On the other hand, this
could also provide an opportunity, because the result
of that alignment may be greater internal streamlining
of operations, improved standardization of policies and
procedures, and technology efficiencies going forward.
To adapt to this change and reap its potential benefits,
energy organizations should perform regular compliance
risk assessments using a comprehensive compliance
risk assessment framework that includes identified key
risk indicators such as safety, reliability, regulatory, and
compliance. Within such a framework, a company can
better allow for assessment and prioritization of compliance
activities and resources. Finally, energy companies should
take a hard look at their risk management and compliance
oversight needs and implementing structures. They may
find similarities and overlaps that reporting and data
analytics could streamline. Considering these functions from
a more holistic perspective can provide for a more strategic
use of each and a more unified approach going forward.

Regulators are also
more likely to reserve
major enforcement
actions for matters of
greater significance
that affect market
integrity and stability,
allowing for more
effective use of their
resources.

2. Awareness of enterprise compliance:
Energy operations are increasingly attentive to overall ethics and
compliance programs. Compliance can guide the focus to keep up
with the shifting landscape and help organizations maximize the use of
compliance resources.
Even in a culture of compliance, an era of global austerity
can lead into murky territory. For example, a company
might venture into an unfamiliar market area in search of
new revenue—and run afoul of rules it doesn’t understand
as well those of its core market space. A global focus on
areas like cyber-crime, terrorism, and money laundering
means energy companies need to go beyond trading
regulatory areas traditionally associated with the industry
and learn more about broader regimes, such as Anti-Bribery
and Corruption (ABC), Anti-Money-Laundering (AML), and
the Foreign Corrupt Practices Act (FCPA).

Keeping the size
of the compliance
department small,
while staffing it in
a way that includes
comprehensive
knowledge of the
relevant compliance
risk areas, can be
difficult.

In energy, as elsewhere, small enforcement issues can
lead to large costs—and each company has its own
definition of “large.” In periods of tighter revenue, new
and creative trading strategies are born and should bring
an extra focus on knowing and following the rules. It
can be an engine for strengthening operations, building
and reinforcing competitive advantage, and creating
and preserving stakeholder value. And in a world where
reputation contributes measurably to brand value, a strong
compliance record can become a marketplace differentiator
and a competitive advantage. Viewed through the right
lens, compliance is more than mitigating risks and avoiding
penalties.
Most guidelines cover general topics, but compliance
can be very specific. Keeping the size of the compliance
department small, while staffing it in a way that includes
comprehensive knowledge of the relevant compliance
risk areas, can be difficult. But it can be a key way to
remain a step ahead. As an organization expands across
borders, launches new initiatives, and forges new thirdparty relationships, it should make sure its knowledge of
the applicable rules, inherent risks, and ethics expectations
grows to match.
Compliance relies on that knowledge, but it also needs
raw material—data. An increased culture of awareness

and the focus that connects regulatory and compliance
activities with process and controls across a company’s
operational units can be the first step to putting leading
practices in place. What makes this more imperative
than it might otherwise be? The fact that government
regulators around the globe are stepping up their own
awareness of controls and how companies are managing
risk. They’re using analytics to target specific risk areas,
and they’re following up on that knowledge with stronger
enforcement actions. To complement that external pressure
on compliance, boards of directors, shareholders, and other
stakeholders are bringing more internal pressure to bear as
their tolerance for fiduciary lapses continues to shrink in all
regulatory areas.
What is the path forward amid these changes? Energy
companies can start at the most fundamental level by
developing and validating their core values to reflect the
expectations of the organization’s stakeholders. That
validation can be done internally or through venues that
offer industry benchmarking and leading practices. This can
help mold the vision that in turn shapes the ethics programs
to promote a compliance culture. From there, companies
can be confident that the practical, actionable, and
implementable elements of their compliance frameworks
stand for something.
It’s hard to live out a unifying vision if the people living
by the rules do so in silos and are not communicating.
Breaking the silos down will not only breed consistency
of the compliance message, but it can also help eliminate
redundancy in the systems, tools, and human capital that
compliance requires.
When an organization has a strong enterprise compliance
program, it can focus on its strategic priorities and provide
meaningful assurances to its customers and business
partners.
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3. Aggressive enforcement continues:
Regulators continue ramping up their efforts, and changes in FERC
leadership reinforce that agency’s continued focus on enforcement.
Enforcement activity over the last 12 months demonstrates
that FERC, the CFTC, and the FTC all remain focused
on anti-manipulation, disruptive trading practices, and
the rising number of actions against individuals. It also
reinforces the message that market behavior violations are
still the top priority. The resulting penalty assessments from
these enforcement actions have measurable bottom-line
impacts.
Number of actions taken by the CFTC by type of violation
100

While this change in activity patterns is visible on an
anecdotal level, a lack of transparency into enforcement
activity can make it difficult to figure out the extent of
the impact. For example, what activities FERC is focused
on, and how to track all those activities, even where a
particular action is fairly far along in the process, is difficult
to discern. While the annual FERC Report on Enforcement
helps, and recent decisions that add more detail to the
application of the Penalty Guideline Factors help as well,
there is still a need for much greater transparency. It is not
clear that this will be provided any time soon.
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Meanwhile, CFTC has invested its limited budget in the
people and technology it takes to be more proactive.
Other regulators and exchanges are also expanding the
resources they use to monitor and enforce, including the
use of publicly available information and purchased data
feeds. There is little official information about the extent
of these resources or any details about how they are being
used. But actions and fines are steadily increasing, so we
know there is an impact.
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Regulators are showing an increasing willingness to target
individuals alongside organizations as well.2 Additionally,
a renewed focus by FERC and CFTC shows heightened
attention to commodity trading activities that cut across
both physical and financial markets, and the agencies
continue to be vigilant about commercial and operating
decisions that appear to run contrary to market signals.
Finally, the recent change in leadership at FERC seems
to indicate the focus on enforcement is here to stay.
Norman Bay, the former Head of Enforcement, is now
the commission chairman. A recently issued Notice of
Proposed Rulemaking (NOPR) defines regulations that
would expand FERC’s ability to collect information and
data.3 This, in turn, would enhance the commission’s
enforcement and monitoring capabilities in the markets.
This reinforces the perspective that enforcement will
remain a priority.
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What can energy companies do to keep up? The answer
begins with assessment and verification of the existence
of a robust compliance program. This means not only
documented controls, but effective and working controls
that are designed to prevent, detect, and mitigate
potential compliance issues. High-level documents that
only relay compliance philosophies or basic ideas are not
sufficient without actual guidance on how to implement
compliance controls to the regulations. FERC has been
enforcing the culture of compliance concept—and even
where a program is heavily documented, it may be viewed
as an underlying compliance failure if it is not operating as
documented or it is considered ineffective. The regulators
continue to spend time and resources on refining their
enforcement approaches and assuring their processes
are in place and working. Entities should do the same by
verifying compliance programs and controls are effective
(especially long-standing programs) and assessing for
continuous improvement opportunities to assure efficient,
responsive approaches to regulatory enhancements.

This means not only
documented controls,
but effective and
working controls
that are designed to
prevent, detect, and
mitigate potential
compliance issues.

4. Unfolding uncertainty about regulations and legislation:
In this perennial focus area, some old concerns have slowed to a
simmer, but new ones arise.
There’s a lot going on in energy compliance headlines:
Clean Air Act updates, possible regulation of Financial
Transmission Rights markets and other instruments,
positions limits, new and increased focus on Regional
Transmission Operator and Independent System Operator
(RTO-ISO) activities, and expanded clean energy portfolio
standards, to name just a few hot topics.
An increased focus on RTO-ISO obligations has implications
for market behavior and reliability responsibilities in both
the US and Canada. The Energy Future Coalition (EFC), a
public policy research and advocacy group, has proposed
performance parameters that focus on cost, reliability,
customer service, adoption of smart grid technologies and
services, and support for alternate energy.

It has the potential
to shake up rate
structures and also has
potential implications
for reliability,
displacement of
traditional generation
resources, and a
significant change
in the relationship
between utilities in
delivering electricity to
customers.

This is all taking place against a background of growing
customer-owned generation—an agent of change that will
likely color the next five years for electric utilities, notably in
the Northeast—and the surging commercial use of energystorage systems to complement wind and solar generation.
Meanwhile, FERC has approved proposed reforms to
the existing capacity market framework of the regional
transmission organization PJM. This capacity performance
framework allows PJM to implement a performancebased incentive and penalty approach.4 This could have a
significant impact on supply and the markets within PJM.
PJM has cited to an ability to better ensure current and
long-term reliability, and FERC’s approval indicates general
agreement. That approval comes over FERC Chairman
Norman Bay’s dissent: He called the complex new construct
a “potential mismatch between incentives and penalties”
and raised concerns that this “may result in billions of
additional costs for consumers without achieving its
intended aim [reliability].”5
Rounding out the news, the Northwest Power Pool (NPP)
is seeking assurance from FERC on several points that are
critical to the structure of the Centrally Cleared Energy
Dispatch (CCED), related to NPP’s 15-minute voluntary
power market. In addition, the recently launched California

ISO (CAISO) Energy Imbalance Market aims to let western
utilities trade power in a larger geographic footprint.
The implications for energy companies are multiplying
along with the headlines. Customer-owned generation
is just one innovation that will likely affect all aspects
of power and utility operations, especially generation,
transmission, and distribution. It has the potential to shake
up rate structures and also has potential implications for
reliability, displacement of traditional generation resources,
and a significant change in the relationship between
utilities in delivering electricity to customers. All this in
the midst of declining support for less environmentally
friendly generation, competition from non-utility sources,
and increased and new uses of technology that alter the
landscape even more.
The CFTC took action in 2015 to give itself the ability to
vote to modify the automatic reduction of the swap dealer
de minimis threshold from $8 billion to $3 billion. As the
December 2017 date nears for when this reduction may
go into effect, companies should be looking very closely
at their current business methodologies to see if they may
have portfolios that are above the $3 billion threshold.
Given the uncertain legislative and regulatory environment,
energy companies should assess in 2016 what it would
mean to their business and balance sheet to become a
swap dealer, if they decide to stay above the approaching
December 2017 de minimis level. It is very possible that
a last-minute rush may ensue to make these assessments
as the regulations become clearer. That may lead to a
shortage of external resources to handle the demand for
services.
To adapt to this pace of change, energy companies should
consider their processes for collecting information on and
assessing updated regulations for impact; developing plans
to accommodate them within core business practices; and
performing strategic assessments of the impact disruptive
technologies are going to have on reliability, operations,
markets, and rates.

Forward look Top regulatory trends for 2016 in energy

7

5. Cyber-security becomes a larger, broader concern:
Increased reliance on cyber technology for day-to-day business and
operations exposes physical, financial, and intellectual property assets
to more impactful risks and dangers.
The energy sector is seeing a rise in cyber threats, and it
is working hard to increase and improve its cyber security
and compliance controls to meet those threats. The CFTC
recently approved the National Futures Association’s
cybersecurity guidance that will require members to
adopt—and enforce—policies and procedures to secure
customer data and protect their electronic systems. The
CFTC is also considering some proposals to ensure that
the major exchanges, clearinghouses, and swap data
repositories are doing adequate evaluation and testing of
their own cybersecurity and operational risk protections.
Publicized threats like Dragonfly and Black Energy target
industrial control systems (ICS) and other energy assets,
while quieter threats and the expanded use of cyber assets
in day-to-day operations add to the need to transform
cyber security programs. Complicating all of this is the
use of different frameworks (e.g., Critical Infrastructure
Protection (CIP) and National Institute of Standards and
Technology (NIST)) by many entities, as well as inconsistent
implementing processes and controls depending on the
nature of the assets to be protected. Finally, lack of focus
on assurance activities to verify the proper execution and
effectiveness of existing controls and to identify areas for
improvement or remediation increases the risk of a major
failure.
As the Smart Grid grows and evolves and energy companies
increase their use of ICS, there will likely be a mounting
need for big data management and analytics—and a
corresponding need to protect those systems from abuse.
Headlines and perceived major failures, risks, and threats
will drive increased legislative focus. This will then likely
spur support from regulators for the development and
implementation of rules that allow for better monitoring,
tracking, and enforcement of specific cyber security
controls and compliance obligations similar to the NERC CIP
requirements.
Additional complexity exists for entities that are
regulated for some cyber assets and not for others. Most
organizations think they already have robust processes
and are in compliance. But assessments of controls for
unregulated assets often reveal that the controls are not
being implemented as intended. Utilization of different
processes, controls, and frameworks while leveraging the
8

same resources, assets, and controls can create confusion
and cause many of the gaps or implementing failures.
NERC’s CIP version 5 has expanded the scope of cyber
assets that power and utility companies must monitor—an
increase for some utilities of more than 1,000 percent. The
effect of these changes applies unevenly. For example, a
challenge for small and mid-sized companies is that the
expected vigilance and compliance infrastructure of the
expanded CIP regulations is not scalable. They face the
need to implement the same changes as larger companies
but with smaller budgets and staffs. Larger companies,
however, may face significant expansion of the number of
assets requiring protection and the challenge of managing
compliance programs and resources that are spread across
a much larger organization or even separate entities. This
would then introduce other regulatory concerns, such as
cost allocation regulations for shared assets and services.
Organizations should look to examine their overall
internal and external compliance postures beyond CIP
jurisdictional assets. Strong cyber security should be a
primary focus and compliance to regulatory and internal
processes and controls should be a secondary focus. Energy
companies can mitigate risks and failures by assessing
existing programs with a broader perspective, taking into
account all implementing frameworks, controls, and assets
leveraged specifically for cyber security. Each entity should
assess how to integrate those frameworks so programs
that apply to regulated and non-regulated assets all drive
toward the core objective of robust security.
While formal compliance structures for unregulated assets
may not need to be as extensive as those required for CIP
regulated assets, building formal compliance processes
and controls around NIST and these other cyber security
frameworks can enhance cyber security and drive business
and technology efficiencies. Finally, entities should evaluate
who is responsible for assuring compliance to regulations
and cyber frameworks within the company. Security and
information technology personnel may not have the skill
sets needed to assess, implement, and enforce compliance
processes and controls. A robust program should be led
by a diverse team that includes compliance, internal audit,
and legal personnel partnering with security and IT. With
the daily headlines and continuously increased focus on
cyber security, entities need to shift their thinking to a more
strategic, all-inclusive, and long-term approach.

There will likely be a
mounting need for
big data management
and analytics—and a
corresponding need to
protect those systems
from abuse.

6. Trade surveillance requires more attention:
Energy companies need to be ahead of regulators in assessing
risks associated with commercial activity. The need for clear, secure
archiving of compliance data is correspondingly important.
Increased scrutiny from regulators and the market
emergence of new surveillance platforms are getting
the attention of corporate boards. In response, many
companies are considering focusing more resources on
trade surveillance and monitoring and on the creation of
comprehensive compliance policies that include financial
and physical trade surveillance.
Whether or not these changes arise from legislative action,
it’s important to document and archive management and
operational decisions and parameters on all data fronts. It’s
also important to use the correct surveillance algorithms
that match and monitor the company’s business,
commodities, and risks. Just as critical, the surveillances
that are established need to evolve over time with the
changes in commercial activity of the company, as well as
the dynamics observed in the markets in which companies
are transacting.

Just as critical, the
surveillances that
are established need
to evolve over time
with the changes in
commercial activity
of the company, as
well as the dynamics
observed in the
markets in which
companies are
transacting.

Phone and IM recording capabilities are getting more
robust. Even though the company might not be recording,
it needs to be mindful that others are—and that the
technologies for discovery and recovery have changed
over the years and gotten more sophisticated. There are
numerous solutions available to address needs and industrywide experience in implementations is getting deeper. But
regardless of solution choice, it’s important to have the
correct policies and procedures in place for the company’s
risk tolerance and then have the technology to support it.
This holds true for transactional surveillance as well. Having
a complete and thorough understanding of the markets
and commercial practices one’s company is involved in
can help minimize these efforts. However, continuous
evaluation is needed to stay on top of the ever-changing
environment, both internally and externally.

Because much of this change is not state-mandated (for
example, some industry groups such as The Risk Council are
developing leading practices to help address surveillance
responsibilities), companies should consider putting in an
effort to seek senior management support to obtain budget
and/or resources for trade surveillance programs. There
are many technical solutions available, and a company can
navigate the options according to where it wants to focus
its surveillance and what risks it is trying to manage. Among
the considerations to evaluate when selecting technical
tools, obtaining source data (both internal and external),
implementation considerations, and cost of maintenance
are critical. When implementing the selected tool, take
compliance, business, and legal implications into account.
What surveillance regimen makes sense for your business?
That decision requires multiple inputs besides cost. Imagine
hearing a regulator say “Prove it!” and then having to build
the evidence approach, processes, and controls that can
help the company answer effectively.
Can the company show the right audit trail of activity and
commercial intent? If not, more robust internal monitoring
and self-assessment can help. Confirming compliance
with all regulatory, record-keeping, and surveillance
requirements is critical to understanding what capabilities
are needed in your business against what is available
in the market solutions or that could be built internally.
Remember that the right solution will need to account for
the company’s business risk, which might include both
physical and financial trade surveillance policies. The right
solution should also be adaptable over time as risks change,
either because of shifts in market activity or changes in the
broader marketplace.

Endnotes
For example, in 2015 FERC has already issued four Civil Penalty Orders that assign penalties in the millions to named individuals. Three of the five
Notice of Alleged Violations issued to date have included named individuals. Source: http://ferc.gov/enforcement/enforcement.asp
Notice of Proposed Rulemaking, Collection of Connected Entity Data from Regional Transmission Organizations and Independent System
Operators, 152 FERC ¶ 61,219 (September 17, 2015).
4
See PJM Interconnection, L.L.C., 151 FERC ¶ 61,208 (June 9, 2015)
5
Id at 181
2
3
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Moving forward
Close scrutiny from regulators is nothing new in the energy industry. Rather, it is the way regulators plan, direct, and carry
out their mandate that is changing. Companies can benefit from a detailed understanding of what is different and why.
As energy companies increase their reliance on digital technology, cyber concerns will continue to loom more important
in the regulatory attention of a society that relies on energy companies. As analytics makes it possible to extract more
useful insights from previously overwhelming volumes of data, entities on both sides of the regulatory relationship have a
responsibility and an opportunity to use those tools to hone their risk focus. The nature of their relationship may depend
in part on who makes the adaptation more readily. Not least, there is a shift inside energy organizations that spans the
previously distinct worlds of textbook compliance, forward-thinking risk intelligence, and culture.
Because of these and other trends, time may bring changes in laws and regulatory practices. What it has already
brought is a change in expectations. Looking ahead to 2016, companies in the energy industry should understand those
expectations and know how they plan to meet them.
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