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Time is money. In investigations, the longer it takes to identify and stop fraud, 
the more time the perpetrator has to obtain, spend and hide stolen funds. 
Investigators need to focus on the activities that will result in a successful 
prosecution. Globally, the eDiscovery industry has invested heavily in people, 
processes and technology. Investigators often view the use of eDiscovery 
technologies as using a sledge hammer to crack a nut. However, a more flexible, 
agile and reduced-cost approach can be taken for smaller investigations to derive 
significant value from eDiscovery. A consolidated end-to-end managed document 
review offering is the key to reducing costs in a large investigation while maximising 
results and alleviating the pressure on the investigation team. 

Bribery and corruption continue to be areas of increasing focus for regulators and 
law enforcement agencies with anti-corruption prosecutions increasing worldwide. 
COVID-19 has provided the perfect landscape for fraudsters. Penalties for bribery 
offenses include criminal charges, imprisonment and substantial fines. It can 
also result in licenses being revoked, significant loss of reputation, investigations 
conducted by regulatory authorities, high legal fees and decreased morale among 
staff resulting in a high turnover and increased training and recruitment costs. The 
UK and US both have extra-territorial reach. This means their laws can apply even 
when the violation of those laws occurred outside of their borders and can apply 
even to an entity that is domiciled or registered in South Africa.
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In a small-, medium- or large-scale criminal, and possibly civil, 
fraud scheme investigation, it is likely that emails, personnel files 
and financial information require review. 

Typically, an investigator would estimate three days for preparing 
one person’s data and investigating it. It is possible to complete 
the same investigation in one day but with much better results, 
using advanced search tools. 

Keywords assist in filtering the number of documents for 
review but this would result in potentially missed information 
because it is unlikely that the perpetrators would use the often 
identified keywords of “kickback”, “fraud” or “bribe”. These 
keywords typically bring back documents regarding company 
policy against such actions. Similarly, individuals’ emails are 
often reviewed in silo meaning that the dots are not connected 
between the individuals. 

In order to mitigate these risks, the entire process can be 
conducted securely and remotely and reviewed, for example, 
using Brainspace – an early case assessment tool. Brainspace 
has fast native processing and analytical capabilities. It provides 
an investigation team with a collaborative environment for 
the investigators to access remotely from any location with an 
internet connection. 

The traditional search tools do not record the documents 
that the investigation team has reviewed nor do they provide 
customisable coding and reporting functions, whereas more 
advanced eDiscovery technologies do. They can be set up to 
allow investigators to review at the same time, without reviewing 
any of the same documents, nor missing the context of 
information residing in other custodians’ data sets. 

Case Example – Employee 
Misconduct (Procurement)
Human Resources suspected an entire department of 
fraudulent procurement processes. This case involved 
the initial review of ten individuals’ emails, which 
amounted to over 600 000 emails including 
attachments. In a scenario like this it would take 
approximately 3.5 years to review all of these 
documents. Filtering the documents by keyword 
searching alone could significantly reduce this review 
timeframe but provide less accurate results.. 

The email data was extracted from the email server 
and transferred by secure file share for loading directly 
to Brainspace. The investigation team sat across a 
number of African countries due to resource 
shortages. Brainspace enabled the entire team of 
investigators to work collaboratively by accessing the 
data for review remotely across Africa and from home 
to accommodate COVID-19 lockdown requirements. 

The investigation team was in a position to start 
reviewing data on the same day that the data was 
forensically collected. Utilising supervised and 
unsupervised machine learning the team quickly 
identified the key conversations and who was involved 
in them. 

This resulted in the identification of the evidence 
needed to swiftly suspend specific individuals and 
identify further possible implicated individuals to 
investigate the following day.

Quick Wins through 
leveraging eDiscovery
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A successful prosecution is only as good as the evidence found and 
the ability to rely upon it. Time is of the essence. 

Traditionally, managed document review is the provision of an 
outsourced team of junior lawyers contracted on an hourly basis at 
very low rates. The objective of a managed document review team 
is to quickly sift through the ever-increasing amount of data for 
relevant information and categorise according to agreed criteria. 

A structured review approach works well when the charges and 
allegations are known to the investigation team. This is rarely the 
case in a fraud investigation, particularly in the crucial early stages, 
when the nature of the allegations are not known to its fullest 
extent. The lack of a more centralised and coordinated approach 
can increase investigation time and create significant risk of missing 
crucial information that could prevent or mitigate the cost of the 
fraud. 

Deloitte has taken a fresh look at managed review for investigations 
to derive greater value by implementing an end-to-end 
collaborative approach between the investigation team and 
eDiscovery experts to ensure that the evidence being identified 
will lead to a successful prosecution in a timely and cost-effective 
manner. 

Case Example – Fraud Scheme 

An organisation becomes aware of an elaborate scheme of 
two employees creating fictitious invoices for a plethora of 
fictitious vendors as well as payments made to a number 
of bank accounts. 

A collaboration between the organisation, its legal, 
investigation and eDiscovery team resulted in an 
investigation plan to meet the following immediate needs:

• Confirm if the invoice is fictitious

• Identify the perpetrator(s) of the fraud

• Prevent any further fictitious invoices from being paid

• Recoup the monies lost from the perpetrator(s)

• Dismiss the perpetrator(s)

• Put controls in place to prevent the fraud occurring again

Preservation of potentially relevant information is the first 
crucial step. It is not advisable from a time, cost and data 
privacy perspective to preserve the entire company’s data. 
The eDiscovery team took a focused approach to covertly 
and remotely collect system, server, email and Skype 
instant messaging data relating to the procurement and 
finance functions. 

The server and email data was made searchable, including 
scanned documents, where possible. The eDiscovery 
team’s managed reviewers identified a copy of the 
fictitious invoice through keyword searching. The 
eDiscovery team then employed near de-duplication 
analytics to identify different versions of the fictitious 
invoice within the entire data set. This provided a trail of 
who had access to the fictitious invoice, who onboarded 
the vendor and uploaded the invoice to the financial 
system for payment and other fictitious invoices from 
different vendors. The number of custodians was 
narrowed down to four individuals and the eDiscovery 
team forensically collected their laptop and mobile 
phones. 

The laptop and mobile phone data was added to the 
system, server, email and Skype instant messaging data. 
Visualisation tools showed the conversations taking place 
around the time each invoice was created and sent. It 
uncovered WhatsApp discussions using code language for 
confirming the invoice had been added to the finance 
system and confirmation of payment between two of the 
employees. The company had sufficient evidence to 
suspend the employees with immediate effect pending the 
result of the investigation and the authorities were 
notified. 

A larger managed review team was immediately deployed 
to perform targeted searches and review the 
organisations’ data and business intelligence information 
resulting in a real-time tracking matrix setting out details 
of the fictitious vendors, account details, payment dates 
and the assets and spend of the two employees. The 
tracking matrix was remotely and securely accessible by 
designated representatives of the company, investigation 
team and authorities. This enabled assets to be seized by 
the authorities before the perpetrator could dispose of 
them. The fictitious vendor payments were stopped before 
further loss to the company was incurred. 

The history of the analysis performed during the 
investigation, and the evidence identified, can be directly 
pulled from the review tool and inserted into the 
investigator’s report, saving significant time in preparing 
the report and providing defensibility in the approach 
taken.

The data is preserved in a manner that can be relied upon 
in Court. A portable machine learning model is saved to 
assist in the identification of similar frauds in other 
investigations, thereby reducing costs in future 
investigations.

Successful 
Prosecutions 
through 
leveraging 
eDiscovery
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Often, fraud is detected or identified but continues to cost a 
business money. Deloitte’s end-to-end managed review acts 
swiftly to find sufficient evidence to suspend and disarm the 
perpetrators using advanced business intelligence to obtain 
asset details to pass on to the authorities.

Some organisations already proactively monitor for fraud. Often, 
the prevention of fraud is diminished through the volume of 
false positives and lack of internal resources to sift through the 
potential red flags for fraud.

Deloitte’s experienced managed review team can be scaled up 
for manual review of an increase in red flags on an organisation’s 
system combined with more sophisticated eDiscovery 
technologies that reduce the number of false positives. 

There are two key digital solutions to consider for continuous 
monitoring to proactively stop fraud:

• Human created information, such as, emails, personnel files
and financial information. eDiscovery technologies have been
built to proactively monitor human created information in real-
time. This can include insider trading, collusion, and other non-
compliant behaviour by plugging in to conversations, including
Office 365 emails, Teams, Skype and similar, and automatically
alerting of risky content.

• Human behaviour, such as, employees leaking confidential
information. eDiscovery technologies also have the ability
to generate alerts for risky behaviour on the company’s
network or employee’s laptop in real-time. This could be the
copying of confidential information resulting in an alert and
the employee’s laptop being automatically blocked pending
investigation to mitigate or prevent the dissemination of the
information to its competitor.

Stopping Fraud through 
leveraging eDiscovery

Case Example – Fraud Scheme 
(continued)

This is a continuation of the same fraud scheme 
example above to demonstrate the power of 
eDiscovery technologies to proactively stop fraud.

COVID-19 had hit the company and it was going 
through a retrenchment process. The two employees 
became worried that they would not be able to keep 
up the lavish lifestyle that they had become 
accustomed to, should they be retrenched. The 
employees significantly increased the amount of the 
next fictitious invoice and it was flagged through 
proactive monitoring for red flags within its financial 
system.

Immediately and prior to the suspension of the 
implicated employees, customised alerts were set up 
and continuously updated as more details on the fraud 
scheme were identified, to discretely record the 
employees’ behaviour on their laptops and the 
organisation’s networks. This included keystroke 
recording, screenshotting of suspicious behaviour and 
blocking access to systems, such as, the financial 
systems to prevent any further transfer of monies. 

The gap in controls had been identified and measures 
put in place to prevent further fraud occurring. This 
included updating the alerts implemented on the 
continuous monitoring system. All employees were 
provided with fraud awareness training and a tip-offs 
anonymous hotline was set up to further mitigate the 
risk of fraud occurring again.
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People, Process and Technology
People
eDiscovery experts can optimise the investigators workstream 
by utilising advanced early case assessment tools in conjunction 
with a structured review of search criteria (as opposed to 
keyword) responsive documents. 

Search criteria can include the use of complex keyword phrases, 
concept searching, domain analysis, regular expressions, 
file type and data source filtering. The search criteria will be 
optimised through the use of early case assessment tools 
visualising the conversations taking place in the data set and 
offering up colloquial language and code words being used by 
custodians. 

The review itself will be optimised by incorporating machine 
learning to actively prioritise the review of conversations that are 
similar in nature to other evidence identified during the ongoing 
investigation and previous investigations to further assist in 
securing a prosecution. 

Deloitte’s deeply experienced teams can scale as needed, 
support clients in any location globally, and have developed the 
most flexible and effective collaborative team approach:

• Investigators. This is typically an in-house team of
investigators at a public or private entity. They subcontract
elements of the process to an eDiscovery vendor to
help capacitate its in-house team when the number of
investigations spikes or a complex or large investigation is
required.

• Project Managers. Experienced in defining each stage of the
process and coordinating the people, process and technology
to maximise benefits and reduce costs. This role is often
covered through a collaboration between an investigator and
eDiscovery professional.

• Digital Forensic Experts. These are technical experts that
collect and process data in a legally, defensible manner.
They typically have backgrounds in computer science and
would know how to take a computer apart and put it back
together again. They can map an organisation’s data to
identify potentially relevant information and recover deleted
information.

• eDiscovery Experts. They have technical skills in
administrating document review platforms. They also require
consultancy skills and a strong understanding of the regulatory
and legal landscape to provide best practice and customised
technology workflows to suit each investigation.

• Subject Matter Expert (SME) Review Team. The
predominant SME review team members are investigators,
depending on the matter. The review may require assistance
with specific technical issues or documents in the case from
another specialist, such as a chartered accountant, forensic
accountant, lawyer or insolvency expert. Deloitte has such
specialist resources immediately available, meaning the
instruction of a third vendor is not required.

• Managed Review Team. A mix of junior investigators from
the organisation and/or contract lawyers and investigators
under the direction of the eDiscovery team. Deloitte provides
growth potential for the managed document reviewers
resulting in dedicated, experienced and happy workers.

• IT Security Experts. While they are often behind the scenes
and forgotten, these are arguably the most important people
on the team. They protect the investigation team from
reputational, financial and criminal damage in relation to data
security.

•  Global Reach. Regulatory and legal requirements in one
region or country often clash with privacy mandates in
another. Global data privacy rules provide complex and
varying requirements depending on where the data resides.
Certain countries do not allow data to leave its borders.
Deloitte’s global reach enables any matter to be collected,
processed and hosted appropriately, according to specific in
country requirements.
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Process
Investigations often require out-of-the-box thinking. However, 
standardised processes should be implemented across all of 
an organisations’ investigations in a centralised data repository 
to maintain and track important information and eliminate 
the unnecessary re-processing of data, whereby the same 
processed data can be reused for many different matters with 
minimal effort. 

Investigation specific focus should be applied in parallel without 
duplicating efforts. eDiscovery can assist with minimising efforts 
and identifying areas for further investigation through remotely 
accessible, collaborative case management and document 
review tools.

Further, portable machine learning models can take learnings 
from one investigation regarding the identification of evidence 
relating to specific allegations to other similar investigations. 
In other words, investigators’ decisions on the relevancy of 
evidence in one investigation will be used to identify similar 
evidence in a new investigation with little to no investigator 
assistance.

Technology
eDiscovery encompasses the locating, searching and properly 
dealing with electronic and hard copy data during investigations 
and civil or criminal legal cases. It empowers investigation teams 
to review all data, regardless of its source, together and maintain 
the proper context and chronology of the entire investigation. 

All data should be processed and hosted securely. For a small 
investigation, an early case assessment tool, such as, Brainspace, 
can reap the “quick win” rewards set out above. 

A medium- or large-scale investigation requires more advanced 
document review technologies. A review tool should encompass 
the following. 

• Remote access. Authorised users access a secure central
repository hosting all data sources and case files from
any location 24/7 using an internet connection. Highly
customisable security rights are desirable. For example,
authorised users can control the type of access (i.e. none,
read, or write) each user has on a document and project level
basis.

• Application of advanced processing technologies through
the pre-culling, culling, and processing phases of an
engagement to reduce the data set. This typically includes
global or custodian level de-duplication and unique processing
circumstances, such as, filtering based on file-type and other
factors.

• Ability to host all data relating to a matter in one secure place.
Advanced processing technologies are built to create structure
across unstructured data to allow investigators to run
searches across a variety of data sources in one go. This could
include handwritten notes, work diaries, hard copy files, email,
enterprise tools, text messages, voicemail, IMs, file sharing,
financial platforms, social platforms, lifestyle audit results,
background checks and due diligence reports, and other

electronic content that may be stored on desktops, laptops, 
file servers, mainframes, smartphones, employees’ home 
computers or on a variety of other platforms. 

• Record all work product in one secure place. Advanced review
tools provide an automated and detailed document history
mechanism that tracks changes made to a document, the
person who made them, and when the changes were made.
Authorised users can be provided with an easy upload
document function to integrate all information relating to the
matter into the same environment from their desktop.

• Traditional lexicon-based processes, such as, text extraction/
OCR, search index and keyword application.

• Advanced searching and keyword refinement using Natural
Language Processing, Latent semantic indexing and machine
learning to expedite the identification of key information within
the dataset.

• Ability to visualise email activities to track the flow of
information by exploring what emails have been sent to who
and determine what email domains have been most accessed.

• Visual timeline builder for the events, issues and key role
players linked directly to the reliable evidence.

• Automated translation, transcription and redaction tools to
enable the searchability of foreign documents and media as
well as protecting sensitive information through user-defined
terms.

• Transferable data and insights between multiple cases.
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For the most effective managed review on an 
investigation, consider stepping outside of the 
constraints of a traditional managed document 
review offering and seek a more holistic, 
technology-driven and collaborative approach.

If you would like to learn more about the potential collaboration 
between investigations and eDiscovery, please contact us. We 
would be happy to provide your team with a workshop on how 
eDiscovery can optimise your workflow.

Deloitte’s dedicated team of regulatory, legal and forensic 
professionals can assist companies in navigating through 
these uncertain times, helping organisations to manage and 
mitigate documentary evidence risks and potential reputational 
and financial damage.

Deloitte has experience assisting in the following 
areas:

Digital Forensic
Apply forensic practices to collect preserve and process 
structured and unstructured data in a legally, defensible manner.

eDiscovery services
Deliver solutions to complex document review challenges 
using a wide range of advanced technologies to process, host, 
search and produce relevant and reliable evidence. Depending 
on the matter type, data volumes, case theory, and number of 
concurrent users, we match the right technology, people and 
processes to meet our clients’ unique needs.

Managed document review
Deliver efficient and defensible managed document review 
services to clients and their legal counsel in complex business 
disputes and investigations in a controlled operations 
environment. Combining multidisciplinary teams of expert 

document reviewers, such as lawyers, chartered accountants 
and certified fraud examiners, with tested methodologies for 
conducting defensible technology-assisted document reviews.

Corporate Intelligence Services
Conducting in-depth investigations in the context of due 
diligence, fraud, asset searches, litigation support and other 
matters. Conducting a variety of open-source intelligence 
investigations around the world and extensive research using 
an ever-changing universe of online databases, on-site public 
records, and open source internet sites.

Forensic Investigations, Litigation Support, Business 
Rescue and Regulatory compliance
Assist companies throughout the forensic investigation, criminal 
and civil litigation, internal disciplinary, business rescue and 
regulatory compliance lifecycles to effectively conduct matters 
remotely while maintaining confidentiality and information 
security.

Contacts
Navin Sing 
Risk Advisory Africa: 
Managing Director 
Tel: +27 (0)11 806-5255 
Mobile: +27 (0)83 304-4225 
Email: navising@deloitte.co.za

Greg Rammego 
Risk Advisory Africa Leader:
Forensic and Regulatory Solutions 
Tel: +27 (0)11 806-5255 
Mobile: +27 (0)82 417-5889
Email: grammego@deloitte.co.za

East Africa 

Julie Akinyi Nyangaya
Risk Advisory Regional Leader: East Africa
Mobile: +254 72 011 1888
Email: jnyangaya@deloitte.co.ke

West Africa 

Anthony Olukoju
Risk Advisory Regional Leader: West Africa
Mobile: +234 805 209 0501
Email: aolukoju@deloitte.com.ng

Central Africa 

Tricha Simon
Risk Advisory Regional Leader: Central Africa
Mobile: +263 772 234 932
Email: tsimon@deloitte.co.zm

Clayton Thomopoulos
Risk Advisory Africa 
Director: Forensic eDiscovery
Tel: +27 (0)11 209-8275 
Mobile: +27 (0)82 749-4638
Email: cthomopoulos@deloitte.co.za

Linda Sheehan
Risk Advisory Africa 
Senior Manager: Forensic eDiscovery
Tel: +27 (0)11 202-7442 
Mobile: +27 (0)78 987-9465
Email: lisheehan@deloitte.co.za
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