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1. Underestimating the effort to comply with POPIA 
and its impact on C-Suite and the Board – POPIA is 
a complex piece of legislation that impacts people, 
process, technology, and data, and is meant to align 
South Africa’s data privacy requirements to global 
standards. Organisations are still not dedicating the 
resources necessary to bring about proper 
compliance; and as a result continue to manage 
significant areas of non-compliance within the 
business. Organisations are beginning to realise that 
POPIA compliance is a top priority for the senior 
leadership of the organisation, who remain ultimately 
responsible to ensure proper compliance. However, 
the communication of this message to the C-Suite and 
board in a manner that conveys the importance of 
proper compliance, the actual resources required to 
comply and the personal, business, and professional 
risk of non-compliance in a manner that galvanises 
decisive action, appears to be an immediate challenge. 

2. Understanding Detailed POPIA Requirements – 
a number of stakeholders still do not have a deep, 
pragmatic understanding of data privacy requirements 
and how it applies to their particular organisation. Of 
particular importance is a lack of understanding 
regarding: 
a. section 19 dealing with security safeguards and the 
 need to implement certain mandatory controls 
 (19.1), the management of privacy risk (19.2) and the 
 consideration of generally accepted information 
 security practices (19.3);  
b. the Regulations and Guidance Notes to POPIA which 
 provide further insight regarding the execution of 
 POPIA obligations; 
c. Cross Border Requirements and how to bring about 
 a compliance in a foreign third-party environment 
 (Robust third-party risk management protocols are 
 absent from contractual engagements with such 
 third parties); 

d. Notification Requirements in the context of a 
 security compromise. Organisations are challenging 
 the strict timing and notification obligations to the 
 Information Regulator and Data Subjects. In certain 
 instances, there is still significant debate as to 
 whether what is clearly a security compromise; 
 should in fact be reported to the Information 
 Regulator on the basis that the breach has been 
 addressed or is insignificant in the organisation’s 
 view, which will only serve to aggravate any legal 
 consequences the organisation may be exposed to. 
 In addition, privacy breach response and 
 remediation activities are not robust enough to (a) 
 ensure the Data Subject is provided with the correct 
 level of detail in terms of section 22(5) and (b) 
 demonstrate to the Information Regulator that the 
 breach will not reoccur because the root cause of 
 the breach has been addressed; 

3. Target Operating Models – organisations continue 
to refine privacy operations by building out 
accountability matrices and roles and responsibilities 
(“RACI”) across the business in order to align, manage 
and monitor compliance enterprise wide. The 
delegation of privacy implementation obligations 
across the business and the mobilisation of 
stakeholders to execute the privacy tasks allocated 
remains a significant challenge. Without this initial step 
of establishing a RACI, Privacy programmes are losing 
significant traction in their respective organisations;  

4. Pressure on Operators – as Responsible Parties 
become acutely aware of the risks relating to utilising 
Operators to process their personal information, i.e. 
chiefly reputational and legal risk, Responsible Parties 
are exerting more pressure on Operators to 
demonstrate a compliant posture; but this in turn 
places spotlight of the Responsible Parties third party 
risk management and compliance framework and 

posture as required in terms of section 19 of POPIA 
and Regulation 4. Responsible Parties must lead and 
set the standards for privacy compliance by 
Operators as required in terms of section 21. The 
number of Operators in an organisation and the high 
risk associated therewith, is creating a need for 
Information Officers and other stakeholders to explore 
automation to support the identification, reduction 
and mitigation of risk.  

5. Privacy Impact Assessments (“PIAs”) – 
organisations are still grappling with the roll-out of 
PIAs on an enterprise-wide scale with sufficient 
capacity to manage and monitor the closing of gaps 
identified by the business in the PIAs. Information 
Officers and other stakeholders are beginning to 
explore the automation of PIAs in their organisations 
to manage the ongoing deployment and monitoring 
required by POPIA.   

6. Data location – Data life cycle management, which 
is one of key requirements of POPIA, cannot be 
aligned to POPIA unless the business knows where 
the data is, which is a challenge in many 
organisations. This complexity is intensified by the fact 
that data owners, system owners; and process owners 
sit across different business units/areas. Through a 
combination of consultation, the deployment of tools, 
data extracts from systems and existing tools and data 
flow mapping, we have been assisting clients to 
determine with certainty where their data is; so that 
they can begin to apply the controls required by POPIA 
effectively. 

7. Data Deletion – as a general proposition 
information technology systems are not designed to 
permanently delete data in a way that cannot be 
reconstructed. Organisations are exploring data 
deletion solutions development and/or configurations 
of existing systems to bring about secure, permanent 

deletion. Appropriate roles and responsibilities within 
the organisation supporting these processes are 
imperative.  

8. Gap analysis vs Maturity Assessment vs Audit – 
many stakeholders are using these terminologies 
exchangeably. However, in short, 
• a gap analysis assesses an organisation against the 
 regulatory requirements of POPIA and indicates the 
 controls that are not present or developed 
 sufficiently to meet the requirements of POPIA; 
• a maturity assessment tracks the development of 
 controls designed to close the gap in the context of 
 a maturity scale to ensure that the control is 
 sufficiently defined, designed, and implemented so 
 as to meet the regulatory requirements; and 
• an audit refers to a review of implemented controls 
 to determine if the operation of the control is 
 adequate and effective in the context. Audits are 
 usually very detailed and require a specific testing 
 methodology to ensure the correct outcome.    

9. Direct Marketing – organisations are struggling to 
convert the POPIA direct marketing requirements into 
functional and technical outputs i.e. designing a 
process that ensures proper opt-in and opt-out 
management across the organisation. Organisations 
that have multiple products suites are now exploring a 
detailed product and customer segmentation to 
ensure op-outs are specific to a singular product. 
Direct marketing is an area that organisation’s are 
rapidly automating to address the complexity that 
arises from the administration and management 
thereof. There are several bespoke and off-the-shelf 
solution that can be used to assist organisations with 
this task.

10. Not extracting Value beyond Compliance – as a 
result of organisations are not being sufficiently 
mature in their compliance journeys, they are unable 
begin to unlock the significant value that POPIA holds. 
POPIA compliance activities remain reactive, tactical, 
and non-strategic for the moment; and represents a 
lost opportunity to turn POPIA into a Value Beyond 
Compliance exercise. However, there are significant 
learnings that organisations are adopting rapidly, that 
may demonstrate a material improvement 6 months 

after the commencement of POPIA, through a deeper 
understanding, appreciation, and embedment of 
POPIA into business-as-usual operations, which will 
begin to exponentially impact business moving 
forward!    

Should you wish to discuss any of these aspects in 
greater detail, please do not hesitate to contact us. 

Leishen Pillay
Director | Cyber Risk | Risk Advisory Africa
lpillay@deloitte.co.za 
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01 October 2021 marks the 3 month milestone of the effective 
date of the Protection of Personal Information Act (“POPIA”) on 
01 July 2021. We set out below some of the thematic insights 
we have observed thus far: 
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