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As the COVID-19 pandemic has taken grip of the world, 
causing economic downturns, it has arguably become 
the single most defined driver for digital transformation. 

The increase in cyber incidents globally 
commensurate with the rise in the 
consumption of digital technology to 
overcome our physical limitations in 
the context of COVID-19, has been the 
background to one of the most  
anticipated events in the South African 
legislative landscape. The Protection of 
Personal Information Act (POPIA) has been 
passed into law and the effective date is  
01 July 2020. 

The announcement by the Presidency has 
ushered South Africa into the ranks of 
countries with binding legislation based 
on global data privacy principles. South 
Africa can now be globally competitive in 
the domain of data privacy and information 
protection, in-line with global standards. 

POPIA includes several firsts in South 
Africa’s legislative history. Mandatory 
reporting of breach incidences to the 
information regulator and data subjects, 

the implementation of the data subject 
access rights, cross  -border data transfer 
requirements, the ongoing maintenance 
of a legislatively defined risk register, as 
well as a host of processing and data 
handling requirements represent the high 
water mark of some of the extensive new 
changes. It is a deeply layered piece of 
legislation, which requires several reads 
to begin to understand its value and what 
effective implementation actually means.

The rise of POPIA as a 
value driver!
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The rise of POPIA as a value driver

There are a number of key sections in 
POPIA that require a multi-dimensional, 
multifaceted view. Among these is section 
19(1), which provides that a responsible 
party must secure the integrity and 
confidentiality of personal information, by 
taking appropriate, reasonable technical 
and organisational measures to prevent 
loss, damage, unlawful destruction and 
unlawful access to or processing of such 
information. The standard also finds 
relevance in Article 32 of the General Data 
Protection Regulation, commonly known as 
the GDPR. In the world of data privacy, this 
is not out of the ordinary. 

POPIA has however gained notoriety for 
this incredibly high standard and the 
onerous obligations it places on those 
responsible for collecting the personal 
information of both individuals, and 
uniquely, juristic persons. However, once 
viewed in the context of the ever-present 
threat to personal data, the requirements 
are congruent with customer centricity, 
revenue protection and international 
trade. POPIA creates an opportunity to 
revolutionise the way in which business is 
conducted in South Africa, and truly usher 
in the Fourth Industrial Revolution. All that 
is required is the correct lens. 

The value of POPIA however, is beyond 
regulatory compliance; it is the resultant 

regulatory dividend. Simply put, it denotes 
the relative value to several other areas 
of business operations that are unlocked 
by implementing the provisions of POPIA. 
These include, amongst others, enhanced 
cyber security, data discipline, quality, 
efficiency and standardisation, and, an 
increased data asset value as a result. 
These in turn, reduce the impact of 
potential breaches on businesses and data 
subjects, and fundamentally increases 
business insights through more meaningful 
data consumption and analytics. This is one 
of the most powerful levers to increase the 
efficiency of business activity and improve 
business performance and agility. This 
perspective represents an opportunity 
to leverage a compliance exercise, into a 
business led, enterprise wide, and insights 
driven digital transformation. The result is a 
foundation for innovation.  

In order to ensure that an organisation 
is sufficiently enabled to comply with the 
provisions of POPIA and derive value, a 
cross-functional, multidisciplinary, fully 
integrated privacy team is required. 
The team should have regulatory, cyber 
security, data management and analytics, 
representation to ensure alignment 
with the key aspects of POPIA. The value 
created by POPIA is significantly enhanced 
in the context of implementing specific 
technologies such as Cloud and AI, which 
act as multipliers to enhance the effect, 
returning more value and greater insights. 

Deep expertise in all data privacy domains 
are required to ensure the ability to 
unlock these insights; using IT, Cyber 
Security, Risk and Compliance and Legal. 
Multiple perspectives, ensure that you 
are identifying the adjacent synergies in 
multiple privacy domains, enabling and 
supporting compliance across all privacy 
domains, while still achieving the business 
and regulatory objectives. To ensure 
sustainability and cost effective operations, 
privacy management tools should be 

POPIA creates 
an opportunity 
to revolutionise 
the way in which 
business is 
conducted in 
South Africa, and 
truly usher in the 
Fourth Industrial 
Revolution.

explored to enable you to meet your 
ongoing compliance obligations, with the 
correct level of effort.      

For the second time in 2020, South Africans 
are faced with an unrivalled opportunity to 
seize an unsuspecting event to catapult it 
firmly into the Fourth Industrial Revolution. 
It only requires that you have the correct 
lens and seek the value innate in POPIA. 
The commencement date has been 
proclaimed, South Africans have been 
served. It’s game on!

Organisations will have a period of 12 
months from the date of commencement 
within which to comply with all the 
provisions of POPIA. The compliance 
deadline is thus 1 July 2021. It is time to 
embrace the full value that POPIA brings. 
Let us use POPIA to Thrive.

Deloitte is ranked no.1 by revenue for 
2019 in security consulting services by 
Gartner, the world’s leading information 
technology and advisory company.

Contact us:

Leishen Pillay
Associate Director
Cyber Risk | Risk Advisory Africa 
Tel: +27 (0)11 209 6418
Email: lpillay@deloitte.co.za 
www.deloitte.com/za


