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Welcome, introduction 
and context 

“Many countries on our continent have been bypassed by  
Industry 4.0, because they have yet to experience Industry 1.0.”

In the 1980s, the New York Times published 
an article titled: “The Robot is After Your 
Job”, following the widespread panic of job 
losses as a result of rapid industrialisation. 
While it has been more than three decades 
since this article was first published, similar 
discussions persist around digitalisation as 
the next wave of disruption occurs.

The Fourth Industrial Revolution (or 
Industry 4.0) has been integral in shifting 
the goal posts across multiple industries, 
transforming organisations. Driven by 
enabling technologies that have had 
a notable impact in the new ways of 
working and the economic performance of 
countries, the emphasis on the optimisation 
of digitalisation to fuel development 
has been a focal discussion amongst 
industry circles. 

However, Industry 4.0 has managed to 
bypass some emerging markets, raising 
concerns on how technological gaps 
often deepen structural inequalities, thus 
creating ambiguities on how the speed and 
adoption of these advancements can aid 
progress. Understanding how countries 
that have not yet reached maturation in 
industrialisation will survive these dramatic 
transformations needs to be a key priority 
for all stakeholders. 

This new wave of disruption has managed 
to create schools of thought which look 
at Industry 4.0 as both an opportunity 
and a threat. The mentality that robots 
could soon take jobs, especially for those 
in traditional sectors such as mining and 
manufacturing, has fuelled concerns on 
how process automation has become the 
enemy of progress. 

While it is evident that technology is having 
a profound impact on jobs, organisations 
and the broader macro-economy, finding 
ways to adapt to these new hyper-realities 
while managing the risks that they present, 
has become a primary objective for 
corporates, who are looking to participate 
in the new world order. 

Deloitte aims to promote a greater 
understanding of ways to embrace digital 
transformation as a driving force to 
fuel productivity. 

Dr Martyn Davies
Managing Director:  
Emerging Markets & Africa, 
Deloitte Africa
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In a world marred by uncertainty, a 
heightened sense of awareness and 
vigilance in managing risks is essential. Five 
of the key aspects that organisations need 
to consider when managing business in 
times of risk are: 

Technological risks 

Cyber security and cyber-attacks
Most companies have been unable to 
address issues of cyber security, as many 
do not understand how these threats 
translate to potential losses for their 
organisations. However, cybercrime 
remains the single most significant risk 
that faces businesses today. Last year, 
the annual economic cost of cybercrime 
was estimated at around US$1trn in the 
United States, according to the World 
Economic Forum’s Global Risks Report. On a 
comparative basis, natural disasters cost a 
mere US$300bn. Yet, despite this evidence, 
equipping executives with the “know-how” 
in dealing with these threats is a challenge.

Data fraud and data theft
As organisations participate actively in 
the digital world, understanding how 
data breaches will affect organisational 
performance is critical to business 
performance. This includes knowing what 
data needs to be protected.

Industry 4.0
Developing policies that will address skills 
development at a national level will prepare 
the workforce of the future to address the 
changes that are expected to come with 
Industry 4.0. This is both an opportunity 
and a challenge, as workers who are not 
equipped with the skills and competencies 
required for Industry 4.0 will be left behind.

Risk of collapse of key infrastructure
Companies need to have “fit for purpose 
structures” to mitigate against potential 
threats, as the dependence on artificial 
intelligence, the internet and digital 
platforms have exposed organisations to 
digital threats.

Economic risks

US-China trade dispute
The international trading environment is 
earmarked by the global trade dispute 
between China and the United States (US). 
This dispute is beginning to have adverse 
spill-over effects in third markets, including 
South Africa in developing markets.

Global financial crises
During the 2008-09 global financial crisis, 
global systems managed to avert a full-
blown collapse of financial systems, but 
there is uncertainty regarding whether 
such systems are prepared to prevent the 
next potential crisis. Organisations need to 
develop a coordinated response to market 
volatility and uncertainty.

Unemployment
Rethinking education and skills 
development to enable participation in 
the global knowledge economy will see 
an endowment in human capital that 
is world-class. However, organisations 
should neither resist nor blindly embrace 
Industry 4.0, but rather maximise 
the opportunities while minimising 
the downturns. It is important for 
organisations to be agile and responsive to 
industry needs.

Keynote: 
Managing business in times of risk

“Risk is something we all have to embrace and accept as a reality of life.”

Kuseni Dlamini
Chairman:  
Massmart & Aspen 
Pharmacare Holdings
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Geopolitical risks

Given the scourge of global terrorism, 
governments are finding themselves facing 
the challenge of fighting “wars without 
enemies”, threatening state security. But 
organisations need stability in order to 
grow. Adopting sustainable practises in 
response to these challenges will drive 
political stability. 

Societal risks

Involuntary global migration is shaping the 
global landscape and its strategic affairs, 
which is seeing the rise of anti-immigrant 
sentiment across the globe. This issue 
has been exasperated by US President 
Donald Trump’s stance on global racism 
and the denial of basic liberal values. 
However, governments and organisations 
will need to revisit their values in order to 
develop a coordinated response to promote 
social stability. 

Environmental risks

African countries are among the most 
vulnerable states when it comes to 
climate change. However, failure in policy 
interventions will have adverse effects on 
the most vulnerable players. Organisations 
need to have the right mechanisms and 
processes to respond in mitigating the 
impact for the most vulnerable in society. 
Assessing the environmental footprint 
and embracing best practises through 
monitoring the relationship with the supply 
chain as well as how organisations are able 
to source goods is required to create a 
sustainable environment. 

In conclusion, organisations will need to 
work with stakeholders to strategically 
collaborate when considering their 
exposure to risks. Organisations therefore 
need to be proactive in monitoring and 
identifying potential threats. Business 
needs to engage with macro-economic 
actors, to adopt inclusive approaches 
towards contributing to policy and 
economic growth, to drive investment 
and to build inclusive societies.
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Digital strategies are contending with 
traditional ways of doing business, 
characterised by the “dematerialisation” 
of business, together with a move away 
from brick-and-mortar infrastructure 
to digital technologies. The adoption 
and convergence of exponential 
technologies such as automation, Artificial 
Intelligence (AI), cognitive computing and 
Cloud, creates opportunities for businesses 
to make a greater impact across multiple 
value chains. 

According to a 2018 World Wide Worx Small 
and Medium-sized Enterprises (SME) survey, 
which tracks connectivity trends of the 
impact that the arrival of ADSL had in the 
South African market, shows that a small 
business with a website is likely to attract 
more business and be more profitable than 
a business without one.

The challenge in South Africa, however, is 
that companies tend to be late adopters 
when transitioning to digital. When 
looking at e-commerce for example, there 
tends to be a level of complacency from 
South African corporations. This affects 
businesses who are not agile to address 
competition from new disruptive entrants 
in the market.

On the other hand, SMEs that are usually 
early adopters of technologies can benefit 
from these systems. However, getting 
buy-in from traditional operators to achieve 
scale remains a challenge. The fragmented 
approach to leveraging digital from 
traditional and new actors, tends to expose 
companies to further risk. 

Digital blurs the boundaries 
of competition

In order to take full advantage of the digital 
landscape, creating ecosystems in an 
environment that allows organisations to 
offer value beyond what currently exists, 
will see competitors leveraging off each 
others’ capabilities and networks. 

The emergence of Fintech companies, 
within financial services is a prime 
example of this. Fintech has disrupted 
the traditional ways of banking. Using 
new financial technologies, Fintechs have 
leveraged existing banking infrastructure 
to provide unbanked consumers with 
opportunities to access financial markets. 
However, within these highly regulated 
industries compliance and regulation will 
be among the biggest stumbling blocks in 
preventing businesses from innovating – as 
digital is often seen as a linear and not an 
inclusive approach. 

This will require regulators to participate 
more actively in creating a framework 
for digital technologies to thrive. While 
regulation remains a millstone around 
the world, an enabling environment 
will go a long way in allowing access to 
disruptive technologies. 

Technology creates job opportunities 

According to a 2015 study by Deloitte UK 
titled: Technology and People: The Great Job 
Creating Machine, technology managed to 
create more jobs than it has destroyed in 
that country in the last 144 years. There is 
a double effect around how technologies 
create new jobs, but the challenge in 
South Africa is with its education system. 

In South Africa the kind of jobs that 
employees have been trained for versus 
the labour market’s overall requirements 
for Industry 4.0, creates a disjuncture with 
the labour system. In order for employees 
to adapt to the needs of the new labour 
market, employees will need to be retrained 
and upskilled to meet the requirements and 
address the skills shortage. 

Panel discussion:  
How digital is disrupting your business 
and how to manage it

“For companies to remain competitive they will have to learn to move at the speed of 
the customer.”
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The education system is also not 
preparing the emerging labour force for 
the requirements of Industry 4.0 nor 
the skills required in the long term. The 
winning workforce of the future will have an 
endowment in human capital that is world-
class, where employees are involved as 
pioneers rather than as spectators.

For companies to remain competitive they 
will have to understand how to move at 
the speed of the customer, with simple and 
easy to understand solutions. In order for 
companies to adopt digital approaches, 
they will need to consider the following:

 • Understand business needs. To
understand the drivers of the enterprise,
organisations will have to consider the
commercial value that digital will provide
in line with the business model

 • Adopt new technologies. Consider how
technologies and emerging technologies
can contribute in managing distribution
channels and your business components

 • Address consumers’ needs.
Understand what your customers’
needs are and how to use these needs
to engage with your brand, bypassing
traditional systems

 • Create experiences. Create experiences
for your clients to understand where the
opportunities are and shift the business
needs to incorporate these

 • Drive innovation. Use the assets of
traditional businesses to leverage digital,
through the convergence of AI to affect
the ways in which clients communicate
with your organisation.

Toby Shapshak
Columnist for 
Forbes and 
Financial Mail, 
Editor-in-chief, 
Publisher of 
“Stuff Magazine”

Priya Thakoor
Chief Digital 
Officer: 
Southern and 
Eastern Africa, 
the Coca-Cola 
Company

Tawanda Chatikobo
Head of Digital:  
Channels and Product, 
Nedbank

Thiru Pillay
Managing Director: 
Consulting,  
Deloitte Africa

Sandile Tshabalala 
CEO:  
Tyme Bank

Alishia Seckam
(Moderator)
Anchor, 
BusinessDay TV
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The knowledge economy of Singapore 
is ahead of the curve when it comes to 
innovation. Singapore government’s 
active participation in enabling the 
country to embrace disruption and aid the 
transformation of society, has managed to 
promote greater inclusive growth across 
all industries.

Singapore’s vision is to move from a 
knowledge economy to a smart nation by 
2025, embracing disruptive technologies. 
This requires the establishment of “smart 
governments” and mapping out key targets 
for highly competitive stakeholders who are 
able assist them to co-create value, while 
leveraging key industry enterprises to ready 
themselves for the future. 

Singapore’s manufacturing sector continues 
to be an important sector of the economy, 
contributing 20% of GDP and accounting 
for 16% of jobs. Now, at a skills level, 
Singapore is looking to create workers for a 
new wave of change; namely workers who 
are not only responding to the changes 
brought by Industry 4.0, but also for the 
next industrial revolution. The key focus 
on skills development for a workforce that 
is able to participate in Industry 4.0 and 
beyond was enabled by the collaboration 
of industry leaders, government and 
research institutions to create industry 
transformation maps, and to measure their 
appetite for the creation of Smart Cities. 

Unlike Singapore, South Africa is missing 
its mark when it comes to investing in the 
future, specifically investment in R&D. 
Driving partnerships and programmes 
to look at skills development in some of 
its major industries, South Africa could 
leverage off of skills that are needed to  
drive greater inclusive growth. 

While in South Africa, platforms exist 
for technical discussions to take place, 
translating these elements into policy 
frameworks remains challenging. In order 
for South Africa to create digitally disruptive 
manufacturing models, digitalisation will 
need to occur in phases, including: 

 • Optimisation – examining the digital
readiness of companies and what
tools they require to transition them to
Industry 4.0

 • Transformation – understanding the
country’s strategic priorities, and what
sectors need to be transformed; and
creating models of transformation that
address these needs

 • Innovation – providing the opportunity
to leapfrog in a number of industries
and finding alternative ways to adapt to
new industries.

Panel discussion:  
Industry 4.0 and how manufacturing is 
changing and disrupting existing models

“We need to be highly innovative across all industries.”
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South Africa’s energy sector is one of 
the industries identified that should be 
preparing itself for digitalisation, using the 
above-mentioned phases. One of the key 
priorities for South Africa is that renewable 
energy is readying itself for disruption. The 
cost of renewable energy is coming down 
dramatically and is more affordable in terms 
of cents per kilowatt-hour than coal-based 
or nuclear power generation. Although 
Industry 4.0 speaks to digitalisation, 
it also looks at the electrification of 
industries. The reduced cost of energy 
will drive the distribution of energy across 
South African households.

South Africa however should be looking 
at renewable energy as a key priority as it 
considers the ways in which industries can 
transform. Government will need to be 
activists of Industry 4.0 to drive inclusive 
societies, making investments where all 
stakeholders across the value chain are 
given an opportunity to participate. 

Yves Nono
Vice President: 
Mobility Solutions 
Sales Region Africa, 
Robert Bosch

Rahul Ghosh
Regional Director:  
Africa,  
Enterprise 
Singapore

Martin Sanne
Executive Director:  
Materials Science and 
Manufacturing,  
CSIR 

Dr Martyn Davies
(Moderator) 
Managing Director:  
Emerging Markets 
and Africa,  
Deloitte Africa
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As digital transformation brings 
opportunities and capabilities for 
growth and value creation, navigating 
and managing enterprise risks presents 
opportunities that cannot be realised 
without dealing with associated risks 
from third-party suppliers. To understand 
the risks that third-party suppliers 
present, organisations need to have 
visibility of their exposure, to quantify the 
impact that disruption would have on 
business activities. 

According to Deloitte’s 2018 Global Survey 
on Extended Enterprise Risk Management, 
87% of companies were faced with a 
third-party disruptive incident, while 
26% of all respondents experienced a 
breach of sensitive customer data and 
11% experienced complete third-party 
failure. Third-party risk management is 
not meant to frustrate companies out of 
doing business with suppliers, but rather 
create awareness around organisations’ 
imperative to protect themselves against 
issues that exist. 

There are multiple regulations that can help 
organisations protect their data, with the 
most prominent being the Protection of 
Personal Information Act, 2013 (POPI Act). 
Data protection mechanisms include 
assessing the volume and sensitivity of 
information hosted by the third party, given 
the access they have to your information 
and data. Cross-border data transfers also 
present a potential threat to organisations. 
Understanding data sovereignty and the 
applicable laws will ensure that data is 
managed effectively.

Identifying the business drivers of 
the organisation is thus important as 
companies need to understand the risks 
that are associated with the business. 
The control of information through 
cyber security and security safeguards – 
controlling the access to the data and the 
management of breach notifications and 
incidents – will go a long way in protecting 
organisations against potential threats. 

Companies need to risk rank third-party 
agreements by looking at their ability 
to understand and comply with various 
jurisdictional privacy laws. This protection 
of data from service providers will ultimately 
ensure that the company has the ability to 
manage against unwanted risks. 

Although South Africa tends to be immature 
in tackling the exposure to risk, there 
have been a number of advancements 
to leapfrog and leverage systems and 
programmes to ensure compliant 
and quality assured risk management 
programmes, addressing inadequacies in 
the system to protect organisations.

Masterclass: 
Navigating third-party risk in the 
digital age

“From a risk perspective, not all third-parties are seen as equals.”

Leishen Pillay
Associate Director:  
Deloitte Africa

Nombulelo Kambule
Senior Manager:  
Deloitte Africa

Samantha Buchler
Senior Manager:  
Deloitte Africa
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Cyber risk is one of the most elevated 
risks of Industry 4.0. By 2021, cybercrime 
is estimated to cost companies as much 
as US$6trn if present trends persist. This 
amounts to 30 times the South African 
annual national budget. While organisations 
are facing an increasingly dynamic set 
of uncertainties, they are also trying to 
create value and enhance their reputations 
from the shifting political, social and 
environmental landscapes and these 
structural shifts can be applied in highly 
volatile and regulated environments. 

Digital transformation is creating significant 
opportunities for organisations, but 
introduces a new dimension of risk, with 
business leaders making concerted efforts 
to transform their businesses.

Nevertheless, as with any change the 
teething issues of new initiatives introduces 
a new set of issues. The ability to influence 
risk behaviours and the integration of digital 
information from various sources has given 
companies the ability to view risk through a 
different lens. 

Even so, as risks become more measurable 
and tangible so too are the opportunities 
to transform businesses and lives to 
fundamentally shift the ways in which 
people are able to manage information. 
Organisations can thus make informed 
decisions about the ways in which they are 
able to address these risks. 

Exponentially augmenting opportunities 
that the digital world has been able to 
create for the industry need to be leveraged 
through presenting new capabilities and 
initiatives to reinvent the ways in which 
companies operate. Organisational agility is 
required to win in the age of Industry 4.0. 

Deloitte encourages embracing the 
current digital landscape, despite the 
risks it presents. However, companies will 
need to have a framework that identifies 
how they manage, and extract value 
from the opportunities that digitalisation 
presents, in order to optimise and leverage 
new opportunities. 

Summary  
and close

“The ability to influence risk behaviours and the integration of digital information from 
various sources has given us the ability to view risk through a different lens.”

Navin Sing
Managing Director:  
Risk Advisory,
Deloitte Africa 
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