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Welcome to our 2018 global survey on 
Extended Enterprise Risk Management 
(EERM). This year we had just under one 
thousand responses, a significant increase 
and more than double we received 
last year. Survey responses reflect the 
views of senior leaders from a variety of 
organisations in 15 countries1 across the 
Americas, Europe, Middle East and Africa 
(EMEA) and Asia Pacific. A record number 
of participants this year is reflective of the 
ever increasing profile and investment 
third-party risk management is getting 
within organisations.

This third annual survey follows last year’s 
survey entitled “Overcoming the threats 
and uncertainty” which revealed how EERM 
in many organisations had continued to 
benefit from greater executive awareness. 
However significant changes in the external 
environment (such as the Brexit result in 
the UK and the US presidential election) 
had slowed down progress in implementing 
holistic, integrated frameworks and risk 
management mechanisms. After this 
stagnation during 2016 in addressing EERM 
maturity, 2017 seems to have allowed 
organisations to tackle the topic with a    
renewed focus and investment.

Our prior surveys focused on 
understanding the nature and magnitude 
of the EERM challenge in large global 
organisations. Using this as a backdrop, 
the current survey aims to capture 
improvements in maturity of EERM 
frameworks with a specific focus on the 
business case and investments in EERM. 
The survey results also reflect an emerging 
shift to include more centralised oversight 

and management for EERM across the 
more decentralised or federated structures 
to enable increased risk-awareness and 
consistency. A more centralised approach 
to EERM also enables the aggregation 
of information at an ‘organisation-wide’ 
level to not only have a cross-risk view 
of third-party relationships, but also to 
address issues around concentration risk. 
In addition to reporting other leadership 
initiatives and concerns, this report sets 
out our predictions for 2018/2019 and 
related points of view.

As in our previous surveys, survey 
respondents are typically responsible 
for governance and risk management 
of the extended enterprise in their 
organisations, including Chief Finance 
Officers (CFOs), Heads of Procurement/
Vendor Management, Chief Risk Officers 
(CROs), Heads of Internal Audit and those 
leading the Compliance and Information 
Technology (IT) Risk functions. The 
respondents represented all the major 
industry segments2. The majority of these 
organisations had annual revenues in 
excess of US$1 billion (R13 billion). 
Additional insight was also obtained 
from subsidiaries of group organisations 
operating with higher degrees of 
decentralisation and others with lower 
annual revenues.
I hope this report will continue to enhance 
your understanding of what has changed 
and what lies ahead as you exploit the 
many opportunities that EERM can yield for 
your organisation.

Kristian Park
EMEA Leader, Extended 
Enterprise Risk Management 
Global Risk Advisory

Jan Corstens
Global Leader, Extended 
Enterprise Risk Management 
Global Risk Advisory

Dean Chivers
Risk Advisory Africa Leader: 
Governance, Regulatory & Risk

Daniella Kafouris
Director: Risk Advisory 
Southern Africa

Foreword
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Sam Balaji
Global Business Leader  
Financial Advisory | Risk Advisory

Revealing untapped 
opportunities in extending 
your enterprise
As organisations continue to adopt, enhance and grow their business ecosystems, EERM 
is increasingly becoming an astute management enabler and value driver rather than a 
compliance requirement.

Business ecosystems are the new norm and extending the physical and virtual boundaries 
of organisations to garner competitive advantage through collaboration with third-parties is 
an imperative. Leading organisations are investing in EERM to power growth, innovation and 
business performance in a risk-intelligent way to proactively address brand and reputation 
risk, especially important amid prevalent threats of high profile business failure, illegal third-
party actions, or regulatory action with punitive fines.

Our current survey reveals that organisations are taking an earlier, more strategic view of 
risk drivers to create value and surface new opportunities. Seven out of ten respondents 
believe that business and macro-economic uncertainties have increased the risks inherent 
in managing the extended enterprise, at least by some extent, if not significantly. However, 
their overall levels of EERM maturity continue to improve at a much slower pace, which we 
believe to reflect awareness of the inherent complexity and challenges of an efficient EERM 
programme.

Despite the slower pace, I’m encouraged to see an increased emphasis on utilising risk to 
power performance and drive differentiation as rationale for investment in EERM, with nearly 
one in two respondents driven by overall cost reduction and efficiency objectives—truly, a 
significant shift from the near exclusive focus on the downside of risk, as reported in our last 
survey.

This burgeoning confidence reaffirms our belief that risk management is and can be a vital 
performance lever going forward.

Deloitte’s Risk Advisory professionals around the world can help you understand more 
about this survey and how the findings relate to distinctive opportunities for your 
organisation.

To learn more, please visit us at www2.deloitte.com/za/en/services/risk





Executive summary

A record number of participants in our 2018 survey supports the ever increasing profile 
and investment that EERM now has within organisations. Our survey has identified six 
key areas of focus for most organisations.

1.
Inherent risk and maturity 

Organisational    self-assessment of 
overall EERM maturity continues 

to improve at a slow pace 
despite a perceived 

increase in the inherent 
risks in third-party 

dependence.

2.
Business case and 

investment 
EERM is increasingly being focused 
on exploiting the upside of risk and 
demonstrating tangible benefits - a 
significant shift from only managing 

the downside of risk.

5.
Sub-contractor risk 

Organisations are lacking 
appropriate visibility and 

monitoring of sub-
contractors engaged by 

third-parties.

6.
Organisational 

imperatives and 
accountability

a) Ultimate ownership 
and accountability for EERM 
suggests it is well and truly 
established in the C-suite roles 

with need for improvement in 
engagement.

b) Challenges over internal 
coordination, talent and processes 

represent areas of highest 
(organisational) concern over EERM.

3. 
Centralised control 

a) Organisations are centralising 
many elements of EERM roles, 
structures and technologies. 

b) COEs and shared service 
models represent the 

dominant operating 
model, along with an 

increased  focus on 
market utility models.

4.
Technology platforms 

Technology decisions for EERM 
solutions are now being taken 

more centrally and a three-tiered 
technology architecture is 

emerging.

2018
Key Findings

Focusing on the climb ahead | Third-party governance and risk management

07



08

Focusing on the climb ahead | Third-party governance and risk management

Inherent risk and maturity

After the slowdown in 2016 to address 
EERM maturity, 2017 seems to have 
allowed organisations to tackle the topic  
with a renewed focus and investment. 
This has taken place amid an increase 
in the inherent risk of dependence on 
third-parties. This increased perception 
of inherent risk has been caused by 
continuing uncertainty in the business 
and macro-economic environment; 
concerns around emerging regulation 
and regulatory scrutiny; and threats 
of third-party related incidents/
disruption. However in a year where 
many organisations stated that they 
were going to significantly move the dial 
in EERM maturity, the aggregate results 
suggests there is still work to do for many 
organisations to become fully integrated 
or optimised in their EERM capabilities.

That said, the Asia Pacific region has 
seen some increase in respondents 
moving along the maturity scale to reach 
integrated or optimised status. This is 
comparatively higher than in EMEA which 
has had very little movement. Similarly, in 
industries where EERM has more recently 
come under increased regulatory scrutiny 
(e.g. Life Sciences & Health care (LSHC), 
Consumer & Industrial Products (C&IP) 
and Public Sector (PS)), we have seen 
significant progress in a similar upward 
movement along the EERM maturity 
scale.

Seven out of ten respondents believe 
that risks inherent in managing their 
extended enterprise have increased 
at least by some extent if not 
significantly. However, organisational 
self- assessment of their overall levels 
of EERM maturity continues to improve 
at a slow pace.

42 per cent of respondents reported “some” increase in their level of 
dependence on third-parties in the last year, with a further 11 per cent 
reporting a “significant” increase in such dependence (10 per cent a  
year earlier).

55 per cent of respondents perceived “some” increase in risks inherent in 
EERM while another 11 per cent perceived a “significant” increase in such 
risks.

Impact of changing regulation is considered to be the greatest contributory 
factor to the increased perception of inherent risks (49 per cent of 
respondents) followed by heightened levels of regulatory scrutiny (45 per cent 
of respondents).

49% 45%

Africa

Some increase: 36%
Significant increase: 12%

Africa

Some increase: 54%
Significant increase: 16%

Africa

Changing regulation: 26%
Regulatory scrutiny: 44%



09

Focusing on the climb ahead | Third-party governance and risk management

However, overall only 20 per cent 
of respondents have integrated or 
optimised their EERM mechanisms (same 
as last year – see paragraph below) 
with another 50 per cent, currently in 
managed status, aspiring to do so within 
the next 1-3 years.

In some cases, respondents, particularly 
from the Northern Americas region 
as well as from the Financial Services 
(FS) and Energy and Resources (E&R) 
industries have lowered their earlier self-
assessments of maturity. This seems to 
reflect their deeper appreciation of the 
situation and a stronger understanding 
of third-party related issues than in the 
past.

It should also be noted that as newer 
good practices continue to emerge, the 
goalposts are shifting too; hence in reality 
those that stand still are actually moving 
backwards on the maturity curve.

Asia Pacific have seen some increase in EERM maturity with 15 per cent of 
respondent organisations now having integrated their EERM systems as 
against 11 per cent last year. However regions, such as EMEA, have seen 
little increase (unchanged at 19 per cent since last year).

This significant increase in organisations integrating their EERM processes 
and technology during 2017 is also true in industries such as LSHC (8 per 
cent last year to 24 per cent in the current survey), C&IP (11 per cent to 19 
per cent) and PS (20 per cent to 35 per cent).

20% 50%

15%

LSHC C&IP PS

Africa

Integrated or optimised: 18%
Managed: 53%

EMEA Region

Integrated EERM systems: 19%

Africa:

LSHC: 33%
C&IP: 33%
PS: 50%

53 per cent of respondents now believe that their journey to achieve the 
desired state of EERM maturity is 2 to 3 years or more, as against most 
respondents in earlier surveys being overly optimistic in believing that this 
can be achieved in 6 months to a year.

53
%

years

Africa

Journey to maturity 2-3 
years or more: 58%
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The business case for investment in 
EERM is increasingly being focused 
on exploiting the upside of risk—a 
significant shift from the almost-
exclusive focus earlier on managing the 
downside, with increasing confidence 
to demonstrate tangible benefits.

In order to achieve their desired stage 
of maturity in EERM, organisations have 
invested an average of US$0.5 – 1.5 
million (approximately R6.6 million - 
R19 million) per annum either in full 
time equivalants (FTEs) or in designing 
programmes on a centralised basis. 
Where EERM is considered integrated 
or optimised the average centralised 
operating costs are around US$3 
million (approximately R39 million) for 
a majority of organisations, managed 
typically by more than 50 FTEs. Those 
with a significant amount of third-parties 
(50,000 or more) spent upwards of 
US$5 million (approximately R66 million) 
centrally with more than 100 FTEs, 
while smaller organisations with serious 
aspirations to move to higher maturity 
levels still typically invested US$100,000 – 
500,000 (approximately R1.3 million - R6.6 
million).

The drivers for the focus on EERM 
continued to be reglatory requirements 
(e.g. General Data Protection 
Regulations), addressing internal 
compliance standards or concern around 
third-party related incidents, but the 
need for positive cost reduction across 
the business was equally powerful—a 
trend that we have not seen in prior 
surveys. It is also heartening to see 
that the business case for investment 
in EERM is increasingly being driven by 
other factors that exploit the upside of 
risk, such as enhancing organisational 

responsiveness and flexibility, innovation, brand confidence and increasing 
revenues—a significant shift from the almost- exclusive focus earlier on 
managing the downside (such as regulatory exposure or third-party related 
incidents). The majority of respondents had some or significant confidence in 
their ability to demonstrate tangible benefits from
such investment.

As many as 48 per cent of respondents were driven by overall cost reduction 
objectives in investing in EERM, which they felt could be achieved by bringing in 
efficiencies through the use of third-parties or by preventing over-payments.

At the same time, 26 per cent of respondents felt that they could achieve 
greater flexibility to address market uncertainty and 21 per cent considered 
investment in EERM  a revenue-generating opportunity, for instance by 
identifying under-reported revenue streams.

Business case and investment

48%

21%
26%

Africa

Greater flexibility 
to address market 
uncertainty: 26%

Revenue generating 
opportunity: 26% 

Africa

Cost reduction  
objectives: 57%
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Reduction of regulatory exposure (43 
per cent of  respondents); addressing 
internal compliance requirements  (41 
per cent of respondents); and reducing 
the number of third-party related 
incidents (34 per cent of respondents) 
were the strongest business case drivers 
focused on managing the downside of 
extended enterprise risk.

43%

41%

34%

Organisations that are integrated or optimised in managing their extended 
enterprise are now typically investing over US $3 million (approximately 
R39 million) annually on EERM initiatives, managed by more than 50 FTEs.

Organisations that engage 50,000 or more third-parties in their extended 
enterprise are now typically investing over US$5 million (approximately 
R66 million) annually on EERM initiaves, managed by more than 100 FTEs.

49 per cent of organisations felt “somewhat confident” that they could 
demonstrate tangible benefits from EERM investments, while another 13 
per cent were “extremely confident”.

49%

13%

Africa:

Reduction in regulatory 
exposure: 48%

Reduction in 3rd party 
related incidents: 34%

Africa:

Somewhat confident: 48% | Extremely confident: 14%
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Many organisations, regardless of 
their broader organisational structure 
(decentralised vs. centralised), 
are centralising many elements 
of the EERM role, structures and 
technologies. For instance, Centers of 
Excellence (CoEs) and shared service 
models have emerged as the dominant 
operating model with an increasing 
desire to explore market utility models.

In 2016 we released our whitepaper on 
how to manage EERM in decentralised 
organisations, a theme of which 
suggested an element of central 
oversight and management could help 
accelerate risk awareness and efficiency. 
The 2018 survey results show that more 
and more organisations are adopting this 
technique with the more decentralised 
or highly federated4  EERM models 
being replaced with some component 
of central oversight, where centralised 
elements in roles/structures and enabling 
technologies/processes are becoming 
more common-place.

Furthermore, most respondents told us 
that an internal utility for EERM, which 
was either a CoE or shared service 
center in some form (whether operated 
fully by in-house teams or with some 
coordination with outsourced service 
providers), was where the centralised 
operations sat, with just 4 per cent in 
a fully outsourced managed services 
environment as an external utility for 
EERM.

Qualitative comments provided by 
respondents seem to suggest that most 
of these internal utilities are managed 
by procurement teams in organisations 
where supply-chain or “buy-side” has the 
majority of third-parties. On the other 

hand, in organisations where third-parties are distributed more equitably 
across the sales and distribution network or “sell side,” this management 
responsibility appears to be progressively shifting to central risk management 
teams.

At the same time, 34 per cent of respondents suggested they either used 
market utility models  in some form or intend to do so in the future to 
supplement specific aspects of EERM activity. Consistent with last year, half 
of respondents were unaware of managed service/utility options available to 
them, which is understandable, given that such opportunities are relatively new 
and are still evolving.

55 per cent of organisations are now equally or more decentralised than 
centralised (down from 62 per cent last year). This reflects that organisations 
are starting to scale back on decentralisation in the overall organisation.

Out of these 55 per cent, only 47 per cent have EERM frameworks that are 
equally or more decentralised than centralised. The remaining 53 per cent 
of respondents thus form the current majority with more centralised EERM 
programmes.

Centralised oversight and 
management

55%

47% 53%

62%

2017

55%

2018

Africa

EERM frameworks 
equally or more 
decentralised: 43%

Remaining: 58%

Africa

Equally or more 
decentralised: 43%
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A further 15 per cent have established federated structures and 14 per 
cent operate as a “hub-and-spoke” model6  where centralised elements of 
EERM are becoming more common- place.

21 per cent of respondents are already utilising market utilities for specific 
aspects of EERM (up from 13 per cent last year) with another 13 per 
cent intending to do so in the near future (up from 10 per cent last year). 
Consistent with last year, half of respondents were unaware of managed 
service/utility options available to them.

44%
30%

15% 14%

21%
2018

13%
2017

13%
2017

10%
2017

13%
2018

Africa:

Already utilising: 10%
Intending to do so: 10%

Africa

Centralised in-house: 40%
Central shared services: 36%

Africa

Federated structures: 17%
Hub-and-spoke model: 13%

44 per cent of respondents have now 
invested in a centralised in-house CoE for 
EERM while another 30 per cent utilise 
a central shared services organisation 
(whether fully insourced or with some 
elements outsourced).
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In keeping with the trend of increased 
centralised oversight of EERM activities, 
technology decisions are now being 
taken more centrally and a standard 
tiered technology architecture
is emerging.

Aligned to this trend, qualitative 
responses from the survey indicate that 
organisations are no longer keen to invest 
in developing complex bespoke solutions 
for EERM, which, together with the use of 
its existing ERP platform in the past may 
have significantly lowered the confidence 
of stakeholders in the quality and 
reliability of the overall technical solution
for EERM.

Less than 10 per cent of respondents are currently using bespoke systems for 
EERM, a sharp drop from just over 20 per cent last year (please also refer to our 
subsequent section on predictions for 2018/2019 on technology on page 20).

Standardisation of technology architecture for EERM using a combination of 
ERP systems and other backbone applications for procurement packaged 
solutions is supported by an increasing intent by management to invest in 
emerging technologies for EERM. Cloud technologies that enable agile business 
operations with standardisation represent the most popular emerging 
technology platform being investigated by survey respondents. Robotic 
Process Automation (RPA) features second on this list, offering the opportunity 
to automate routine tasks related to EERM.

46 per cent of respondents are planning to utilise standardised cloud 
technologies for EERM while 31 per cent are considering using RPA for routine 
EERM tasks across the organisation.

Technology platforms

The 2018 survey suggests that a 
three-tier technology architecture will 
increasingly form a common setup 
for organisations around EERM and 
typically comprises of (i) ERP systems 
or other backbone applications for 
procurement; (ii) generic GRC software 
or EERM-specific risk management 
packages tailored to the organisation 
and (iii) other niche packages for 
specific EERM processes or risks with 
feeds from specialised risk domains.

20%
2017

10%
2018

46% 31%

Africa

Standard cloud 
technologies: 55%
RPA: 31%

Africa

Using bespoke 
systems: 9%
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57 per cent of survey respondents feel they do not have adequate knowledge 
and appropriate visibility of sub-contractors engaged by their third-parties and 
a further 21 per cent are unsure on their organisation’s level of understanding.

Only 2 per cent of respondents regularly identify and monitor their sub-
contractors (fourth/fifth parties) while another 10 per cent do so only for those 
subcontractors identified as critical. The other 88 per cent either rely on their 
third-parties to do so; have an unstructured/ad-hoc approach; do not do so at 
all; or do not even know their organisational policy and practices in this regard.

Only 18 per cent of organisations periodically review the concentration risk 
associated with their fourth/fifth parties quarterly or half-yearly; while the vast 
majority (82 per cent) review this annually or even less frequently.

Sub-contractor risk

Despite the continued investment and 
renewed focus on EERM, respondent 
organisations were found to be lacking 
appropriate visibility of instances 
where sub-contractors are engaged 
by their third-parties. This is making it 
difficult for organisations to determine 
their strategy and approach to the 
management of sub-contractor risk 
and to apply the appropriate amount of 
discipline and rigor. Recent regulation 
such as the Modern Slavery Act in the UK 
and Global Data Protection Regulations 
(GDPR) in Europe (Protection of Personal 
Information (POPI) in South Africa), 
which include requirements to manage 
layers of fourth/fifth parties, where they 
exist, makes this a matter of increased 
concern. Other global regulators such as 
the Federal Reserve (Fed) and Office of 
the Comptroller of the Currency (OCC) 
in the US, and the Hong Kong Monetary 
Authority, etc. also highlight the need for 
organisations to understand this area 
better.

Organisations lack visibility of sub-
contractors engaged by their third-
parties making it challenging to apply 
an appropriate strategy to monitor 
such fourth/fifth parties.

18%

82%

57%

21%

Africa

Do not have: 54%
Unsure: 19%

Africa

Regularly monitor: 1%
Subcontractors identified 
as critical: 13%
Other : 86%

Africa

Review quarterly or 
half-yearly: 23%

Review annually or 
less:  77%
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Either the CEO, CFO, CPO, CRO, or a member of the Board is ultimately 
accountable for EERM in 78 per cent of organisations, up from 75 per cent last 
year.

The CEO or CFO is now accountable for EERM in 33 per cent of organisations, 
up from 29 per cent last year.

Organisational imperatives and 
accountability

Ownership and accountability for 
EERM suggests it is well and truly 
established in the C-suite with 78 per 
cent of organisations suggesting that 
either the Chief Executive Officer (CEO), 
CFO, Chief Procurement Officer (CPO), 
CRO, or a member of the Board is 
ultimately accountable for this topic. 
33 per cent suggested the CEO or CFO 
was responsible for EERM. In some 
cases, there appears to be a small 
shift in ultimate accountability from 
CPOs and Vendor/Alliance Managers to 
Heads of Risk and CFOs under Board/
CEO supervision, although this is 
not a trend where the organisational 
supply-chain forms the most significant 
component of the extended enterprise. 
In such organisations which still form 
the majority, the CoEs and shared 
services are also largely owned by 
procurement teams. Survey respondents 
however believe that there is room for 
improvement in the level of engagement 
on the EERM agenda by Board members 
and risk domain owners.

Ownership and accountability for 
EERM suggests it is well and truly 
established in the C-suite with some 
need for improvement in levels of 
engagement.

2017 2018

78%75%

2017 2018

33%29%

Africa

Accountable: 81%

Africa

Accountable: 38%
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However, our survey results indicate that 38 per cent of Board members and 
39 per cent of risk domain owners still have lower to insignificant levels of 
engagement on the EERM agenda.

Only 22 per cent of respondent organisations have Board- level reviews of 
EERM that include alignment with organisational strategy and risk appetite on a 
quarterly or half yearly basis, while the vast majority of organisations surveyed 
(78 per cent) review this annually or even less frequently.

Ownership for EERM vested in CPOs and 
Vendor/Alliance Managers has reduced 
from 17 per cent last year to 13 per cent 
this year with a corresponding increase in 
such responsibility vested in the CFO and 
CRO by 3 per cent in each case.

17%
2017

13%
2018

38% 39%

Africa

Ownership for EERM vested 
in CPO's and Vendor Alliance 
Managers: 6%

Africa

Accountable: 81%

Africa

Accountable: 38%

Africa:

Board members: 25%
Risk domain owners: 23%

Africa:

Quarterly or half-yearly: 26%
Annually or less: 60%
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Our prior surveys had identified an 
“Execution Gap” in implementing EERM 
in organisations, reflecting the inability 
of people, process and technology 
supporting EERM initiatives to achieve the 
intended results.  With the emergence 
of a standardised three-tier technology 
architecture as described earlier in 
this executive summary, this execution 
gap around technology seems to have 
started to narrow down, although the gap 
remains as wide as in earlier years on the 
people and process front.

Internal coordination (specifically 
between risk domain owners, business 
unit leaders, functional heads, legal 
and internal audit teams) is now the 
dominant concern of the majority of 
organisations, followed by the need to 
ensure ongoing relevance of skills, roles 
and responsibilities, being realistic about 
availability of staff bandwidth.

In summary, concerns over coordination, 
talent, and processes have now 
overshadowed the technology-related 
concerns expressed in earlier surveys.

Skills, bandwidth and competence of talent engaged in EERM- related activities 
appears to be the most significant concern for respondents (45 per cent), 
followed by the clarity of roles and responsibilities and EERM processes (41 per 
cent in either case).

Concerns over internal coordination, 
talent and processes have now 
overshadowed the technology-related 
concerns expressed in earlier surveys.

45%

41%

Africa:

Skills, bandwidth and 
competence: 43%

Clarity of roles and 
responsibilities: 30% 
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As many as 40 per cent of respondent organisations have prioritised the 
need to establish better coordination between risk domain owners, business 
unit leaders, functional heads, legal and internal audit teams as their top 
organisational imperative related to EERM.

Strengthening due diligence activities prior to on boarding new third-parties 
is second on the list of top organisational imperatives related to EERM (35 per 
cent of respondent organisations); followed by building stronger resilience 
to disruption caused by third-party related incidents (24 per cent) and 
categorising the most strategic third-parties to ensure a proportionate EERM 
approach (24 per cent).

40%

35% 24%

24%

Africa:

Need to establish: 43%

Africa:

Strengthening due diligence: 39%

Building stronger resilience: 18%

Categorising most strategic 3rd 
parties: 30% 
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Predictions

We believe that the investments made in EERM in 2017 will begin to pay 
dividends in either 2018 or 2019—in line with respondents’ realistic assessment 
that it takes two to three years for organisations to be integrated or optimised 
in EERM.

Technology will continue to play a significant role in driving efficiency—
although this may not be associated with big in house implementations but 
rather leveraging managed service technology platforms. As a first step in this 
direction, less than 10 per cent of respondents are currently using bespoke 
systems for EERM, a sharp drop from just over 20 per cent last year and a 
standardised three-tier technology architecture comprising (i) ERP and other 
backbone procurement system; (ii) GRC or EERM package; and (iii) other niche 
EERM solutions for specific needs have already become the norm.

We have already seen 2017 suggest that community models/market utilities 
will be adopted across a number of industries with FS leading the way since 
2016 with the emergence of four key players. Expected industries to follow 
suit include LSHC (increase in actual utilisation from 16 per cent to 24 per cent 
during 2017), CB (e.g. FMCG) (11 per cent to 18 per cent) and TMT  (12 per cent 
to 27 per cent). E&R (28 per cent to 33 per cent), while the leading industry 
segment in exploring market  utilities, has some way to go to fully embrace 
the opportunities here through extensive usage (with only two per  cent of 
the latter 33 per cent using such models extensively but the vast majority 
represented by the other 31 per cent making only limited use). But already we 
have seen movement in this space at the back end of 2017.

The focus on people described in the section on organisational priorities above 
is driving a boom in the market for EERM talent. In turn, the current scarcity of 
this talent is driving competition and in turn may further assist in building the 
business case and trend for community models, utilities and managed services.
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We anticipate 2018 will see more design/ implementation of frameworks 
(Capex) through either continuing design work or further refining frameworks, 
but expect by 2020 that most EERM expenditure will be in the operational 
(Opex) space—where the use of community models will further drive costs 
down. Interestingly, survey respondents did not specifically distinguish 
between Capex and Opex in reporting their estimated annual spend centrally.

Recent regulation such as the Modern Slavery Act in the UK and Global Data 
Protection Regulations (GDPR) in Europe (Protection of Personal Information 
(POPI) in  South Africa), which include requirements to manage layers of 
fourth/fifth parties (where applicable), is likely to make the need for additional 
investment in the management of fourth/fifth parties a matter requiring 
further attention.

Finally, EERM now has a more balanced outlook in establishing the business 
case for investment in EERM initiatives. On the one hand, it continues to 
mitigate the threats of “bad things happening” or the downside of risk, 
for instance the operational impact of critical third-party failures or the 
reputational impact of bribery and corruption by third-parties to large global 
organisations. On the other hand, however, such balanced business cases 
are enabling calculated risk-taking aligned to the realisation of strategic 
opportunities such as innovation and positive cost-reduction across the entire 
organisation to capture the upside opportunity. However the critical success 
factors for achieving this will be measured not only on how cost efficient or 
effective the frameworks are designed or operated, but primarily on how 
well risk is managed and mitigated with a continuous process of alignment 
with  strategy and organisational risk appetite. Should organisations lose this 
strategic insight and reduce their annual investments in EERM, this is likely to 
be at the expense of reputation, regulatory scrutiny, and ultimately consumer 
backlash.
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