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POPIA is putting the 
spotlight on data 
management 
There is an underlying opportunity for boards to 
harness the power and value of data. 

Setting the scene 
The increase in cyber incidents globally 
commensurate with the rise in the 
consumption of digital technology to 
overcome our physical limitations in the 
context of COVID-19, has been the 
background to one of the most 
anticipated events in the South African 
legislative landscape. The Protection of 
Personal Information Act (POPIA) has 
been passed into law effective from 01 
July 2020 with a twelve-month grace 
period. 

POPIA includes several firsts in South 
Africa’s legislative history. Mandatory 
reporting of breach incidences to the 
information regulator and data subjects, 
the implementation of the data subject 
access rights, cross- border data transfer 
requirements, the ongoing maintenance 
of a legislatively defined risk register, as 
well as a host of processing and data 
handling requirements represent the 
high water mark of some of the 
extensive new changes.  

 

 

 

 

 

 

Directors will also be familiar with 
General Data Protection Regulation 
(GDPR) which came into effect on 25 
May 2018, which has changed the 
European privacy landscape. The largest 
fine to date being €183m towards British 
Airways, is but one illustration of the size 
of the challenge for many organisations.  

In addition, King IV has firmly positioned 
the responsibility of data, cyber and 
technology within the responsibilities of 
the board, so this is not a new 
conversation.  

However, the value of POPIA and other 
similar data protection regulations across 
different jurisdictions, goes far beyond 
regulatory compliance. It creates an 
opportunity for boards to apply a longer 
term view to harness the power and 
value of data.  
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“Customers, investors 
and public trust are 
intrinsically linked to data 
privacy and 
management.” 

Leishen Pillay, Deloitte 

 

Does GRPR set the gold standard which 
boards should work towards? 
 
While the maximum fine of R10 million as 
stipulated with POPIA does not reach the 
same level of severity as GDRP, where 
maximum fines can reach 4% of global 
annual turnover, boards should be 
adopting GDPR as setting the bar for a 
longer term strategy and investment. 
Clearly short-term actions might be 
driven by POPIA compliance, but boards 
should be cautious of quick fix digital 
solutions. If boards are led by the core 
principle which is that data privacy is 
directly linked to brand value, then the 
governance and supporting policies 
should aspire towards a global gold 
standard of data regulation. Where 
organisations hold data in multiple 
jurisdictions, it is critically important for 
boards to rationalise the regulation for 
each geography.  
 

Is virtual working posing a greater risk?  

We have seen a rise in the number of 
cyber and data breaches with the shift 
towards virtual working driven by the 
pandemic. If we reflect on the recent and 
well publicised case study which 
impacted a large portion of organisations 
within the financial services sector, the 
lessons from this experience is that the 
weakest link for data breeches are often 
from within the workforce itself. Other 
lessons for boards to reflect upon from 
this example, is the exposure across the 
value chain including third party 
processing of data. The top tip offered to 
directors was to have a deep 
understanding of the notification 
processes in the instance of a breach and 
to seek clarity on how directors should 
get involved when a breach does occur.  
 

Should directors be scrutinising the 
data breach playbook?  

Protecting the organisation from 
reputational risk with supporting 
governance and policies are the 
responsibility of the board. NEDs should 
aim to equip themselves to understand 

the risks associated if a breach is 
mismanaged. Best practice indicates that 
every board should be prepared for the 
inevitable. The playbook should, for 
example, include detailed processes 
around how to respond to customers, 
even those not directly impacted by the 
breach.  

Large corporates often experience a 
challenge of legacy technology systems 
including CRMs, does POPIA create the 
business case for investment?  

Data and data privacy should by 
intrinsically linked to the organisations 
digital strategy. The value which data 
holds is proven to influence customer 
retention, loyalty and new product 
development. While legacy technology 
systems can be a challenge, in particular 
where data is held in multiple systems, a 
risk assessment should be completed to 
enable the board to understand where 
the risks are and how they should be 
mitigated.  

Should the governance of information 
and data be held at by the main board 
or sub-committees?  

King IV is very clear on the main board’s 
responsibility related to data, cyber and 
technology. We often see responsibility 
for data lying within the remit of the Risk 
Committee, and there will be overlap 
where board’s structures include an 
Information Technology Committee. The 
key point to address is that the main 
board should have an integrated view, 
regardless of the structures and charters 
of the sub-committees.  

 “Retaining trust is at the 
core of data privacy.” 

Mantsika Matooane, NED 

 

 



 
   

 

Where to get started? 
Data privacy requires enterprise wide transformation with the board playing a crucial role. A 
holistic privacy programme defines six layers which adds value in the development of privacy 
within an organisation (diagram referenced below). But what are the key questions which 
boards should be asking?  

Key considerations for the board 

 Is there a formal data privacy programme and supporting policy in place? And does the policy define what information is 
held and how the trust relationship with customers should be managed? 

 Has an information officer been appointed? And in the scenario where the responsibility has been assigned to the Chief 
Technology Officer, does that person reflect the appropriate skills and experience required for data and information 
management? 

 Has an assessment been conducted and a roadmap to compliance been plotted? 
 Have sufficient resources within the organisation been diverted to enable compliance? 
 Have the risks been identified and sufficiently mitigated? Areas to explore, for example, include exposures to third parties 

and cloud services.  
 Do you have clarity on understanding who your customers are? This could include, for example, understanding the 

alignment of where the data is held versus the nationality of the data subject.  
 Does the board need to be initiating relationships with regulators across multiple jurisdictions?  
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This summary is based on a virtual event with the same title that was hosted by Deloitte Africa’s head of the 
Centre of Corporate Governance, Mark Victor, on 19th November 2020. Speakers included: 

 Mantsika Matooane: NED at Nedbank and JSE; CEO of True Spark Investments 
 Leishen Pillay: Associate Director, Deloitte Africa 
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