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Letter from the editors

ver the past two years, the world

has been reeling from the shock

of the pandemic, and we are now
collectively trying to navigate to our “next
normal.” Those of us on the Tech Trends team
believe that this represents the opportunity to
engineer a better future—not to just repave
the old cow paths of IT but also to rethink
how we can all move forward together.

And make no mistake: Moving forward will
require every one of us. The best art speaks to
the human condition, and the best journalism
gives voice to public concerns. There's no
doubt the public has been concerned about
the rise of “robot overlords,” which is why
we've all seen plenty of coverage of the topic.
In truth, our Al-assisted future is not a dark
mirror, nor is it a glib panacea. Seen from

the ground, the reality is that organizations
are automating soul-crushingly repetitive
tasks, freeing humans to focus on more
interesting, higher-value problems. If anything,
humans are only becoming more precious

to their employers. The battle for talent,
especially in tech, has never been fiercer.

In this year's Tech Trends report, we examine
different ways pioneering enterprises are
automating, abstracting, and outsourcing their
business processes to increasingly powerful
tech tools. In doing so, they are arming

their employees with superpowers to tackle
innovative projects that deliver competitive
differentiation. For example, blockchain is
enabling organizations to automate processes
that occur between third parties, eliminating
the need for manual data exchanges,

data entry, and reporting—creating an
environment where recording is reporting. IT
departments are automating large segments
of their core system infrastructure, allowing
precious engineers to get back to actual
engineering. And Al is acting as a force
multiplier in cybersecurity, detecting and
responding to threats automatically and
easing the burden on cybersecurity workers.

Of course, the pandemic has fueled this year's
trends, but it would be a mistake to view them
as a direct response to COVID-19 disruption.
Rather than reorienting businesses’ goals,

the pandemic has simply put an exclamation
mark on existing priorities. Enterprises once
viewed the types of initiatives we spotlight

as projects that would play out over the next
five to 10 years. The reality? These trends



need to be tackled today. Customers expect
outstanding digital + physical experiences.
Workers expect to work anywhere. And your
competitors? Your traditional competitors
are becoming ever more efficient, and
emergent competitors—those with no
business being in your business—would be
delighted to put you out of business. Digital
disruptors don't win because theyre small.
They win because their lean statures allow
them to be decisive, agile, and resilient. To
thrive in today’s environment, established
incumbents are beginning to recognize that
thinking bigger requires that they act smaller.
That's why they're looking to automation,
abstraction, and outsourcing, and, in turn,
the technology pieces that support those
concepts, such as cloud, security, and data.

The pandemic challenged orthodoxies as to
what can be accomplished. It showed us how
much we can achieve when impediments to
productivity are removed and workers are

empowered to focus. In IT, workers responded
by moving mountains to set up remote work
infrastructure and support new ways of reaching
customers. This gave IT enhanced credibility.
Now, enterprises are looking to their tech teams
to drive the next round of innovation: to discover
the mountains beyond and move those, too.

At the same time, technology teams find
themselves in a precarious spot. Few IT
managers would say they have all the people
they need. Therefore, in a world of unbounded
ambition and finite resources, businesses are
trying to figure out how to do more with less.

Tech Trends 2022 chronicles automation as
the emerging key to both sustaining and
enhancing baseline operations, and how
this, in turn, empowers workers to move
up the value chain and spend their time
solving ever-more-valuable problems.

The future is human. So let's get to work.
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Data-sharing made easy

A host of new
technologies promise
to simplify the
mechanics of data-
sharing across and
between organizations
while preserving the
veil of privacy. As part
of a growing trend, organizations are unlocking more
value from their own sensitive data while leveraging
enormous volumes of externally sourced data that
has traditionally been off limits. This can open a new
arena of data-driven opportunities. Indeed, the ability
to share secured data with others within an ecosystem
or value chain is giving rise to new business models and
products. For example, by pooling clinical data on shared
platforms in the early days of the COVID-19 pandemic,
researchers, medical authorities, and drug makers were
able to accelerate the development of treatments and
vaccines. Moreover, these same data-sharing protocols
have helped drug makers, government agencies,
hospitals, and pharmacies coordinate and execute
expansive vaccination programs that prioritize efficiency
and safety while preserving intellectual property.

Cloud goes vertical

The center of gravity
around digital
transformation has
shifted from meeting
the IT needs of an
industry-agnostic
organization to meeting
the unique strategic and
operational needs of each sector and even subsector.
Hyperscalers and SaaS vendors are working with global
system integrators and clients to provide modularized,
vertical-specific business services and accelerators

that can be easily adopted and built upon for unique
differentiation. As this trend gains momentum, deploying
applications will become a process of assembly rather
than creation—a shift that could reorder the entire

value stack. Business processes will become strategic
commodities to be purchased, freeing organizations

to focus precious development resources on critical
areas of strategy and competitive differentiation.

Blockchain: Ready for business

Trendy cryptocurrencies
and nonfungible tokens
(NFTs) capture media
headlines and the public
imagination, but these
and other blockchain
and distributed ledger
technologies (DLTs) are
also making waves in the enterprise. In fact, blockchain and
DLT platforms have crossed the disillusionment trough

of the hype cycle and are well on their way to driving real
productivity. They are fundamentally changing the nature
of doing business across organizational boundaries

and helping companies reimagine how they make and
manage identity, data, brand, provenance, professional
certifications, copyrights, and other tangible and digital
assets. Emerging technical advancements and regulatory
standards, especially in nonpublic networks and platforms,
are helping drive enterprise adoption beyond financial
services organizations. As enterprises get comfortable
with blockchain and DLT, creative use cases are cropping
up in many industries, with established industry leaders
expanding their portfolios and creating new value streams,
while startups dream up exciting new business models.



IT, disrupt thyself: Automating at scale

Faced with creeping
technological
complexity and
higher expectations
of stability and
availability, some
ClOs are radically
reengineering
their IT organizations. How? By taking a page from
the cloud provider’s playbook. They are identifying
repetitive, manual processes and applying a
combination of engineering, automation, and self-
service. The net result is streamlined timelines,
accelerated value delivery, and more effective and
stable IT across the board. This kind of disruptive
automation represents a vast yet underrealized
opportunity. Previous technology trends such as
NoOps, Zero trust, and DevSecOps share a common
theme—the importance of moving to code across
the organization. Migrating away from manual
administration to engineering and automation,
organizations can manage complex systems more
effectively and improve the customer experience
through improved availability and resilience.

Cyber Al: Real defense

Security teams may
soon be overwhelmed
by the sheer volume,
sophistication, and
difficulty of detecting
cyberattacks.
Enterprise attack
surfaces are expanding
exponentially. The use of 5G is growing, along with

the number of network-connected devices; remote
work is gaining ground; and third-party attacks have
become increasingly pernicious. It's time to call for

Al backup. Cyber Al can be a force multiplier that
enables organizations not only to respond faster

than their attackers can move but also to anticipate
these moves and act in advance. Al can be expanded
beyond established applications, such as using it

to accelerate data analysis, identify anomalies, and
detect threats. These emerging Al techniques can help
human analysts focus on prevention and remediation,
and developing a more proactive, resilient security
posture. And as Al is adopted across the business,

it can also be leveraged to help protect valuable

Al resources and combat Al-powered attacks.

The tech stack goes physical

With the explosion
of “smart devices”
and the increased
automation of
physical tasks, IT's
remit is growing
again, extending
beyond laptops and
phones. CIOs must now consider how to onboard,
manage, maintain, and secure such business-critical
physical assets as smart factory equipment, automated
cooking robots, inspection drones, health monitors,
and countless others. Because outages could be
business- or life-threatening, devices in the evolving
physical tech stack require the highest levels of
system uptime and resilience. And a fresh approach
to device governance and oversight may be needed
to help IT manage unfamiliar standards, regulatory
bodies, and liability and ethics concerns. Finally, CIOs
likely will need to consider how to procure needed
technology talent and reskill the current workforce.



Field notes from the future

A bold,
technologically
sophisticated future
awaits—this we
know. Yet from our
vantage point today,
we cannot discern

precisely what
this bold future looks like, or how we can prosper
init. How can we plan for events that are likely, yet
vaguely defined? In Field notes from the future, our
final chapter of Tech Trends 2022, we examine the
trajectories of three technologies that will likely
dominate the digital landscape a decade or more
from now: quantum, exponential intelligence, and
ambient experience. Though currently nascent, each
of these technologies has captured the imagination
of researchers and the investment dollars of
venture capitalists, startups, and enterprises who
all agree: Something interesting will happen, and
with diligence and groundwork planning, we can

be ready to act when the future finally arrives.

Executive summary
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SHARE AND
THRIVE

MONETIZE YOUR
DATA ASSETS

KEEP DATA
SAFE

Pooling data with
others drives new
opportunities.

Data platforms offer a
secure mechanism for
buying and selling data.

A growing array of privacy-
preserving technologies
can help keep shared
data safe and secure.




TREND 1

Data-sharing made easy

Powerful data-sharing and privacy-preserving technologies usher in a new era of data monetization

hanks to advances in data-sharing
Ttechnoogies, you can buy and sell

potentially valuable information
assets in highly efficient, cloud-based
marketplaces. Combine this data with
a new array of privacy-preserving
technologies, such as fully homomorphic
encryption (FHE) and differential privacy,
and you can now share encrypted data
and perform computations on it without
having to decrypt it first. This provides the
best of all potential worlds: sharing data
while preserving security and privacy.

All of this has fueled a promising new
trend. Stores of sensitive data lying fallow in
servers around the globe due to privacy or

regulatory concerns are starting to generate
value across enterprises in the form of new
business models and opportunities. During
the next 18 to 24 months, we expect to see
more organizations explore opportunities

to create seamless, secure data-sharing
capabilities that can help them monetize
their own information assets and accomplish
business goals using other people’s data.

Though currently in an early stage, this
data-sharing trend is picking up steam. In a
recent survey, Forrester Research found that
more than 70% of global data and analytics
decision-makers are expanding their ability
to use external data, and another 17% plan
to do so within the next 12 months!

Moreover, the global FHE market alone is
growing at an annual rate of 7.5% and is
expected to reach US$437 million in value by
2028. Currently, the health care and finance
sectors are leading most FHE explorations.?

More than 70% of
global data and
analytics decision-
makers are expanding
their ability to use
external data.



What accounts for this growth? Simply put,
data gains value when it is shared. Gartner™
predicts that by 2023, organizations that
promote data-sharing will outperform

their peers in most business metrics.?

Consider the following examples
of data-sharing in action:

* Using aggregated data to securely
achieve common goals. Organizations
can work with “frenemies” within a
market sector to achieve common
goals such as developing deeper
customer insights or detecting fraud
patterns across an entire sector.

* Increasing efficiency and lowering
costs. Across enterprises, data vendors
no longer have to provision hardware,
maintain databases, and build application
programming interfaces (APIs). Customers
can push a button to access anonymized,

curated data feeds. Within the enterprise,
encrypted data makes artificial intelligence
(Al) and machine learning (ML) exercises
safer, and compliance audits easier.

Broadening your research
collaboration. Sharing basic
foundational or early-stage findings
can accelerate critical research
initiatives without compromising a
hard-won competitive advantage.

Securing intellectual property.
Super-sensitive data such as Al training
data that may be stored in public
clouds can be better protected.

Encrypting data in motion. In the

arenas of high-frequency trading, robotic
surgery, and smart factory manufacturing,
confidential data flows rapidly across
multiple entities. FHE allows users to access

critical data quickly without encryption keys.

Opportunities like these to monetize data
through sharing and pooling can offer a
competitive advantage for first movers—a
motivating concern these days across markets.
It is not uncommon for new participants

in data-sharing ecosystems to experience
what has been described as an “oh, sweet
Lord moment” upon realizing that their
competitors operating on the same platform
are doing much more with data assets. In this
moment, many resolve to become the best
Al- and data-driven organization possible.

Share and share alike

As the lifeblood of digital transformation,
data looms large in Deloitte’s Tech Trends
reports. In Tech Trends 2021, for example,
we discussed how in order to realize
their MLOps ambitions, companies must
manage their data very differently.* Today,
the data-sharing revolution is making

it possible for organizations to access


https://www2.deloitte.com/xe/en/insights/focus/tech-trends/2021/disrupting-ai-data-management.html
https://www2.deloitte.com/xe/en/insights/focus/tech-trends/2021/mlops-industrialized-ai.html

more data, more securely within their own
ecosystem and across other organizations.
But, once again, reaching this potential
requires managing data differently—this
time adding innovative technologies and
techniques that free information assets from
traditional privacy and security restrictions.

This year's data trend comprises three
major dimensions: opportunity,
ease of use, and privacy.

Share and thrive: The promise of new
business models and opportunities

Shared data can create shared opportunities
and new business models. As the data-
sharing trend advances, we expect

more organizations to engage in “data
collaboration” to tackle common challenges
and pursue mutually beneficial revenue,
operational, and research opportunities.
Moreover, the ability to share data safely

with external data management service
providers can help organizations streamline
data management processes and lower
related costs. Consider the following
opportunities data-sharing can drive:

* Industry vertical marketplaces. Even
the fiercest of competitors often share
common challenges that are best resolved
through collaboration. Take suppliers in
the food industry: If they all anonymized
sensitive sales and delivery data and
pooled it together for analysis, perhaps
they could unlock the mystery of supply
and demand. Or banks in developing
regions could pool anonymized credit
data to build an interbank credit risk
scoring system. Or one of the biggest
opportunities of all: Could pharmaceutical
researchers and doctors operating
within a secured ecosystem pool data
to understand how to bring life-saving
innovations to market more quickly?

As the data-sharing
trend advances,

we expect more
organizations to
engage in “data
collaboration” to tackle
common challenges.

* Partners in a value chain. Many
manufacturers and retailers purchase
consumer data from third-party data
brokers, but as is often the case, there
is not enough quality data to really make
an impact. What if systems of partners
within a value chain—from suppliers
to manufacturers to marketers—
pooled their customer data to create
a more nuanced picture of demand?



Let somebody else do the Al model
training. Al models are often considered
highly sensitive forms of intellectual
property. Because they can typically fit
on a thumb drive, they also represent
high security risks, so many organizations
have traditionally performed their own
modeling in-house. Thanks to encryption
technologies, this may be about to
change. With modeling data secured,
chief data officers can safely outsource Al
modeling and training to third parties.

* Data providers streamline deliveries.
On data-sharing platforms, buying
access to real-time market or logistics
data is as simple as pushing a button.
Data providers will no longer need
to provide APIs or ship files.

Acquire external data easily
at the push of a button

Cloud-based data-sharing platforms are
helping organizations seamlessly share, buy,
and sell data. These heavily virtualized, high-
performance data marketplaces are typically
structured in a data-sharing-as-a-service
model in which, for a fee, service subscribers
can manage, curate, and tailor data. They can
also secure their data to a degree by using
platform-provided “clean rooms,” safe spaces
with defined guidelines where organizations
can pool their data assets for analysis. Finally,
subscribers can aggregate and sell access to

their data to other subscribers. Data buyers
get a la carte or custom views into different
aspects of markets, products, or research.

The fundamental business strategy
underpinning this “sharing-as-a-service” model
has already demonstrated its effectiveness

in other high-profile information and content-
sharing arenas such as music file-sharing

and social media. In these, a vendor provides
an easy-to-use data-sharing platform, and
customers provide the content (data).

The data marketplace sector is currently

in an early gold rush phase, with startups
such as Databricks, Datarade, Dawex, and
Snowflake, and hyperscale cloud providers
such as AWS, Azure, Google, and Salesforce
racing to stake their claims in this promising
market. And promising it is: The nexus of
data growth and democratization, along with
digital transformation, is helping create a
revolution in which demand for external data



is skyrocketing.® No longer merely a tool for
informing executive decision-making, data

IS now a business-critical asset to be sold,
bought, traded, and shared. And the platform
that facilitates this exchange most easily

and effectively could eventually become the
standard for data-sharing in industry data
verticals or even across entire markets.

We're seeing data-sharing use cases—
and in some areas, success stories—
proliferate as more organizations begin
pursuing opportunities to monetize and
expand their data assets. For example:

During the early days of the COVID-19
pandemic, fiercely competitive global
pharmaceutical firms explored ways
to share pre-clinical research data

via data-sharing platforms.

COVID-19 vaccine administrators
used centralized state-operated

platforms to share daily micro-level
vaccination and testing data with
public health care agencies.®

Investment managers at a global financial
services firm capture and analyze data
from their back, middle, and front offices
in real time. As a result, the time required
to begin sharing investment data with
clients shrinks from “months to minutes.”

It remains to be seen how certain aspects
of the data-sharing platform market will
evolve. While there will eventually be some
consolidation and standardization, multiple
platform markets could also take root. For
example, there could be systems of partners
in private data marketplaces, or perhaps
public marketplaces targeting unique
needs will spring up organically. Whatever
shape data marketplaces eventually

take, we anticipate that the gold rush will
continue to pick up steam, particularly

as vendors develop ironclad security and
more organizations sign up for these

platforms, thus expanding the volume of
external data available for consumption.

Share data without
compromising privacy

Data gains value when we share it. Yet data
privacy policies and competitive secrecy
demands have historically placed a damper
on our ability to realize this value. Today,

a new class of computational approaches
collectively known as privacy-preserving
computing (or confidential computing) is
poised to liberate organizations and their
data from privacy’s shackles. Approaches
such as FHE, differential privacy, and
functional encryption make it possible for
organizations to reap the benefits of data-
sharing without sacrificing privacy (figure 1).



Figure 1

Six privacy-preserving techniques for sharing data

Source: Deloitte research and analysis.

Data is encrypted
before it is shared. It can be analyzed, but not
decoded into the original information.

Differential privacy: Noise is added to the dataset
so that it is impossible to reverse-engineer the
original inputs.

Functional encryption: Select users have a key that
allows them to view some parts of encrypted text.

Federated analysis: Parties share insights from
their analysis without sharing the data itself.

Zero-knowledge proofs: Users can prove their
knowledge of a value without revealing the value itself.

Secure multiparty computation: Data analysis is
spread across multiple parties such that no single
party can see the complete set of inputs.

Privacy-preserving techniques can also

enable collaboration among competitors.
Consider multiple financial institutions

that compete head-on in distinct areas of
financial services. Even though they compete
for clients, collectively they may wish to
collaborate to achieve common goals such as
detecting overconcentration risk, sophisticated
fraud patterns, or financial crimes.

In another example, consider organizations
that do not compete but belong to
complementary companies within an industry
sector such as travel. There are beneficial
data-sharing use cases in which companies
contribute information to co-marketing and
discount campaigns across airlines, hotels,
and rental car agencies. Each participating
company would like to know about the
client behavior and activity of the others

so they can provide their end consumer
with greater value and a more enjoyable
customer experience. Yet each has a duty to



protect client information. Privacy-preserving
computing may be the breakthrough
catalyst that allows these companies to
interact and collaborate more deeply.

Currently, four challenges are slowing progress
in the field of privacy-preserving computing:

1. Many of these techniques require
new software tools and changes to
utilize the data. Being able to fully
utilize these tools and support the
changes can require significant time
and effort from already-busy teams.

2. Privacy-preserving techniques can,
in some instances, slow speed and
performance, which can be problematic
with data-in-motion and real-time
analysis and dissemination.

3. There is currently no easy way to
maintain control over the governance

and usage of data once it is in someone
else’s hands, which raises potential
privacy or compliance risks.

4. Finally, there are certain regulatory

roadblocks around privacy and

data ownership that will need to be
addressed before privacy-preserving
compute can reach its full potential.

Yet work is underway on all these fronts,
and it is not unreasonable to say that
within the next 18 to 24 months, privacy-
preserving computing will offer a broad
range of use cases and opportunities.

The way forward

Though privacy-sharing computing and
advanced data-sharing technologies are
already helping organizations positioned
at the vanguard of this trend extract more

value from data, they are not a panacea
for all data management requirements
and challenges. You will continue to
need strong data governance; tagging
and metadata are still necessary.

What's more, the new tools and approaches
do not change longstanding company data
culture overnight. For example, established
companies often have entrenched processes
and standards for managing and using data,
whereas startups and digital natives may take
more relaxed approaches. Or, due to the very
personal relationships that inform decision-
making and strategy, family-owned businesses
are typically more hesitant to share data—
however anonymized beyond enterprise walls.

We anticipate that these and similar issues are
just bumps on the road to a fundamentally
new era of transformative data-sharing.

You have an untapped asset sitting in

your servers. What are you waiting for?



LESSONS
FROM THE
FRONT LINES

With nearly 10,000 stores across the United States and
proven success in annually administering flu and other
vaccines, CVS Health (CVSH) was well positioned to make
a significant contribution to the historic COVID-19 vaccine
rollout. Still, when vaccines became widely available in
the spring of 2021, the pharmacy and retail giant needed
analytics immediately to understand when and where
immunizations were needed most. Karthik Kirubakaran,
senior director of retail data engineering, says the
organization’s data management processes and technology
met the challenge: “Because we had an effective data
strategy in place, we were able to extend our capabilities
and roll out a new system in weeks instead of months.”"°

Kirubakaran and his team gathered external data from
vaccine suppliers and the Centers for Disease Control and
Prevention (CDC) to forecast supply and demand. They
then fed this information into internal systems that enabled
patients to schedule appointments, partners to set up

clinics, and analysts to measure campaign effectiveness.
The team also shared data externally with research agencies
and universities to help gauge vaccination rates in the
population. All of this was done at an unprecedented pace
during the pandemic. Fortunately, CVSH's data organization
capabilities enabled it to rapidly make sense of incoming
data, while data-sharing tools provided secure, near-

real time exchange. “We were able to move quickly by
creating a data mesh across multiple platforms, instead of
consolidating to any single technology,” says Kirubakaran.

The team established governance immediately to prioritize
data protection and compliance with privacy and data
security laws. It also identified clear owners and stewards
and created different layers of security for data in transit
and at rest. For example, it leveraged third-party clean-
room technologies to anonymize data for analysts,

who then measured the rollout program based on
demographic segments instead of individual identities.

CVSH faced new challenges as the vaccine rollout continued.
Before each successive distribution of doses to retail stores,
Kirubakaran's team huddled in a virtual war room to pore over



demographic and demand data to identify
underserved areas. “It was critical for us

to create forecasts that were as accurate

as possible and facilitated access to
vaccines where they were needed,” says
Kirubakaran. His team then updated its
predictions based on supply information
from each store, and even analyzed internet
searches for COVID-19 vaccine availability

to know where demand was high.

CVSH plans to leverage its data-sharing know-
how for other use cases as the vaccine rollout
slows down. For instance, Kirubakaran's team
is working to use real-time data to understand
a customer’s basket in the retail store and
match it to past purchase behavior for more
accurate coupons at checkout. He's guided by
a CVSH leadership directive asking all CVSH
employees to treat customers as someone
they can serve instead of someone they

can sell to. Says Kirubakaran, “The idea is to
serve the community, to do it in a way that

is seamless to the customer, and only tap
into the data that they allow us to access.”

European automakers are members of a
mature industry; their manufacturing practices
are fine-tuned, meticulously planned, and
just-in-time, which doesn't leave much room
for the unpredictability of the past year.

Facing the dual crises of COVID-19 supply
delays and semiconductor shortages, the
European automotive industry needed to
react quickly, but information across the entire
automotive value chain, from suppliers to
customers to recyclers, was sparse. Several
key manufacturers, suppliers, and tech
companies, including BMW and Siemens,
joined forces to devise a new way of working.

Twenty-eight partners launched “Catena-X,”
a data exchange ecosystem that enables
organizations to share information

on their own terms, with privacy and
security guaranteed. “We needed a
collaboration platform to work with value
chain partners, one that opened up a

new playing field,” says Oliver Ganser,

head of the Catena-X consortium."

Catena-X, which is Latin for “chain,” launched
in August 2021 as one of the first major use
cases of the European Union's federated
and secure data-sharing standard, known
as GAIA-X? This decentralized approach
comprises a multitude of individual platforms,
all following a common EU standard.
Organizations using GAIA-X can exchange
data and collaborate across sectors while
retaining data sovereignty. “Instead of
companies developing trust in each other
individually, we can all trust our data to

the GAIA-X framework,” says Ganser.



While GAIA-X provided the standards
needed, small and large players ultimately
decided to join Catena-X to address their
supply chain issues. In one instance, an
auto manufacturer found a quality issue
that potentially affected tens of thousands
of its vehicles. It would normally conduct a
major recall and levy millions in penalties
to suppliers, but by collaborating with
suppliers to share data, the manufacturer
was able to pinpoint the quality issue

and reduce the number of vehicles that
needed a recall by more than 80%."

In the near future, Catena-X will provide a
user-friendly system environment that can
integrate with enterprise resource planning
to transfer data, as well as a software-
as-a-service-like portal where smaller
suppliers can directly upload data. As new
companies join and partners are connected
from different areas of the value chain,

the consortium anticipates creating new

business models. For example, partners
may pay incentive fees for sharing data
with certain parameters, and sustainability
and circular economy is another major use
case. “The biggest reason for organizations
to join is to solve complex business
problems with shared data. Monetizing
the data is not our priority,” says Ganser.

The Catena-X board is cognizant that

change can be hard for a storied industry
like German manufacturing. “This is not just
technology; this is a transformation of the
automotive industry,” says Claus Cremers,

a Catena-X board member and director

at Siemens.' The board is dedicated to
rethinking the value chain and encouraging
its members to adopt a startup mentality.
Eventually, its goal is to expand out of Europe
into global collaboration and acceptance. “We
will always produce cars, but we can re-invent
ways to run our overall business instead

of relying on past methods,” says Ganser.

The Defense Advanced Research Projects
Agency (DARPA) has a history of shaping
emerging technologies. The agency—
which is part of the US Department of
Defense—sponsored research that helped
create everything from the internet and

the personal computer to drones, GPS, and
much more. Currently, DARPA is responding
to the expansion of cloud computing and
other virtual networks by researching new
methods for sharing data while lowering
privacy and security risk. Dr. Tom Rondeau,
program manager at DARPA, believes
building trust through privacy-preserving
techniques is key to democratic values.
“Being able to share information in a way
that preserves privacy and security is
foundational to democracy,” says Rondeau.”



Rondeau leads the Data Protection in Virtual
Environments (DPRIVE) program, which funds
startups and incumbents to create hardware
that can enable advanced encryption techniques.
Standard encryption techniques keep data safe in
transit or in storage, but require users to decrypt
data for computational use, which exposes it to
cyberthreats. In contrast, DPRIVE is focused on
enabling fully homomorphic encryption (FHE),

a technique that keeps data protected even
during computation. Until now, it could take
months of computation time to apply the FHE
technique to sensitive data stores. DARPA aims
to cut down that time drastically by creating
specialized chips and coprocessors. Once this
privacy-preserving tech is available and it's
embedded into phones and tablets, data can be
captured and stored securely on every consumer
device, with only encrypted data sent elsewhere
for analysis. “If we can accelerate FHE execution,
the technique can become a fundamental

part of our data-processing approach to

almost every application,” says Rondeau.

With FHE, the DPRIVE team is creating standards

of security by rigor, meaning computational
difficulty, so users know just how secure their data
is. Understanding levels of security should be like
buying a safe, according to Rondeau. Safes are rated
by how long it takes for a skilled burglar to break
through. Their security rating helps buyers make
better decisions around safeguarding valuables.
Similarly, if data management teams know how long
it takes to hack into different kinds of encryption,
they can determine which information requires the
most security, and how often encryption codes
should be changed to prevent hacking. “We should
be able to prove exactly how secure something

is, not just for consumers to feel protected

when using their devices, but also for better
measuring our national security,” says Rondeau.

DPRIVE offers a key use case for securely
sharing data on national security threats with
other governments. “FHE could become a way
of sharing intelligence data from the field while
protecting our sources and techniques for

gathering intelligence,” says Rondeau. Similarly,
in the case of financial crime analysis, law
enforcement agencies need data to analyze
crimes, while banks are mandated to protect
their consumer data. Rondeau believes
advanced encryption techniques could make
it possible for both parties to share and
analyze the data needed to identify money
laundering without compromising privacy.

Today, FHE computation is very computationally
intensive and too slow for many use cases.
Though DARPA is working with partners to
solve this technical problem through better
hardware, scaling up the solution is the
organization’s end goal. Rondeau and his team
believe that once privacy-preserving tech,
techniques, and standards are commonplace,
they can improve everyone's privacy over
time. Says Rondeau, “This is a technology

that can support and export our democratic
principles on the security and privacy of
information. It can do a lot of good.”
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MY TAKE As the vast majority of enterprise computing

Kyle Rourke moves to hyperscalers, the world's data

s consolidating via cloud providers into a

Vice preSiC ent of 8‘0 0al handful of physical data centers.
platform strategy, SNOWTIAKE s o sest e ne sty s

access and unlock for monetization across organizations. At Snowflake,
we recognized a decade ago that to share and utilize data effectively,
organizations need to be part of a network with built-in trust and
governance, underpinned by a technology that eliminates data silos.

Snowflake has always enabled organizations to store and analyze
their data in the cloud. As customers realized massive performance
and concurrency gains, their appetite to leverage even more data,
including data owned by other organizations, has increased. Last year,
we unveiled our foundational technology that creates a single network
which every customer can connect to, akin to one massive relational
database, or a sort of social network for data. This made it possible



for organizations to share data with others in
real time, if they choose, by simply granting
access within the platform. We've watched the
number of interorganizational connections
grow rapidly.

By sharing or combining data with others,
organizations are now developing a variety
of innovative products and services. For
example, a company that gathers location
analytics can distribute data at the click of

a button to rideshare companies that want
to know where drivers are most needed.
Media publishers can combine their customer
data with data from retailers to create a new
dataset that allows both organizations to
better target their ads and products. Going
forward, data networks can grow like social
networks: Exponential adoption will drive
value creation in new and unexpected ways.

Across the industry, the methods of sharing
data are evolving. In the past, organizations

would have to find secure ways to gather data,
copy and upload it to their own servers, ensure
their data collection was compliant with policies,
and more. As marketplaces for live data
continue to grow, organizations can buy or sell
data as a service without the costs of ingestion,
maintenance, and compliance. With less friction
in the way, organizations are free to become
more creative. Data that was traditionally siloed
within just one company will now be unlocked
for the benefit of the many, and we're yet to see
what novel, lucrative uses will result.

Of course, organizations cannot share most
data without privacy measures in place. Data
networks like ours require strong governance
to facilitate trust and willingness to share.
Clean rooms bring data together from multiple
companies for joint analysis under guidelines
that keep the data secure. Restricted queries
can prevent drill-down into sensitive data

such as Pll while allowing analysts to gather
anonymized records to feed into their models.
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Eventually, the ability to run analyses or
create models using data from outside the
enterprise will become commonplace. Our
customers are increasingly telling us where

to go next as they explore different ways of
collaborating on data. The change we're seeing
now is similar to how the internet unlocked
and democratized access to information: The
ability to collaborate and operate in a safe,
compliant, trusted way with data is going to
open up radical new possibilities for business.



EXECUTIVE PERSPECTIVES

STRATEGY

CEOs should keep a lookout for new
business models emerging from data-
sharing. If today's data exchange platforms become
the next generation of barcodes, opportunities may
arise to monetize data or open new partnerships.
It will be important to determine whether to be
an early entrant or a fast follower of the new data
paradigm. Depending on what makes sense for
their business, participating in this trend early
on can dictate the terms of how data-sharing is
accomplished.

FINANCE

Some CFOs may view the trend toward
data-sharing with trepidation, worrying
about threats to market competitiveness, regulatory
compliance, and company reputation. However,

as new data-sharing business models proliferate,
CFOs will want to work with their technology and
risk counterparts to identify the right opportunities
for sharing. As this trend expands, CFOs should
weigh the long-term benefits and risks of sharing
data, which could significantly impact organizational
growth and even survival.

RISK

In the past year, high-profile cyberattacks
have shut down entire supply chains.
Third-party risk management will be more crucial
than ever as supply networks and attack surfaces
expand. Chief risk officers (CROs) should work

with IT teams to promote sharing data, security
vulnerabilities, and standards across their vendor
networks. By driving greater visibility and awareness,
CROs can better prepare organizations to respond
to future supply chain risks while applying the latest
privacy-preserving and security technologies.



KEY QUESTIONS

ARE YOU

READY? 1

Which data assets could you
share with partners to tackle
common challenges and
pursue mutually beneficial
revenue, operational, and
research opportunities?

Have you leveraged external
data from data marketplace
platforms to augment your own
data assets? How did access to
more information enhance your
decision-making process?

Which privacy-preserving
computing technigues are you
using? How has or would the
ability to analyze anonymized
data enable new use cases and
innovative experimentation?

LEARN MORE

Data as a strategic asset

Learn how organizations who
approach data as a strategic asset
drive new efficiencies, insights,
and capabilities.

Machine data revolution

Explore how tuning data for native
machine consumption helps to
achieve the benefits and scale of Al
and MLOps.

MLOps: Industrialized Al

Gain insights into applying an
engineering discipline to automate
machine learning model development,
maintenance, and delivery.



https://www2.deloitte.com/us/en/pages/consulting/articles/data-strategic-asset.html
https://www2.deloitte.com/xe/en/insights/focus/tech-trends/2021/disrupting-ai-data-management.html
https://www2.deloitte.com/xe/en/insights/focus/tech-trends/2021/mlops-industrialized-ai.html
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Cloud goes
vertical
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Cloud-based capabilities can
help organizations create the
capacity to think bigger by
acting smaller. Less custom
code means more agility.




TREND 2

Cloud goes vertical

Industry-specific cloud solutions can enable organizations to automate
manual tasks and shift their focus to competitive differentiation

s the global economy moves from
Aa pandemic footing to a more

future-focused endemic one, many
organizations are looking for opportunities

to become more nimble and efficient by
offloading business processes to the cloud.

In response, cloud giants, software vendors,
and system integrators are developing an
array of cloud-based solutions, accelerators,
and APIs that are preconfigured to support
common use cases within industry verticals.?
These solutions are designed specifically

for easy adoption, and can be built upon to
create digital differentiation.

Whatever mix of a la carte applications, tools, or
services users adopt from these offerings, cloud
becomes the fabric stitching them together into
powerful business process solutions. For example,
a global automobile manufacturer has partnered
with cloud vendors to develop cloud-based
connected car application development services
for the transportation industry. The platform
features industry-specific solutions along with
loT, machine learning, analytics, and compute
services that manufacturers can leverage to
develop connectivity layers for their vehicles.?

The health care industry initially deployed cloud
processes for managing back-office data.

Regulatory compliance with the Health
Insurance Portability and Accountability
Act of 1996 (HIPAA) drove the next phase
of this sector’s cloud journey as health
care organizations began managing
patient data in the cloud. Today, pioneering
health care providers are exploring

ways to use cloud-based HIPAA models

to improve medical treatments.”

Over the next 18 to 24 months, we expect
to see a growing number of organizations
across market sectors begin exploring ways
that industry clouds can help them meet
unique vertical needs. Indeed, based on
Deloitte analysis, we project that the value



of the industry cloud market could reach
US$640 billion within the next five years.”

Clearly, the Cloud goes vertical trend is gaining
momentum, so the time to begin exploring
its possibilities for your organization is now.
You can start by performing an assessment
of your business process ecosystem to
determine which processes you would
consider cloud-sourcing from external
vendors, and the pros and cons of doing so.

As a critical part of this assessment, try

to gauge how well current processes
support your short- and long-term business
strategies, and where there is room for
improvement. Moreover, keep in mind that
the rapidly growing menu of cloud-based
capabilities could spark new business
models and out-of-the-box possibilities.

Finally, the industry cloud trend presents a
long-overdue opportunity to restructure IT.

As companies begin outsourcing IT functions and
business processes that provide no competitive
advantage, they can redirect their efforts

and investments to “differentiating” systems

and services that do, while simultaneously
creating a lasting capacity to change.

This assessment doesn't need to be some
monolithic, two-year project. Indeed, it can be
done in bite-sized increments that add efficiency
and effectiveness to most processes along the
way. At the same time, you can begin refocusing
talent and resources toward the differentiated
processes that deliver competitive advantage.

From infrastructure to
industry verticals

The business and technology needs currently
driving the Cloud goes vertical trend are not
new. Starting in the 2000s, organizations with

similar compliance, business process, or
data management needs began adopting
cloud-based software. At roughly the same
time, CIOs began “lifting and shifting” some
on-premises systems to public clouds in
order to lower costs and gain efficiencies.

Today, the twin approaches of sharing
software that meets common needs and
letting someone else run your infrastructure
continue to inform the Cloud goes vertical
trend. What's new is that we've moved from
procuring generic functions and libraries

to the digitization and availability of actual
industry-specific business processes.
Moreover, organizations increasingly expect
cloud vendors to create “common core”
solutions that address shared needs across
industries and ecosystems. Hence, cloud and
software vendors now offer an expansive
menu of industry-specific, modular business
processes available through APIs that can be
accessed at the push of a button. For example,



using APIs, engineers and system architects
can connect targeted smart factory systems
together in a shared cloud network. Surgical
capabilities like these represent a quantum
leap from FedRAMP-esque, compliance-
based offerings just a few years ago.

Against this background, we see this trend
unfolding in the following dimensions:

Hyperscalers climb the stack

The "big three” cloud services providers—
Amazon Web Services (AWS), Google Cloud
Platform, and Microsoft Azure—offer cloud-
based industry enclaves that automate
business processes that are unique to
sectors like health care, manufacturing,
automotive, retail, and media, among others.

They began by creating infrastructure-as-a-
service (laaS) capabilities, which eventually

elevated to platforms-as-a-service (PaaS). But
they haven't stopped there. Hyperscalers
have continued to climb the technology
stack, methodically automating ever-higher
order processes to create industry-optimized
platforms that are, in some cases, more
functionally robust and efficient than the
on-premises solutions businesses are
currently running. For example, some in the
hospitality industry now utilize cloud-based
reservations and customer management
systems. Likewise, the manufacturing

sector takes advantage of cloud-sourced
predictive maintenance solutions.

Organizations will find much more than
hyperscaler-developed products and services
in industry clouds. Indeed, there is a growing
ecosystem of sector-specific business
capabilities from established vendors such as
MuleSoft, Oracle, Salesforce, SAP, ServiceNow
as well as startup and open-source projects.®

Focus on differentiation

Chances are you have some home-grown
code that you should hang on to. You

have invested time and budget developing
these capabilities that—thanks to your
good planning and execution—deliver
competitive advantage. Think of them as
keys for differentiating your organization in
the market. Say you are a retailer and you've
spent considerable time customizing your
in-store inventory management engine.
The Csuite (and the market) recognize
your inventory capability as a best-in-class
superpower. Just because your cloud vendor
might offer an inventory APl doesn't mean
you should automatically use it. You own
the customized code and it contributes
heavily to competitive differentiation. Why
not keep it? You can certainly run it in the
cloud, but the important thing is that it's
your IP, and it meets your unique needs in
ways that off-the-shelf offerings cannot.



It's important to assess your options before
you act. The spectrum of vertical-focused
solutions available today is more sophisticated
and granular than it was even a couple of
years ago. Think about your existing ability to
execute a process. If your current capability is
better than what's available off the shelf, then
keep your own logic. But if you are competing
against digital natives and your process—and
the capabilities that support it— are no longer
that special, consider using an industry API.

For many technology and business leaders,
participating in the Cloud goes vertical trend will
require a reckoning of sorts. Together, leaders
must determine where the company wins

in the marketplace, and which technologies
make those wins possible. If, for example,

you win through nontraditional customer
service, then invest heavily in those in-house
analytic capabilities; these capabilities deliver
competitive differentiation and enable

new innovation and revenue generating

opportunities. Guard them jealously. By
contrast, everything that doesn't separate
you in the market becomes commodities
and can be provisioned as business services
from cloud or software providers.

As you explore the opportunities that
the Cloud goes vertical trend may offer,
consider taking the following steps,
some of which may be long overdue:

1. Business and IT leaders should work
together to determine where the company
wins today and in the future. For this effort
to succeed, the business must understand
technology more deeply. Likewise, IT
must understand business strategy and
the critical role that technology plays in
advancing it. Only then can both teams
identify the technologies that are critical to
achieving wins.

. Create an inventory of business

processes and the cloud-based
offerings that support them.

Identify which differentiating processes
and enabling technologies to keep
in-house. Likewise, identify areas in
your business that could benefit from
the emerging suite of technology
offerings enabled by the cloud.

. Work with cloud service providers,

software vendors, and integrators to plan
the next phase of your cloud journey.



Even as “buy” evolves into “assemble,” there
is a need for a different kind of “build.” We're
not talking about armies of developers
working on multiyear projects to build
behemoth custom systems. Rather, think

of modern software engineering with small
teams working with cloud services, platforms,
and tools to integrate and deploy quickly.

A big part of this new equation is full stack
teams working closely together on a set of
well-defined outcomes. Leading organizations
embrace “pods” or “two pizza-box teams” in
which cloud engineers, UX designers, data
scientists, quality assurance, and product
managers blur the lines between disciplines
as they work together. Team members grow
and learn as they lean in on whatever the
current sprint requires. Importantly, the
teams are collectively focused on solving

business problems and shaping the road
map of whatever they are working on. This
represents a welcome change from simply
cranking through solution requirements

n

removed from the “why” and the “so what".

The other key is empowerment. Modern
engineers expect autonomy, from a
purpose lens (having the choice to work
on something they believe in); to a tools
lens (choosing what gear, platforms, open
source libraries they use to practice their
craft); to a personal lens (dress code,
hours, remote work arrangement).

When technology leaders from traditional
organizations visit high-tech startups, they
often take away the wrong lesson. The
reason engineering teams at digital native
companies often thrive is not because

of foosball tables, stocked fridges, or silly
perks. It's because these young companies
appreciate engineering as a core creative

discipline. Moreover, they respect engineers
and give them the authority they need

to succeed. Of course guardrails and
guidelines are still necessary, especially

in areas of security, compliance, and

legal IP protection. But they are deployed
within the larger context of elevating
modern engineering as a key part of the
organization’s strategy and future culture.



Build the capacity for change

In a time of disruption and rapid-fire
innovation, access to best-in-class solutions or
even experimental tools gives organizations
the software options they need to connect

all the dots in their multifaceted digital
transformation strategies. This access

hinges, however, on a capacity to change.

Consider this: Clouds tailored to the needs
of specific industry verticals will evolve
continuously as innovative solutions and
services emerge. To maintain their competitive
differentiation, organizations will need to
embrace disruption, and stay on top of the
latest industry cloud offerings. In a climate
of rapid-fire change, the future is always
approaching fast. Cloud technology can help
organizations create not only the capacity to
change, but the agility to do so continuously.
The fewer systems and processes you have

in-house today, the fewer you will have to
manage, upgrade, and refresh tomorrow.
Most companies are already in the cloud

to some degree. If you are, think of the
industry cloud trend as the next leg of your
cloud journey, one that riffs on the cloud'’s
original promise of sharing resources to
solve problems affordably and at scale.

The way forward

The good news is that fully embracing the
Cloud goes vertical trend doesn't require
some big bang effort. Indeed, it can be
done in small, thoughtful steps that help
you side-step complicated legacy app
renewals or disruptive core modernization
initiatives. And with each step, your systems
become more efficient and effective.



MY TAKE

Marijan Nedic
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| believe what separates you from your
competitors is not the majority of your
operations; it’s the 5-to-10% of your
operations that are unique.

The emergence of industry clouds—packaged solutions of common
applications and configurations used across a given vertical—is
helping businesses spend less time setting up the table-stakes
functionality necessary for running their businesses and more time
on the impactful areas that set them apart. At SAP, our goal is to
create industry clouds that enable our clients to meet most needs
out of the box, plug easily into partner solutions, and manage unique
differentiators in a consolidated platform.

Whether you run a hospital, factory, car rental company, or any other
type of enterprise, odds are many of your processes and operations
are nearly identical to those of your competitors.



Therefore, the industry predefines most
of your problem space. And most of that
problem space has already been solved.

As such, any industry cloud worth its salt
will have a few common features. First, the
industry cloud must provide most of the
functionality needed for the industry out of
the box, especially the commodity functions.
Second, it must be an open platform that
enables customers and partners to develop
innovative solutions. The platform needs to
make it easy to connect and manage these
solutions. Third, it should allow customers
to ramp up or scale down capacity and
processes according to demand. Finally, it
should enable easy access to other business
and technology services. For example, all
the major cloud services today include
common tools straight out of the box.

While natural language processing (NLP) is
now a common tool, the question is how

to integrate NLP into your business. Across

all these features, your industry cloud
should support your broader ecosystem.

| recently visited a manufacturing client that
utilizes agile production methods to respond
to both large and small customer orders.

It's a very profitable business but it requires
frequent reconfiguration of production lines.
To optimize equipment performance, machine
learning (ML) models analyze order data to
determine necessary machine configurations
and the optimal sequence for filling orders.
The process works exquisitely, but it took

a massive effort from the manufacturer’s
digital team to build it all by hand.

Instead, these capabilities can be derived
from a single industry cloud. Offloading much
of the building and maintenance of these
processes can give data scientists more

time to develop ML models that help the
factory respond more quickly to orders. If
machine vision is combined with ML models,
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quality control teams can inspect a greater
percentage of goods coming off the line.
Spending more time on activities that really
matter helps manufacturers scale their
operations more rapidly than if they build
functionality manually. These are the kinds
of things that set a manufacturer apart.

With this combination of functionality in
place, businesses can become more agile.
When their main operational platform comes
configured for the needs of a typical business
in their industry, they can focus their energies
on the portion of their operations that sets
them apart. They can get straight to a digital
representation of their business, their network
of partners, their network of suppliers, their
machines. Ultimately, it's about having the
agility to develop the innovations that can
truly make your organization unique.



EXECUTIVE PERSPECTIVES

STRATEGY

Cloud and software vendors are

developing increasingly sophisticated
and capable business functions as a service.
With new opportunities for more sophisticated
outsourcing, CEOs must clarify their organization’s
unique value proposition. Just as ERP standardized
most back-office functions, leaders must identify
which subset of their business functions are
differentiators. Only now, the stakes are higher:
the divisions being replaced are not finance or
accounting, but those that comprise the heart of
the business and influence strategic decisions.

FINANCE

CFOs interested in budget and
compliance requirements may find
two-fold benefits in cloud-based applications
customized to industry needs. Industry clouds
can help companies keep pace with technology
and regulatory changes with less effort, freeing
up talent for more value-added projects. CFOs
should ensure close collaboration between finance,
IT and compliance, risk, and legal functions so
that all parties understand how to maximize
the potential benefits of new cloud services.

RISK

CROs have an opportunity to integrate
cyber risk management at the onset

of new industry cloud deployments. Vendors'
standard cybersecurity components may not meet
an organization's application needs. As industry
clouds drive more business functions, tailored
cloud security is becoming more important. CROs
and IT can make cybersecurity a differentiator

of the organization’s cloud tech stack instead of
an afterthought. Especially for consumer-facing
organizations, building in cyber protection at the
onset can prove less costly in the long run.



KEY QUESTIONS

AREYOU
READY? 1

What nondifferentiating processes
do you currently support that
others in your industry also
support? Do the vendors with
which you have relationships offer
industry-tailored solutions that
could be more cost-effective?

What technologies are critical to
your ability to win in the coming
years? How can you redirect
more financial and development
resources to these areas? Should
you keep them in-house, or
move them to the cloud?

Are you ready for a future that
is always “fast approaching”?
What changes can you make
to your digital transformation
strategy to create and nurture
the capacity for change across
systems and processes?

LEARN MORE

Reimagining digital transformation
with industry clouds

Learn how leveraging industry
clouds can maximize your
transformation strategy by
focusing on what you do best.

Awakening architecture with
cloud innovation core

See how organizations can reach
their technology innovation
targets by considering the latest in
leading cloud native approaches.

Deloitte on Cloud blog
Reimagine what cloud can do for

your business with real-world

insights and expert opinions.
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2
AUTHORS

Our insights can help you take advantage of emerging trends. If you're looking for

fresh ideas to address your challenges, let’s talk.

Ranjit Bawa

US cloud leader
Deloitte Consulting LLP
rbawa@deloitte.com

Brian Campbell

Strategy principal
Deloitte Consulting LLP
briacampbell@deloitte.com

Mike Kavis

Chief cloud architect
Deloitte Consulting LLP
mkavis@deloitte.com

Nicholas Merizzi

Cloud strategy principal
Deloitte Consulting LLP

nmerizzi@deloitte.com

SENIOR CONTRIBUTORS

Steve Rayment
Partner,
Deloitte Australia

Benjamin Cler
Senior manager,
Deloitte Luxembourg

Jorge Ervilha
Manager,
Deloitte & Associados SROC, S.A.

Senthilkumar Paulchamy
Manager
Deloitte Consulting LLP


mailto:rbawa%40deloitte.com?subject=
mailto:briacampbell%40deloitte.com%20?subject=
mailto:mkavis%40deloitte.com%20%20?subject=
mailto:nmerizzi%40deloitte.com?subject=

2
ENDNOTES

According to the Flexera 2021 report Cloud
computing trends: 2021 state of the cloud report,
90% of enterprises expect cloud usage to exceed
prior plans due to COVID-19.

Kash Shaikh, “Industry clouds could be the next
big thing," VentureBeat, March 28, 2021.

Ford Motor Company, Autonomic, and Amazon
Web Services, “Ford Motor Company, Autonomic,
and Amazon Web Services collaborate to
advance vehicle connectivity and mobility
experiences,” April 23, 2019.

Analytics Insight, "HIPAA compliance, big data and
the cloud—a guide for health care providers,”
September 15, 2021.

Brian Campbell, Nicholas Merizzi, Bob Hersch,
Sean Wright, Diana Kearns-Matatlos, Reimagining
digital transformation with industry clouds:
Organizations can leverage industry clouds to
enable strategic transformation and stay on the
cutting edge, Deloitte Insights, November 23, 2021.

Bill Briggs, Stefan Kircher, and Mike Bechtel,
Open for business: How open source software is
turbocharging digital transformation, Deloitte
Insights, September 17, 2019.


https://www.flexera.com/blog/cloud/cloud-computing-trends-2021-state-of-the-cloud-report/
https://www.flexera.com/blog/cloud/cloud-computing-trends-2021-state-of-the-cloud-report/
https://venturebeat.com/2021/03/28/industry-clouds-could-be-the-next-big-thing/
https://venturebeat.com/2021/03/28/industry-clouds-could-be-the-next-big-thing/
https://d1.awsstatic.com/Industries/Automotive/2019 Refresh/Ford Motor Company%2C Autonomic%2C and Amazon Web Services Collaborate to Advance Vehicle Connectivity and Mobility Experiences _ Ford Media Center.pdf
https://www2.deloitte.com/us/en/insights/topics/digital-transformation/digital-transformation-strategies-for-industries.html
https://www2.deloitte.com/us/en/insights/topics/digital-transformation/digital-transformation-strategies-for-industries.html
https://www2.deloitte.com/us/en/insights/topics/digital-transformation/digital-transformation-strategies-for-industries.html
https://www2.deloitte.com/us/en/insights/topics/digital-transformation/digital-transformation-strategies-for-industries.html
https://www2.deloitte.com/us/en/insights/topics/digital-transformation/digital-transformation-strategies-for-industries.html
https://www2.deloitte.com/content/dam/insights/us/articles/5138_Open-for-business/DI_Open-for-business.pdf
https://www2.deloitte.com/content/dam/insights/us/articles/5138_Open-for-business/DI_Open-for-business.pdf

chain:
Jusiness

BLOCKCHAIN
RS CALE

ERERCASES BEYOND
el STREET
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Maturing technologies,
standards, and delivery
models are driving
enterprise adoption.

As businesses experiment
with blockchain, creative
use cases are cropping up
in multiple industries.

Incumbents and startups
alike must lead with genuine
needs to realize business
benefits with blockchain.




B
Blockchain: Ready for business

Distributed ledger technologies are changing the nature of doing business and
helping companies reimagine how they manage tangible and digital assets

rendy cryptocurrencies and Blockchain and DLT platforms have crossed the
Tnonfung'ble tokens (NFTs) capture disillusionment trough of the hype cycle and
media headlines and the public are well on their way to driving real productivity.
imagination, but these and other blockchain They are fundamentally changing the nature
and distributed ledger technologies (DLTs) of doing business across organizational
are also making waves in the enterprise. boundaries and helping companies reimagine
Much like the TCP/IP protocols that provide how they make and manage identity, data,
underlying support to enterprise network brand, provenance, professional certifications,
communications, shared ledgers could copyrights, and other tangible and digital
eventually become an integral, if invisible, assets. In fact, while companies canceled
foundation of business operations, purely speculative blockchain projects
allowing established industry leaders to during the pandemic, they doubled down
expand their portfolios and create new on those delivering proven benefits!
value streams and enabling startups to
dream up exciting new business models. When Tech Trends last discussed blockchain,

we explored the need for standardized

technology, processes, and skill sets to clear
the path for adoption and commercialization.?
Today, technical advancements and regulatory
standards, especially in nonpublic networks
and platforms, are helping drive adoption

by organizations beyond financial services.
Maturing technology and platforms are
helping advance progress by supporting
interoperability, scalability, and security. As
enterprises get comfortable with blockchain
and DLT platforms, creative use cases are
cropping up in many industries, fundamentally
transforming the nature of doing business
across organizational boundaries.


https://www2.deloitte.com/us/en/insights/focus/tech-trends/2018/blockchain-integration-smart-contracts.html

Blockchain at scale: Evolving
technologies and standards

First-generation blockchain and DLTs have
proven the feasibility of such applications

as cryptocurrency trading, clearing, and
settlement—but they have also proven to be
slow, energy-hungry, and impractical to scale.

At first, the market teemed with numerous
platforms and protocols. However, it lacked
technical or process standards and, without
interoperability, enterprises could not interact
across multiple platforms. Early use cases were
constrained to the simple transfer of value

from one party to another. Users couldn't
create conditional transactions or contingencies
that would allow parties to agree on terms.

In addition, adoption was limited by unique
challenges associated with transaction
verification. For example, cryptocurrencies and

other use cases verified transactions using
the proof-of-work consensus mechanism,
a complex and lengthy computational
process that consumes high amounts

of energy and has high per-transaction
fees and slow transaction times—10
minutes or more for each transaction.?

Such challenges are typical of the early
stages of adoption of most technologies,
and entrepreneurs, enterprises, and
academic institutions set out to industrialize
blockchain and other DLT platforms. Today,
maturing technologies, evolving standards,
and new delivery models are boosting
enterprise adoption. For example:

Nonpublic and permissioned networks.

Many early DLT platforms are low-trust
public networks in which anyone can
participate. As a result, these networks
often include fraudulent members and
lack complete privacy and anonymity.

Today, risk-averse enterprises have more
trusted, secure options: nonpublic (i.e., private)
networks, which only allow select, verified
members to participate; and permissioned
networks, which anyone with a verified
identity can join, with member activities
controlled via permission-based roles.

Technology improvements. A growing
emphasis on usability and speed permits
practical use cases not supported by first-
generation applications, including the ability
to set up self-executing contracts and
contingencies. New types of cryptographic
processes for verifying transactions consume
far less energy than the proof-of-work
process and have eliminated bottlenecks,
enabling speedier transactions and lower per-
transaction fees and energy consumption. For
example, the proof-of-authority consensus
mechanism is used to verify transactions

in many of the private and permissioned
networks favored by enterprises.



Improved interoperability. Many DLT
platforms suitable for enterprise use have
emerged. Polkadot, Cosmos, Wanchain, and
many other new protocols and platforms
enable enterprises to connect multiple

blockchains and seamlessly interact, collaborate,

share, and make transactions with multiple
entities across numerous platforms. This
allows organizations to develop foundational
infrastructures that support multiple use cases
and customized applications. Architecture,
consensus mechanism, token type, and other
characteristics vary among platforms, and
organizations may need to explore more than
one, depending on objectives and use case.

Technology and innovation ecosystems.
With the increase in the number of DLT
platforms, innovation has grown in tandem, and
an extensive, vibrant ecosystem has emerged. Its
participants are developing decentralized apps

that provide such specialized functions as identity

management and supply chain management.

Today, maturing
technologies, evolving
standards, and new
delivery models are
boosting enterprise
adoption.

Blockchain beyond Wall Street

Enticed by the promise of safer, more efficient
transactions, the financial services industry
has been leading the way in leveraging
blockchain and other DLT platforms.* But

the benefits extend far beyond Wall Street,
especially in uses cases in which multiple
organizations access and share the same data
and need visibility into transaction history.
Typically, this is an expensive, inefficient

process lacking trust and security. As the
potential emerges for blockchain and other
DLTs to bolster the efficiency of business
operations and create new ways of delivering
value, many forward-thinking companies

in other industries are implementing

and integrating these technologies into
existing infrastructures and road maps.

In fact, the vast majority of participants in
Deloitte’s 2021 Global Blockchain Survey
(80%) say their industries will see new
revenue streams from blockchain, digital
assets, and/or cryptocurrency solutions.®
And global spending is soaring, with one
research firm predicting that it should
increase from US$5.3 billion in 20217 to
US$34 billion in 2026.° According to another
analysis, banking leads in blockchain adoption,
followed by telecommunications, media, and
entertainment; manufacturing; health care
and life sciences; retail and consumer goods;
and government. Retail and consumer goods


https://www2.deloitte.com/us/en/insights/topics/understanding-blockchain-potential/global-blockchain-survey.html

are projected to see the fastest growth in
blockchain spending between now and 20247

Use cases gaining traction include:

Self-sovereign data and digital personal
identity. Leveraging blockchain and other
DLT platforms for secure storage and
management, users can establish ownership
over their personal data and create and
control their own tamper-proof digital
identities. This can enhance the security

of personally identifiable information

and prevent the creation of counterfeit

or stolen identities. Applications include
contact-tracing, electronic health records
and credentials, and electronic voting.

Trusted data-sharing among third
parties. As discussed in Data-sharing

made easy, data access and sharing among
third parties are typically restricted due to
technology silos and privacy concerns. Private

and permissioned DLT platforms enable
organizations to securely interact with and
exchange data, ensuring that verified, trusted
third parties have only the specific levels

of data access needed. Without sacrificing
data integrity or privacy, organizations can
share data across company and industry
boundaries and enhance collaboration

and trust among ecosystem partners. For
instance, secure data-sharing among health
care providers could improve the exchange of
patient health information; in the intelligence
community, it could facilitate the exchange of
threat intel and other actionable information
across agency and international boundaries.

Grant funding. For both funding agencies
and grantees, blockchain and other DLT
platforms can help reduce the administrative
burden associated with monitoring and
reporting financial and performance

results. One study of federal agency
initiatives found that using blockchain to

make, track, and monitor grant payments
enhanced the quality and transparency
of grant reporting and improved the
efficiency of payments and reporting.®

Intercompany accounting. Intercompany
clearance and settlement—especially for
large global organizations or those with
numerous legal entities—often involve
multiple enterprise resource planning
systems, spreadsheets, and manual
processes; reconciliation frequently is delayed
for many weeks after the transaction is
complete. Blockchain and other DLT platforms
can improve traceability, transparency,

and auditability of intercompany transfers
accounting, especially in mergers and
acquisitions, by validating and creating a
shared, immutable record of transfers.

Supply chain transparency. In today’'s
global supply chain, blockchain and other DLT
platforms can improve product-tracking and



traceability to reduce counterfeit products and
illegal or inferior ingredients and components;
ensure the provenance of items such as
turkeys, diamonds, and wine; and help
governments enforce tariffs and trade policies.
It can also help track assets and shipments,
allowing for more transparency throughout the
procurement process, from purchase orders
and logistics to invoicing and payments.

Customer and fan engagement. Selling
NFTs as collectibles enables people and
organizations to build digital communities,
engage fans and customers, and build

their brands. When COVID-19 restricted

live sports and entertainment events, NFTs
helped entertainers and sports personalities,
teams, and leagues diversify revenue and
stay in touch with their fans and customers.’
And when used for event ticketing,
blockchain and NFTs have the potential

to eliminate ticket fraud and scalping.

Creator monetization. Artists, writers,
inventors, and other creators often struggle to
prove ownership of and monetize intellectual
property (IP) through licensing, patents, and
copyrights. With blockchain and other DLT
platforms, content creators can embed their
IP with a smart contract that's executed every
time the IP is downloaded. The contract can
trigger an automatic payment and flex based
on user identity; for example, a large enterprise
would pay more than an individual consumer.

Lead with business and
customer need

It's possible to draw an analogy between
today's DLT platforms and the internet of
the mid-1990s—and to the change that
the internet brought to business processes
across industries and ecosystems.

Consider that in its infancy, the internet

was slow, ugly, and misunderstood. Some
legacy companies ignored it—after all, they
reasoned, there's no market for online
shopping or movie streaming. Many startups,
on the other hand, enthusiastically joined

the party, adding the “.com” suffix to their
business names and spending lavishly

on business and product launches.

Both of these fairy tales ended badly. However,
for every market leader that ignored the
internet and fell by the wayside, another savvy
incumbent eventually became an online giant.
And while internet startups with unsustainable
or flawed business models didn't survive the
long haul, those with solid business strategies
and execution became wildly successful.
When the dust of the dot-com era settled,

the companies left standing were the ones
that built—or rebuilt—their business models
around tangible business and customer need.



The current state of blockchain and other
DLT platforms is not unlike that of internet

in 1997: clunky, with an inadequate user
interface, but with lots of possibility for
enterprise applications. Like the internet,
they're helping businesses and organizations
streamline business processes and operations
and drive value through the creation of

new digital business models. Their ability

to build trust outside of organizational
boundaries without the use of traditional
intermediaries profoundly changes the way
value can be created and delivered—and,
like the internet, they're transforming how
business is conducted across industries and
ecosystems. Within a single organization,
change can be challenging; across multiple
organizations and industries, it likely will

be several orders of magnitude more
difficult. As barriers to using DLTs fall, both
incumbents and new entrants that are leading
with business and customer need are able to
navigate this transformation more smoothly.

Many entrepreneurs and startups are
working to identify new customer use cases
and develop and gain investors for new
business models based on blockchain and
other DLTs. For example, startups have
created shared ledger-based authorship, and
ownership platforms can solve challenges
around copyrights, attribution, rights
management, and royalty payments that
artists, writers, and musicians face.'® But
established market leaders aren't sitting
idly while these technologies disrupt their
industries. Instead, they're embracing DLT-
driven business models and leveraging
their reputations as trusted providers. For
instance, Microsoft leans on blockchain

to provide a record of royalty agreements
and payments for its gaming partners."

The way forward

Today, maturing technologies, evolving
standards, and new delivery models are

boosting enterprise adoption of blockchain
and other DLT platforms. A plethora of
enterprise use cases continues to emerge,
providing organizations across industries
the ability to develop new business models
that transform value creation of all manner
of physical and digital assets and streamline
business processes across organizational
boundaries. As confidence in the shared
ledger grows, could the collective on-chain
record one day be viewed as a more credible
assertion of truth than an off-chain record?

Innovative business models can help

startups break new ground and enable

legacy enterprises to evolve or supplement
existing business strategies to maintain their
reputations as trusted brokers within the
"trustless” shared-ledger ecosystem. To be
successful, newcomers and old timers alike will
likely need to first identify legitimate customer
or business needs.



As organizations leverage blockchain and
other DLT platforms to drive new business
value, they likely will need to understand
which platforms and protocols are the most
relevant for their industries and use cases, and
future-proof existing enterprise architectures
to operate in multiple platforms. Finally, to
support the cross-organizational and industry
transformation that these technologies and
platforms will bring, organizations can cultivate
a sense of urgency in improving or changing
business processes and bolster change
management capabilities.
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LESSONS
FROM THE
FRONT LINES

Caisse des Dépots et Consignations, a public financial
institution in France, has established several mature
blockchain initiatives. While many companies are still trying
to figure out what blockchain is and how it might be useful,
the 205-year-old organization is using blockchain to unlock
both new opportunities and new ways of operating.

But getting there didn't happen overnight. When Nadia
Filali, head of the blockchain and cryptoassets program
at Caisse des Dépats, first heard about Bitcoin and the
security protocol that underpins the cryptocurrency in
2015, she recognized the opportunity but knew it would
take a team with diverse expertise along with a broad
ecosystem of partners. “You can't work on blockchain
alone,” Filali says. “You have to collaborate.”?

After talking to several other financial institutions and
blockchain startups, Caisse des Dépots partnered with

10 other organizations to launch LaBChain, a consortium
dedicated to exploring opportunities using distributed
ledger technologies for the financial services sector. Once all
members had a common understanding of the technology
through trainings and experiments, LaBChain enabled them
to develop proof-of-concept projects on use cases such as
collateral management, shared know your customer (KYC),
and Euro tokenization. Now with more than 35 members,
including regulators and researchers, LaBChain has become
a gateway into the French blockchain ecosystem. “The point
was to create a do tank, not only a think tank,” Filali says.

If one mission of the blockchain and cryptoassets program
is to support the adoption of the technology, another is

to explore potential applications for its business units and
clients. Filali assembled an internal team who understood
blockchain and its potential impact, including people from
the legal, IT, and finance units, and began implementing
solutions. Her team and their extended network are now
able to develop in-house blockchain products, consult
with regulators, and guide other public institutions in



adopting blockchain. Their work has led

to partnering with the EU Blockchain
Observatory and Forum, and Filali chairing
the board of INATBA, the International
Association for Trusted Blockchain
Applications, since April 2021.

Filali's team is also working on a broader
project related to digital identity. Along
with the French postal service and two
energy companies, Caisse des Dépots
founded a startup called Archipels, which
provides document certification services.
Energy providers can submit the hash
(proof of existence) of their certified bills

in Archipels’ blockchain. This allows banks
or administrators to verify the documents
provided by their clients and reduce fraud.
Archipels currently holds more than 20 million
document hashes, creating and updating
entries in its ledger. Filali expects this first
service to lead to a larger array of identity
verification services, such as digital wallets.

Each of these initiatives required heavy
coordination between Caisse des Dépots
and French government ministries, business
associations, and banks. Filali says any
large-scale blockchain project is likely to
interact with such institutions, and building
an eager coalition of partners is critical.
“Sponsorship by our top management was
really important for us to grow,” she notes.

Building such partnerships may be getting
easier as blockchain continues to mature. I