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Three themes highlight this year’s report:
generative Al, sustainability, and monetization.
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It’s only been a year since generative Al surged to prominence as the power of Al to create images, videos,
code, and text captured both public imagination and the attention of business leaders. We expect 2024 to
be a transitional year: Tech companies are upgrading their software and services with generative Al, and
companies across industries are trying to benefit from it. Some of the initial generative Al exuberance has
faded, and a pressing question remains: What will happen in 2024? We look at generative Al from four key

angles in this report: hardware, software, services, and regulation.

It’s likely that 2023 will be the hottest year in recorded history, and some climate scientists are convinced
that the rate of warming is accelerating.! Human reliance on tech devices, services, and connections is
accelerating, too. How can tech use fewer resources to produce and operate? How can tech help make other
industries more efficient? One answer is improved sustainability. We look at sustainability in three ways:
from an industry perspective (its value in semiconductor, telecom, and agricultural technology), a
technology perspective (its ability to track sustainability goals), and a self-sufficiency perspective (its ability

to deal with key material shortages through recycling e-waste).

We’ve grouped our 19 topics across four categories this year: generative Al; sustainability; media,

entertainment, and sports; and telecom and technology.

Across all four sections, we have examples of technologies and content that have gathered user bases and
audiences but may be struggling to make profits or even revenues. Streaming providers may need to shift
from market share to profitability. Women’s elite sports (with a struggle that may be ending) are on track to
surpass a billion dollars in revenues. Software companies embedding Al face the challenge of recouping
costs; podcasters seek to increase revenue per user; while device makers and service providers work to

determine how to charge for satellite communication features.

It’s an exciting time to be making predictions. It may be a cliché to say that things are changing faster than
ever before, but the emergence of multiple trends that could help humans think better and faster, grapple
with climate change, and convert billions of users to billions (or tens of billions) of dollars in revenues and

profits could make 2024 TMT’s most exhilarating year yet.

Here is an overview of each prediction across each category.

Generative Al

Everyone’s talking about generative Al, but what will companies do with it? And how will they do it? The

answers could indicate how big the generative Al market might get.



Generative Al and enterprise software: What's the revenue
uplift potential?

Gen Al is coming to enterprise software, but expect competition between vendors who want to charge per

user and IT departments that believe generative Al features should be free.

We predict almost all enterprise software companies will embed generative Al in at least some of their
products this year. There will likely be a mix of pricing models: explicit per-user-per-month pricing,
consumption-based pricing, a hybrid approach, and implicit pricing or free, at least for now. We predict
that the revenue uplift for enterprise software companies will be at a US$10 billion run rate by the end of

2024. That is lower than some estimates, but still notable for the first year of a new market.

Gen Al chip demand fans a semi tailwind...for now

The generative Al chip market is growing fast, and together with other Al-enabling chips could represent
half of the value of all semiconductors sold by 2027.

Deloitte predicts that the market for specialized chips optimized for generative Al will be valued at over
US$50 billion in 2024, up from close to nothing in 2022. But there are some who fear a generative Al chip
bubble, especially if enterprise use cases fail to materialize. Nonetheless, companies will likely need Al
chips, including generative Al chips, as they often regard secure and reliable supply chains to be important
for innovation, economic success, and national security. Generative Al chip revenue could reach US$400
billion in 2027, and along with other Al-enabling chips, it could represent half of the value of all

semiconductors sold, but more supply and new entrants make that unlikely.

Taking control: Generative Al trains on private, enterprise data

More companies, seeking to avoid the risk of models trained on public data, are expected to train

generative Al on their own data to enhance productivity, optimize costs, and unlock complex insights.

While generative Al models trained on public data have grabbed the headlines, their capabilities—and
challenges—are stoking demand for more customized and constrained models trained on private enterprise
data. In 2024, Deloitte predicts that enterprise spending on generative Al will grow by 30%. More
companies are expected to develop their own generative Al models to drive greater productivity, optimize

costs, and unlock novel insights and innovations.

Walking the tightrope: As generative Al meets EU regulation,
pragmatismis likely

2024 is likely to see a balance between regulatory compliance and fostering innovation in generative Al;

clear regulation enables enterprises and vendors to proceed with certainty.

Well-crafted rules can help unlock the potential of any market. In the case of generative Al, the existence of
clear regulatory conditions could give confidence to vendors, enterprise customers, and end-users to invest
in the technology. The European Union is expected to set the stage for global regulation of generative Al in
2024, influencing its own markets and serving as a template for other regions. In 2024, two regulations are
expected to help shape generative Al: the General Data Protection Regulation (GDPR)? and the European
Union’s upcoming Al Act.’ These regulations concern various issues, including individual consent,

rectification, erasure, bias mitigation, and copyright usage.



Sustainability

As more tech devices and faster connections are produced, companies should consider reducing the energy
and raw materials required. This requires innovation and commitment. And tech and connectivity can help

solve huge problems, like how to feed the growing population with less water and energy.

A raw deal: Will materials shortages, supply chain challenges
threaten tech's future?

In the face of rising trade issues and skyrocketing demand, e-waste recycling and digital supply networks

and a holistic approach to supply chain sustainability could help in the medium term.

Deloitte predicts that multiple regions will run short of gallium and possibly germanium in 2024 and may
start seeing shortages of rare earth elements (REEs) by 2025. The impending shortage across dozens of
different REEs at the same time could affect various industries. Enabled in part by these tech raw materials,
those industries are estimated to be worth over US$160 billion annually in market value. If trade
restrictions between China and the West escalate further, the tech and chip industry could consider
bolstering supply chain resilience by sharpening their focus and increasing investments in e-waste recycling,

digital supply networks, stockpiling, and sustainable semiconductor manufacturing.

Semiconductor sustainability: Chips take a smaller byte out of
resources

Modern, new greenfield plants could belp improve the industry scorecard, but manufacturing
transformation can help both the greenfield plants and existing brownfield plants do better for energy,

water, and process gas use.

Consumption of energy, water, and process gases go up and down in tandem with the rise and fall in chip
manufacturing activity and revenue. Although absolute use of energy, water, and process gases are expected
to grow as semi revenues grow in 2024, Deloitte predicts year-over-year declines in average water intensity
and energy intensity, as well as continued shift in renewable energy mix, across all leading chipmakers.
From a sustainability perspective, manufacturing transformation can help both greenfield plants and

existing brownfield plants improve the chip industry’s scorecard.

Dialing down the carbon: Telco sustainability surges on the back
of four new trends

Telecommunications companies can reduce their carbon footprint by shutting down copper wire and 3G
wireless networks, changing their field service fleets to EVs, and switching to 5G radio gear that has a

“snooze button.”

Telecom is not the worst carbon culprit, connecting 95% of the planet and being responsible for only 2% of
emissions,” but more could be done. Moving from copper wire networks to fiber optics can cut energy use
by 80% or more.’ Older wireless networks like 3G use a lot of power while serving few customers.® They’re
being shut down too. Electrifying field service fleets is accelerating.” SG radios can use a lot of power, but
new technologies let them go to sleep when not in use, saving telcos gigawatt hours of electricity and

megatons of CO2 equivalent annually.®



Regulations take effect: ESG reporting software sales are
expected to soarin 2024

Pushed by investors, regulators, and employees, many more companies will likely systematize their ESG

tracking and reporting with standardized software tools.

Sales of software solutions that help companies track and report on environmental, social, and governance
(ESG) metrics will likely surpass US$1 billion this year as EU and US reporting regulations—along with
reporting requirements in Asia, Australia, and the United Kingdom—take effect and as more investments
require ESG disclosures. Forecasts for ESG-reporting software estimate a compound annual growth rate of
19% to 30% over the next five years. Deloitte predicts the tipping point will be reached in 2024, with
growth accelerating to over 30% and revenues climbing from under an estimated US$800 million in 2023
to just over US$1 billion in 2024.

On solid ground: AgTech is driving sustainable farming and is
expected to harvest US$18 hillion in 2024 revenues

Agriculture technology is designed to let the producers and farmers grow more food using less pesticides,

energy, water, and resources, enhancing farm yields.

Deloitte predicts the agricultural technology revenue opportunity—including Internet of Things endpoints
and connectivity devices for precision crop farming, livestock management, and agricultural equipment
tracking—will be US$18 billion globally in 2024, with a 19% CAGR between 2020 and 2024. While
there’s a need to address the looming food crisis and agricultural production-driven climate issues, scaling
food production using current methods is resource-intensive, costly, and less efficient. AgTech solutions
could help by enabling farmers around the world to grow more food with less environmental impact,

enhance crop yields and harvests, and manage livestock better.

Media, entertainment, and sports

People want to stay entertained, especially amid all the uncertainty in the world. But many media
companies are dealing with their own uncertainties—especially how to make money as pay TV wanes,

streaming gains users (but loses money), and gaming changes the entertainment landscape.

Women's elite sports: Breaking the hillion-dollar barrier

Interest from fans, broadcasters, and commercial partners is driving rapid growth in the revenues of

women’s elite sport. How can organizations continue to accelerate growth?

Women’s elite sports are expected to break through the billion-dollar revenue tape for the first time in 2024,
propelled by new sponsorship deals, surging TV rights (including streaming rights), and record-breaking
audiences. Revenues are expected to be three times higher than in 2021 when we last reviewed this market.
Since then, momentum behind women’s sports has continued to grow. The leading sports are likely to be
football (soccer) and basketball, with cricket, volleyball, and rugby continuing to grow at an impressive
pace. As more investment goes into women’s elite sports, athletic performance and standards will likely

improve, creating a virtuous circle to help supercharge revenues.



Driven to tiers: Streaming video services look to up their
profitability game with viewers

In 2024, streamers are expected to charge more for premium content, fight churn with longer subscriptions,

and satisfy bargain hunters with more pricing tiers.

More than a decade into the streaming video revolution, media and entertainment (M&E) companies seem
to be realizing how hard it is to recoup the historic profits of the pay TV business model. In 2024, Deloitte
predicts that the combined number of subscription video on demand tiers offered by the top US providers
will more than double between 2022 and 2024: from an average of four options to eight. From cheap ad-
supported offerings and gated content to premium tiers with instant access, streamers are expected to shift
from growth at all costs to making it easier for all their subscribers to get enough value for the price.
Viewers may find it harder to wade through the options, but tiering could help them get more of what they

want, and less of what they don’t.

Cinematic and interactive universes: Games and studios come
together to bring the biggest stories to life

Shifting demographics, innovative technologies, and the desire for high-performing IP are driving the

evolution of storytelling.

In 2023, some of the largest and most successful film and TV franchises began as video games, and some of
the biggest video games began as film and TV shows. Now, Hollywood is looking to games for new IP that
they can expand and monetize, and game companies are eyeing TV and film collaborations to help make
their IP work harder and offset soaring game development costs. Whether they originate in games, TV, film,
or elsewhere, some of the most compelling stories are expanding across media to engage fans, reach more

audiences, and lift the broader value of their franchises.

Shuffle, subscribe, stream: Consumer audio market is expected
to amass listeners in 2024, but revenues could remain modest

More consumers globally are tuning in to audio entertainment formats like podcasts, streaming audio

services, audiobooks, and radio.

Deloitte predicts that more consumers worldwide will engage with audio entertainment—such as podcasts,
streaming music, radio, and audiobooks—in 2024. We also predict that the global audio entertainment
market will surpass US$75 billion in revenue in 2024, up 7% across these four formats. There are
opportunities for growth across audio formats, especially for podcasts, whose annual revenues per user lag
the other three categories. M&E companies have opportunities in audio, including expanding global

listenership, increasing ad revenues, and integrating generative Al capabilities.

Will endless low cost content do to gaming what it did to TV and
film?

UGC gaming platforms that incentivize user-generated content are expected to make big payouts to

creators in 2024. As this practice grows, however, it could put pressure on top-tier games and services.



Two of the most popular video games have enabled hundreds of millions of players to be 3D creators. A
third heavyweight has launched new tools and incentives to stoke the fires of 3D user-generated content (3D
UGC) on their own platform.” Deloitte predicts that these platforms will pay out almost US$1.5 billion to
their content developers in 2024, and the number of paid independent developers on 3D UGC gaming
platforms will exceed 10 million. Expanding the creator economy for games could drive greater innovation
in game experiences and digital goods, stronger engagement for 3D UGC platforms, and more favorable
economics for both platforms and creators. But by unleashing endless cheap 3D content, could they disrupt

the entire industry?

Telecom and technology

Smartphone authentication: The killer app that can augment the
smartphone’s utility

Smartphones can help you securely log in, tap to pay and enter cars, buildings, and airports. As security
concerns grow, the need for authentication will likely consolidate the smartphone’s status as the ultimate

goldilocks device: the right size, power, connectivity and trust.

In 2024, the smartphone is expected to further consolidate its status as the most successful consumer
device, as it’s used increasingly to prove identity, utilizing built-in fast and secure biometric authentication
capabilities. Smartphones may be used trillions of times in 2024 to authenticate across an ever-widening
range of actions: accessing websites, making payments online and in-store, unlocking cars, and controlling
entry to physical buildings. Over the coming years, the volume of transactions authenticated by smartphone
may grow to hundreds of trillions of usages per year, with smartphones usurping physical keys and

passwords alike.

Signals from space: Direct-to-device satellite phone
connectivity boosts coverage

Integrating satellite and terrestrial mobile networks could unlock new revenue for the satellite,

semiconductor, and telecom industries.

A growing ecosystem of satellite and mobile network operators, handset manufacturers, and semiconductor
companies are racing to provide global coverage for smartphones and IoT devices—without the use of
specialized equipment. They are looking to connect the unconnected, improve safety and emergency
responses, and expand IoT applications. Basic services for emergency communication, simple text messages,
and IoT monitoring have already started. Deloitte predicts that over 200 million smartphones that can
connect with satellite services will be sold in 2024. These phones are expected to contain about US$2

billion of special chips. The question is: How will this ecosystem drive adoption?

No bump to bitrates for digital apps in the nearterm: Is a period
of enough fixed broadband connectivity approaching?

In some parts of the world, some consumers may have all the bandwidth they need in 2024. They are still

expected to want ever better internet connections, just not necessarily faster ones.



The demand for ever higher internet speeds over fixed networks has been a constant for most of the
internet’s history. However, this trend may be coming to an end. Deloitte predicts that, in 2024, over 90%
of the most used online applications on fixed broadband networks in developed markets will have the same
vendor-recommended bitrate as in 2023. We further predict that at least 80% of these applications may see
no increase to advised bitrate for the period between 2023 and 2025. Over time, the bitrate for some of the

most popular applications might reduce due to better compression.

Keeping it local: Cloud sovereignty a major focus of the future

Morve data, increased cybersecurity threats, and geopolitical tensions are expected to increase demand for
cloud solutions that can operate locally. Meeting this need can protect a company’s reputation, operations,

and bottom line.

Government cloud (designed for stringent compliance requirements) is expected to surpass US$41 billion,
and distributed cloud (a solution for data residency) could surpass US$7 billion. Data regulation is a
complex global tapestry, and it can change frequently. What’s more, localized cloud often comes with
nuances, including cost, complexity, a smaller range of applications, lack of scalability, and vendor lock-ins.
Companies should be agile and develop operational resilience to help protect their reputation and bottom

line.

Life after debt: Venture debt funding could grow againin 2024

After a rough 2023, tech companies should expect to see a rebound in technology venture debt funding,

fueling innovation.

After four years of US$30+ billion in US venture debt activity, followed by a steep plunge in 2023 to US$12
billion, US tech venture debt could see a modest rise to US$14 billion to US$16 billion, and continue
growing in the future. In the short term, venture debt deals are likely to become smaller. However, we
expect to see strategic venture capital deals rise in 2024, as cash-rich, mega-cap tech companies could invest
or buy out smaller companies that can’t raise capital or debt. These developments in the market are likely to

encourage early-stage tech companies to build more stable growth over time.

By Ariane Bucaille Kevin Westcott
France United States

Gillian Crossan
United States
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Generative Al and enterprise
software: What's the revenue
uplift potential?

Gen Al is coming to enterprise software, but
expect competition between vendors who want
to charge per user and I'T departments that
believe generative Al features should be free.

ARTICLE « 7 MINUTE READ

At the start of 2023, excitement about generative Al prompted three big questions for enterprises: Will gen
Al be embedded in enterprise software? How will vendors charge extra for gen Al tools inside software?

And, how big an uplift in revenues will gen Al create for the enterprise software industry?

As we enter 2024, Deloitte has three projections: First, we predict almost every enterprise software
company will embed gen Al in at least some of their products. Second, we predict there will be a mix of
pricing models: explicit per-seat pricing (per user per month or PUPM), consumption-based pricing, a
hybrid approach, implicit pricing (retaining whatever model they have today but charging more), or free, at
least for now. Finally, we predict that the revenue uplift for enterprise software companies (in addition to
the cloud providers of gen Al processing capacity) will be approaching a US$10 billion run rate by the end
of 2024.

That’s lower than the US$14 trillion (not a typo) that one fund manager has predicted for gen Al software
by 2030," but still significant, even though it’s a fraction of the US$1.6 trillion in global enterprise IT
spending projected for 2024,> and also smaller than the expected hardware uplift for chips and servers that
perform gen Al of more than US$50 billion in 2024.° Given the excitement about gen Al enterprise

software tools in 2023, how did we arrive at this number, and why isn’t it higher?

The market potential for 2025 and beyond looks robust, and the revenue uplift for enterprise software
companies will likely be tens of billions of dollars. But 2024 is effectively a transition year. The various
kinds of enterprise software tools that are expected to include gen Al are not launching until late 2023 or
early 2024. Some companies have cautioned analysts that adoption and revenues in the second half of the
year will be much stronger than in the first half.* More than 70% of companies are experimenting with gen
Al but less than 20% are willing to spend more on it.’ Putting that all together for 2024, we predict a
revenue uplift approaching a $10 billion run rate by the end of 2024.

We predict that for most enterprises, the “gateway to gen AI” will likely be through the three categories

outlined below wherein gen Al features are embedded in existing software, often going unnoticed by users.



Broad enterprise productivity software suites: There were predicted to be 1.14 billion knowledge workers
worldwide in 2023,° which suggests a total addressable market of almost US$400 billion annually,

assuming every knowledge worker needs at least one gen Al-powered set of enterprise software tools and
that they pay US$30 PUPM.

Enterprise software tools: There are various software tools such as database and analysis solutions,
enterprise resource planning (ERP) solutions, customer relationship management (CRM) solutions, creative
and document management solutions, and more. As of the time of writing, Deloitte analysis of publicly
available announcements suggests that 100% of the 50 largest enterprise software companies are planning
to offer a version of their software that has gen Al features, with some using PUPM pricing models, usage

pricing, or offering for free, at least for now.”

Engineering, design, and software development tools: There are a number of new tools in which gen Al is
not merely an enhancement but is, in fact, core to the new product. Multiple chip design companies are
offering gen Al-enhanced versions that design chips (one of our 2023 TMT Predictions),® perform
functional verification, and test silicon.” In the computer-aided design space, many players offer gen Al

features.'” And some software development tools charge around US$10 PUPM. !

Gen Aliis expensive to operate but its value to customers
may not yet be clear

At one level, it makes sense that software companies want to charge for gen Al In addition to growing
revenues, offering gen Al is expensive. They are often spending billions of dollars either buying the chips
that are needed for gen Al training or needing to buy instances from the cloud or chip companies. As an
example, looking at some of the largest cloud players, they are expected to spend from 3%-13% of their
2023 capex on AL'> Further, the operating costs are non-trivial, with estimates that each gen Al query costs
from US$0.01 to US$0.36 per query. As an example, one service that costs US$10 PUPM is rumored to be
losing US$20 monthly, with some users costing the provider more than $80.'° Both chip pricing and
operating costs are expected to come down sharply over time but likely not until the current gen Al chip
shortage eases, which Deloitte predicts will not occur sooner than the second half of 2024 (see gen Al chips

prediction.)

Meanwhile, at least some buyers of enterprise software are pushing back. To quote a June 2023 US survey
of buyers, although the long-term potential of gen Al features was very high, some respondents said that Al
features were “table stakes” (that is, every vendor needed to offer it) but “good luck trying to get me to pay
for it.”!* Other customers may not yet see the value of gen Al in their workflows: They may not want to

pay to use it but might take free trials that later shift to paid services.

The bottom line

At a high level, companies likely won’t pay for gen Al-enhanced tools unless they generate a positive ROL.
A research study from the fall of 2023 suggests that ROI might be very strong, with knowledge workers
using gen Al (direct access, not through embedded Al inside enterprise software) to do more, faster, and at a
higher quality than those not using the tools."” If improvements of those magnitudes are seen in the real
world and across multiple industries, it seems likely that the uplift in revenue over the longer term could be

much larger than the early innings of 2024 might suggest.

However, if ROI gains are lower (or take time to be demonstrated) vendors are likely to see slow adoption
or buyer pushback on pricing. One potential alternative between high per-seat per-seat-per-month pricing
and free “table stakes” gen Al could be a hybrid model: a relatively low per-seat month price (<US$10) but
combined with a consumption charge (aka usage-based pricing), which would allow vendors to recapture

some of their per-request operating costs.'® Effectively, the more you use it, the more you pay.
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Regulation and concerns around privacy, IP ownership, accuracy/confabulation, and more could be
roadblocks. Any one of these could be enough to slow or even halt the adoption of gen Al-enhanced
enterprise software solutions. Some proposed EU rules are so restrictive that many current-generation Al
software tools might not be allowed in that market. (See Paul Lee’s 2024 Prediction on regulation.) One
potential solution for some of those barriers could be for companies to build their own models, then train
and run them on gen Al cloud services. This is likely to be a multibillion-dollar market for processing,

software, and services over time. (See Chris Arkenberg’s 2024 Prediction on Private LLMs.)

Currently, leading gen Al accelerator chips are in shortage and on allocation (see Duncan’s 2024 Prediction
on gen Al chips), and this may be complicating the ability of companies to meet demand for gen Al-inside
features. They need thousands or even tens of thousands of these US$40,000 chips to meet anticipated
demand, and some companies cannot get enough (or any) gen Al via the cloud.!” Capacity is expected to
ramp into H1 2024, but in the first part of that year, gen Al-inside software revenues could be capacity-
constrained.'® That chip scarcity may allow enterprise software companies to charge higher prices for gen

Al features, as users of the software likely cannot build their own gen Al solutions due to chip scarcity.

But it may then become likely that gen Al accelerator chip prices will fall in the next 18-24 months. That
could happen abruptly as supply comes online and new entrants emerge. Multiple players are expected to
announce new data center and edge processing gen Al chips,'” and although it is unclear what market share
these chips could garner, alternative chips are likely to reduce the current hardware shortages and high

prices.

Some larger companies that have the capacity to build their own solutions either on top of hardware they
buy, or through cloud gen Al capacity, may be deferring building/buying gen Al capacity until the prices
come down. They are seemingly happy to be fast followers rather than paying up to be at the leading edge.
Relatively few companies are expected to buy the hardware—many will get gen Al from the bigger cloud
providers. Further, companies that are planning to use the hybrid model may see customer pushback on

usage-based pricing if costs fall sharply, and may need to reduce that pricing.

A gen Al revenue uplift of up to US$10 billion is a significant positive for vendors. But it should be placed
in context: Global spending on cloud services is large and still growing, but that growth will likely slow.
Public cloud was a US$546 billion industry in 2022, up 22% from the year before,”” but growth was down
to 16% in Q2 of 2023,?! and although major cloud players are launching gen Al as a service, it’s unclear
from publicly reported numbers just how much money they are making from those services in 2023 or will
in 2024. Will gen Al revenues for cloud companies be big enough and fast enough to re-accelerate overall

growth to the 20% annual range?

Another question is whether companies will pay for more than one gen Al-inside enterprise software per
employee. Most knowledge workers use multiple software tools, and at US$10-30 per month, cumulative
“gen Al stacking” spending could be more than US$100 monthly. Could we see a new class of software

that sits on top of everything else and does gen Al on everything ... a universal co-pilot?

Ultimately, generative Al features have to show efficacy for a number of tasks very quickly and are
contributing to enormous amounts of spending and strategic planning from large companies. Providers are
confronting their own costs while figuring out pricing for customers, both for pure-play gen Al processing
via the cloud and gen Al-enabled service features. End users for their part may take some time to determine
how these capabilities translate into direct value for their businesses, but likely will soon realize gains and
develop a better sense of its value and how much they’re willing to pay for it. From what we’ve seen so far,

this could raise prices across the board.

By Duncan Stewart Barig Sarer
Canada United States
Gillian Crossan Jeff Loucks

United States United States
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Gen Al chip demand fans a semi
tailwind ... fornow

The generative Al chip market is growing fast,
and together with other Al-enabling chips could

represent half of the value of all semiconductors
sold by 2027.

ARTICLE « 8 MINUTE READ

Deloitte predicts that the market for specialized chips optimized for generative Al will be over US$50
billion in 2024. From close to zero in 2022, that sum is expected to make up two thirds of all AI chip sales
in the year. Deloitte predicts that total Al chip sales in 2024 will be 11% of the predicted global chip
market of US$576 billion.! Recent Al chip market forecasts in 2027 range from an aggressive US$400
billion to a more conservative US$110 billion. For several reasons, the more conservative estimates may be

more realistic.?

On the other hand, there are those who fear a generative Al chip bubble: Sales will be massive in 2023 and
2024, but actual enterprise generative Al use cases could fail to materialize, and in 2025, Al chip demand

could collapse, similar to what we’ve seen in crypto mining chips in 2018 and 2021.°

Even at the lower end of the nonbubble range, Al chips would be a very large part of the semiconductor
market, and a needed tailwind given anticipated sluggish demand from traditional stalwarts such as

smartphones® and PCs® and more mature data center chips.

Understanding Al chip demand

At a high level, generative Al is similar to many other kinds of Al used in recent years: It’s a form of
machine learning, specifically deep learning combined with neural networks. But there are important
differences, and the major chip companies as well as others have built or are building chips that are
specially optimized for generative Al, as older Al chips are too slow or too inefficient to do it well and are

lacking the right kind of design and memory.°

In spring 2023, the more advanced special chips were selling for about US$40,000 each.” There was strong
demand for a million or more chips. Coveted chips were in severe manufacturing shortage and allocation
(mainly due to a lack of advanced packaging capacity), and were a chokepoint for the rollout of generative
Al offerings from thousands of companies.® Many of the companies that make these chips can’t make them
fast enough, and that imbalance is expected to continue well into 2024.” Demand is high, supply is

constrained, and prices are high.
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Perhaps even more important are the geopolitical implications: The special generative Al chips require a
host of advanced technologies from all over the world, although they are fabricated mostly in Asia now and
are likely to be highly concentrated there in the future. These chips are increasingly subject to trade
restrictions from the US, Europe, and their Asian allies for China and Russia.' Although China can develop
its own generative Al data sets and software, it may be more difficult for the country to buy or make the
most advanced chips needed for cutting-edge Al processing in the next five years. It’s also unclear to what
extent China may have been able to advance its chip production in spite of restrictions. For example, in
September of 2023, a Chinese chip manufacturer produced a chip (for smartphones) that was made on 7nm
process node. The chip was both smaller and two to three generations behind the processes used by leading
generative Al chips, but it was closer than most Western analysts believed possible, given Western

sanctions.'!

4 )

Getting technical

At the heart of the current state of the art generative Al hardware is a rack-scale board made up of different kinds of chips and
interconnections.

Those boards are a mix of central processing units combined with a specialized (very large and very advanced process node)

graphics processing unit (GPUs) that is in a special kind of packaging with a special kind of high speed memory.'? In one
example, the GPU is a piece of silicon called a die of over 800 mm? (which is very large), consisting of 80 billion transistors,

packaged with a very large, very fast, high bandwidth memory (HBM3) in what is called 2.5D advanced packaging.'® This can be
done either at the end of the foundry process or at the start of the back-end assembly and test process by an outsourced

assembly and test player.'*

Inside the data centers where most of these generative Al accelerators will be located, it's often necessary to move large chunks

of data over short distances as rapidly as possible, using special networking chips.'”> These communications chips are not used
solely for generative Al applications, but generative Al is one of the biggest drivers for their use at present, and likely worth single

digit billions of dollars in 2024.'¢

Finally, generative Al chips use a lot of power, approximately 10 kilowatts per board, and multiple units would produce far more
heat than air cooling could cope with, so the market for liquid cooling is likely to be USS$2 to 3 billion in spending in 2024, growing

at about 25% annually.'” Those high power draws also could require new high voltage power supplies.'® Using higher voltages

could offer significant efficiency gains and is likely a sub billion dollar annual market across a number of smaller players.'”

- J

The bottom line

Deloitte is relatively confident in our prediction for the 2024 generative Al-driven market opportunity of
about US$50 billion, but what happens after the current high demand and high prices are met by higher

supply and new entrants is unclear.

The 2027 numbers mentioned earlier (up to US$400 billion) are potentially important to the global
semiconductor industry, and from reputable sources, but there are several reasons why they might be too

optimistic.

First, the summer 2023 market for generative AI GPUs is marked by having essentially a single designer,
who in turn relies on a single supplier that is capacity constrained.’’ Meanwhile, buyers are trying to secure
as many chips as they can to build processing capacity for anticipated consumer and enterprise use of
generative Al training and inference.”! As a result, pricing could be roughly as high as it might ever be. As
that supplier builds more capacity, or as new competitors enter the market, prices are more likely to decline

than to stay where they are, thus impacting revenues for 2025 and beyond.
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Second, when chip customers are on allocation and are unlikely to receive complete orders, they often over
order. Knowing that orders are being cut back by 75%, for instance, though they’d need 25,000 chips,
some might ask for 100,000 chips, rather than the 25,000 which is their “true demand.” Once supply and
Al chip demand are more in balance, buyers may get more chips than they need and then pull back just as
new capacity is coming online. This is part of the semi “bullwhip effect” and a contributor to the extreme

cyclicity the chip industry has historically seen.??

Third, currently all training and almost all generative Al inferences are done using the same data center
generative Al chips. But it’s likely that over time a significant part of the generative Al inference will be
done on edge processors.”’ These could be smaller GPUs or CPUs or new application-specific integrated
circuits and could come from existing generative Al chip companies, or new entrants, including both
traditional edge processing chip companies, but also companies not traditionally known for designing
chips.>* Doing more at the edge could expand the market, or cause prices of data center generative Al chips
to fall.

Finally, as mentioned earlier, there are those who worry about a generative Al chip bubble, with a robust
2023 and 2024 and a weaker 2025: This view is not consensus, but worth being mindful of, given the
possibility of boom and bust.

While it’s hard to say with certainty, it may be probable that a combination of a higher and more diversified
supply, lower than predicted Al chip demand, moving inference to edge processors, and lower prices could
make the 2027 AI chip market closer to the lower end of the potential US$110-400 billion range—still
more than double 2024 levels.

Regardless of whether the market is US$100 billion or US$400 billion, companies are likely to need Al
chips, especially generative Al chips, and to regard secure supply and reliable supply chains as critical for

innovation, economic success, and national security.

And herein lies a challenge for the United States and Europe. Although multiple chipmakers are building
advanced node plants capable of making cutting edge CPUs and GPUs for Al and generative AL>° there is
not enough existing packaging capacity in Europe or the United States from either front end or back end
companies.’® Equally, there are no significant existing or planned HBM or HBM3e plants in either the
United States or Europe.”” Although the generative Al dies could be made domestically, they would likely
need to be sent to Asia (Southeast Asia, South Korea, or Taiwan) for both the HBM3 memory and the

advanced packaging portions of the process.

Both the European Chips Act and the US CHIPS and Science Act have money set aside for advanced
packaging and advanced memory investments,”® but it is unclear if it will be enough for each region to

become self-sufficient in packaging generative Al chips.

The final implication of the growth in generative Al chips is China. At present, the United States,
Netherlands, and Japan all have export controls in effect that prevent China from purchasing advanced
node chips of all types, including generative Al chips, as well as the know-how to do so.”” Amid concerns
that future export controls may target less advanced chips,®” leading Chinese internet companies ordered

US$S5 billion of generative Al chips in August 2023, ahead of further potential US restrictions.*!

If generative Al will be as important to innovation, economic growth, and national security in 2027 as it
appears to be today, and if China is restricted from purchasing advanced Al chips and the tools needed to
build their own advanced chips, it could have further impact on global economics, including the potential
for raw material export restrictions of needed elements (see raw materials prediction) and other negative

effects that could impact global growth.


https://www2.deloitte.com/us/en/insights/industry/technology/technology-media-and-telecom-predictions/2024/e-waste-recycling-could-help-raw-material-shortage-for-tech-industry.html
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Taking control: Generative Al
trains on private, enterprise data

More companies, seeking to avoid the risk of
models trained on public data, are expected to
train generative Al on their own data to
enhance productivity, optimize costs, and
unlock complex insights.

ARTICLE « 10 MINUTE READ

In 2023, generative Al came out of the shadows. Grabbing headlines and driving an explosion of startups,
it likely reshaped the strategic roadmaps of some of the world’s largest companies. For the first time, Al
systems became conversational, creative, and even seemingly emotional, able to render remarkable imagery
and return deep and comprehensive (if not entirely accurate) answers to complex queries. In a matter of
months, the capabilities of large language models (LLMs) and visual diffusion models provoked

international debate about their potential impact on global economics and geopolitics.'

Although this initial wave of generative Al has been primarily consumer-facing and trained on public data,
a deeper groundswell is building beneath private models that include more proprietary and domain-specific
data. Companies that have been accumulating data for years now have an opportunity to unlock more of
its value with generative Al. Doing so effectively could help solve for some of the current challenges of

public models but will likely require thoughtful investments and decision-making.

Deloitte predicts that, in 2024, enterprise spending on generative Al will grow by 30%, from an estimated
US$16 billion in 2023.> While enthusiasm has been high, enterprises have mostly been cautiously
experimenting, trying to figure out the specific value of generative Al for their businesses and the costs of

deploying, scaling, and operating them effectively.’

Still, the market is expanding, and more enterprises are allocating budgets to generative Al. In 2024, much
of their generative Al spending is expected to be paid to leading cloud service providers for training models
and providing computation for user queries, as well as to data scientists that will help bridge company data
to foundational models. However, 2024 could also see growth in more on-premise graphic processing unit
(GPU) data centers as larger businesses—and government entities—seek to bring more generative Al
capabilities in-house and under their control, mirroring the prior lifecycle for digital transformation to
cloud, then hybrid, and into data centers. The main limitations to growth will likely be access to talent—
and for some, to GPUs"—but companies may also wrestle with unclear use cases and issues relating to data

quality.
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Pros and cons of public models

The year ahead will likely see somewhat less exuberance for generative Al by a more reasoned assessment of
its capabilities and costs. Users and use cases are expected to help clarify where its strengths lie and where it
may be unfit or simply untrustworthy. Challenges faced by early public models, like factual errors,
“hallucinations” (where the model fabricates something that may sound right’), copyright, and fair use, are

being confronted by those providers while further incentivizing more private models.°

Because generative models have required such massive volumes of training data, the first wave of public
models were mainly trained on the largest data set available: the public internet.” Thus, these models have
also absorbed the many biases, contradictions, inaccuracies, and uncertainties of the internet itself. In some
ways, this has enabled them to converse on a remarkable array of topics and to exhibit surprisingly
creative, poetic, and even seemingly emotional behaviors. But it has also required work to normalize results,

avoid toxic output, and reinforce more accurate and preferred responses.

When pressed for facts, models trained on public data, such as social network posts, may fabricate them.®
And they can do so with authority, causing many users to believe their assertions without properly fact-
checking the results. Popular LLMs were not designed to be factually accurate, but rather statistically
accurate. They are very good at guessing what a typical human expects to come next in a sentence. This
capability, combined with a model’s “temperature”—the amount of randomness allowed in a models’
response’—can introduce hallucinations, leading to a headline, for example, of a lawyer presenting “case
law” from a generated legal brief that was made up by the model.!” However, this capability also fuels its

creativity—for example, using visual diffusion models to generate novel character design for video games. '

Publicly trained models have also run afoul of laws regarding copyright and fair use, with lawsuits
mounting from those who see their own works reflected in generative outputs.'? This has been especially
problematic for diffusion models that generate images based on public training sets that include copywritten
works.! In response, some providers are enabling websites to cloak their content from being scraped as
training data, potentially adding to the challenges of public models seeking training sets.'* And although
copyright laws can vary by market, some can make Al-derived works indefensible, either for being overly
derivative of prior art or for not being human enough to merit copyright."> However, artists and copyright
holders may be challenged to prove derivation from training sets that include billions of diverse inputs.'®
Additionally, companies may be concerned about losing control of their own data if they add it to public
models. Data leakage can happen when data used in training sets becomes visible to users—accidentally or
by adversarial prompt engineering.!” For all these reasons, many businesses have been hesitant to adopt

publicly trained generative AL

Leading providers of generative Al are also reckoning with these challenges and feeling pressure to evolve
their business models.!” They face lawsuits and regulations for all the above reasons, while spending capital
to train and tune models that are supporting millions of daily user prompts.”’ With enormous costs of
computing for training models and inference at scale, hyperscale data centers may be capable providers and

also be able to bear the brunt of costs and responsibility.

From consumer-facing to private domains

Because the fundamental capabilities of generative Al are compelling and relying on public solutions can
introduce unwanted risks, more companies are looking to deploy their own models trained on their own
private data.?! Doing so can avoid copyright and usage issues while enabling companies to develop bespoke

solutions designed to produce desired behaviors and trustworthy results.

21



For many media and entertainment companies, generative Al has already disrupted content creation,
enabling anyone to generate text, audio, and images. However, the most common tools that have enabled
this disruption were trained on the public web, provoking lawsuits by authors and artists that believe their
own works were included without consent or remuneration.”” To avoid such usage issues, both Adobe
Systems”® and Getty Images®* have launched generative Al solutions that are trained on their own licensed
visual content—the photographs and digital images they have amassed over their years of operation. When
these tools generate new images, the results are explicitly within the licensing and reuse agreements of their
content libraries. This can help them avoid copyright challenges while extending pathways for creators to

license and monetize their own work in private training sets.

Still, companies will be required to abide by the leading practices and regulations governing the kinds of
data being used, such as personally identifiable data or medical information. Those companies merging
private and public data may similarly be challenged to integrate them effectively, while adhering to data
privacy and copyright laws. Nevertheless, these are conversational learning systems, perhaps in their early

days, that are showing potential to find and amplify value in data.

If data is “the new oil,” as many have said, LLMs and diffusion models may offer a higher-performance
engine to help make it work. Many companies have accumulated large amounts of data that generative Al
can help them operationalize. Generative Al can offer them a better lens on their data, combining a
conversational and visual interface with the ability to reckon with vast troves of data far beyond human
reasoning. Gazing across 2024, more companies may see the influence of generative Al not only on their

operations and product lines, but also within their C-suite and boardrooms.

The hottom line

More companies are looking to use generative Al to help drive productivity and optimize costs. Using
generative Al capabilities, they may also be able to unlock more value in their data by surfacing complex
insights, ferreting out errors and fraud, reducing risks in decision-making, seeking optimizations, predicting
opportunities, and even amplifying creative innovation. Some are already developing domain-specific
solutions that may likely show results in the coming year.” Indeed, more companies are beginning to
unlock the competitive advantages of generative Al, so there may be risks in waiting. But there are many
considerations for the costs of development and operations, where to deploy different parts of the value

chain, and how to set guardrails and ensure accurate and trustworthy results.

Training with private data can avoid some of the pitfalls but may still require efforts to make generative Al
outputs trustworthy and accurate. Constraining training sets to be more domain-specific can narrow their
range of responses. Reinforcement learning”® and human feedback?” are already helping steer models
toward preferred behaviors, but companies that know their data best should be the ones leading the
development of reward models and policy optimization.”® Such efforts can help tackle hallucinations and
bias, although they might have their own limitations.”” By optimizing for specific results, the novelty and
creativity of a model can degrade over time.’" Done well, feedback can enable greater domain expertise and

superhuman reasoning capabilities within those domains.’!

Companies planning to develop their own models should consider the costs of doing so. Models may be
relatively easy to develop, especially with new, open-source models entering the market. Depending on the
use case, a given company should try to understand how large of a model may be necessary, how much
data they might need to train it effectively, and how much computation may be necessary to get it up and
running. Companies may have diverse data sets of differing qualities that should be conditioned and
brought together into a database.?” Data will then need to be organized. As they are familiar with their own

data, companies may be the best equipped to guide the accurate labeling of training sets.

22



Generative Al models can have billions of parameters that may require training on very large data sets. This
can necessitate a lot of computation.’> Companies may need to work with hyperscale cloud providers—and
plan to pay for the cycles—or purchase their own hardware, which can be expensive to buy and operate.**
Training may be the most expensive part, but trained models should then respond to queries. If query
workloads are large, inference costs can go up as well. This means that companies should carefully consider
the costs of talent, computation, and time to develop, deploy, and operate a model, compared to the
anticipated path to return on investment. Having a clear set of goals in mind, and a roadmap of

implementations to get there, can keep projects on track while surfacing gains or losses early.

Using computation and expertise can also prompt considerations for deployment and collaborators. It may
make sense to work with existing cloud providers. As companies scale, or if they have proprietary or
sensitive data, they may choose a hybrid or on-premise data center approach. If they do, they should be
thoughtful about redundancy and security, as they would with any other critical services—and maybe more
so; that is because a compromised system could divulge deep intelligence about the company’s data, or an

adversarial attack could cause a trusted Al to deliver manipulated behaviors to stakeholders.

In most cases, an ecosystem approach could benefit by distributing investment, expertise, and risk.
However, each company should consider the best approach to the outcomes they’re trying to achieve. There
are different pathways, but the “right” path should reflect a company’s unique needs for cost, performance,
security, data types, and strategic objectives. Generative Al is a fast-moving and highly funded field that is

just beginning to reveal its use cases, opportunities, and implications.

Al in the C-suite and the boardroom

Looking to the future, what might it mean if companies have their own intelligent learning systems? What
does an Al-native organization look like? How much is it business-aligned versus human-aligned? What are
the implications of having a conversational LLM that can see things in your data—or patterns of your
competitors—that you can’t? Companies may soon have multiple agents that have moved into numerous

workflows not just for operations but also planning and decision making.

As these systems establish value and trust, they could move further up the hierarchy of decision-making,
y y p y &
potentially becoming a conversational voice in the C-suite or the boardroom.** Such possibilities were often

considered science fiction, but in 2024, they’ll seem much closer and should be anticipated.

Ultimately, business leaders will be tasked with experimentation and careful planning to determine what
generative Al can do for their bottom line. Will the capabilities of generative Al enable truly differentiated
financial performance and competitive advantage? And if so, for how long might those competitive
advantages last? Will they become the new table stakes for business performance? Stepping back, what

signals might emerge to show whether generative Al is incremental or revolutionary?

By Chris Arkenberg Baris Sarer
United States United States
Gillian Crossan Rohan Gupta

United States United States
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Walking the tightrope: As
generative Al meets EU
regulation, pragmatismis likely

2024 is likely to see a balance between
regulatory compliance and fostering innovation
in generative Al; clear regulation enables
enterprises and vendors to proceed with
certainty.

ARTICLE « 11 MINUTE READ

The importance of well-crafted rules should not be overstated when it comes to unlocking the potential of
any market. In the case of generative Al, the absence of clear regulatory conditions may cause vendors,
enterprise customers, and end users to hesitate. However, the European Union (EU) is expected to set the
stage for global regulation of generative Al in 2024, not only influencing its own markets but also serving

as a template for other regions.

In 2024 two EU regulations are expected to help shape the growth of the generative Al market in the region
and further afield. These are the General Data Protection Regulation (GDPR),! which has been applicable
since 2018, and the upcoming EU Al Act (AIA), expected to be agreed to in early 2024. As generative Al
opens up debates on how to manage issues of individual consent, rectification, erasure, bias mitigation, and
copyright usage, the industry’s trajectory could be shaped by how organizations and regulators view,

enforce, and manage areas of contention.

Despite potential challenges, collaboration in the form of open and transparent conversations between
industry and regulators is likely to result in a pragmatic approach that balances regulatory compliance with
fostering innovation in generative Al. This would continue the pattern of discussions held in 2023, which
saw interventions by regulators in the European Union and other markets. Vendors have adjusted their
approach to meet with regulators’ requests; regulators have enabled innovation.” By addressing the
concerns raised by EU regulations in 2024, while promoting the benefits of core technologies, the generative

Al market is expected to continue to evolve productively.

Existing and drafted EU regulations are likely to influence
generative Al globally

This prediction is focused on EU regulations on generative Al as it is likely to be among the first set of

agreed-to regulations that will have a global impact.® In recent years, there has been a clear “Brussels

»4

effect,”” with EU regulations having global ramifications, and we expect a similar impact from EU

regulations that would cover generative AL°> The extraterritorial impact is likely to have varied impacts:
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1. TItis directly applicable to vendors operating from any market that are selling into, or targeting users in,

EU countries. Organizations that are noncompliant are likely to be subject to material fines.

2. Other markets may use EU regulation as a template. EU regulation has, for example, influenced India’s
Digital Personal Data Protection Act, 2023 ® and equivalent regulations in Brazil and California. The
AIA may have informed a US Senate bipartisan blueprint for Al that includes elements such as the
licensing of high-risk applications like face recognition and public disclosure of training data used in

foundation models. ”

3. Multinationals, as well as those complying within the European Union, may apply their Al governance
(including that specific to generative Al) globally for a more standardized approach aligned to leading

practices, based on compliance with EU regulations.

The majority of EU regulation pertaining to generative Al should become relatively clear by the first quarter
of 2024.

In 2024, the direction of European regulation on generative Al is likely to become far clearer. At this time,
the industry should have sight of the agreed text of the AIA, which complements the GDPR.® All companies
looking to offer or deploy generative Al solutions should monitor developments in the AIA while also

maintaining compliance with the GDPR.

The process for final agreement is in three stages; at the time of writing, two stages had been finalized, with
the third and final phase pending the outcome of the “trialogue” between the EU Council, Parliament, and

Council.

e The Council of the European Union finalized its position in December 2022,” at which point generative
Al had only just reached mainstream awareness following the launch of ChatGPT.

e The EU Parliament finalized its position in June 2023, and this included specific regulation for generative
AL'" This prediction’s references to the AIA reflect mostly the status as of this point in time.

e The final version of the AIA, expected in early 2024, may include variations to the Parliamentary
position. There will then be a further two years before the AIA is applicable.

There are specific terms that are applicable to the European Union’s regulation of generative Al, and it is
important to define these. The critical components and types of players that the European Union has

defined for the purposes of regulating generative Al within the AIA are:

e Foundation models (FMs): These are Al models that are trained on data at scale such as OpenAI’s GPT
models or Google’s PaLM 2.'! These models can be applied to a wide range of tasks, and as such, differ
from narrow Al models. Per the European Union’s definition, a foundation model could be used in a
GPAI or other more specific Al models. '

e General purpose Al (GPAI): The EU regulation defines this as an Al system'’ that is designed to perform
“generally applicable functions” and does not have an “intended purpose.”'* It can be used in a
“plurality of contexts” and in a “plurality of other Al systems.” Core capabilities of a GPAI would
include recognition (e.g., of images or speech), generation (currently most commonly of text or images),
pattern detection, and translation.

e Generative Al: This is defined as an Al system created specifically to generate outputs in a range of
formats. The best-known generative Al applications include ChatGPT, Snap Al, Google Bard, and
Microsoft’s M365 Copilot.

There are two types of entities that will be in scope:

e Providers: A person, public authority, agency, or other body that develops or commissions an Al system
with a view to making this publicly available, for a charge or for free.

e Deployers: A person, public authority, agency, or any other body using an Al system under its authority.
In some contexts, a deployer may be considered a provider. This would be the case if the deployer uses
an Al system for a high-risk application.
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This prediction will firstly focus on the GDPR, whose obligations are known, and then on the AIA, whose

shape is forming but not yet finalized.

Generative Al and the European Union's GDPR

Generative Al is expected to need to comply with the GDPR on processing of personal data. The GDPR,
which came into effect in May 2018," defines the rights of “data subjects”—that is, individuals whose

personal data being processed could be used to identify those people.

A fundamental tenet of EU regulation is that individuals’ personal data use is grounded on applicable legal

grounds, with lawfulness of processing to be maintained for each processing activity.'®

This requirement may seem to clash with the core approach of generative Al, which is based on foundation
models. Each model is trained on massive quantities of raw data—the more the better. A large proportion
of this data—the exact share varying by model—may require consent per some interpretations of EU law.
The largest foundation models may have been trained on petabytes (thousands of gigabytes, or GB) of
data.!” Earlier ones, including GPT-3, were trained on 570 GB of data.'® Generative Al applications in any

medium—text, image, code, or other—create content using the knowledge within each foundation model.

Given the vast number of people whose data may have been used, obtaining individual consent, where
required, becomes a complex exercise. Furthermore, as each foundation model supports an effectively
infinite number and range of applications, requesting permissions for each additional purpose is even more

unrealistic.

However, obtaining individual consent might not be mandatory. “Legitimate interest” may prove to be a
sufficient “lawful basis” that permits training of the foundation models that drive generative AL"” A
legitimate interest exists when there is a compelling reason for processing and that processing of the data is
the only approach to achieve the desired outcome.”’ Regulators are likely wanting to see that organizations
have conducted the appropriate evaluations to ensure that claimed legitimate interests and individuals’

rights and freedoms are balanced.

Furthermore, obtaining individual permissions may well be considered a “disproportionate effort.” An
acceptable middle way may be mass-market communication. This was one of the steps requested in April
2023 by the Italian regulator, the Garante, of OpenAl to permit it to reinstate service.”! It placed an
obligation on the data controller (the nominated person responsible for the foundation model) to launch an
awareness campaign in broadcast and online media. This was meant to inform users that personal data may

have been used and explain how such data could be deleted via an online tool.

Regulators might view positively that the intent of training is specifically to create better inferential
capability that can then be deployed in generative applications (such as OpenAI’s ChatGPT, Stability.ai’s
DreamStudio, or Adobe’s Firefly).

The European Data Protection Board may provide more clarity on the issue of consent, among other

contentious areas, in 2024.%?

The GDPR tenets of rectification, erasure, and the right
to be forgotten are applicable to the foundation models
that underpin generative Al

GDPR includes a suite of rights with regards to personal data. If data is incorrect, an individual can ask for
it to be corrected. If the data subject no longer wants their personal data to be associated with or processed
by that organization, they can ask for it to be deleted. These rights have been well known since GDPR came

into force. Addressing such requests may cost organizations thousands of dollars.
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The foundation models that underpin generative Al are trained on myriad websites that may contain errors.
The training process is a single event during which errors can be absorbed into the model. Updating the
model to reflect rectifications or other changes could be done most accurately by retraining the model, but

this implies substantial costs and time.>

The approach that’s likely to be used to satisfy this requirement will be to use negative feedback loops to
fine-tune the model.>* If an original data point is determined to be wrong, weighting applied to the
erroneous data point can be changed to minimize the likelihood of that data point reappearing. Feedback
loops are imperfect but may be considered appropriate. That said, it is not certain how this approach might

work in the case of class action challenges, which may require large swathes of data to be deleted.

Data minimization and statistical accuracy

The idea of data minimization is that collection of personal information should be limited to what is strictly
relevant and necessary to achieve a specific task, and as soon as this is complete, the data should be
deleted.”” This approach may seem to be at odds with foundation models, with their efficacy related to how

much data they can query, with more being better.

However, the principle of data minimization may still be compatible with generative Al if data is de-
personalized, for example, by using approaches such as pseudonymization (swapping personal identifiers
with placeholder data, which reduces, but does not eliminate, data protection risks) and anonymization
(deleting identifiers, which means data is no longer “personal”).?® Using these approaches, the volume of
training data can be maintained, but full anonymization may be challenging. Organizations should have an
appropriate framework in place to assess and explain to and assure the regulator how they determine what

1S necessary.

The size of foundation models is linked to statistical accuracy, which is an element of proposed EU

regulation included in the AIA.?” In an Al context, accuracy refers to the quality of outputs generated. With

a foundation model, the greater the volume of good training data, the more accurate the results should be.?®

The next part of the prediction considers the possible impact of the AIA on generative Al

AIA obligations on foundation models, per the EU
Parliament’s agreement

As mentioned earlier, the EU Parliament finalized its position in June 2023, and this included specific
regulation for generative Al. The final version of the AIA, expected in early 2024, may include variations to

the Parliamentary position.

The Parliamentary agreement included the following elements:

e Foundation models should be registered in an EU database.

e Models should be tested extensively to have appropriate levels of predictability, interpretability,
corrigibility, safety, and cybersecurity for the entirety of the model’s expected life cycle.

e Design, testing, and analysis should identify and reduce risks during the model’s development.

e Datasets used in training models should have sufficient data governance standards. Data sources should
be assessed for data quality and bias.

e Energy usage should be minimized and monitorable across the model’s life cycle.

e Extensive, accessible technical documentation should be available to downstream providers, to enable
their compliance. This documentation should be available for a decade from commercial launch.

e A quality management system should ensure and document compliance.

Additionally, providers of FMs used in generative Al systems and providers who specialize an FM into a

generative Al system should:
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e Comply with additional transparency obligations, including the specific labeling of outputs as Al-
generated.

e Ensure safeguards against the generation of outputs that breach EU law.

e Document and publish summaries of training data that is protected by copyright.

Bias may be mitigable

The AIA aims to minimize bias within Al systems. This includes the suppression of human bias. Foundation
models may have been trained on biased content such as biased text related to gender, race, or sexual

preference for example.

Training data is also likely to include language biases, with most content written in English, with additional
biases resulting from the preponderance of content ingested from writers of a specific gender, ethnicity,
social class, degree of education, and income group.”” Historical biases used to train foundation models

could, therefore, generate content that repeats or even accentuates those biases.

Regulators are likely to require that biases be mitigated via any of a variety of techniques, including
weighting or the inclusion of synthetic data that can balance out bias.’” Data controllers—which could be
both the Al developer and the Al deployer—are likely to be asked to document “traceability,” which

explains steps taken.’!

Copyright: More clarification on permitted behaviors required

In 2024, further clarity is likely to be needed regarding the use of copyright content.’

Existing EU law may permit usage of copyright data for training, specifically “instances of text and data
mining that do not involve acts of reproduction or where the reproductions made fall under the mandatory
exception for temporary acts of reproduction.”® The AIA draft requires that copyright works used for

training be listed.

The EU recently, via the Digital Single Market Directive,*® introduced permissions for use of text and data

mining for scientific research and for commercial lawful use; although for commercial use there is a right to
“opt out” of that permission. Content owners, including several media companies, have exercised that right
to opt their data out of Al training.>> As of April 2023, more than a billion items had been removed from a

training set for the Stable Diffusion v3 model.*®

The largest foundation models may bhe categorized as systemic

The AIA focuses on risk assessment of each application. This runs counter to the general-purpose nature of

foundation models.

However, there may be a distinction between systemic foundation models (SFMs)—those whose impact
represents a system risk—and others, following an approach used in the EU Digital Services Act when
categorizing types of online platforms and search engines.’” Designation as an SFM is likely to be made
according to the quantity of computing resources required to train the model, the type and cost of training
inputs used, and its likely market impact. SFMs are likely to have a greater degree of due diligence

obligations.*®

Another possible outcome is that the AIA may establish some baseline requirements applicable to all
foundation models (e.g., around transparency and technical documentation), with additional requirements

if foundation models are used for high-risk use cases.
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The bottom line

European regulation matters. It is likely to have extraterritorial and regional impacts. At first glance, several
existing principles of EU regulations that apply to digital services may have seemed to present major
obstacles to the growth of the generative Al market. Indeed, some commentators had likely expected

generative Al to be incompatible with EU guidelines.

How generative Al will shape up in the years ahead and what impact it could have is still unknown. It may
be several years before the scale and nature of its impact is certain. In 2024, and beyond, vendors and
regulators are likely to aspire to collaborate to attain an outcome that works for consumers, enterprises,
vendors, and society in general. Governments are acutely aware of the importance of enabling innovation in

generative Al—for example, via regulatory sandboxes.*”

In 2024, as generative Al applications evolve and the resulting legal challenges become clearer, the direction
of the regulatory response may become more evident. Generative Al is likely to remain an emerging sector
this year, which can make it hard for regulation to be explicit at this stage. There will likely still be core
questions to address, such as the responsibilities for providers of generative Al versus deployers, when each

IS a separate entity.

By Paul Lee Lucia Lucchini
United Kingdom United Kingdom

Michelle Seng Ah Lee
United Kingdom
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A raw deal: Will materials
shortages, supply chain
challenges threaten tech’s
future?

In the face of rising trade issues and
skyrocketing demand, e-waste recycling and
digital supply networks and a holistic approach
to supply chain sustainability could help in the
medium term.

ARTICLE « 8 MINUTE READ

You can’t make certain chips, motors, batteries, or a host of other key technologies without certain
materials. Deloitte predicts that multiple regions will run short of gallium and possibly germanium as soon
as 2024, impacting chipmakers. By 2025, we may start seeing shortages of rare earth elements (REEs) for
magnets in electric car motors and more, as well as lithium and cobalt for batteries.! Actions can be taken,

however, that can help avoid shortages in the near, medium, and long term.

How we got here

Some of these raw material shortages were more predictable: Anticipated growth in battery electric vehicles
(BEVs) is forecast to drive demand for lithium and cobalt above the predicted production ramp for years,
which could affect BEVs, but also consumer and enterprise devices such a laptops, tablets, and
smartphones.” However, geopolitical tensions between China and western economies have recently

impacted supply chains, with the potential for future impacts, as well.

First, China is subject to export controls that limit its ability to purchase critical chips, as well as the
technologies and software needed to make the chips domestically® (see gen Al chips prediction). In July,
China announced that it would begin to impose its own controls on the export of germanium and gallium.*
Second, some analysts have expressed concerns that China may also restrict the export of the 17 elements
that make up REEs (used for electronics, clean energy, aerospace, automotive, and defense) in 2024, leading
to possible shortages for western manufacturers that year or the year after.” Further, some of the alternate
sources of tech-important raw materials are in geographies in which political, regulatory, or social factors

may decrease their reliability in the long term.°
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There have been raw materials shortages before that affected the tech industry. For example, the tantalum
shortage of 2000 impacted capacitor supply.” But what could be unprecedented in 2024 and 2025 is that
these shortages could possibly be across dozens of different raw materials at the same time.® Also
unprecedented, the industries enabled by these materials play a much bigger role in the economy than they
used to. Such industries are estimated to be worth over US$160 billion annually, or (in the case of
semiconductors or electric vehicle (EV) motors) are worth smaller dollar amounts but are still critical for

innovation, growth, and national security (figure 1).”

Figure 1
Relative industry size for three key end markets that might be affected by possible shortages
Key global 2024 market sizes (USS billions)

Lithium-ion batteries

$160

Electric vehicle motors
B/

Germanium and gallium semiconductors

Source: Deloitte estimates and predictions based on our analysis of publicly available third-party sources, reports, and articles including; [EA's
Global EV Outlook 2023 report, Energy.gov data, data and research presented in Charged EVs magazine, and online retail prices of products and
companents.
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When speaking of these shortages, time frames matter

In the very short term (late 2023 and early 2024) many companies that need germanium and gallium have
inventories that are expected to last them into the first half of 2024. After that, gallium may be the bigger

challenge to acquire, as there is a large and reliable source of germanium in British Columbia.!’

In the longer term, mines and smelters can be built. Gallium is mainly produced as a byproduct of
aluminum production from bauxite,'! and there are bauxite deposits in dozens of countries and on every

continent.'” Equally, rare earth deposits are often not that rare, and mines are planned for Australia,

Angola, Afghanistan, Canada, and the US over the next few years.'’

Between now and then there are three big things that could be done to help mitigate supply chain

vulnerabilities to existing or probable material shortages.

e E-waste recycling: Globally, the electronics industry throws away a huge volume of valuable elements,
collectively worth an estimated US$50+ billion annually.!* Many of those elements are often vulnerable
to supply chain disruptions. A rapid increase in recycling could help boost supply, and a push to
innovate e-waste recycling technologies could help to accelerate this even more.

e Digital supply networks (DSNs): These allow industries to do more with less: DSNs can anticipate and
plan for raw material shortages and make them less severe by getting exactly the right minerals to the
right place at the right time with less waste. They are not expected to stop shortages from happening,
but they can help make them less severe or protracted. Building DSNs is often synergistic with other
sustainable supply chain efforts including, for example, collaboration with and incentivization of
supplier networks to reduce other forms of waste, including GHG emissions (see semi sustainability

prediction).

e Stockpiling: As an example, the US currently has strategic reserves of petroleum, grain, bullion, helium,
and raw materials critical for military defense.'” Would it make sense to create analogous reserves of
critical raw materials for EVs and semiconductors?
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Not just elementary, my dear Watson

Thus far, we have entirely discussed elements. But tech and semi supply chains are not just about raw materials. They are also
about:

1. Refined, processed, and purified materials. Low purity neon or silicon are plentiful. But the gas
necessary for lasers in semi manufacturing and the silicon for ingots need to be ultrapure, and
sources of the ultrapure materials are highly concentrated: Ukraine is the source of about 50% of
semiconductor grade neon, !° while China is the source of 80% of global polysilicon (used for

both semi manufacturing and solar power) supply. !’

2. Manufactured specialty compounds. It might be an epoxy or resin, a special cleaning fluid or gas,
or type of plastic. /¥ Any geopolitical uncertainty, or an earthquake, typhoon, hurricane, fire,

flood, drought, or pandemic could cause significant and lasting supply chain interruption.

Strategies such as recycling, DSNs, and in general more sustainable semi manufacturing (see semi sustainability
prediction), plus stockpiling could help. While building a new mine takes five to 10 years, building a new factory, for example,
takes approximately two to three years.'”

- J

The bottom line

The world produced 57.4 million metric tons of e-waste in 2022,?" of which only 17% was formally
collected and recycled,”! although there is significant regional variation, with the United States recycling
about 15% in 2019 and the EU about 42.5% as of 2022.>> On current trends, the e-waste number is
predicted to rise to 75 million tons by 2030.>° There are a variety of e-waste sources: Large appliances
alone make up more than half of e-waste in the European Union, but IT, telecom, and consumer electronics
make up almost 30% as of 2020.>* The International Telecommunication Union set a goal for e-waste

recycling to reach 30% globally by 2023, but that goal will likely not be achieved.”’

Why isn’t more e-waste being recycled? At a high level, it’s often because it’s unprofitable. Recycling doesn’t
make money; it costs money. That’s mainly because each device contains a mix of recyclable elements, often
chemically bound to other elements or compounds, and physically bound to other elements or compounds,
such as solders, plastics, and ceramics.?® Extracting metals requires work, energy, chemical, and physical
processes, and often results in dangerous or harmful waste.”” Much of the current recycling is done outside
where the toxic e-waste is produced. For example, e-waste from the developed world is often shipped to
and processed in the developing world, especially impacting women and children’s health: between 2.9 and
12.9 million women may be at risk from exposure to toxic e-waste through their work in the informal

waste sector, and around 18 million children are employed in waste processing industries.”®

Although there’s an estimated US$15 billion in valuable metals in e-waste annually (mainly from printed
circuit boards),”” the costs are sometimes higher, resulting in the current, relatively low percentage of e-
waste being recycled. However, if there was a significant push for supply chain resilience reasons (rather
than purely economic ones) for REEs, lithium, cobalt, and semiconductors, we could see two benefits: The
percentage of e-waste being recycled would likely climb, and more of the recycling may need to occur on

shore in the European Union and North America, helping reduce environmental harm to other countries.

A number of niche recycling and circular logistics, process, and business model providers have emerged,
and represent a foundation upon which such scaling of recycling can build. The US government has recently

announced various incentives for extracting lithium and REEs from e-waste."
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Of the elemental challenges, REEs are one of the biggest, as the magnets enabled by REEs are found in EVs,
wind turbines, defense systems, and much more.’! An interesting longer-term solution may be found in
Vietnam. According to the United States Geological Survey (USGS), Vietnam has the second largest rare
earth deposits at 22 million tons, after only China.’> And it has already started to ramp up production, with
output of raw REEs in 2022 of 4,300 tons, over ten times higher than the year before, and with a 2030 goal
of 2 million tons by 2030.%*

How much would a strategic US or EU gallium stockpile cost? Low purity gallium costs about US$280 per
kilogram, while 99.99999% pure gallium costs about US$450 per kilogram, and gold is roughly
US$66,000 per kg.>* Large users of gallium for electronics purposes use “dozens of tons” per year,> so a

three-year reserve would be approximately $20 million (unpurified) to $30 million (purified.)

Not only are REEs and other important metals, such as gallium and germanium, mined in China, but they
are also usually smelted there, too. If trade restrictions between China and the West escalate further, and as
the technology industry increasingly uses various hard-to-get elements, building supply chain resilience
likely requires reducing source material concentration and building more mines and smelters on shore or
near shore in the long term. In the near term, resilience can also be boosted via investments in e-waste

recycling, digital supply networks, and stockpiling.

These initiatives will take billions of dollars of investment, but the industries that rely on these materials are

worth a hundred times more in annual revenues.

By Duncan Stewart Gillian Crossan
Canada United States
Ariane Bucaille Christie Simons

France United States
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Semiconductor sustainabhility:
Chips take a smaller byte out of
resources

Modern, new greenfield plants could help
improve the industry scorecard, but
manufacturing transformation can help both the
greenfield plants and existing brownfield plants
do better for energy, water, and process gas use.

ARTICLE « 11 MINUTE READ

The semiconductor manufacturing industry is notoriously volatile: As of fall 2023, it is in the middle of the
seventh downturn since 1990.' Measured in US dollars, chip industry revenue is expected to decline 10% in
2023 and is expected to rise 12% in 2024.> Maybe unsurprisingly, when the chip industry shrinks, its use
of energy, water, and process gases with high global warming potential (GWP), all go down. And when the
industry grows, GWP goes up. Absolute measures of sustainability are often unhelpful, especially in an
industry that—despite its volatility—is expected to grow, and is predicted to surpass US$1 trillion in 2030,>
almost double the anticipated industry revenues of US$5135 billion in 2023.

Instead, a better yardstick may be resource intensity: For every dollar of revenue, how much energy, how
much water, and how much high GWP process gases are going to be used next year, compared with this
year? Deloitte predicts that there will be a year-over-year decline in average water intensity (figure 1) and
energy intensity in 2024, as well as declines in energy intensity and growth in the percentage of energy used

by leading chipmakers that is renewable.
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Figure 1
Resource intensity is a hetter way to measure industry progress onits climate goals
Water intensity, two-year moving average, 2020-2024
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Notes: E indicates estimated value; P denotes predicted value. Water intensity (two-year moving average) is computed as a ratio of aggregate water
use (in millions of tons) to total semiconductor industry revenue. Actual water intensity for 2021 and 2022 dropped 6% and 4% YaY respectively, and
we estimate a (relatively conservative) 3% YoY decline in 2023 and predict another 3% decline in water intensity for 2024, based on ongoing efforts by
semi companies to improve water use and reduce intensity.

Sources: Data on water use gathered from publicly available corporate social responsibility (CSR) reports of 11 listed semiconductor companies
(from across Morth America, Asia, and Europe; includes IDMs and foundries, and represents memary, logic, and analog) that have significant
manufacturing footprint, globally. Revenue data based on WSTS annual reported numbers (for 2020-2022) and estimated/projected revenue (for
2023-2024) for the overall semiconductor industry.
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Some of the improvement in resource use intensity is likely part of an ongoing, decade-long trend as the
industry has recently been trying to get better at semiconductor sustainability. Some of it may come from a
significant growth in brand new chip plants (greenfields). As might be expected, the various equipment,
tools, and processes in a new plant (all other things being equal) are often more sustainable than equivalent
technologies that might be five, 10, or even 20 years old. That said, newer plants using advanced node
technologies pose a sustainability challenge for the industry: Moving from a mature technology such as 28
nm manufacturing to advanced node manufacturing at 2 nm needs 3.5 times as much energy, 2.3 times as
much water, and emits 2.5 times as much greenhouse gases, and this trend is expected to continue as
processes become ever more advanced.’ Interestingly, even more of industry progress towards greater
sustainability will come from implementing manufacturing transformation on those older plants
(brownfields): Deloitte predicts that a full manufacturing transformation project can significantly reduce the

intensity of energy, water, and process gas use over a multiyear period.
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But there's still more to do

Looking at the lifetime energy and resource use of chips, manufacturing is only a part of the challenge. And the energy used by
chips after they have been manufactured (for example, in power hungry data centers doing generative Al) can be a material
factor. Equally, resource extraction, test and packaging, distribution, life cycle, and end of life are all important parts of the
semiconductor sustainability equation.

While some chipmakers have set aggressive 2030 carbon zero and other sustainability targets, there is wide variation globally. In
general, European Union-headquartered companies tend to have the most aggressive 2030 targets, and while some US-

headquartered organizations have similarly ambitious targets, others are aiming for 2040 or later.” Outside of Singapore, most
Asian-headquartered chipmakers are setting targets for 2050 and beyond, or not at all.® That said, in September of 2023, a
leading Asian chipmaker moved up its commitment to use 100% renewable energy by 10 years, to 2040.”

The chip industry was responsible for approximately 0.2% of global carbon dioxide equivalent emissions in 2021.% If it doesn't
want to double to 0.4% by 2030 as the industry doubles in size, it should improve both greenfield plants and transform
brownfield plants.

Energy consumption

Making chips is energy intensive. Melting silicon, lithographing with high-powered lasers, creating and
maintaining vacuums, and endless cleaning takes a lot of electricity. Semi fabs can use up to 100 megawatt-
hours per hour,” the equivalent of over 80,000 typical North American homes. With that said, there are
only about 500 open fabs at present.'” Although there’s new plant construction between now and 2025, it’s
only 41 fabs globally.'! Moreover, semiconductor companies have applied novel chip design techniques and
advanced process technologies, for instance, using low-leakage transistors and low-power systems, and
altering system power modes (such as off, idle, drowsy when select modules or IPs are not active). These
have helped reduce energy needs across end-use devices and systems across industries, but with the
expanding manufacturing footprint, the industry should look at other ways to optimize the use of resources

and lower emissions.

The industry has two levers to pull in terms of reducing their energy use and associated carbon footprint.
First, they’re trying to become more energy efficient, but progress in that is often slow, especially as chip
companies resort to increasingly advanced manufacturing technologies to push the limits of semiconductor

manufacturing.'?

One thing they can consider is to make things (in addition to the actual chip manufacturing process) more
energy efficient, faster: Leadership in Energy and Environmental Design buildings are mature technologies
that the industry has relied on for a decade to improve its sustainability.!® They can also look to increase
their use of renewable energy. As an example, 93% of a major America-headquartered chipmaker’s energy
needs were met by renewables as of its 2022-23 fiscal year.'* However, across the three largest players,

renewables were only 28 % of the energy mix in 2022, up five percentage points over 2021."°

Combining both levers has led to the fab portion of the industry reducing its energy intensity (watt-
hours/dollar) from almost 240 in 2020 to 219 in 2022 and a predicted 206 in 2024 (figure 2).'° Further, the
percentage of energy used that was renewable is predicted to rise even faster than energy intensity falls:

Renewable energy is predicted to be 28% of the mix by 2024, double the percentage from 2020.

- J
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Figure 2
Renewables are key to improving energy intensity

Energy intensity and renewable energy use, 2020-2024
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Motes: E indicates estimated value; P denotes predicted value. Energy intensity (two-year moving average) is computed as a ratio of total energy
consumption (in gigawatt hours) to total semiconductor industry revenue. Renewable energy (RE) % use is computed as total RE consumption (in
gigawatt hours) as a percentage of overall energy consumption across all sources. Actual energy intensity for 2021 and 2022 dropped 5% and 3% YoY,
respectively, and we estimate a further 3% drop in 2023 and predict another 3% decline in energy intensity for 2024. This article highlights our

="
research-based assumptions and rationale to back the prediction. Similarly, RE percentage use has increased by an average three percentage points
(pps) every year between 2020 and 2022, and given the ongoing efforts of semi companies to grow their RE use, we predict RE percentage of total
energy consumption will continue to go up further by 3 to 4 pps, annually, in 2023 and 2024

Sources: For energy intensity, data on energy consumption was gathered from publicly available CSR reports of 11 listed semiconductor companies
that have a significant manufacturing footprint, globally (from across North America, Asia, and Europe; including IDMs and foundries, and represents
memory, logic, and analog products). Revenue data based on WSTS annual reported numbers (for 2020-2022) and estimated/projected revenue (for
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2023-2024) for the overall semiconductor industry. RE % trend line is based on the aggregate data of 8 listed semiconductor companies (from across
North America, Asia, and Europe, including IDMs and foundries; and represents memory, logic, and analog products) that reported their annual RE
consumption and have a significant manufacturing footprint, globally.
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Water “usage”

The global chip industry used 264 billion gallons (about 1 trillion liters) of water in 2019."” But although
some water is lost to evaporation or other causes, depending on geography and chipmaker, all of that water
is not “used”: A major America-headquartered chipmaker used 16 billion gallons of water in 2021 but
returned 13 billion gallons of it (over 80%) and doubled their water savings from two years earlier.'®

Chipmakers across Taiwan averaged 85% water recycling between 2016 and 2020."

Most water use in the semiconductor industry is for the manufacturing process (76 %), but a lot of water is
also used for cooling towers (9%) and scrubbers (11%).?° The biggest part of those scrubbers is in process
gas abatement (see next section), which could present significant opportunities for water reduction:
Switching the abatement systems to idle mode, when not actively processing, reduces water usage by

98%.%! Improvements could also be made in reducing both process water and water for cooling.

Process gases

The chip industry uses several gases, some of which have very high GWP. These are primarily fluorinated
gases, namely perfluorocarbons (PFCs), hydrofluorocarbons, nitrogen trifluoride (NF3), and sulfur
hexafluoride (SF6), used both in etching and cleaning,”” and nitrogen oxide gas that’s used in deposition
and purging processes.”> As an example, SF6 has a GWP 23, 500 times higher than CO2.>* According to
the US Environmental Protection Agency, historically, “anywhere between 10 and 80 percent of the
fluorinated greenhouse gases pass through the manufacturing tool chambers unreacted and are released into

the air.”>
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There are three main avenues for reducing the impact of these gases: process improvements/source
reduction, alternative chemicals, and destruction technologies (often referred to as ‘abatement’).”® In
general, much of the low hanging fruit opportunities for improvement in the first category have likely been
made, but progress continues to be made at the margins, and this is where manufacturing transformation
can potentially have an impact. There have been some successes in finding alternatives: A number of PFCs
were replaced by NF3, which, while still problematic, was an improvement.”” However, finding and
qualifying for the manufacturing processes alternative gases can be a slow process, and only a few

1.7 Abatement remains the workhorse here. Capturing and

breakthroughs appear imminent, such as G
destroying (usually by burning or conversion) as much of the high GWP process gases is the key. As an

example, abating 99% of NF3 is likely both achievable and better than 95%.%’ By and large, process gases
are not often reused or recycled, due to issues around purity, cost, and ability to be integrated into the sub-

fab physical footprint.*°

PFAS

Although not the focus of this prediction, the chip industry also uses or produces many perfluoroalkyl and
polyfluoroalkyl substances (PFAS). In 2023, a restriction proposal on their use was made by the chemical
authorities in five EU countries, calling for their eventual elimination. This is expected to come into force in
2025-2026.°! The semiconductor industry association SEMI, in response to both the EU proposal and
various existing or proposed US regulations, is looking at reducing the use of PFAS and finding

alternatives.>?

Manufacturing transformation

Today’s chip fabs are like a forest with trunks, leaf canopies, and vast roots. In addition to all the machines
and clean rooms at surface level, there’s a canopy of pipes and ducts overhead, and an even more complex
set of pumps, abatement systems, scrubbers, and transformers underneath the floor (the sub fab). This
ecosystem has many parts that can be hard to access or monitor in real time, and by modeling, adding
connected sensors everywhere, and continuously monitoring the use of energy, the use of water and process
gases can be made more efficient. Enabling technologies include digital twins, generative Al, and private 5G
networks. Leaks can be detected, and systems can be idled or powered down when not in use. It can cost
hundreds of millions of dollars to take a decade-old chip plant and transform it, but the gains in
sustainability, as well as lower costs and higher efficiency are likely worth it both for the bottom line and

the planet.

In general, this idea is integral to the 6D building information modeling (BIM) concept, which encompasses
the inclusion of a sixth dimension, specifically the performance and sustainability of the building. BIM is
the process of creating and managing information on a construction process, and by incorporating this
additional dimension, the virtual model is designed to depict not just the physical, temporal, and cost-
related aspects of the building, but also its environmental and social implications. Consequently, this could
become a valuable resource for evaluating how the building affects its surroundings and community, and

for recognizing opportunities for enhancement.’”
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Gross versus net: Chips are greener than you think

Making a trillion dollars’ worth of chips in 2030 is going to have an environmental impact in terms of
energy, water, and greenhouse gases. The industry is working to make that impact as low as possible, but it
may be worth noting that chips could help enable sustainability gains. Road and air travel can be avoided
by using video conference technology enabled by chips, computers are the standard tool for discovering and
designing drugs,’* hyperscalers are investing in more renewable energy sources to power chips in data
centers,”” and food can be grown more sustainably (see our AgTech prediction). Some might argue that the
environmental benefits of chips are greater than the environmental costs of making semiconductors. On the
other hand, others believe that: 1) This might be true of chipmaking itself, but factoring in resource
extraction, test and packaging, distribution, life cycle and end-of-life considerations paints a less beneficial
picture;*® and 2) The Jevons paradox (aka rebound effect) could lead to worse sustainability outcomes. If
chips get made more efficiently, we will just make and use more of them, potentially leading to a worse

overall outcome.’”

The hottom line

For semiconductor companies, environmental awareness is its own reward, being more sustainable is good,
and is increasingly being required by what is sometimes called the 5Cs framework: capital (investors,)
compliance (regulators,) constituents (such as employees), communities, and creativity (innovation). But
being more sustainable is often also better for reducing costs, can help in the competition for semiconductor

talent, and can reduce semi supply chain vulnerabilities.

Dedicated environmental, social, and governance (ESG) funds are US$8 trillion today and are predicted to
be as much as US$30 trillion by 2030.°® Even outside of dedicated funds, asset managers are increasingly
using ESG screening tools when building their portfolios, and this includes chipmakers. One additional
challenge is from regulators. Currently, most public companies report scope 1 and scope 2 emissions (direct
and indirect energy use) but not scope 3 (the supply chain, both upstream and downstream). It’s possible
that regulators, both in Europe and the United States, may require scope 3 disclosures. As is well known
after the pandemic chip shortage, almost every industry has chips in their supply chain, and chipmakers

would likely be asked by the customers to have the best sustainability profile possible.

Energy, gases, and (usually to a lesser extent) water are expensive, and becoming more so. Reducing these

input costs can have a positive effect on the bottom line.

Equally, semiconductor companies are attempting to build greenfield plants both in traditional strongholds
such as Asia, but increasingly in the United States and Europe.’” And there is a global competition for
talent: The semi industry is competing for scarce technically skilled talent with multiple other industries and
should have a positive environmental track record.”’ Workers, especially younger workers, prefer working
for companies with the best sustainability track records. As a 2023 Deloitte survey of Gen Z and
Millennials found, “one in six have already changed jobs or industries due to climate concerns, with

another quarter planning to do so in the future.”*!

Finally, reducing reliance on energy and water significantly expands the areas where chip plants can be
located. Droughts have recently affected chipmaking in multiple regions, and as one headline put it, “No
water, no microchips.”*? Equally, chipmakers in Asia and the United States were subject to power outages
due to climate change, and chip plants are exceptionally reliant on uninterrupted power.*> Raw material
dependencies (see prediction on raw material and supply chains) and transport disruptions and investing in

semiconductor sustainability can offer material supply chain resilience benefits.

By Duncan Stewart Karthik Ramachandran
Canada India
Dr. Bobby Mitra Christie Simons

United States United States
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Insights

Dialing down the carbon: Telco
sustainability surges on the back
of fournew trends

Telecommunications companies can reduce their
carbon footprint by shutting down copper wire
and 3G wireless networks, changing their field
service fleets to EVs, and switching to 5G radio
gear that has a “snooze button.”

ARTICLE « 8 MINUTE READ

Deloitte predicts that telcos worldwide will be able to reduce their carbon footprint by 2%, or 12 million
tons of carbon dioxide equivalent (CO2e) in 2024 and do the same again in 2025." The telco industry is not
a particularly egregious emitter: It connects over 95% of the planet’s people over wired and wireless
networks and yet is directly responsible for only about 1.6% of 2022’ global emissions of 37 billion tons
CO2e, or about 600 million tons.” That said, telcos are publicly listed, consumer-facing, for-profit
companies, and improving sustainability can help comply with regulations, attracts subscribers, and helps

the bottom line.

Some of that reduction is expected to come from strategies that telcos have been using for years, such as
buying more renewable energy (some telcos are already at 100% renewable energy, but many more expect
to get 50% of their energy from renewables by 2025),? running data centers more efficiently (natural
cooling can reduce energy use by 30%)," getting consumers to keep phones longer,’ and encouraging the

growth in the secondhand phone market—a US$50 billion run rate industry in 2023.° None of this is new.

What is new—or at least becoming more common in 2024—are four other solutions.

Copper wireline switch off

Switching copper off can reduce carbon footprint while potentially saving billions of dollars annually for
carriers. Readers who are old enough will recall that landline telephones worked even when the power went
off. That’s because the twisted pair of copper wires that ran from the phone company central office into
homes not only delivered the audio signal for voice communication, but also a 48-volt direct current to
power the phone and the ringer. As more homes have moved to fiber optic cable or cut the landline via fixed
wireless access, the percentage of consumers who need to connect over copper, either for voice or data
connection over DSL, has been dropping for decades. Not only is fiber easier to maintain and requires fewer
field service calls than copper, but it also uses up to 80% less energy, both on the twisted pairs to homes

and central office exchanges.’
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Singapore has already switched off its copper network, but we expect copper retirement to accelerate in
2024, with networks in Asia/Pacific (Japan, Australia, New Zealand) and 10 markets in Europe (Norway,
Sweden, Spain, Portugal, Estonia, France, Italy, the United Kingdom, and Switzerland) moving forward on
shutting down copper.® By 20235, at least some countries will see close to 100% switch off, and many more
will be at 25% to 50%.’

3G wireless switch of f

Speaking of networks that now have few users and use a disproportionate amount of power ... Remember
3G wireless networks? In addition to being able to use that 3G spectrum for 4G or 5G (aka refarming),
there are significant efficiency and carbon gains to shutting 3G networks down: One report estimates that

shutting down 3G reduces energy costs by 15%.'

Introduced in 2001, 3G peaked in many markets around 2012, and has gradually been replaced by 4G and
now 5G networks offering higher speeds and vastly superior efficiency/bits transmitted. 3G networks are
still heavily used in parts of the developing world: Smartphone users in Angola and Ethiopia spent 40% of
their time on 3G in 2023.!! But in other markets, 3G was shut down years ago, including all of Taiwan
from 2017 to 2018. In the last six years, 3G has been switched off by 58 operators across 22 countries
(averaging about 10 operators and four countries annually), and we expect to see shutdowns accelerate to

15 operators across six countries in 2024 and a further 26 operators across 10 countries in 2025."

Making field service fleets greener

Telcos have big fleets of commercial vehicles and making those more sustainable can have a big effect. A
commercial vehicle emits up to 21x as much carbon dioxide as a light-duty passenger vehicle, and although
commercial vehicles represent only 20% of all vehicles, they make up 60% of road transport emissions. '’
For a single operator, maintaining tens of thousands of cellphone towers and connecting millions of
households and businesses requires a massive field service fleet of cars, trucks, and vans. As an example, one
UK operator has a fleet of 33,000 vehicles, which is the second largest commercial fleet in the United
Kingdom and is responsible for over two-thirds of its direct (scope 1) emissions.!* As charging networks get
larger, and as more electric vehicles (EVs) such as vans and trucks are being manufactured, the pace of

electrification is accelerating. A French operator had 3,000 EVs in its fleet by the end of 2022 with plans to
double that by 2025, and also took delivery of the first hydrogen-powered van in 2023."

Next-generation 5G gear gets greener

5G radios can use a lot of power, but new technologies let them go to sleep when not in use, saving telcos

gigawatt-hours of electricity and megatons of CO2e annually.'®

There are a host of technologies that allow 5G to do more than 4G, one of which is an active antenna unit
(AAU). Instead of a passive antenna, SG AAUs are capable, using a technology called massive MIMO, of
beamforming, which allows for much higher speeds, capacities, spectral efficiency, and lower cost per
megabit, but at the cost of increased power consumption.!” Most of the power draw from the various
baseband units (BBUs) and remote radio units (RRUs) is the same for 4G and 5G. The big changes in
capability and power consumption come from AAU drawing 4.2 kilowatts, which is over 60% of the power
consumption of a 4G base station.'® With additional frequencies supported, power consumption can climb
even further, up to 20 kilowatts. This not only requires improved power supplies—costing billions of
dollars in upgrading or retrofitting for a large network!'”—but also has a negative effect on a telco’s carbon

footprint.

If fully utilized, that 5G power consumption could deliver many millions of bits of data to thousands of

users, and 5G networks are 90% more efficient than 4G when measured in bits per kilowatt.°
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But when not fully utilized, 5G is using a lot of power and may not be serving enough customers to justify
it. And first-generation 5G equipment doesn’t do well at going into sleep mode (also known as low power
mode or deep idle mode) and adapting its power consumption to the usage on a flexible basis. There are
nonflexible solutions: Some telcos have resorted to literally turning off their 5G networks at night when

utilization is low and forcing customers to rely on the legacy 4G networks only.*!

That is about to change in 2024, with all of Ericsson, Nokia, Samsung, and Huawei, (which combined
make up around 87% of the global market for SG radio access networks)?” introducing SG RRUs, BBUs,
and AAUs that use much less energy, often powered by Al algorithms and new semiconductors.?® Across
the board, they claim that power consumption for second generation 5G gear is 20% to 50% lower than
the previous generation,”* and up to 94% lower during periods of low traffic.>’ There are also versions that
are aimed at the 5G Internet of Things (IoT) market, that have a reduced capability and use much less

power than full 5G, and even less power than equivalent 4G solutions.”®

At a high level, 5G networks are often well deployed in most major markets, and most operators are not
likely to rip out older 5G radios and antennas for newer sustainable ones. For regions that are only just
beginning to deploy 5G, the new equipment should be used, and as older gear fails over time, it can be

replaced with more efficient equipment.

The biggest contributor to improving the environmental footprint of 5G radios in 2024 and 2025 will likely
be in 5G deployments that have been slow up until now. As telecom infrastructure companies intensify their

5G coverage with more towers and antennas, they can likely buy more energy-efficient gear.

The bottom line

It isn’t just telcos and their twisted copper pairs that can be switched off and replaced with more efficient
fiber optics. Cable companies use coaxial cable to deliver their signals for TV and internet. It’s unpowered,
so shutting it off saves less energy. However, according to one study, moving to passive optical fiber to the
home network uses about 9% less electricity than a coaxial cable solution (for comparison, the fiber
solution uses 37% less electricity.)?’

Also, although 5G networks have the most power-hungry antenna technology, they are currently often
underutilized and architecturally are the easiest to power down when underutilized due to their advanced
core (the SG New Radio standard).?® That isn’t to say that sleep mode technology can’t be used for 4G, 3G,
or even 2G networks. The energy savings are not quite as large, and as 2G and 3G networks are shut off,

most of the focus is expected to be on 4G.

Equally, although the focus may be on the 3G shutdown, there are also still 2G networks running,
primarily for machine to machine or IoT communications, such as smart meters.”” They don’t use as much
power as 3G, but they are also expected be shut down over the next decade. Some countries are moving

more quickly on 2G shutdowns (France by 2025) while others are slower (the United Kingdom by 2033).%°

Telcos can do a lot to reduce their scope 1 direct emissions (electrifying their fleets), or scope 2 purchased
power emissions (5G sleep mode, copper and 3G shutdowns), but scope 3 indirect value chain emissions are
likely a more significant hurdle. Handsets are a big part of telcos’ purchased goods and services. In the
United States, carriers are responsible for 75% of all smartphones purchased each year (it is much lower in

Europe), and each new smartphone has a footprint of 85 kilos of CO2e.?!

As we said in our 2022 TMT Predictions on making smartphones more sustainable, “Because

manufacturing accounts for almost all of a smartphone’s carbon footprint, the single biggest factor that

could reduce a smartphone’s carbon footprint is to extend its expected lifetime.”??
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Carriers can help in that, but it’s tricky, as they should work with their customers to achieve these goals and
can only do so much on their own. They may want to encourage customers to keep phones longer: New
European Union regulations support that, requiring components and software support to last 5 years.>”
Carriers can not only offer more attractive SIM-only plans, but also lower new phone subsidies; offer
refurbished phones, incentives for repair services, and rewards for trade-ins; and dispose of phones more

sustainably—preferably recycling phones rather than contributing to the growth in e-waste.

By Duncan Stewart Cindy Varga
Canada Canada
Ariane Bucaille Kevin Westcott

France United States
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Regulations take effect: ESG
reporting software sales are
expected to soarin 2024

Pushed by investors, regulators, and employees,
many more companies will likely systematize
their ESG tracking and reporting with
standardized software tools.

ARTICLE « 5MINUTE READ

Sales of software solutions that help companies track and report on environmental, social, and governance
(ESG) metrics will likely surpass US$1 billion this year, as EU and US reporting regulations—along with
reporting requirements in Asia, Australia, and the UK—take effect, and as more investments require ESG
disclosures.! Forecasts for ESG reporting software estimate a CAGR from 19% to 30% over the next five
years,” and Deloitte predicts the tipping point will be reached in 2024, with growth accelerating to more

than 30% and revenue climbing from under an estimated US$800 million in 2023 to just more than US$1
billion in 2024 (figure 1).

Emerging challenges and regulations will likely drive
greater ESG reporting adoption

ESG reporting isn’t new, per se. Many large, global companies release ESG or corporate sustainability
reports voluntarily each year, highlighting their commitment to reducing carbon emissions and achieving
sustainability goals.’ These reports are seen as important for investors and customers, plus potential

employees who want to align with “virtuous” companies and support sustainable growth.*

In Deloitte’s 2023 Gen Z and Millennial survey, for instance, 50% of Gen Z respondents said they are
pushing their employers to drive change on environmental issues, and 42 % said they’d switch jobs due to

climate concerns.’
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Figure 1

ESG tracking software sales are expected to see a huge jump, with a CAGR ranging from 13%
to 30% over the next five years
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A challenge with current ESG tracking and reporting approaches, however, is that they may not necessarily
be consistent or accurate.® Different ways of calculating emissions and accounting for carbon use may yield
vastly different results, especially as companies are expected to move beyond “Scope 1 and Scope 2” (the
emissions they generate and the emissions of the utilities they consume) and consider Scope 3 (the emissions

generated by their upstream supply chains and downstream value chains) in evaluating their impact.

In more recent years, many companies have also been scrutinized for their adherence to social values such
as diversity, equity, and inclusion (DEI), preservation of biodiversity, and ethical practices. Again, with
dozens of voluntary frameworks to choose from, companies employ a wide range of inputs to arrive at

statistics that often paint them in a positive light.”

In fact, the top-cited barrier to ESG adoption, according to a global survey of business leaders, is a lack of
consistent and standardized data.® Deloitte expects that new regulatory requirements, along with outputs

designed to those specifications, will establish de facto standards and drive adoption. These regulations—

primarily in the EU and United States, and in the United Kingdom, Hong Kong, New Zealand, and other

countries—take effect in the 2024-2025 timeframe.’

The EU’s Corporate Sustainability Reporting Directive (CSRD) is an update to the 2014 Non-Financial
Reporting Directive (NFRD), and it expands the number of companies required to provide sustainability
disclosures from around 12,000 to more than 50,000.'° It also imposes requirements around “double
materiality,” which means companies must report the impacts that ESG efforts have on their own
businesses and the impacts they’ll have on the environment, human rights, social standards, and
sustainability-related risk.!! CSRD applies to multinational companies whose EU activities generated more
than 150 million euros in annual turnover over the last two years. These European branches may have to

provide consolidated reporting on their parent company’s activities to the EU, as well.

In the United States, proposed rules from the Federal Acquisition Regulatory Council require certain federal
contractors to disclose their greenhouse gas (GHG) emissions and climate-related financial risk, and to set
science-based targets to reduce their emissions.'? California’s recently enacted Climate Accountability
Package imposes Scope 3 reporting requirements on any company with revenues above US$1 billion that

does business in California.'?
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The SEC is working on ESG reporting requirements for many registered funds and investment advisers. Its
proposed rules, “Enhanced Disclosures by Certain Investment Advisers and Investment Companies About
Environmental, Social, and Governance Investment Practices,” are designed to promote consistent,

comparable, and reliable information for investors who want to review a fund’s or adviser’s incorporation
of ESG factors.'*

As enacted, companies that are subject to the EU CSRD rules must file reports in 20235, reflecting data for
FY24. The rules expand reporting requirements to mid-size and smaller companies by 2026, as well, as

increasing the total addressable market and revenue opportunities.'’

Finally, CSRD and proposed SEC compliance will also require third-party assurance of ESG reports.
Auditors will likely have a larger role in guiding companies around ESG frameworks, standards,
disclosures, and other opportunities. Taken together, these regulatory activities suggest that the time to

implement a robust and comprehensive ESG tracking and reporting software solution is now.

Setting targets beyond Scope 3

In a 2021 Open Compliance and Ethics Group survey, only 9% of companies said they use ESG tracking
software, which further underscores the potential for rapid uptake.'® These software solutions take a
variety of approaches to calculating Scope 3 and other social impact metrics. How much carbon footprint
each of a company’s suppliers and distributors adds, for instance, depends on where these entities are

located, the time of year, and the efficiency of their own energy solutions.'”

ESG tracking software takes company data as an input, along with vast data libraries, indexes, estimate
tables, and sometimes Al to calculate carbon usage, ethics and corruption levels, and other social and
environmental impacts. The size and accuracy of these libraries are one area where solutions attempt to
differentiate from one another. Some incorporate HR data, as well, to report progress on DEI and economic

parity goals.

The solution-provider market is crowded, comprising pure-play ESG analytics players, ERP companies that
have acquired and bolted-on ESG functionality, professional services companies, and tech giants. Pricing
varies widely with different structures based on the types of emissions reporting required. With close to
50,000 companies now under CSRD compliance mandates, the potential for US$100 million+ in 2024 sales
seems likely.'® A flurry of M&A activity in the space also indicates that the market is anticipating a wave of

adoption in the near term."”

The bottom line

ESG tracking and reporting doesn’t have to be about ticking a regulatory box; it may help reduce tangible
risks and create opportunities for companies. As accurate and actionable ESG insights flow into the
operation, new business models may emerge, which can lead to new revenue streams. Deloitte’s
sustainability action report found that 62% of executives surveyed are prepared or currently undertaking

extensive preparations for the expected increase in reporting requirements.”

The solution that companies choose should provide hooks into back-end systems and automatic data
collection, plus robust analytics for multiple data sources. Its report functionality should conform to CSRD,
SEC, and other regulatory and voluntary frameworks—in addition to providing customizable reports that
may be integrated to reflect business goals and processes. These solutions should also be configurable based
on the size and industry of the company and its global presence, tailoring materiality guidance and ESG

reports to the various regulatory requirements.

It’s important to strike a balance between ESG goals and competitive innovation, and the two aren’t
mutually exclusive. A clear strategy and action plan that does not compromise stakeholder returns and puts
long-term ESG goals in perspective is possible. With stakeholder engagement and a comprehensive view of
operational and reputational risks, ESG tracking can create a competitive advantage. Government

incentives and credits represent another critical path for mitigating short-term ESG expenses.”!
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Also, keep in mind that ESG tracking and reporting can help to attract investments and fuel growth. Nearly
80% of respondents to a Deutsche Bank survey said they want investments to be associated with companies
that are positively impacting the world,*> and Deloitte estimates that by 2024, half of all professionally
managed global investment assets—representing trillions of dollars—will have ESG metrics reported.”
Investors seem to recognize the long-term value creation that ESG-focused companies bring in terms of risk

mitigation, decarbonization, enhanced reputation, and stronger growth potential.

By Michael Steinhart Gillian Crossan
United States United States
Ariane Bucaille Ankit Dhameja

France India
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Onsolid ground: AgTechis
driving sustainable farming and
is expected to harvest US$18
billionin 2024 revenues

Agriculture technology is designed to let the
producers and farmers grow more food using
less pesticides, energy, water, and resources,
enhancing farm yields.

ARTICLE « 8 MINUTE READ

Deloitte predicts the installed base of Internet of Things end points for precision crop farming, livestock
management, and agricultural equipment tracking will near 300 million by the end of 2024—a 50%
growth over the 200 million installed base in 2022 (figure 1). Further, the overall agricultural technology
(AgTech) revenue opportunity—including these IoT end points and connectivity devices—will be US$18
billion globally in 2024, representing a 19% CAGR between 2020 and 2024." Climate issues, geopolitical
tensions, water and energy shortages, rising fertilizer costs, and inefficient production methods exert
pressure on agricultural production. AgTech solutions can help improve crop yields, use equipment and

livestock efficiently, plan harvests better, and adopt sustainable agrifood-production methods.

The use of these technologies has the potential to reduce emissions and save input costs for farmers. As a
case in point, a 2022 Deloitte study (in collaboration with the Environmental Defense Fund) projected that

precision agriculture tech solutions alone have the potential to abate 9.8 gigatons of carbon dioxide—
equivalent (CO2e) emissions between 2020 and 2050 and can save an estimated US$40 billion to US$100
billion in costs to farmers by 2030.2
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Figure 1

The installed base of loT endpoints for precision crop farming, livestock management, and
agricultural equipment tracking is expected to near 300 million by the end of 2024

AgTech use case endpoint installed base, worldwide, 2020-2026 (unit shipments, in millions)
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Notes: E denotes estimated values; P denotes predicted value; F denotes forecast numbers.

Sources: Graphic prepared by Deloitte based on data from Gartner®, Forecast: Internet of Things, endpoints and communications, worldwide,
2021-2032, 2Q23 update, July 2023; and Gartner®, Forecast: Internet of Things, endpoints and communications, worldwide, 2020-2030, 4021 update,
January 2022.

Gartner is a registered trademark and service mark of Gartner, Inc. and/for its affiliates in the United States and internationally, and is used herein with permission. All
rights reserved.
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Rising prices and supply-side issues escalate food-
security concerns

Agriculture feeds billions of people, but it also feeds on natural resources and contributes to climate change.
Today’s global agriculture and food industry is responsible for more than 20% of global CO2e emissions.’
Irrigation represents 40% of freshwater withdrawals. Meanwhile, the number of people facing food
insecurity in 2023 is projected to be 345 million, up from 1335 million pre pandemic.” With global
population expected to near 10 billion in 2050—2 billion higher than today’—the pressure on food demand
is growing and inevitable. At the same time, the average age of farmers is rising while those taking up

agriculture as a primary occupation is plummeting.®

There’s an urgent need to address the looming food crisis,” but scaling food production using current
farming methods may be resource-intensive and inefficient. Commodity prices have gone up due to the
increase in costs of labor, fertilizers, and equipment.® The Russia-Ukraine war, trade sanctions, the
pandemic’s aftereffects, and other geopolitical issues have disrupted logistics and food supplies.” Food

security is a growing concern even in developed countries today.'’

Nonetheless, AgTech could help solve many of these issues.

Technology unlocks value from farmlands and livestock
to help augment food production

New AgTech solutions have the potential to scale agricultural production efficiently and in a cost-effective
manner (figure 2). For example, hydroponics allows cultivating crops in nutrient-rich water instead of using

soil and promise higher yields.!!
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Moreover, at least 10 major technology and telecom companies are powering the agriculture industry
through innovative solutions such as Al-based cultivation methods; farm and livestock data management
platforms; and satellite, broadband, and IoT-enabled smart farming and vertical farming.'> Besides, venture
capitalists (VCs) continue to invest in AgTech startups despite the macroeconomic headwinds, and perhaps
driven in part by the Russia-Ukraine war, given Ukraine’s importance for global food supplies. They

invested US$10.6 billion in 2022," and in Q1 2023, VCs pumped in US$1.9 billion into 172 AgTech

startup deals.'

AgTech solutions are helping to revolutionize agriculture production, especially in the areas of preparing the

field, growing and protecting crops, harvesting, and managing livestock (figure 2). Here’s how:

Figure 2

Many new AgTech solutions are enabling more efficient and cost-effective ways of scaling
agriculture production

Preparing the field Growing and protecting crops Harvesting Managing livestock

\.‘irtua_l fence

Source: Deloitte analysis.
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Preparing the field

IoT devices and satellite connectivity pull critical farm data from multiple sources. For instance, farmers
and agricultural advisers can gather data on soil type, moisture, and weather conditions and use handheld
devices to record and upload their observations on digital farm management platforms. Further analytics
can help estimate the quantity of water and fertilizer the plants require and determine crop protection
needs, making precision agriculture a reality."> Predictive planting solutions even analyze microclimate data

such as soil moisture and expected rainfall to help discover plant-worthy and harvest-worthy areas in

fields.'®

Sensors attached to water sprinkler’s arms or heads help regulate water flow and improve the precision
level, sprinkling the exact quantity of water that is needed and analyzing the type of farmland and the crops
planned for cultivation.'” Precision mobile irrigation systems can save 30% to 50% of water use compared
to traditional irrigation methods.'® Moreover, drip and microsprinkler irrigation systems have proven to

enhance water efficiency by up to 70% compared to less efficient irrigation methods."”
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Growing and protecting crops

Farmers can also use AgTech to make real-time crop-placement decisions and monitor crop health. One
such example is the use of agronomic intelligence in India.?’ A case in point is infrared mapping and
surveying of farmlands: With a combination of spectral sensors and chips, cameras mounted on unmanned
aerial vehicles (UAVs) or drones gather large volumes of data (e.g., soil moisture, plant health, etc.) that Al
models analyze to share insights that assist farmers with targeted spraying operations.”! Early systems
(developed in 2020-21) to fallow weeds showed the potential to save 97.5% chemical use. Aerial images
captured by drones help locate weeds and upload images into a processing platform. Farmers can use those
insights to then spray in places exactly where the weeds are.”” Recently, the use of Al has helped identify

weeds with a 96% accuracy and spray the intended target with precision.?’

Autonomous weeders have the potential to eliminate 100,000 weeds every hour and cover more than 15
acres of onions in a day, versus a laborer who could weed one acre in the same duration.”* Deloitte
estimates agriculture-drone shipments to be in the range of 7-8 million globally in 2023.>° At an average
price of US$500 to US$700 per equipment, the drone market could be worth at least US$4-S5 billion.>®
Advanced and large-size drones cost upward of US$20,000.>” Assuming the drone market grows at 10%
every year, we predict drone-driven revenue opportunity for semiconductor chips, sensors, and connectivity

modules to be roughly US$500 million (or 10% of the agriculture drone market) in 2024.

Harvesting

As growers in the United States and the United Kingdom deal with labor shortages for picking fruits and
vegetables during the busy season,?® agribots could address this issue. Soft fruits like fresh tomatoes and
strawberries require a feather touch and have previously not been suitable for robotic picking. To address
this unique need, AgTech startups are piloting agribots that biomimic human arms, use complex motion

planning, and figure out the quality and degree of a fruit’s ripeness.”’

A warehouse in Queensland (Australia) trialed using robots—equipped with computer vision, machine
learning, and robotic grasping—to pack avocados, working alongside regular staff.’” Similarly, harvesting
robots use computer vision, Al-enabled ripeness detection, and robotic agility to pluck fruits softly from the
vine. Sensors triangulate data to ensure the agribot distinguishes fruits from other objects (e.g., leaves,
stems, etc.) during the harvesting process.*!

Productivity and efficiency benefits coupled with mitigating labor shortage issues will drive demand for
harvesting agribots. From an estimated value of US$700 million in 2022, we anticipate the global

harvesting robot revenue to reach US$1 billion by 2025, growing 15% to 20% annually.*?

Managing livestock

Australia, the United States, and Latin America are experimenting with virtual fences, instead of traditional
physical fences, to manage livestock.’® With the help of GPS tracking, audio stimuli, and benign electric
signals, cattle grazing can be contained within desired limits while farmers can manage grazing time and
location, monitor cattle health, and improve their productivity too. For instance, farmers in Australia have
used the motion sensor technology to analyze cattle movement and used that data to increase cattle
productivity by about 20%.°>* Moreover, ranchers could change boundaries dynamically to, for example,
keep the cattle away from less desired areas such as recently burned or affected grasslands.’> Data from GPS

and accelerometers could provide rich insights into animal health and social interactions among cattle.’®

At US$50 per cattle collar device plus US$12,500 per base station,’” setting up a full-fledged, one-mile
virtual fence for 100 cows could cost close to US$20,000—compared with a traditional physical fence that
ranges from US$10,000 to US$100,000 depending on type of fence and physical materials used.*®
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The road to change

Despite the array of solutions and investment flows, the road to transforming agriculture through

technology is not without bottlenecks.

Small-holder farmers produce much of the food output that the world consumes, but they face funding
challenges to meet basic agribusiness needs.’” Farmers may resist adopting technologies as they could view
them as a risky and costly proposition, and in general, they may not be fully aware of IoT device

connectivity options available for agricultural uses.

However, in 2023, agribusinesses are facing more pressure to decarbonize their operations as regulations
tighten. And as farmers are dealing with margin pressures and high costs of resources, AgTech has become
important to help accelerate the shift toward data-driven decision-making. Farmers, research labs, and
agricultural advisers have started to work together to address the various roadblocks that they are dealing
with, for instance, by building integrated data platforms to connect siloed data sets and solve

interoperability issues.*’

The bottom line

AgTech solution providers may want to consider several actions when looking to move toward a more

sustainable production and to enhance efficiencies:

Educate farmers on AgTech options: Farmers should be educated about the various types of network
connectivity and IoT backhaul connection options. There’s likely room for improvement if they work
closely with the agriculture ecosystem players to help them discover connectivity needs based on specific use
cases, such as using Wi-Fi or 2G/3G for crop-watering systems instead of the more advanced 4G/5G or

satellite networks.*!

Assist with tech implementations: Tech companies can support developing cost-benefit assessment tools to
help farmers evaluate and identify trade-offs for non-AgTech versus AgTech-enabled farming methods.
Besides, they can assist the agriculture ecosystem players to figure out what connectivity technology is
needed for a specific issue, for example, using edge computing and 2G/3G cellular links to implement
satellite-connected cattle collars in a livestock ranch to build virtual fencing.*? This might require assessing
the nature, provenance, timing, and volume of data that would flow across the supply chain; and
implementing a permissioned and trusted exchange of data from farm to plate.*’ Importantly, AgTech
companies can be discerning in collecting the right amount of data and establishing data governance

processes to address farmers’ concerns about privacy and data usage.

Create an integrated view of data across the agriculture ecosystem: Blending granular data related to land,
soil, climate, and water on a shared digital platform could help farmers and extended ecosystem
participants glean insights about the most prominent levers to enhance productivity and quality. This would
likely require integrating data from cloud, satellites, mobile devices, sensor networks, and agribots, and
using Al to run analytics and deliver insights over a common data-sharing platform that farmers, scientists,

researchers, and agriculture consultants and advisors can consume.**
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Enable sustainability and measure effectiveness: From a social accountability standpoint, farmers will likely
be required to furnish impact data for nature, climate, and animal welfare. Novel options such as using
low-methane producing supplements to contain livestock emissions when cattle belch,* and installing solar

)*¢ are already being explored.

photovoltaic panels on farmlands to generate solar power (aka agrivoltaics
Further, AgTech providers can develop technology to measure, report, and verify relevant metrics to help
farmers demonstrate the efficacy of their sustainable farming practices. With emerging ESG regulations,
technology that captures data to help comply with sustainability frameworks such as SBTi (science-based
targets initiative) and TNFD (Taskforce on Nature-related Financial Disclosures) and tracks emissions
information will become critical. For water usage, technology that monitors and optimizes water used for
irrigation is expected to gain prominence, for instance, low-rank adaptation of large language models
(LoRA) based analytics, coupled with satellite direct-to-device (D2D)*” or mobile (4G/5G) or Wi-Fi-based

sensor networks to track, schedule, and allocate precise amount of water for plants.*®

AgTech can play a much larger role to not only help address persistent challenges that have plagued the
agricultural sector for decades, but even deliver tangible benefits to farmers and consumers alike—lowering
costs and improving return on investment, driving sustainable growth by reducing the strain on resources,

and making food more plentiful and affordable.

By Karthik Ramachandran Gillian Crossan
India United States
Ben van Delden Duncan Stewart
Australia Canada

Ariane Bucaille
France
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Data and analysis based on information gathered form publicly available sources. Third-party sources
pegged revenues from AgTech (including crop management solutions, GPS field mapping, supply chain
management solutions, and software and analytics) at US$9-10 billion in 2020. Based on conversations
with AgTech experts and from our analysis of this market, we expect revenues to grow at 19% CAGR
between 2020 and 25, based on which, we predict AgTech revenue to reach US$18 billion in 2024 and
cross US$21 billion by 2025.

Environmental Defense Fund and Deloitte, Pathways to net zero: Innovation imperative, accessed

November 21, 2023.

In 2019, 31% of global anthropogenic emissions measured in carbon-dioxide equivalent (CO2e) were
generated by agrifood systems. To read further, see: FAOSTAT Analytical Brief 31, The share of agri-
food systems in total greenhouse gas emissions: Global, regional and country trends, 1990-2019,
accessed November 21, 2023.

Based on data published in: World Food Programme, “A global food crisis,” accessed November 21,
2023; moreover, with rising food prices and supply-side issues, essential food items remained inaccessible
to millions globally. In 2020, one in three people or approximately 2.4 billion—which was 320 million
more than 2019—did not have access to nutritious food. To see further: United Nations Statistics
Division, “End hunger, achieve food security and improved nutrition and promote sustainable

agriculture,” accessed November 21, 2023.

United Nations, “ World population projected to reach 9.8 billion in 2050, and 11.2 billion in 2100,”
accessed November 21, 2023.

Based on the World Bank data on employment in agriculture, agricultural employment fell from 43% in
1991 to 26% in 2021. Also, the ratio of agricultural employment fell from 180,000 per million
population in 2000 to 120,000 per million in 2019 globally; based on data from: Max Roser,
“Employment in agriculture,” Our World In Data, accessed November 21, 2023.

WHO data on malnutrition (June 9, 2021) validates it’s a global challenge, and more so, for the

developing world.

Talking about the labor issue in particular, immigration restrictions—several of which came into effect
during the COVID-19 pandemic—have affected labor mobility in regions like Australia where there is a

greater need for skilled labor in agriculture and rely on workforce migrating from other countries.

For example, 18 countries (as of June 30, 2022) had trade-related policy measures in place—affecting
5.5% calories traded in global market. To read further, see IMFE, Tackling the global food crisis: Impact,
policy response, and the role of the IMF, accessed November 21, 2023.

As a case in point: In the United States, 12.8% households were food-insecure at some point of time in
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Burke, and Alisha Coleman-Jensen, Household food security in the United States in 2022, US

Department of Agriculture, accessed November 21, 2023.
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A controlled experiment demonstrated how cows in virtual-fencing treatment pastures grazed only 4%
of their time in burned areas vis-a-vis cows that didn’t receive triggers from their virtual collars, and
hence ended-up spending 40% time in burned areas. To read further, see: USDA Northwest Climate
Hub, “Virtual fencing excludes cattle from burned areas in sagebrush steppe,” accessed November 21,
2023.

Integrity Systems, “Australian AgriFood Data Exchange,” accessed November 21, 2023.

For example, the gaiasense system combines diverse technologies including big data, cloud, IoT, AI/ML,
and semantic web with interdisciplinary fields such as soil science, agricultural engineering, meteorology,

agronomic and biological sciences, and environmental sciences. See: gaiasense smart farming system.

Rod Nickel, “Canadian dairy cows among first in world bred to belch less methane,” CBC, August 8,
2023.

PV Magazine, “TSE and the agrivoltaic development in France,” June 8, 2023.

To read more on benefits and value of D2D technology, see our related 2024 TMT Predictions chapter on

“direct-to-handset satellite.”

With 85% freshwater resources used for irrigation worldwide, current irrigation methods need a major
upgrade and need to consider using AgTech-based methods. For instance, compared with traditional
watering methods, LoRA (low-rank adaptation of large language models) based ML solution consumes
less water and enables a 46% reduction in water usage, even as plants looked better than they would
have with conventional watering. To read further, see: G. S. Prasanna Lakshmi et al., “An intelligent

[OT sensor coupled precision irrigation model for agriculture,” Measurement: Sensors 25 (2023).
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Women's elite sports: Breaking
the billion-dollar barrier

Interest from fans, broadcasters, and
commercial partners is driving rapid growth in
the revenues of women’s elite sport. How can
organizations continue to accelerate growth?

ARTICLE « 15 MINUTE READ

Deloitte predicts that in 2024, revenue generated by women’s elite sports will surpass US$1 billion for the
first time, with US$1.28 billion in total forecast revenues (figure 1). This total is projected to be at least
300% higher than when we last wrote our prediction on this topic in 2021. Our forecast is composed of
commercial (US$696 million, 55%), broadcast (US$340 million, 27%), and matchday (US$240 million,

18%) revenues.

A sharp increase in commercial revenue is the major growth driver, followed by income from broadcast and
matchday sources. The largest geographical markets are forecast to be North America (US$670 million,
52%) and Europe (US$181 million, 14%) while the two most valuable sports are projected to be
football/soccer (US$555 million, 43 %) and basketball (US$354 million, 28 %). Global competitions such as
the FIFA Women’s World Cup, Ladies Professional Golf Association (LPGA) tour, and Women’s Tennis
Association (WTA) tour, are expected to contribute US$425 million (33%) of the forecast total.

As an indicator of the potential in, and momentum behind, women’s elite sports, Deloitte expects valuations
for teams and leagues to continue to rise, with several teams’ values predicted to exceed US$100 million in
2024. The allure for investors could be the opportunity to buy into a growing sector for a modest outlay
relative to other elite sports properties. Spending by new and established investors is likely to fund increased
professionalization and commercialization across women’s elite sports, which in turn could lead to more
spectacular playing performances, increased spectator interest, and thus potentially higher returns on
investment. The experience of the 2023 FIFA Women’s World Cup was a testament to the continuing
improvement in the technical capability of the players, coaches, and referees. As one example of the
increasing prowess of female athletes, in the 2023 FIFA Women’s World Cup, England’s Chloe Kelly’s
penalty kick peaked at 111 km/h, a speed higher than every kick speed recorded in the 2022-2023 men’s

England Premier League season.'

Surpassing the billion-dollar revenue milestone is expected to be significant, especially given the turbulence
of recent years for elite sports. In 2024, women’s elite sports should continue to bask in the multi-faceted
success of the 2023 FIFA Women’s World Cup which generated more than US$570 million in revenue.”
Women’s elite sport is developing swiftly in stature, but is also still nascent, with many of the major leagues
only established in the last decade, and many territories yet to establish a mainstream culture around

women’s elite sports.
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Figure 1
Total revenues for women'’s elite sports are projected to pass the billion-dollar mark in 2024

Value of global women's sport 2024 split by revenue type Global women's sport revenue split by sport

Commercial
55%

Football

Basketball

Global women's sport revenue split by region

Broadcast
2% North America 52%
Europe 14%
Global 33%

Source: Deloitte analysis, based on public data.
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Revenues: breaking down the hillion dollars

The three main revenue categories for women’s and men’s elite sports are the same (matchday, broadcast,
and commercial), but at this stage of the evolution of women’s sports, it’s commercial revenues that
represent the largest share, according to Deloitte’s analysis. In the men’s game, revenue generated from the

sale of broadcast rights is the primary contributor.’?

Commercial: the major driver of revenue growth

Deloitte expects commercial income to have the biggest impact on revenues for women’s elite sport in the
near term. Commercial includes club sponsorship and partnership arrangements; central sponsorship

revenue, retail, and merchandising sales; licensing; and all other non-matchday or broadcast revenues.

Sponsorships

The value of sponsorship in women’s elite sport is likely to grow rapidly in 2024, encouraged by impressive

recent evidence of returns on investment.

According to one study, for every dollar spent by a corporate sponsor in women’s sports, more than seven
dollars is generated in “customer value for that organization.”* Some sponsors of the Ladies Professional
Golf Association (LPGA) reported up to 400% return in media value on their investment.’ Between 2019
and 2023, the LPGA doubled the number of active brands on its sponsorship roster, and the number of
sponsors passed 1,000 for the first time in June 2023.

Sponsors of women’s sports organizations and athletes are often attracted by the chance to associate their
brands with themes of female strength, empowerment, and gender parity, among other factors. The UK’s
Women’s Sport Trust found that 29% of consumers think more favorably of companies or brands that

support women’s sport through their sponsorship, 12% higher than for campaigns supporting men’s sport.°



Sponsorship of leagues: renewals at higher values

In 2024, we expect league sponsorships to be renewed at higher values. This would follow the example of
Barclays and the Football Association (FA) Women’s Super League (WSL), the premier English women’s
football (soccer) league, which doubled to £30 million (US$ 37 million) upon renewal for 2022-2025.” The
new sponsorship additionally included the Women’s Championship (second-tier league) and support for the
FA Girls’ Football School Partnership.®

Club and team sponsorship: the era of unbundling

In 2024, we expect to see growth in standalone sponsorship deals for women’s teams, especially in women’s
football (soccer). Historically, and more commonly in Europe, these were typically bundled with their

affiliated men’s team. This can make it difficult to quantify the specific financial value of the women’s team.

The unbundling of rights will likely galvanize investment and brand activation into women’s teams. As of
2023, just seven of the top-tier Deloitte (UK) Football Money League clubs negotiated the shirt sponsor of
the women’s side separately.” The main sponsor for 38% of all global professional women’s football clubs
is for the women’s team only, and a quarter of all kit sponsors are only for the women’s team.'? We expect
the proportion of women’s only agreements to increase in 2024 and in the medium term. The optimal
timing for unbundling varies by club, with key considerations such as club size, fan preferences, partner

attributes and scale of commercial arrangement.

Opportunities for women’s club partnerships are continuing to develop. In September 2023, Manchester
City Women named baby gear brand, Joie, as the first stadium naming rights sponsor of a WSL club.!' In
October 2023, Arsenal FC Women debuted their away kit, in collaboration with Adidas and Stella
McCartney, distinct from their men’s counterparts.'” As the sport professionalizes, this may create new and

specific sponsorship opportunities unique to the women’s game.

Competition sponsorship: over US$300 million for the 2023 FIFA Women's World Cup
and possibly more in 2027

We expect sponsorship revenues for the 2027 Women’s World Cup cycle to outperform the 2023 event, as
FIFA and global brands are likely to have more developed sponsorship strategies dedicated to women’s

football and new commercial partners looking to leverage the opportunity.

The 2023 FIFA Women’s World Cup saw FIFA unbundle the commercial rights to the competition for the
first time, netting US$308m in sponsorship revenue and fulfilling its entire sponsorship inventory for the
tournament.'’ Under a new commercial partnership structure allowing brands to sign sponsorship deals

specifically for women’s football, FIFA secured 30 partners for the tournament, a 150% increase on the
2019 edition.'

Athlete sponsorship: Women athletes can command millions of dollars peryear

Individual sponsorship in women’s elite sport is likely to remain a key income source for athletes, with
many likely to generate millions of dollars in sponsorship revenue in the lead-up to the Paris 2024 Olympic

Games.

Alex Morgan, a US Women’s National Team and National Women’s Soccer League (NWSL) star, earned
US$6.3 million in off-field earnings in 2022." Her playing salary was US$800,000.

Leah Williamson, captain of the England Lionesses during their European Championships win, became the

first female football player to partner with Italian fashion house, Gucci.'®

As the visibility of women’s sports rises, sponsorships should become more valuable, driving further

professionalization.
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Shift in sports sponsorship spend to women's sports

We expect some companies to rebalance their sponsorship spending more towards women’s sports. For
example, in 2022, Ally Financial, a digital financial services company headquartered in the United States

pledged to spend equally in paid media across men’s and women’s sports by 2027.

As the NWSLs title sponsor, Ally has collaborated with media companies to increase the league’s visibility.
Ally’s increased advertising spend with TV network CBS was contingent on the 2022 N'WSL championship
game being shown in a prime-time broadcast slot for the first time.!” The Portland Thorns’ win over the
Kansas City Current generated a record audience of 915,000, a 71% year-over-year increase on the 2021

final.'®

Broadcast: visibility, viahility, and consistency

The number two revenue stream in women’s elite sports in 2024 is forecast to be broadcast revenue.

Women’s sport is currently balancing the benefits of free-to-air (FTA) transmission, which offers greater

visibility, versus the higher fees, but lower addressable audience via pay TV.

In the 2023/2024 season, UEFA Women’s Champions League matches will be mostly paywalled following
two seasons of free-to-view games on DAZN’s YouTube channel.!” Several major broadcast deals in major
women’s sports leagues will be renewed in the near term (figure 2), expected to deliver significant uplifts on
the value of previous deals. The National Collegiate Athletic Association (NCAA) March Madness women’s
basketball tournament in the United States, will reportedly be worth a standalone value of over US$100
million versus the current US$34 million contract (expiring August 2024) which includes all 29 women’s

sports championships.”’

Figure 2
The near term will see several major broadcast renewals in women's sports

National Collegiate Athletic Association (NCAA) women'’s championships
National Women's Soccer League (NWSL)

Women's National Basketball Association (WNBA)
Women's Super League (WSL)

Women's Tennis Association (WTA)

Source: Deloitte analysis, based on public data.

m' | deloitte.com/insights

The NWSL announced in November 2023 a new four-year ‘record-breaking’ broadcast deal commencing in
2024 with coverage across four different platforms: CBS, ESPN, Scripps Sports, and Amazon.?! The deal is
reported to be worth US$240 million over the period, or $US60 million per year, significantly higher than

the prior deal.””

The profile of the NCAA tournament can have a significant impact on both the perception of women’s
basketball and the valuation of the tournament’s stars in the United States. Following the 2023 tournament,
Caitlin Clark (Iowa) and Angel Reece (Louisiana State University) both agreed to major sponsorship
deals.”® The increased profile should bolster sponsorship values for female athletes and boost matchday
revenues: lowa women’s basketball sold out the entire 2023/24 season with more than 15,000 tickets sold

compared to only 6,500 tickets sold in the 2022/23 season.”*
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Making viewing habitual: increasing consumption between the peaks

A focus in 2024 and the following years will likely be to make viewing habitual, rather than occasional. In
recent years, women’s elite sports have enjoyed ratings that rank among the most watched programs in

some markets, but these are mostly for finals and semi-finals.

Deloitte expects that in 2024, women’s elite sports will continue to be given more prime time slots,
becoming easier to find for both casual and avid fans. Roku, the streaming company, introduced the
Women’s Sports Zone in 2023, a new centralized in-app location for US users to access live women’s sports

content.”’

Matchday: women's sports moving to the main stadiums

Matchday revenues are forecast to be the third-largest source of revenue in 2024.

The increasing use of major stadiums to host matches will allow more fans to experience women’s elite
sport firsthand, leading to increased attendance and in turn, greater matchday revenue. Higher ticket prices,
from a low base, should also have a marked impact on income. In 2024, it’s likely that very high attendance

(more than 60,000) will be achieved for certain marquee matches, with records likely to be broken, as they

were in both 2022 and 2023 (figure 3).

Figure 3

Attendance for women's sporting events continue to grow when given increased capacity
and enhanced promotion

Date Attendance Event Location Sport
Nebraska Corhuskers v. Memorial Stadium, .
30th August 2023 92,003 Ormaha Mavericks Lincoln, USA Collegiate volleyball
. Barcelona v. Wolfsburg Camp Nou,
22nd April 2022 91,648 (UWCL Serni-final) Rarcelona, SPN Soccer/football
m Barcelonav. Real Madrid ~ Camp Nou, Soccer/football
(UWCL Quarter-final) Barcelona, SPN N
Australia v. India Melbourne Cricket .
86,174 .
- (T20 World Cup Final) Ground, Melbourne, AU Crieket
USA v. China Rose Bowl,
90185 (FWWC Final) Pasadena, USA suiliz ]

Source: Deloitte analysis, based on public data.
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In the NCAA, Nebraska’s women’s volleyball hosted a game at the school’s American football stadium with
92,003 fans attending.”® The August 2023 event shattered the previous NCAA attendance record for
women’s volleyball, also held by Nebraska, of about 18,000 attendees.?”

An American Football stadium was also the venue for the lowa women’s basketball team’s record-breaking
attendance for an exhibition game, in October 2023, with more than 55,000 tickets sold as of mid-October
2023, breaking the previous record of just under 30,000.%

The confidence to host women’s matches in major stadiums can be boosted by the regularity of large
audiences across a range of sports. For the 2023 women’s Ashes, a contest between England and Australia’s
women’s cricket teams, ticket sales increased 450% from the 2019 series, with 110,000 fans in attendance.
The newly established T20 Cricket Women’s Premier League (WPL) in India, had an average per match

attendance of up to 13,000 across its inaugural 20-match cricket season.””

For women’s football teams that are affiliated with men’s clubs, we expect to see a greater share of the
season’s matches played at the main stadium. For example, in the 2023/24 season, Arsenal Women are
scheduled to play five (up from three) WSL games at the Emirates Stadium, which has capacity for 60,000

fans,*” thirteen times greater than the women’s team’s home stadium capacity of 4,500.%"
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In the prior season, Arsenal Women hosted eight games in total at Emirates: five Union of European
Football Associations (UEFA) Women’s Champions League matches as well as three WSL fixtures. The

team’s UEFA Champions League semi-final, second-leg matchup against Wolfsburg sold out with a crowd
of 60,000.32

In Mexico, clubs in Liga MX Femenil already play all matches in the same stadium as the affiliated men’s
team.’® Larger stadiums help facilitate higher attendance, while also providing fans with familiar grounds
and ease of access to attend games. It also means that women’s teams across the league can benefit from the

same field conditions as their male counterparts.

Differentiating the experience

Women’s sport organizations are becoming more creative with their ticketing schemes and fan activations.
For example, the AIG Women’s Open, one of five major championships in women’s professional golf,
featured a fan village offering Q& As with women in sport, business and entertainment, big screens to watch

the action, and live music.’* Neither live music nor a festival atmosphere are traditional to the men’s game.

Chelsea Women FC’s 2023/24 matches at Stamford Bridge, the club’s main stadium, will have options for

live music and entertainment areas, family centers and supporter group sections.>

Women’s elite sports’ modest ticket prices make it an affordable experience for families and widens the age
mix at games. For the 2023-2024 season, ticket prices for leading teams such as Chelsea Women FC start at
£15 (US$19) per game;*° for FC Barcelona Femeni from about €14 (US$15),%” depending on the fixture; for
the Chicago Sky, from $15 per seat.’® As organizations continue to grow and professionalize, the price of
tickets will be a lever for increased matchday revenues, leading many to increase prices over the next few

s¢€asons.

In the upcoming seasons, we expect to see the demand for women’s elite sports events grow, which will
require careful planning and strategy from organizations. While attendance records for specific events could
be broken, the next step on the path toward long-term success will be consistency in attendance for regular

matches and creation of a distinctive experience at events.

As momentum builds, investment and valuations
continue to grow

Deloitte expects women’s elite sports team valuations to continue rising in 2024, with further clubs
exceeding the US$100 million threshold. Investment models are creating new channels for investment,
including private equity funds which have supported the recent growth in values of men’s elite sports teams.
However, the club structures in Europe, with women’s teams often attached to men’s, may make

independent valuations more complex in the short term.
Deloitte expects the most significant deals to be in the United States and Europe, as was the case in 2023.

The ownership group of the NBA’s Golden State Warriors have reportedly agreed to pay a league-record
$50 million expansion fee to bring a WNBA team to California’s Bay Area, the league announced in

October 2023.%” This is the first expansion of the league in more than a decade.*

In April 2023, Sixth Street Partners committed US$125 million to the new women’s soccer club Bay FC.*!
This included a US$53 million expansion fee, paid to enlarge the size of the league. The expansion fee is ten
times that paid in 2020 when Los Angeles and San Diego joined the league. Angel City FC, the Los Angeles

1.42

franchise, has grown to be valued at more than US$100 million in April 2021.** With additional expansion

teams on the horizon for the NWSL, the next cohort of clubs is likely to attract record-breaking valuations.
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Investor appetite has also spread to Europe, where investment in women’s elite football clubs is more
complex due to the affiliation with men’s teams. In May 2023, Michele Kang, who acquired the NWSL’s
Washington Spirit in 2022,* announced her intent to acquire a 52% stake in eight-time UEFA Women’s
Champions League winners Olympique Lyonnais Feminin.** This transaction created the first global, multi-
club ownership model dedicated to women’s soccer and fueled a discussion about valuing a women’s team

separately from their male counterparts, that will likely continue into 2024.

In 2023, the Women’s Tennis Association (WTA) announced a strategic partnership with CVC Capital
Partners (CVC) to accelerate the growth of women’s tennis.*’ This agreement will include CVC acting as a
catalyst to drive growth in the sport by providing increased access to the sport, the Tour’s brands, and

building athlete profiles.

There may be no major women’s cricket deals in 2024, but in 2023, season one of the Women’s Premier
League (WPL) saw five teams sold for a cumulative US$572 million.*® Fifteen years ago, at the inaugural
season of the men’s Indian Premier League (IPL), eight franchises were bought for approximately US$724
million.*” The average team value for the WPL auction was higher than for the men’s, at US$114 million
for WPL versus US$90.5 million for IPL.*8

Celebrity ownership

A common theme across global sport, including the NWSL in the United States, is celebrity ownership
groups. Celebrity ownership raises the profile of leagues and clubs, and in turn, increases the commercial
appeal of these properties. Angel City FC’s owners include entrepreneur Alexis Ohanian, actresses Jennifer
Garner and Natalie Portman, and athletes Mia Hamm and Serena Williams. Kansas City Current’s
ownership group includes NFL Superbowl-winning quarterback Patrick Mahomes and his wife Brittany
Mahomes. Former NBA All-Star Dwyane Wade joined the ownership group of the WNBA’s Chicago Sky in
July 2023.%” Kevin Durant, a current NBA player, contributed to a US$30 million capital raise for Athletes
Unlimited, a women’s sports league run by and for the athletes.’’ We expect this trend to continue in the
near term, with additional celebrities in entertainment, sport, and fashion industries entering women’s

sports ownership conglomerates.

Women's sports focused investment

The introduction of dedicated investment funds for women’s sports sets up further opportunities to grow
women’s elite sport. The Monarch Collective and Mercury 13 are both female-led, US$100 million funds
that will invest solely in women’s sports properties. The Monarch Collective made its first investment in the
NWSLs Boston expansion franchise in September 2023.°" Mercury 13 plans to make its first investment in

Lewes FC, an English FA Women’s Championship club known for its gender equality practices.’”

The virtuous circle of investment

More investment is likely to lead to better teams and a better product, which in turn often becomes more

valuable (figure 4).
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Figure 4
Investment in performance can mean stronger athletes and stronger earnings

Improved on pitch
performance and increased
interest inthe games

Increased grassroots ‘ Increased investment
participation and talent pool through commercial
partnerships and private
equity organizations

o

Higher wages for players Increased regulation,

governance, and welfare
? standards

More viable career
opportunities forwomen

Source: Deloitte analysis.

ﬂ"s,g'“,.',g' deloitte.com/insights

One benefit of investment is better facilities. The Las Vegas Aces in the WNBA recently unveiled a new
practice facility and headquarters which, alongside multiple courts, features dedicated locker rooms,
treatment areas, and cold tubs.’® The increasing demands on athletes of women’s elite sports will require
investment in performance-focused facilities and staffing. The Kansas City Current in the NWSL is set to
open the first stadium built specifically for a women’s sports team, following the opening of their own

US$18 million training facility.’”

The bottom line

The impending billion-dollar milestone should be celebrated, but women’s sports—at elite and grassroots
levels—should be nurtured and invested in, both in 2024 and in the years to come. In the near term, our

recommendations for women’s elite sport to achieve its potential include the following considerations:

Women’s elite sport should be developed as a product distinct from men’s elite sport. Women’s sports
should not simply duplicate men’s sports, but rather adapt and innovate to suit athletes and fans. In this
nascent phase, women’s sports can test new technologies, activations, and partnerships. It can forge its own

path.

Develop the pipeline of talent. As women’s elite sports become more visible, young girls will likely be
inspired to participate. From school to the major stage, the industry should lower barriers to entry for
young women. Increased visibility and investment in grassroots programs can provide girls with the
opportunity to engage with sport, build confidence from a young age, and increase social connection by
playing sport with others. Expanding the image of what female athletes look like, using inclusive imagery
and storytelling to create a wide range of role models, could inspire higher participation rates by girls and
women. One country that has committed to its pipeline is Australia, which used it’s cohosting of the 2023
FIFA Women’s World Cup to announce a A$200 million (US$ 128 million) program to “promote equal
access, build more suitable facilities, and support grassroots initiatives to get women and girls to engage,
stay, and participate in sport throughout their lives.” > Girls who grow up playing sports can become more
engaged sports fans as an adult, creating an additional incentive for leagues, governing bodies, and

countries to invest in the pipeline.
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Protect athletes, reduce injuries. The rapid professionalization of women’s sports has led to increased
intensity, frequency of training, and reduced recovery time between each match. Since 2021, at least 87
players in eight of the world’s top women’s football (soccer) leagues have torn their anterior cruciate
ligaments (ACL).>® More investment in research and women-specific medical staff should be considered to
understand female athletes’ specific needs with regards to injury prevention. There’s still much progress to
be made: According to the third edition of FIFA’s Women’s Benchmarking Report, under half of the more
than 200 football clubs surveyed employed a sports scientist, psychologist, nutritionist, and massage

therapist.®’

Raise all profiles, nurture legends. To attract new fans and increase participation, organizations should
focus on telling female athletes’ stories outside of the pitch, court, and field of play. Digital platforms,
particularly streaming sites and social media platforms, can play a role in engaging fans outside of major
events. Increasing the awareness and viewing of women’s sports depends on growing the media coverage of

women’s leagues, teams, and athletes. Online distribution is likely to be critical.

Grow the infrastructure for women’s teams. Women’s teams are often confined to minor stadiums that can
be difficult to get to through public transit. They often share practice facilities and have antiquated medical
rooms. Investment into modern facilities will likely bolster performance and product. As the infrastructure
in women’s elite sports improves, it is expected that so too will the on-field or on-court product, further

incentivizing fan engagement.

Share the success. The top clubs in each league and the top leagues in each country are thriving. But this
may put them out of reach of other leagues and teams. The top four revenue-generating clubs in the WSL
(Arsenal, Chelsea, Manchester City, and Manchester United) accounted for 70% of the leagues’ revenue,
among a league with 12 clubs.’® This polarization within the leagues often extends to the availability of
support and medical staff, investment in facilities, and other important aspects that allow athletes to

perform at the highest level.
At the 2023 FIFA Women’s World Cup, there were signs of a diversification in success:

e Spain won for the first time, beating England’s Lionesses who themselves had reached the finals for the
first time.”’

e Colombia became the first South American country to qualify for the quarterfinals since 2011.°

e Morocco’s FIFA Women’s World Cup debut was a first for any Arab country.’!

e Jamaica’s team, which crowdsourced to help fund its trip to the 2023 FIFA Women’s World Cup®’
reached the knockout stages for the first time and was the first Caribbean country to make it to the
Round of 16. The team held traditional powerhouses France and Brazil to goalless draws.

Women leaders in sport. Women hold the minority of management, coaching, and ownership positions
within the sports industry.®® The proportion of women in executive, decision-making positions within sport
lags progress made in other industries. In coaching and scouting, more opportunities for women to learn
and participate should occur to ensure more diversity at the top levels of the sport. In July 2023,
Washington Spirit announced its inaugural Coaching Mentorship program to help elevate and support
female coaches in its region, the first program of its kind to create access for the next generation of female

coaches.®*

Consistency is key. Record-breaking spikes in viewership and attendance, although impressive, are likely

needed to prove reliable for major changes to be made in broadcast valuations and stadium considerations.
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Forecast methodology

This publication contains a variety of information derived from publicly available or other direct sources. This includes analysis
from various leagues and geographies but is not to be considered comprehensive of all leagues, clubs, and women's sports
organizations.

Our projected results are based on a combination of upcoming figures known to us and other—in our view—reasonable
assumptions. We have not performed any verification work or audited any of the financial information contained in any articles
or references for the purpose of this publication.

In relation to estimates and projections, actual results are likely to be different from those projected because events and
circumstances frequently do not occur as expected, and those differences may be material. Deloitte can give no assurance as to
whether, or how closely, the actual results ultimately achieved will correspond to those projected and no reliance should be
placed on such projections.

By

Jennifer Haskel Paul Lee
United Kingdom United Kingdom
Amy Clarke Pete Giorgio

United Kingdom United States
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Driven to tiers: Streaming video
services look to up their
profitability game with viewers

In 2024, streamers are expected to charge more
for premium content, fight churn with longer
subscriptions, and satisfy bargain hunters with
more pricing tiers.

ARTICLE « 8 MINUTE READ

Many media and entertainment (M&E) companies face a transition. Pay TV subscriptions have been
declining, along with billions in revenue.! The streaming video services many M&E companies launched to
replace pay TV have been, in most cases, unprofitable.” That could soon change. Whether consumers want
no ads, the best sports leagues and latest blockbusters or prefer to pay less for ads, last week’s highlights,
and last year’s TV episodes, streaming services are working to have more options to suit everyone’s budget.
There are differences in every market, but the behaviors of US streamers may foreshadow broader trends

heading for more distant shores.

In 2024, Deloitte predicts that the number of streaming video-on-demand (SVOD) tiers offered by the top
US providers will more than double from the 2023 average of four possible options (with some offering
seven) to an average of eight tiers (with some offering many more).’ These are expected to cover
combinations of ads, no ads, access to all content, access to limited content, monthly and yearly contracts,
and bundles—and potentially new innovations, such as loyalty plans. Will there be the right option for
everyone, will it help the streamers grow, and will it reduce churn? Or will it be like a restaurant with a 15-

page menu...so many choices that consumers can’t make up their minds?

Disruption changed the terms of the game

Streaming today isn’t what it used to be. As the streaming model shifts from subscriber growth to
profitability, more studios are now positioned to reshape the rules to their advantage. M&E companies
with streaming video services are considering charging extra for premium content, reintroducing contracts,
and delivering more ads to viewers—and more ad value to advertisers. Such changes could force a reshuffling

of subscribers into more profitable and enduring relationships with streamers and studios.

Digital disruptors often succeed by doing three things simultaneously: 1) satisfying persistent, unmet market
needs; 2) using technology to scale their services at low cost; 3) changing the economics of the industry to

their advantage. The first SVOD disrupters did all three to unseat cable and satellite TV, a business that had
been highly profitable for service providers, TV networks, and studios.” In doing so, they didn’t just change

the distribution model to streaming, they disrupted the entire business model of TV and film.



When disruption happens, it can take time to understand the implications. When streaming services started,
TV networks and studios thought they had yet another profitable distribution channel for shows and
movies: network TV, theaters, pay TV, physical media like DVDs—and now internet streaming services.

The high-profit media and entertainment engine seemed to be humming better than ever.
Then came the sting.

As the first wave of streamers grabbed greater market share, pay TV audiences were declining.’ This put
pressure on studio business models that were dependent on pay TV revenues. As studios began launching

their own streaming video offerings, they made some tactical assumptions:

e Subscriber growth was more important than initial revenues.
e The subscription-only model was the best, perhaps the only, option.
e If they spent enough on content, consumers would retain their subscription.

e Waning pay TV revenues would be enough to support investments required to ramp up streaming
content, distribution technology, and marketing.

e With audiences suddenly spending more time at home during the COVID-19 pandemic, M&E
companies needed to accelerate their streaming launches while the gold rush was on.

Most of these assumptions have not held up. Subscriber growth was critical, but it likely incentivized lower
prices and higher content spending to acquire and retain customers who could cancel at any time.
Escalating content costs, high churn rates, low subscription prices, and the lack of ad revenue combined to
create losses in the 25-30% range—the mirror image of pay TV profits of +25-35%.° Investors gave M&E
streaming services less time and money to turn things around. The result of the initial disruption, the

pressures of COVID-19, and the strategic decisions made many streaming video services unprofitable.”

While media correspondents were reporting on the “Streaming Wars,” another shift was underway.
Younger generations now give more of their entertainment time to competitors offering more social and
interactive forms of entertainment. For millennials and Gen Z, TV and film are no longer the primary form
of media. These cohorts are just as likely to engage with highly targeted, user-generated video content
(UGC) and with interactive and immersive video games that often include social experiences.® They still
subscribe to streaming video but are more likely to churn when they run out of compelling content. This
has driven up costs for streamers whose only lever for retention has been hit shows and desirable back

catalogs.

Not only has the business model for film and TV been shattered, but the landscape of entertainment
preferences is evolving to include more social, interactive, and immersive experiences.” In the quest for
profitability, M&E companies should look to find a way to make TV & film accessible to and affordable

for as many people as possible, lest they take their engagement elsewhere.

Streamers are unlikely to return to the heady profits of
pay TV, but they can improve

To paraphrase Machiavelli, sometimes the least bad option is the best one. M&E companies can’t rebuild
pay TV networks, but they can adapt their streaming models to boost profits. They’ve already taken some
steps to provide differentiated streaming services based on viewers’ content preferences and budgets. Now
they can go further with tiered offerings that could enable more households to be subscribers, with
premium content pricing and early access to new releases, and with contracts that could drive greater

retention.
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More subscription tiers can offer streamers more ways to win

Most well-known streaming services have two subscription tiers: an expensive premium subscription
without ads, and an ad-supported version that costs viewers less.'” But there are more ways streaming
services can appeal to viewers, based on their desire for premium content or, conversely, a cheaper, bare-

bones service.

In Deloitte’s conjoint analysis of US subscriber choices, over 40% of those surveyed are willing to pay more
for premium services that include bundled content, such as live sports or video games, even when ads are
included with the subscription.'! This content can be costly to license and produce, so the ability to charge

extra may be the difference between a profitable or losing average revenue per user (ARPU).

Second, Deloitte’s survey found that subscribers are willing to trade small decreases in the subscription price
for higher ad loads per hour. Subscribers might not be willing to watch 14 minutes of ads in practice,
especially if competitors have similar offerings with lower ad loads, or they see the same three ads
repeatedly. But the principle applies to consumers: subscribers care more about what they pay than they do

about ad load.

While much has been made of targeted advertising (for good and ill), streamers should make their ad
channel valuable to advertisers and agencies. But they should also be working to innovate on advertising
content that is more engaging for consumers. Ads can be more creative, drafting on fast-moving trends and
memes, and leveraging social media influencers and creators. Streamers can also experiment with prerolling
ads before the start of shows. If streamers can find the right balance between these factors—and show

stronger value to advertisers—they might unlock greater profitability.

Windowing and higher prices for the best content

Deloitte’s analysis also shows the pricing power—or lack thereof—that streamers have in the market. A
leading brand might charge US$19.99 and gain about 15% of the market. To equal it, a weaker brand can
only charge US$8.99. Even at US$5.99, the weakest brand can only capture about 13%. The lack of pricing
power for less popular brands impacts ARPU and can make their path to profitability more difficult.
Indeed, brands with low pricing power may need to find a way to make at least a few cents from each

subscriber—or consider getting out of the direct-to-consumer (DTC) business.

Brand preference is often the result of tenure in the market and high-quality content. Leading brands’
pricing power can enable them to experiment more with tiering, while potentially looking at the relative
value of their best content. In times past, cable TV offered some of their high-performing content as pay-
per-view options, such as charging an extra US$65 to watch an exclusive boxing match. Live and
appointment viewing could potentially drive more premiums for timely access. New movies and series could
reintroduce windowing for different subscriber tiers, allowing premium members immediate access while

delaying access to those keeping their costs down.

Deloitte further predicts that streamers will soon reserve premium content—shows, sports, movies, and
games—for two kinds of viewers: Premium subscribers who opt for a high-cost subscription and mid-tier
subscribers who sign up for a year. Minimalist subscribers and nonsubscribers will need to pay a premium
for the best movies, TV shows and series, games, and sports—or wait 30 days until content is available on

their plan.
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Fighting churn with bundles and longer-term subscriptions

Easy cancellations can enable a certain percentage of consumers to “churn,” meaning that they will sign up
for a service and cancel it later—perhaps sooner. Today, streamers allow viewers to watch premium content
with a minimum investment of time and money. Subscribers can binge a show or two in a few days then
cancel if they like. For most streamers, it can take several months of subscription revenues just to recoup

their acquisition costs.'>

In the year ahead, some streamers will likely introduce more friction to cancellations. They may offer
bundles that combine multiple SVOD services or other streaming media services at a lower overall price—
and with a six-month or year-long subscription. Some may pursue more collaborations with telecoms
providing mobile and data plans. This could initially scare off some subscribers, such as those that churn
frequently to chase content. But lower-priced tiers and bundles that spread costs out could make it easier

for more people to maintain subscriptions—and for streamers to sustain revenues.

The bottom line

Just a few years into the streaming wars and many studios that leaned into DTC are seemingly realizing
how much streaming disrupted their industry and how difficult it could be to be profitable as a streamer. It
has been said that history doesn’t exactly repeat but it does often rhyme, and 2024 will likely see a return of
some of the mechanisms and business models that helped media and entertainment companies become
highly profitable before the streaming revolution. In this way, the industry is expected to try to rewrite the

new rules of the game to be more favorable to their businesses.

Pursuit of subscriber growth has generated more costs than revenues, but now profitability is driving many
streamers. Streamers are trying to learn how to make money off every viewer through a tiering strategy that
offers options for premium subscribers and bargain hunters. For consumers who prefer to “hit and run,”
streamers may need to charge a higher price for premium content. TV and film studios are primarily in the
business of producing premium content, or at least more premium than social UGC. They’re likely in the

position to demand higher prices for that premium.

More studios and streamers will likely consolidate or rebundle into offerings that make it easier for
consumers to find and pay for access to all the content they’re looking for. Others will likely license more of
their content to other channels—or fall back from DTC and become content dealers, solely producing
content to sell into any channel willing to pay. Some content may include premium pricing, and more are

expected to syndicate into other providers, retreating from the cost burdens of exclusive content.

Profits may also depend on trimming costs and cutting churn, but without charging a realistic price for their
content, streamers will likely be challenged to find profitability. Charging more may cut streamers’
subscriber numbers initially but could net them more valuable subscribers. Either way, they should look to
reach a reasonable and profitable ARPU or consider getting out of the DTC business. Ultimately,
profitability is in service to the king: compelling content. Streamers may need more content, better
advertising, and novel synergies with gaming and social media. But greater ARPUs and lower operational

costs may help fill their coffers more than debt financing subscriber growth at all costs.

By Jeff Loucks Chris Arkenberg
United States United States
Kevin Westcott Jana Arbanas

United States United States
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Cinematic and interactive
universes: Games and studios
come together to bring the
biggest stories to life

Shifting demographics, innovative technologies,
and the desire for high-performing IP are
driving the evolution of storytelling.

ARTICLE « 7 MINUTE READ

In 2023, some of the largest and most successful film and TV franchises began as video games, and some of
the biggest video games began as film and TV shows. Adapting games to films is not new but the quality
and quantity of such adaptations—and revenues from them—have been growing in recent years, following
the massive popularity of video games. Younger generations are especially engaged with games, and leading
game franchises earn hundreds of millions of dollars from ardent players.! Now, Hollywood is looking to
games for new intellectual property (IP) they can expand and monetize, and game companies are eyeing TV
and film collaborations to help make their IP work harder and offset soaring game development

costs.” Identifying, engaging, and honoring fandoms could be key to their success.

There are far more TV shows and movies based on video games slated for production in 2024 and beyond
than any time before.’ Since the pandemic, people have been returning to theaters and US box office

revenues had been climbing back toward prepandemic heights, though they’re still about 25% off.*

Deloitte predicts that the share of theatrical box office revenues from video game IP will double by 2025.
We further predict that most major video streamers will include shows based on games by 2025. Although
the 2023 Hollywood strikes will influence the slate of movies and shows, by 2025 we predict the trend will
be back on track.

The nearly US$200 billion global games industry” is exerting a growing influence on entertainment as
storytelling in games becomes more sophisticated and fans give much of their entertainment time to game
titles. Notably, several of the top 50 grossing films for 2023 also include successful video game offerings
within the same cinematic universes.® Whether they originate in games, TV, film, or elsewhere, compelling
stories are expanding across media to engage fans, reach more audiences, and lift the broader value of
franchises. Not only are these media converging more often but so are the production tools that enable

them.”

Stories can often be bigger than any single media, and more people—especially younger generations—seem
to want to be entertained by them and then break open the screen and walk inside to become the main star,
the hero that saves the world. More studios will likely approach their IP with serials, films, and games in

mind.
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Why it works

In the summer of 2023, the Super Mario Brothers movie was the most successful video game film ever and
added US$1.3 billion to Nintendo’s revenues.® Before that, no video game film adaptation had ever crossed
US$500 million in box office earnings.” Soon after, Electronic Arts cited its game Star Wars Jedi: Survivor as
one of the two main drivers for its quarterly earnings.'” These successes follow Sony’s The Last of Us series
of games, the second of which won Game of the Year in 2020 before the story became a major serialized hit

for Home Box Office (HBO) in 2023.!! Prior to all of this, Netflix launched its mobile gaming offer, which

has included video games based on movies and series from its streaming titles.'?

The lines between gameworlds and cinematic universes are blurring, with more actors, storylines, and
promotions moving between them.!'® Beyond direct revenues, these kinds of cross-over successes can lift the
broader value of the franchise beyond cinema. If successful, this can set up a virtuous feedback loop where
game IP drives box office revenues, which could bring more people into the game, creating more fans for
other adaptations. As studios look to better monetize their most valuable and successful content, they’re
being drawn into much larger cinematic and interactive universes—and the many challenges in developing

and curating such expansive worlds.

Tapping into passionate fans and younger generations

Central to many of these successes are the fandoms that have grown around these stories, characters, and
the worlds they exist within. Fans and fan communities make these stories more durable by sharing their
passions with each other, welcoming new chapters and spin-offs, and following them across TV and film,
gaming, and social media, and out into the physical world of merchandise and live experiences.
Continuously renewing and stoking the passion of fans has helped successful franchises to span decades and
generations, but it has often required innovation and a willingness to evolve and engage with old and new

fans alike.

Indeed, the rising importance of video games is being driven by generational shifts in media and
entertainment behaviors. Millennials and Generation Z are less enthralled by TV and film and are just as
likely to give their entertainment time to social media and video games.'* They expect to engage with
content, creators, celebrities, and stories across all these channels. Among them, gamers can be highly
engaged, with many giving 60-100 hours or more to vast narrative games that can cost over US$200
million to produce.” Players can embark upon the hero’s journey and work to build relationships with
game characters, overcome challenges, and ultimately save the world. Done well, such gameworlds develop
strong fandoms that feel like they’re both a part of the story and the franchise. Similarly, live game services
drive strong engagement and retention through social bonds, multiplayer competition, and in-game

economies. '

A passionate fanbase can also make it easier for franchises to expand into new media—if franchises stay
true to the core values and uniqueness that make a franchise compelling. Some metrics show that most core
fans would rather engage with a new installment of their favorite franchise than something new and they
are more likely to buy products related to the franchise.!” However, fan communities are often empowered
to voice their opinions and expectations and will likely hold studios to account if they veer too far from the
canon. At the same time, more decision makers in media have now grown up with popular gaming
franchises as a part of their lives.'® They may be more attuned to the expectations of fans, with a better
sense of where the franchise should honor its core value and where it can stretch and evolve without

disrupting its value.
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The bottom line

Games not only have IP that can help fuel TV and film but they can also offer strong fandoms that can be
tapped into for more engagement and monetization. But studios should be careful to honor the core
principles that make a story universe unique and compelling, not only to fans but to new audiences as well.
Likewise, studios may be drawn to gaming as a way to expand but they should carefully consider the
challenges of doing so, while honoring fans and building relationships with game studios. They should
understand, however, that it may be harder to make games from movies than it is to make movies from
games. Ultimately, adapting to the media behaviors of younger generations could mean that TV and film

studios may have little choice but to enter gaming.

Critically, innovations in technology are likely making it easier to develop IP strategies that move across
these media. As Deloitte noted in our 2023 TMT Predictions, virtual production tools are bringing game
engines into the center of production, able to generate and deliver assets directly to TV screens, cinemas,
and gameworlds.!” This can not only make it easier to develop IP for both games and video but could also
enable a new platform for cross-media storytelling. However, TV and film studios may face challenges in
adopting virtual production tools and hiring the talent needed to make the tools perform, and in crossing

the gap from making great TV and movies to developing compelling video games.

More relationships can help: Game companies are likely well-versed in developing 3D content and
experiences and may already have talent working in the game engines that power virtual production.
Successful game adaptations of cinematic universes may benefit from collaborations with independent game
studios to develop them. Conversely, film and TV can offer game companies ways to expand their IP into
additional revenue streams while potentially driving interest and engagement back to their games. Some of

the most successful video properties based on games have made a point of speaking directly to core fans.?’

Film and TV studios offer expertise in storytelling, cinematic experiences, and reaching and engaging
audiences. Such relationships could be key to driving down exorbitant production costs—the biggest
summer theatrical blockbusters and the largest AAA games can cost US$300 million or more to develop
and market.”! More strategic coordination could, for example, centralize digital assets and production tools
that can then make it easier to develop different stories and experiences within a story universe. Combining
such production optimizations and strategic planning with strong audience data could further derisk

decisions about content, casting, and distribution.

Relationships and production tools can make it easier to deploy stories to different media, but the unique
value of the stories themselves and the fans that cherish them are often still the core strength of a studio.
The fandoms that grow around a franchise and help sustain it are frequently drawn by something unique
and meaningful about those stories, characters, and worlds. Studios across media should focus on and
reinforce what makes them unique and meaningful, then clearly articulate this through all channels. Studios
can more easily change the storylines and main characters, and move between games, TV, and film, if the
core value is truly represented in each instance. This can enable flexibility to feed fans, reach new audiences,

and deliver novel experiences to younger generations, while still staying true to what makes the franchise

great.

By Chris Arkenberg Jeff Loucks
United States United States
Kevin Westcott Hanish Patel

United States United States
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Shuffle, subscribe, stream:
Consumer audio market is
expected to amass listenersin
2024, but revenues could remain
modest

More consumers globally are tuning in to audio
entertainment formats like podcasts, streaming
audio services, audiobooks, and radio.

ARTICLE « 8 MINUTE READ

Audio entertainment formats—including podcasts, streaming music, radio, and audiobooks—are hitting

high notes with consumers, but increasing profits remains challenging for some providers.

Deloitte predicts that more consumers worldwide will engage with audio entertainment overall in 2024—

bringing the number of monthly average podcast listeners to over 1.7 billion, monthly average audiobook

listeners to 270 million, monthly average streaming music subscribers to 750 million, and monthly average

radio listeners to close to 4 billion—or roughly half of the world’s population (figure 1).

Annual revenues for these formats are also modestly on the rise for the most part. Adding up estimated

annual global revenues for each of these formats—including podcasts (US$3.5 billion), audiobooks (US$7

billion), streaming music (US$23 billion), and radio (US$42 billion)—Deloitte predicts the global audio
entertainment market will surpass US$75 billion in revenue in 2024, a total year-over-year increase of

around 7% across these four formats.

Audio has been surprisingly resilient, both during the pandemic and after.! But despite strong reach and
listening hours, profit hasn’t always followed suit, which indicates monetization remains an open

opportunity across the audio entertainment market.
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Figure 1
The global audio entertainment market is expected to surpass US$75 billion in annual
revenues in 2024
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Cost, content, and convenience are expected to continue
to influence consumer audio market growth

The audio entertainment market will likely reach more people in 2024, largely because there is room for
growth in the consumer market. For example, just a small share of global smartphone users (around 14 %)
pay for a streaming music service.” This represents a lucrative opportunity for platforms, content providers,
and the audio industry to fill a gap and attract new audiences. The consumer audio market also provides
access to the youngest audiences, namely Generation Zs and Millennials, who have largely grown up with
streaming audio services and are most likely to adopt and engage with new technologies, platforms, and

services.

More specifically, growth in the audio entertainment market will likely be bolstered by factors including
cost, content, and convenience. Many audio formats are available for free, or at a low cost to consumers—
which is notable as economic and inflationary pressures persist and people look to cut back on their
entertainment spend.’ The content itself is also a big draw for audio consumers—there are songs, podcasts,
books, and stations for many interests, genres, and niches—and there is a high supply of new content in the
pipeline that is compelling, inclusive, and diverse.* New content will be driven by independent creators
entering the music and podcast spaces, and actors who might have been looking for new outlets during the
Hollywood strike.’ Still, audio entertainment could continue to benefit from its convenience, portability,
and the ease of integration into daily life, which is supported in many ways by continued consumer

adoption of audio-enabling equipment such as smart speakers, headphones, and earphones.°
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Integration and innovation will likely contribute to the
podcast market

Podcasts are a growing segment of the audio entertainment market in terms of audience, but they have
historically struggled to post revenues, let alone profits, due to high operating costs for companies and slow
uptake by advertisers. Deloitte predicts that 1.7 billion people globally will listen to podcasts in an average
month,” driving the global podcast ad revenues to roughly US$3.5 billion in 2024—a roughly 30% increase
in revenue year over year.® This could amount to US$2 in annual revenue per listener. This growth in
consumer engagement is expected to be supported by increased integration with other media entities,
personalities and creators, and offerings. For example, there may be a trend towards popular TV shows and
movies offering companion podcasts to supplement their on-screen offerings and online creators developing
their own shows to extend their viral brand—both of which can provide greater diversity of content and

draw in wider audiences from other platforms.’

Notably, however, could be the expected increased availability of podcasts and stronger show content.
Some companies and platforms continue to invest in podcasts, making them more accessible to a larger
cohort of people.'” And while the number of new podcast shows has declined since the pandemic, the
number of new episodes has remained stable. This may mean fewer people are experimenting with (and
then quickly abandoning) the medium.'' But there is still room for innovation: Some podcast platforms
now offer video podcasts,'” which promises to appeal to those consumers who prefer visual entertainment
formats. All these trends will likely draw more listeners and increase monetization opportunities for audio
providers, creators, and advertisers alike, which may begin to offset the challenges that have halted

profitability thus far.

Audiobooks get a hoost from pandemic era reading
habits and Al

Book sales and reading saw pandemic bumps, but as people resume their normal activities, listening to
books remains a way to integrate reading habits into daily life. Growth in the audiobook market has been
trending upwards (due in part to the increase in titles and easier access to audiobooks) and we expect 270
million people worldwide to listen to audiobooks in an average month in 2024—representing an increase in
listenership of 15% year over year'® and US$26 in annual revenue per listener. As audiobooks increase in
popularity, Deloitte predicts that audiobooks will account for approximately six percent of total book sales
worldwide, representing a 26% increase in sales year over year.'* This could bring global audiobook
revenues—which are largely driven by subscriptions—to approximately US$7 billion.'® In the US alone,
which is the largest market for audiobooks, we predict that audiobook sales will surpass e-book sales and

account for around 10% of book revenues in 2024.'°

With popularity comes competition: With several streaming audio platforms having entered the audiobook
market recently, competition is stiff.!” Platforms with a strong user base for other streaming audio services
may be able to capture audiobook market share among their existing audience, especially if they can

provide seamless interfaces that make it easy for listeners to consume the bulk of their audio entertainment

content in one place.

Generative Al also represents a growth opportunity for the audiobook market with Apple Books and
Google Play rolling out books read by Al-generated voices and Google Play offering autonarration for some
selected titles.'® Although using Al to mimic the nuances of human speech is complex, these technologies

could extend audio formats' accessibility to a wide range of books.
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Growth in streaming audio will likely rely on
consolidation and quality

Streaming audio services are popular among consumers, but there is still space in the market for growth

and innovation. Deloitte predicts that more than 750 million people globally'® will subscribe to a streaming
music service in an average month in 2024, and revenues will grow by roughly 15% year over year to reach
US$23 billion.”” This could amount to US$31 in annual revenue per listener, the most lucrative across these
audio formats. It’s worth noting that a segment of this audience, and of the revenues generated, comes from

podcasts and audiobooks, both of which are available across several popular streaming audio services.

Subscriber growth on streaming audio services—and with it, revenues—are expected to be driven in part by
consolidation and bundling within services, which could offer more value to subscribers and make
subscriptions more appealing. For example, Spotify and iHeartRadio offer several audio formats within
their apps—from music and audiobooks to podcasts and live events.”! Additionally, many services have
expanded their subscription offerings and introduced ad-supported tiers, making subscriptions accessible to
more listeners, a trend we expect to see adopted across other streaming audio services. Not to mention that

*>_and the buzz they create—may be adding to streaming

resurgence of live concerts and major music tours
music consumption. Some streamers, such as Spotify, are innovating with Al technology to make the music
listening experience more personalized to each user.”> And to appeal to the most dedicated audiophiles who
may be late adopters, many streaming services are investing in improving sound quality by rolling out
lossless audio (where compression results in no loss of information) and high-fidelity audio features and

tracks.”* However, it’s worth noting that lossless audio can’t be accessed with most Bluetooth devices.

Cost and accessibility continue to make radio a popular
medium, especially in developing markets

Radio’s free audio entertainment, which is supported by ads, remains resilient amid an ecosystem of paid
entertainment services. Inflationary pressures may contribute to its enduring popularity, particularly in
developing markets. Deloitte predicts that around half of people globally (or close to four billion people)
will listen to radio monthly in 2024, with radio ad revenues reaching US$42 billion, indicating modest

(approximately 1.5%) growth year over year.”> Annual revenues per radio listener would amount to

US$10.50.

Notably, in the US, consumers across all age groups are likely to listen to radio monthly and young
Americans (ages 18 to 34) are slightly more likely to be spending time with radio than live or time-shifted
TV.?® While radio listening time may be declining—or stabilizing—in some Western markets,”” in other
parts of the world, such as Africa, radio remains a widely used medium, especially for accessing news and

information.?®

Still, radio broadcasters should consider the changing audio entertainment landscape, namely the shift
towards digital offerings in many places and the potential for future FM switch offs.?” If people are listening
to music on a smart speaker or in the car, for example, what will make them choose to play a radio station
versus a music streaming service? Broadcasters should also consider how generative Al could impact the
future of radio: with live Al-powered deejays®’ or Al-created advertisements, which could help address a
continued challenge for radio broadcasters, namely, generating advertising revenue. On the bright side,
advertisers may find less competition in the radio space, as competitors migrate to other audio formats,

which lowers cost per milles (CPMs) and offers a cost effective way to reach the masses.

The bottom line: the growth opportunities for audio
entertainment

Audio entertainment formats are often overlooked because they are rarely a primary activity. People listen
to radio while driving, audiobooks while doing the laundry, podcasts while walking the dog, and streaming

music while working. However, being a secondary activity might be audio’s greatest strength.
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Though the consumer audio market (especially streaming audio and podcast formats) has traditionally
struggled to generate revenue and profits, there are opportunities for providers, content creators, and
advertisers to enter and innovate within the industry to attract new audiences, develop bespoke content,

and spread brand awareness.

More audio platforms, if confident in their versatility, might consider consolidation and offering multiple
audio formats—such as music, podcasts, audiobooks, and live events—in a single application or platform.
This could allow platforms to charge more for their subscriptions, while attracting a wider pool of
subscribers. In fact, nearly 70% of US consumers surveyed would like to have access to audiobooks,
podcasts, and music all in one service.’! In addition, audio platforms should work to develop stronger
content recommendation and curation systems to avoid consumer churn and keep consumers engaged.
However, providers should also calculate what they can do well. For some, that might mean focusing on

one audio format and fine-tuning their strategy around that deliverable, rather than trying to do it all.

Audio platforms and providers also have an opportunity to expand their revenue streams and increase
profits. Streamers and other audio providers might consider investing in advancements in advertising
technology to make audio entertainment more “shoppable”—enabling listeners to hear about a product
and instantly buy it with minimal friction’*—therefore attracting sponsors and increasing cashflow.’® For
their part, brands should lean into these audio formats for their ad spots: Ads on podcasts are seen as
unintrusive and can reach consumers who are well-aligned with brand interests and missions.** They could

also work with well-known creators, or podcast hosts themselves, to read the ads or endorse their products.

Audio platforms and providers may also want to focus on securing relationships that can make their service
easy for consumers to access, for example, having their app available or preset in new cars or integrating

with gaming platforms which have proven to be popular for music discovery.

On the other hand, companies that have invested in podcasts to the tune of billions of dollars may want to
consider their time horizons. The industry is growing, but not as quickly as many hoped in terms of
revenues. Some might decide to exit in 2024. Equally, investing in podcasts may still make sense for some,
but given monetization challenges, valuations should be a fraction of what we saw in 2020 through 2022 to

generate plausible returns on investments.

Still, other media and entertainment companies could stand to benefit from this burgeoning audio market.
Content creators and providers, such as movie and television producers, book publishers, and game
developers, may want to think about their audio entertainment strategy early on. This could include
developing a companion podcast show, having talent on podcast episodes as guests, producing an
audiobook version of a popular print book, or commissioning artists or licensing music for video game
soundtracks. This strategy can help to extend the life of IP, franchises, characters, and fictional worlds,

reach new audiences, and keep dedicated fans engaged year round.*

Thinking about audio as part of an overall media and entertainment strategy will likely be a sound business

practice into 2024.

By Brooke Auxier Bree Matheson
United States United States
Duncan Stewart Kevin Westcott

Canada United States
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Will endless low cost content do
ﬁ gaming whatitdidto TV and
ilm?

UGC gaming platforms that incentivize user-
generated content are expected to make big
payouts to creators in 2024. As this practice
grows, however, it could put pressure on top-
tier games and services.

ARTICLE « 7 MINUTE READ

Two popular video games have enabled hundreds of millions of players to be 3D creators. Now, a third
heavyweight has launched new tools and incentives to stoke the fires of 3D user-generated content (3D
UGC) on their own platform.! More people have been creating 3D content, and top 3D UGC platforms
have been paying out more money to them. Deloitte predicts that these platforms will pay out almost
US$1.5 billion to their content developers in 2024. Deloitte further predicts that the number of paid
independent developers on 3D UGC gaming platforms will exceed 10 million.

This prediction is buoyed by the success and inertia of 3D UGC platforms for players, creators, and brands;
the arrival of new tools and incentives to make 3D content easier to create and monetize; and the strength

of the UGC gaming model for video and social media.

Expanding the creator economy for games could drive greater innovation in game experiences and digital
goods, stronger engagement for 3D UGC platforms, and more favorable economics for both platforms and
creators. These platforms likely see an opportunity to democratize gaming and interactive experiences. But

by unleashing endless cheap 3D content, will they disrupt the industry?

Whatis 3D UGC?

Like user-generated video platforms and social media, 3D UGC democratizes content creation for games.
On 3D UGC platforms, users can create, share, and monetize digital goods, like skins and cosmetics (things
an avatar might wear), and equipment (gear that might offer some utility to the player). Platforms have
developed robust marketplaces for creators to trade in such digital goods.” Users can also create entire
games and immersive 3D experiences, then leverage discovery tools provided by the platform. Like social
media, these user-generated games and their creators can become very popular, drawing millions of players

and fans each, and generating valuable brand relationships.’
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Although it’s gotten much easier and more popular, there have always been some players—and some game-
makers—that have seen the appeal of creating in games. Modders, as they’re called, have brought fan
fiction into games, enabled personalization with digital goods and cosmetics, and added features that
players were clamoring for, but game companies were unable to prioritize.” Some mods have evolved into
hit games of their own,’ while others have directly influenced how game companies have grown their

franchises.®

Leveraging a distinct blockiness that may have made content creation easier by presenting a LEGO-like
building experience, Roblox launched in 2005 as a platform for users to develop and share their own games
and digital goods. In 2009, Minecraft offered its version of 3D in-game construction adding resource
management and survival mechanics. Both have worked to lower the barriers to 3D modeling and game
creation, spawning creators, companies, marketplaces, and other games offering 3D creator capabilities. In
2023, Epic Games announced new creator capabilities for its popular multiplayer franchise, Fortnite, on its
Unreal Engine development platform, diverging from the blockiness of its competitors with more realism.
To incentivize game creators on their platform, they also announced revenue sharing opportunities based on

engagement.’

User generated content could shift the economics of
gaming

Developing blockbuster story-driven games has become very expensive and complex, and such games
compete for engagement with top live game services. An explosion of cheap or free 3D user-generated
content could draw more people away from top-tier games and game services and into simpler, more
commoditized and niche games. For the leading games studios and publishers that tend to dominate
engagement and revenues, 3D UGC gaming platforms could become an alternative destination for

immersive and interactive experiences.®

For game studios, building and delivering great games has become an increasingly challenging and
expensive endeavor. Making a hit game that might sell for US$65 can take years to develop and cost
upwards of US$300 million to produce and market. Games that run as live services shifted the economics of
gaming from making money on the launch of a new game to recurring in-game revenues from
personalization with digital goods, new content experiences within the game service, and access to special
events. Such games often thrive on the social nature of their services but also should continue to deliver new

experiences to keep players engaged.

Platforms for 3D UGC lean into this by deputizing and incentivizing players to keep adding new content to
their services. The platform itself can radically lower the cost of game development and marketing for
creators while enabling them to monetize their passions and build fandoms. Like user-generated video
services and social media, this can lead to highly diverse content catering to the most popular and the

smallest niches.

How platforms are making 3D UGC easier to create

One challenge for 3D UGC is that it is typically more difficult to produce than video content. This difficulty
of building in 3D modeling tools has historically kept it a narrow pursuit, but some game companies have
steadily been making it easier.” Power users can attain greater capabilities while nontechnical creators can
develop compelling games. Platform marketplaces enable creators to trade in texture packs and shaders, 3D
objects to populate the game, and game mechanics that package interactions like opening a door or driving

a vehicle.'?
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With the rise of generative Al providers are actively working to make 3D content creation easier.'' These
tools are emerging to automate some parts of coding and testing for more involved game elements; they
enable faster development of dialog and localization into different languages, as well as visual generation of
character and set design; they support early experiments in non-player characters that can engage in
conversations rather than reciting a few canned lines; and at the edges of innovation, they are working to

enable natural language prompts that can generate games on the fly.!?

Making UGC easy to create and share, and enabling creators to monetize their work, has driven a near-
infinite tide of content for social media. This has put more pressure on premium content, drawn audiences
away from TV and film, and changed the advertising landscape. If 3D UGC platforms are successful, they

could bring about a similar sea change for gaming.

The bottom line

For the games industry, 3D UGC could be a double-edged sword. Enabling and incentivizing much greater
3D UGC could amplify innovation in games, digital goods, and monetization while fostering more interest
in and engagement with a rich diversity of interactive experiences. Such innovation might not only drive the
expansion of an independent 3D creator economy, but some of those creators may also move on to
establish successful game studios of their own, bringing yet more diversity and competition to the industry.
Additionally, some of those games and gaming innovations could matriculate into stronger game studios,

further stoking their own competitive capabilities.

At the same time, however, history has not been kind to incumbents when their control over content gets
disintermediated and democratized. Some of the challenges confronting film and TV—high costs of content
development, disruption of distribution channels and lucrative theatrical windows, and the shifting
behaviors of audiences—have arguably been exacerbated by the rise of endless free content, lofted on the

winds of social networks and the preferences of younger generations.

Leading platforms for 3D UGC have been around for a while without disrupting the games industry, but as
their games and experiences become richer, more innovative, and easier to develop and monetize, they could
attract more attention and engagement. Greatly amplifying 3D UGC could create more fragmentation of
gaming content and creators while consolidating them onto a handful of platforms. This could shift the

economics towards gaming and interactive experiences that are often cheaper to develop.

At nearly US$250 billion annually, game studios may be in a stronger position than TV and film studios
have been. Younger generations are flocking to gaming in its many forms, and more game IP is producing
hit movies and streaming TV."? Still, video game companies may face a similar shifting landscape between
premium and commodity content. Developing premium games has become costly, and top game companies
could face greater competition and cost pressures from 3D UGC, drawing more players to a seemingly
infinite abundance of cheap or free interactive experiences. At the same time, 3D UGC platforms could
enjoy an abundance of 3D content that could cost them far less, but they may wrestle with managing,
moderating, and monetizing so much commodity content, as well as with the challenges of copyright
infringement, harmful content, and looming regulations. In the middle, companies that are neither

commodity 3D UGC nor premium studio-led may need to pick a side to survive.

On the way to their metaverse visions, platforms for 3D UGC may succeed in democratizing game
development for the masses. This could lead to an explosion of creativity and innovation for gameplay, and
also new forms of immersive and interactive content and experiences. But in doing so, 3D UGC platforms

could disrupt their own industry.

By Chris Arkenberg Jeff Loucks
United States United States
Kevin Westcott

United States
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Smartphone authentication: The
killer app that can augment the
smartphone’s utility

Smartphones can help you securely log in, tap to
pay and enter cars, buildings, and airports. As
security concerns grow, the need for
authentication will likely consolidate the
smartphone’s status as the ultimate goldilocks
device: the right size, power, connectivity and
trust.

ARTICLE « 8 MINUTE READ

In 2024, the smartphone is expected to have one of its most successful years ever, despite a historically
modest sales forecast of 1.26 billion units,' several hundred million units short of its all-time peak of 1.57
billion.” The smartphone’s success will be due in part to the ever-rising value of its five-billion user

ecosystem—with authentication becoming an increasingly important addition to the device’s value.

Smartphones are expected to be used to authenticate processes across an ever-widening range of actions,
such as accessing websites, making payments, unlocking cars, and controlling entry to physical buildings
trillions of times in 2024. And in the medium term, the volume could swell to tens of trillions in a year with
additional applications including proving identity, becoming mainstream. In 2024, usage of the smartphone

as an authenticator will still likely be a fraction of its long-term potential impact, as illustrated in Figure 1.
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Figure 1

The smartphone’s anticipated usage as an authenticator in 2024 is significant and also modest
relative to potential usage

Application

Current smartphone usage for authentication

Total addressable global market

Access to online accounts

(email, social media,

e-commerce work applications)

Access and use of cars

Access to planes

Access to houses

Airline travel

Office entry

Access to public transport

In-stare payments

1.3 trillion passcodes sent to smartphones in 2023*

The majority of the 60 million cars sold annually in 2024
offer smartphone® authentication as an alternative to
physical keys

Primarily based on mobile boarding passes; default for one
major airline®

Primarily based on physical keys

Primarily based on physical documentation

Primarily based on physical passes

14 countries globally supporting phone or watch-based
entry®

84% of adults use mobile phone wallets in China;* inthe
United States, around 6% of in-store spend was via mobile
walletin Q2 2022°

4.3 billion email users, 2.6 billion e-commerce
customers in 2023¢

1.5 billion cars in use®

There were 4.5 billion airline passengers in 2019
{pre-Covid)®

There were about 198 million households in the EU in
20225 and 127 million households in the US in 2020%

4.5 billion airline passengers in 2019!

= 1 billion office workers'

239 billion journeys per yearin 39 countries along*

US51.5 trillion retail spend excluding e-commerce,
Q2 2023, in the United States"

Source: Deloitte, 2023, based on publicly available third-party sources including: Juniper Research, Adobe Experience Cloud, Kelley Blue Book,
Hedges & Company, Emirates, the International Civil Aviation Organization, Eurostat, Pew Research Center, The World Bank, Apple, International
Association of Public Transport, Electronic Payments International, PYMENTS.com, and U.S. Census Bureau News. *See “Figure 1endnotes” for
mare detail.
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Authenticating online access: The smartphoneis a
common link between two-factor authentication and
passkeys

The smartphone is likely to play an increasing role in managing fraudulent access to online accounts. In
2024, it is expected to predominantly be used for delivery of passcodes as part of the two-factor
authentication (TFA) process, whereby a one-time password (OTP) is sent to a phone, often within a text
message.’ In 2023, there were an estimated 1.3 trillion such messages sent via telecom networks, generating

an estimated US$26 billion from network traffic alone.*

The smartphone may also be used increasingly to generate passkeys—Ilikely the medium-term replacement
for passwords. Passkeys authenticate access to online accounts without passwords.” With this approach, a
pair of keys is generated for every account, one public and one private key stored on a phone. Users who
want to access an account check that the keys match. The private, device-based key is released once the user
has been validated using the same process that would normally be used to unlock the phone, which could
be biometric (face or fingerprint) or via a password or pattern. As of 2024, usage of passkeys could be

modest; by 2030 usage may become higher as it could supplant TFA.

One driver for smartphone-based authentication, based on either technology, is the growing average
number of online accounts and associated volume of breaches. The cost of attacks, which are predicated on
vulnerabilities that exist via passwords to authenticate access to a growing number of online accounts, is
likely unsustainable. Users are asked to create a unique and, ideally strong, password for each account with
some enterprises requiring that workers change their password quarterly. The relatively static and limited
human ability for recall cannot cope with the combination of the growing number of accounts held, and the

ask to memorize rising numbers of “strong” passwords.®
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The outcome is an abundance of weak passwords, with the most popular still being “123456” and
“password.”” Repositories of passwords paired with user IDs are often targeted and there were an
estimated 24 billion passwords—one for every three people on earth—exposed by hackers in 2022.° The
annual cost of data breaches is forecast at more than US$5 trillion in 2024.” Furthermore, passwords are
often repeated: One analysis found 64 % of people used the same password across multiple accounts,
incrementing the impact of a breach, as a single user ID and password combination may unlock multiple
accounts.'’ Password users can also be vulnerable to phishing attacks, designed to trick users into sharing

credentials with malign entities. An estimated 3.4 billion malicious emails are sent daily."!

Two-factor authentication and passkeys can provide another level of security, as additional information
beyond the pair of password and user ID is required. Either approach can be effective at minimizing the
impact of breaches. It can repel almost all automated bot attacks and bulk phishing attacks.'> A very high

proportion of compromised accounts did not use multi-factor authentication.'’

TFA may incur a charge for the delivery of the one-time password, while pass keys do not (aside from
bandwidth usage);'* the cost of each TFA may limit how frequently smartphone-based authentication is
triggered. One deployment of passkeys found that using smartphone-based biometric authentication
enabled a two-thirds reduction in the number of OTPs per user, saving 1.9 pence (US 2.4 cents) per
message.'> The momentum behind passkey is likely to grow further to the commitment by Apple,
Microsoft, and Google in May 2022 to support the same passkey standard.'® Apple launched support for
passkeys with iOS 16 in September 2022,'” and Google supports these for all operating systems from
Android 9.0.'® A growing, but still selective number of companies supported passkeys as of September
2023.7

Authenticating commerce

The smartphone is also likely to play a growing role in authenticating transactions, both online and in
stores. This is expected to be based on a range of technologies, including biometric identification

capabilities. Two- or multi-factor authentication and passkeys will likely also play an important role.

Mobile already represents a significant share of all e-commerce, but the majority of purchases made are still
offline. In the United States, almost half of sales (47%, equivalent to US$99.5 billion) were via mobile in the
2022 holiday season, up from 43% the prior year.”’ But as of Q2 2023, e-commerce was still 15.4% of all
payments, up one percentage point year-over-year.”’ E-commerce’s share of all sales has tended to increase
steadily since the mid-90s, except for the anomalous period of 2020-2021.%? If this trend continues, the

role of smartphones for online transactions should continue to increase.

In-store, the impact of payments via smartphone apps is smaller. According to one analysis, only three cents

of every dollar spent in-store in Q2 2022 in the United States was paid via a smartphone app.>’

Authenticating physical access

The smartphone is also likely to be used increasingly to validate physical access into buildings. Buildings
that use card readers to permit or prohibit access often use Near-field communications (NFC) to exchange
information between the gate and the card. The first smartphones to incorporate NFC were launched in
2011 and as of 2024,** this capability is likely to be ubiquitous. As such, smartphones could substitute for
access cards. Alternatively, Bluetooth could be used to communicate with the reader. With hardware and
software upgrades (of a complexity and cost that varies by company), existing gates could be ready to work

with smartphones.

The proportion of businesses whose premises are mobile-ready has been growing steadily. According to one
survey of businesses in North America, EMEA, and Asia Pacific, 24% were mobile-capable in 2022, up
from 16% in 2020, and a further 42% were planning to upgrade.”
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This migration to smartphones could save on operational costs, address risks as well as reduce
environmental impacts. Smartphone-based entry passes can be distributed via app downloads. They can
also be canceled remotely via over-the-air instruction. Businesses around the world are likely to have teams
dedicated to the allocation of physical cards to staff and visitors and temporary cards to replace forgotten
cards in 2024. A phone-based approach would still require oversight and could enable some staff to be re-

assigned from their current repetitive role of handing out entry cards.

There will likely be debates on the risks of migrating to smartphone-based entry this year. One benefit of
the ID card in most buildings is visible identity; however, in some offices ID cards are often pocketed and
identity checks are not often commonplace. ID cards may also be stolen, enabling bad actors to gain access
to a building if there is lax security. By contrast, a smartphone’s biometric authentication could be used to
provide further validation prior to tapping the phone on the reader, like the process for making a payment
or entering the subway. Additionally, individuals may leave their ID card at home or elsewhere (including

public venues) but may be more vigilant about their smartphones because of their utility.

The sustainability dividend from migrating to mobile may be significant. The traditional, legacy method of
validating access to buildings is via photo identity cards housed in lanyards. There are 3.4 billion people in
the global workforce.?® If only half of these are issued a lanyard, that implies almost two billion lanyards,
some of which may end up landfill. There are also multiple temporary ID cards issued for events. The Fira
Barcelona hosts 2.5 million visitors each year;”” the Las Vegas Convention Center has two million visitors.?®
Some shows are already migrating to smartphone-based digital access passes, including the Mobile World
Congress at the Fira Barcelona, saving on the need to manufacture and subsequently dispose of physical

passes and lanyards, and on the need to dedicate staff to issue them.?’

Smartphone access passes could also be used for other functions, such as payment at vending machines,
access to printing machines, and checking in to events, such as university lectures, or conference sessions. In

the United States, there were 53 universities that had adopted smartphone passes as of September 2022.%°

As well as authenticating access to commercial premises, over time smartphones may also be used more
commonly to permit entry into private homes. One benefit of this would be the ability to send keys to

guests on a time-limited basis.>!

Authenticating travel

Prior to the pandemic, there were 4.5 billion airline passengers per year in 2019.% Prior to boarding,
passengers need to show their boarding pass and may also need to show identification. A boarding pass can
be within a mobile app, particularly for regular travelers. This can save on printing and reduces the

likelihood of loss. Some baggage receipts are also moving to apps.*’

However, proof of identity at a caliber sufficient for travel is slowly moving online. One of the most
advanced countries is Ukraine, which launched an app in 2020 that hosts multiple documents including a
national identity card. As of December 2022, almost 18.5 million Ukrainians (more than 40%) had
downloaded the app.’* In the United States, three states have launched support for digital driving licenses:
Arizona, Georgia, and Maryland.* In 2024 and 2025 a European National Identity initiative co-funded by
the EU plans to trial smartphones for applications including mobile driving licenses.*® In the UK, the
government is targeting availability of digital driving licenses by 2024:%>” Development programs have been

underway since 2016.°°

The smartphone may also be used for elements of pre-authorization for travel, for example for the
submission of fingerprints required for entry visas. Over the coming years, smartphones could be used to
capture this biometric data in lieu of specialized machines. The United Kingdom’s government has been

evaluating smartphones to capture fingerprints and face data.>”
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A migration to smartphone-based national or regional identify is unlikely in the near term but could be
likely in the medium to long-term: As authentication for a widening range of high-value processes,
including accessing US$100,000 cars, US$1,000,000 homes, and US$10 million office buildings becomes
more common, trust and familiarity in creating smartphone-based identity could increase. A large
proportion of smartphone owners may be ready to add identity to their array of smartphone applications.
According to Deloitte UK’s Digital Consumer Trends, about a quarter of respondents in developed markets

would like to use their phone as their driving license or passport.*

Bottom line

In 2024 and over the coming decades, smartphones could replicate and exceed the functionality of tens of
billions of physical authentication tools in use today, including keys, passwords, driving licenses, passports,
credit cards, and cash. The smartphone’s success is not limited to just unit sales: The value of its multiplier

is becoming more significant.

The addition of authentication to the smartphone’s utility could be analogous to its assimilation of the
functionalities of multiple form factors, including compact cameras, MP3 players, alarm clocks, handheld

GPS navigation, office desk phones, and tourist guidebooks.

However, authentication may be more valuable capability than playing music, snapping selfies, or setting an
alarm. Smartphone-based verification of identity can accelerate, enhance, and reduce the cost of processes

that are often fundamental to commerce, enterprise security, and border control.

Modern society often requires technologies such as keys, passports, and means of payment. However, these
tools do not always need to be physical — they can exist as software capabilities within smartphones and

can be better keys, passports, and payment tools as a result.

As society migrates to smartphone-based authentication, it will be important to help ensure that no users

are left stranded: change is often challenging, depending on the individual.

Given the widening future scope of the smartphone, it is likely to cement its position as a successful device.

This may dampen (but not eradicate) discussions of when it might be toppled by another form factor.
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Signals from space: Direct-to-
device satellite phone
connectivity boosts coverage

Integrating satellite and terrestrial mobile
networks could unlock new revenue for the
satellite, semiconductor, and telecom industries.

ARTICLE « 7 MINUTE READ

Is completely liberating connectivity from geography possible? Providing uninterrupted coverage to mobile
devices (like smartphones and [oT devices) anywhere on Earth without specialized equipment for users—
that is the goal of a growing ecosystem of satellite and mobile network operators, handset manufacturers,
semiconductor companies, and global regulators. Deloitte predicts that more than 200 million smartphones
that can connect with satellite services will be sold in 2024. These phones are expected to contain about
US$2 billion of special chips.! In addition, spending on satellite construction and launches could bring the

total technology investment to help enable this market to more than US$3 billion in 2024.

To be clear, this technology does not compete with terrestrial cellular services from mobile network
operators. It provides limited connectivity in areas where there is no terrestrial cellular coverage. But it
cannot compete with terrestrial cellular networks for providing high speed, low-latency connectivity for the
foreseeable future. Not only does it not compete, but it also allows telcos the opportunity to provide text

and possibly voice service in areas where they have no current coverage via partnering, and to charge for it.

If you build it, will they come?

There is a race to build a new set of satellite-enabled global telecommunications services for consumers,
enterprises, and governments. Basic services for emergency communication, simple text messages, and loT
monitoring have already started. The new emergency services have enabled rescues and saved the lives of

people in car crashes and natural disasters.”

To help make this a reality, capital is being raised, satellites are being launched, chips have been developed,
regulatory frameworks established, and agreements with mobile network operators are being secured. Some
are very bullish on the potential size of the market (reaching tens of billions of dollars in the next 10 years),
while others are expecting it to take a long time to mature and generate sufficient revenue.’ In either case,
this could represent an opportunity to significantly increase the size of the global satellite communications

market.
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Being able to make a voice call through a satellite from a handset is not new. Iridium had its first call in
1999 and is providing service today to nearly 400,000 commercial voice and data subscribers as of the end
of 2022." But those handsets are expensive, and they look and function nothing like the five billion
smartphones that consumers carry. What is new is that there are space companies making and using
satellites that can talk directly to existing smartphones, and there are smartphone companies that are

adding relatively inexpensive chips to models that can talk directly with satellites.

Smartphone makers are hoping that adding satellite connectivity will be seen as an attractive feature—
encouraging existing users to upgrade to new phones and helping makers gain share against competing
phones that don’t offer the capability. Smartphone shipments have languished recently, a predicted 1.15
billion in 2023, down from around 1.4 to 1.5 billion per year between 2015 and 2018, and manufacturers
are eager to grow the market and gain share.” Mobile network operators are looking for new revenue from
more subscribers and add-on services. They’re also looking to expand their geographic footprint without

building expensive new ground-based infrastructure. Satellite operators are hoping to capture a growing

piece of the global telecommunications market. They want to get access to a large number of new customers

and fresh investment from their partners.

There are two different types of consumers who could help drive the growth of this market. The GSMA
estimates that 95% of the world’s population is covered by a mobile broadband network.® That leaves
about 400 million people who don’t have access and could benefit from satellite-based mobile services.
However, many in this group may not be able to afford the handsets or services needed. The much more
significant market is made up of the ~5.6 billion current mobile subscribers around the world.” Integrating
satellite and terrestrial mobile networks on their handsets could help fill in service gaps, maximizing
geographic, as well as population, coverage. If a moderate number of current subscribers are willing to pay

an incremental amount in addition to their normal monthly bills, the market could be quite robust.

Although the consumer market is getting the bulk of the attention, commercial and government services
could also help influence the market. Communications services for public safety and national security are
natural use cases for direct-to-device (D2D). In addition, [oT applications that only require periodic
connectivity and transmit limited amounts of data could see strong adoption—especially in the health care,
industrial, and transportation industries. The market for satellite-based loT services is already robust and
growing—Globalstar and Iridium both reported gains in their commercial IoT subscriber base in the second
quarter of 2023.% More advanced direct-to-device capabilities could broaden two-way communication and

accelerate the number of connected devices.

Constructing a winning team: The who's who of D2D

There are many companies trying to develop this market, each with slightly different approaches and
technologies—some are using existing infrastructure, others are building their own, some are taking an

open approach and others are being strictly proprietary. Some of the larger, more advanced efforts include:

e Apple and Globalstar: Apple has invested US$450 million in Globalstar to upgrade their ground
stations, develop a new generation of satellites, and secure 85% of their constellation’s capacity in LEO
to provide emergency communication services to iPhone 14 and 15 users.” The “Emergency SOS via
satellite” function currently enables users in 14 countries (with 740 million in total population) to share
critical information with emergency services while outdoors with no wifi or cellular service.'’

Additionally, Apple has said they are partnering with AAA on a “Roadside Assistance via satellite”

feature for US iPhone 14 and 15 owners.!'! Both of these services are free for the first two years of phone

ownership. It’s unclear how users will be charged after the initial two-year period.

e SpaceX and T-Mobile: T-Mobile is working with SpaceX to use their Starlink LEO satellite constellation
to provide text messaging services for customers in the United States (with plans to move to voice and
data in the future).'” Their aim is to provide full global texting coverage by the end of 2024."° To enable
these services, Starlink’s second generation satellites will need to be used, which have more advanced
antennas.'* This generation of satellites began launching in early 2023. SpaceX is also working with
telecom operators Salt in Switzerland and One New Zealand to eventually provide similar services.'
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e Lynk Global: This startup is looking to construct its own satellite constellation to provide direct-to-
device services. Currently, it only has three satellites in LEO, but its goal is to launch 1,000 by 2025
(with potentially thousands more).'® Lynk touts that its system can work (in varying capacities) with any
cell phone without using a specialized chip.!” They’re working directly with mobile network operators in
over 40 countries. Their first test case will be with the Palau National Communications Corporation.'®

e AST SpaceMobile: This company has only just started to build out its satellite constellation. It deployed

a test satellite with the largest commercial antenna ever in LEO at the end of 2022."” AST SpaceMobile

1.20

has also demonstrated its capabilities with a two-way test call.”” The initial launches for its constellation

are currently slated for 2024—it needs 110 satellites for sufficient global coverage.”! AT&T is leasing
part of its wireless spectrum to AST SpaceMobile for their use.”” AST SpaceMobile is also working with
other mobile network operators, including Telefénica, Vodafone, and Rakuten.”’

e MediaTek and Bullitt: MediaTek has developed a GEO-satellite compatible chipset (MediaTek MT6825)
to be used in Android devices.”* This is being used, along with the Bullitt Satellite Connect platform, in
devices like ruggedized Android smartphones, in addition to a stand-alone accessory that can be linked
to any Android or iOS device.”’ Since the service uses GEO-based satellites (from Inmarsat and
EchoStar), messages take longer to send and receive, but don’t require aiming the smartphone.”® Plans
range from $5-25/month, depending on the number of messages used.

e Huawei and China Telecom: Huawei’s Mate 50 series of smartphones have the capability to send texts
for emergency services through China’s BeiDou Navigation Satellite System.”?” Their newest phone, the
Mate 60 Pro, has more advanced satellite-based calling and messaging features through China’s three
Tiantong-1 satellites in GEO.?® China aspires to deploy one or more LEO satellite broadband
constellations in the coming years that may expand D2D services.”’

Bottom line

This market is in its early stages and very dynamic, with many companies around the world seeking a stake.
However, just because something is possible and there is significant activity, doesn’t mean that it will be

successful. There are several challenges to the development of this market.

Economic: Will the overall demand be there for the capacity that’s being built? Will consumers be willing to
pay for these services? If so, what’s the best way for services to be monetized (for example, subscription, per
use, etc.)? Can the necessary fundraising for launching, operating, and maintaining satellite constellations

be sustained? Will semiconductor and handset manufacturers see a spike in demand?

Technical: In addition to the intrinsic technical challenges with deploying and maintaining large satellite
constellations, such as successful launches and operating in a crowded orbital environment, there are also
specific direct-to-device issues. Coordinating spectrum use and managing potential interference between
operators will likely be an ongoing challenge.’’ Global standards should be developed for things like
cybersecurity and interoperability. The 3rd Generation Partnership Project Release 17 is a start, covering
standards for the role of satellites in global SG networks.’' What technical approach will predominate—one
where chipsets in smartphones power satellite communication or where satellites act more as space-based
cell towers enabled by network-on-the-edge architecture? In either case, advancement in both satellite and

smartphone technology will likely be necessary to enable the full potential of D2D.

Regulatory: There are currently few specific regulations for the direct-to-device market. Just like other
initiatives, satellite, and mobile network operators should work through the appropriate agencies in the
countries they are operating in for approvals—for things like spectrum allocation, orbital slots, and landing
rights (permission for satellite services in a country). In the United States, the FCC has worked to enable
satellite and mobile network operators to collaborate easier. They recently proposed a regulatory
framework to allow satellite operators to apply to access spectrum controlled by mobile network

operators.32

Blending these different markets together to make connectivity like air is ambitious and potentially
lucrative. There are many benefits—connecting the unconnected, improving safety and emergency response,
expanding IoT applications, and increasing the resiliency and reliability of the global telecommunications
infrastructure. The question is, how fast could a fully realized, integrated satellite and terrestrial network

contribute to new innovations and behaviors that can be widely adopted and monetized?
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No bump to bitrates for digital
apps in the near term: Is a period
of enough fixed broadband
connectivity approaching?

In some parts of the world, some consumers
may have all the bandwidth they need in 2024.
They are still expected to want ever better
internet connections, just not necessarily faster
ones.

ARTICLE « 9 MINUTE READ

The demand for ever higher internet speeds over fixed networks has been a constant for most of the history
of the internet. However, recent shifts in technology and consumer behavior suggest that this trend may be
slowing or stopping.' The rise of online video streaming has, historically, significantly driven bandwidth
demand, but even this shift has its limits. Deloitte predicts that in 2024, over 90% of the most used online
applications on fixed broadband networks in developed markets will have the same vendor-recommended
bitrate as in 2023. The most commonly used applications include streaming video and audio, video calling
applications, online games and home security: Most of these applications state recommended minimum
bandwidth on their websites. We further predict that at least 80% of these applications may see no increase
to officially advised bitrate for the two-year period between 2023 and 2025. Over time, the bitrate for some

applications might reduce due to better compression.”

For many households, aggregate peak-hour fixed broadband requirements may increase only moderately in
the near-term future. As such, there may be less incentive for subscribers to upgrade proactively to a
significantly higher speed package.’ Consumers are likely to be less focused on speed and more on other

capabilities, such as reliability, bundles with media content, indoor range, or outright value.

That said, consumer demand for higher speeds is only part of what drives network infrastructure needs for
broadband providers. Globally, there are governmental incentive programs and regulatory requirements
aimed at eliminating the digital divide with minimum speed requirements. These range from as little as 10
megabits per second (Mbps) to 1 gigabit per second download speeds, so providers should build networks
with these speeds to receive funds or comply with mandates.* Next, there are competitive pressures in the
market: If one provider is advertising ultrafast speeds, others may need to match or at least come close.
Further, building network infrastructure is often an investment with a 20 year plus horizon, so there is an
element of futureproofing. Finally, newer technologies can offer more than just speed; they are likely more
reliable, more sustainable, easier to provision, cheaper to operate, and have lower latency. Putting that all
together, broadband providers are expected to migrate away from copper digital subscriber line
technologies and older cable solutions, toward Data Over Cable Service Interface Specification 4.0 and fiber

to the home, even though consumers may not yet “need” those technologies in 2024 and 2025. 126



When considering bandwidth demand per household, trends in the composition of homes should be noted.
In developed markets, household size is generally in long-term decline. In the European Union, as of 2022,
average household size was 2.1 people; over three quarters of households had no children. While a home
with three or more kids and two parents may have high aggregate bandwidth demands, less than 5% of
households have three children or more;’ single or double adult occupancy predominates.® Indeed, by 2025,
single adult households may be the most common type.” The United States shows similar trends. In 2022,
average size for family households (a third of the total) was 2.5.% Of the remainder, average size was 1.25,

with 37.9 million households, that is 29% of the total, being single-person occupied.’

For a household with 2 people, aggregate peak-time usage for the most used applications is likely to be well
under 100Mbps in 2024,'" even allowing for overhead. A reliable 100Mbps connection would likely be
more than sufficient to deliver two high-definition (HD) video streams to a television. If someone was also
listening to streamed music, this would—per the websites for some of the most popular applications—add
under 1Mbps per “high quality” stream.'! For online multiplayer PC or console video games, SMbps—
10Mbps per session is the most likely recommended bitrate.'” Video calls require up to 4Mbps downstream
and upstream.'® There may be other applications, such as security cameras, that would use additional

capacity, but these devices typically use 1-3Mbps per device.'*

A household with four influencers—an atypical example—could require over 300Mbps, if three were
uploading 4K video at the same time while downloading other content (figure 1). However, less than 1% of
households in most markets would likely have this composition of individuals.'> The more common
composition—adults with no children—will very likely have far more modest needs, in 2024 and in the

medium term.

Figure 1
Most homes need less than 50 Mbps during peak demand times

Hypothetical peak demand for a range of household sizes and occupations (Mbps)

Single person household Retired couple Office worker family Influencers
(1person) (2 people) (5 people) (4 people)
Overhead 9.8  Overhead 5  Overhead 1.3 Overhead 79
Video streaming (4K) 25 Video streaming (HD) 5  Onlinecloudvideogame(HD) 15  Video uploading (4K) 68
Online video game (HD}) 5 Video streaming (HD) 5  \Video streaming (HD) 5 Video uploading (4K) 68
1-1video conferencing (HD) 2.6 Security camera (HD) 4  Video streaming (HD) 5 Video uploading (4K) 68
1-1video conferencing (HD) 2 Online video game (HD) 5 Video streaming (4K) 25
Group video conferencing (HD) 4 Video streaming (4K) 15
Group video conferencing (HD) 3 Music streaming ('studio’ quality) 9
Music streaming (HD) 0.3 Online video game (HD) 5
Music streaming (HD) 0.3 Online video game (HD) 5
Source: Deloitte analysis, based on multiple inputs.
Deloitte

Insights ‘deluitte.comﬂnsights

Video on demand’s sweet spot is likely to remain 5Mbps

The most ubiquitous data consumptive application in most developed market households in 2024 is likely
to be video-on-demand (VOD). In most developed markets, about three quarters of households have access
to VOD.'® In many developed markets, consumption of all forms of on-demand video is likely to be

multiple hours per day, and in many homes, VOD is likely to drive the majority of household network
traffic.!”
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The most common recommended bitrate for VOD in 2024 will be 5SMbps or lower, which will be for HD
viewing.'® Deloitte predicts about a fifth of VOD will be streamed in 4K with the recommended bitrate
varying between 15Mbps and 25Mbps."” Sports streamed in 4K, which if not readily compressed, will have
recommended bitrates starting from 30Mbps.?" Video watched on smaller screens, such as smartphones,

PCs, or tablets would likely require a lower bitrate at each resolution level.

Over the last 12 years, required bitrates for streaming VOD have tended to decline as compression has

improved.”! Over the next five years, further advances in compression are likely.

VOD platforms are unlikely to increase recommended bitrates in 2024. Increasing the bitrate to offer a
higher-quality image may only make sense if consumers can perceive this improvement. However, many
viewers might remain satisfied with HD streams in 2024, and over the medium term. One illustration of the
public’s acceptance of current streamed HD and 4K quality is the contrasting bitrate for optical discs, which
were subscription VOD’s predecessor. The bitrate for HD disks is up to 40Mbps and for 4K it’s up to
128Mbps.?? This means that the bitrate delivered from an optical HD disk may be double that of a 4K

stream, in other words a Blu-ray HD may deliver higher quality as measured by bitrate than a 4K one.

Deloitte does not expect a marked shift from HD to 4K viewing. There are at least three constraints. One is
biological: Many viewers may simply not be able to differentiate and so are unlikely to pay a premium for
4K.* A second is historical: Some popular library content from the 1990s and early 2000s is only in HD. A
further constraint is that most TVs in developed markets are HD. In 2019, HD sales were 52% of all sets
sold globally,** and it may take many years for HD sets to be replaced by 4K.* In the United States market,

it was only in 2021 that most homes (51%) self-reported owning at least one 4K set.”®

Average actual VOD bitrates may even decline for some households. VOD platforms are constantly
optimizing content encoding. Netflix has reduced the bitrate for 4K to as low as 1.8Mbps for segments of
some content.”” Furthermore, some households may downsize from 4K service to HD to trim cost. As from
November 2023, 4K content on Disney+ will only be available on a premium tier in some markets.*®
Finally, any crackdowns on sharing, which may ramp up in 2024, may result in less streamed content being

watched in some homes, reducing bandwidth demand.

This section has focused on streaming to TVs. Arguably streaming to virtual reality or augmented reality
glasses could require much higher bitrates, as could holography. But we are not predicting a notable rollout
of such capabilities in 2024 or 2025. The active installed base of televisions in 2024 is likely to be in the
billions, which is higher than the expected installed base of virtual reality devices (in the low tens of
millions) or augmented reality headsets (in the hundreds of thousands), meaning that this is unlikely to

require higher broadband speeds.”’

Audio: Most applications are under 1Mbps

Streamed music continues to rise in popularity. For 2024’s sixteen-year olds, subscription music services
will have been available for the entirety of their lives.>” Deloitte predicts that in 2024, the median streaming

speed for music will be about 300 kilobits per second (Kbps) for a service that is marketed as high quality.®!

There will be significantly higher fidelity services available with much higher bitrates of up to 10Mbps, for
Tidal’s “Master” service.’” But these may represent only a small proportion of subscribers and usage, partly
because of the higher prices associated with audiophile streaming, and also because Bluetooth, which is the

most common form of connecting wireless headphones, does not support bitrates above 1Mbps.**

Speech services such as podcasts and radio are also likely to be under 0.5Mbps.?* Podcasts are about
100Kbps—150 kbit/s.*
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Console and gaming PC video games: Most usage will be
under 10Mbps

The most data-consumptive games in 2024 are likely to be those played on consoles and PCs. The most
popular applications are likely to require in the region of SMbps to 10Mbps for online play, with the game
content having been downloaded previously.*® Cloud gaming requires up to 45Mbps but is niche, with

under 5% of households likely to use such services at least monthly in 2024.3”

Connectivity is required for occasional file downloads, but this can be done in the background or during
quiet periods. For online game players, downstream and upstream speeds are just two of many parameters

that matter; another critical factor could be the ping rate, which measures network latency.

Usage is expected to be significant but much smaller relative to mobile games, which are mostly played on
smartphones. The active installed base of devices capable of supporting the latest generation of PC and
console games is in the hundreds of millions; this compares to five billion smartphones.>® At the start of
2022, the latest generation of Sony’s and Microsoft’s console had sold about 50 million units,>” and in July
2023, Sony announced it had sold 40 million units.*’ The installed base of gaming PCs is expected to be in
the low hundreds of millions in 2024, and annual sales were sized at 45 million in 2022.*' About a third of
all consoles and gaming PCs are expected to be used daily in 2024.%> By contrast, more than 90% of

smartphones and 80% of smart TVs will likely be used daily.*’

In the future, cloud gaming—whereby the game is hosted remotely with video images streamed to any
screen—could become popular. Cloud gaming services stream video of the game from a data center to the
player’s screen, enabling high quality games to be played without a gaming PC or console. An HD quality
game may need between 6Mbps and 25Mbps,** and a 4K game may need up to 45Mbps.** The exact

bitrate will depend on frame rate (measured in frames per second) and color range.

Video calling's sweet spot may be under 5Mbps

Another common application in people’s homes is likely to be video calling. About 60% of populations in
developed markets are in the workforce, and of these, about half may need to do video calls occasionally or

more frequently from home.*®

For HD connections, most services require 4Mbps for group video calls and less for one-to-one

calls.”” Standard-definition video calls require speed between 1Mbps and 2Mbps. Video calls can take place
at any time of the day, but work-related calls are likely to take place during the daytime, and depending on
the size and age of the household and the season, calls may not compete with other applications for

bandwidth. For those that prefer to have audio only calls, bandwidth demand is trivial at under 0.1Mbps.*®

For some types of calls, the uplink speed may be challenging. Broadband connections are typically weighted
to the downstream connection, that is, most of the bandwidth is allocated for the downlink.*” For most
homes, and for many years, this has often been a rational apportionment, with the uplink rarely being used.
However, for video calls, a need for SMbps uplink can be problematic for some connections during busy

periods in a day.

For a small number of users, applications may be streamed to the user’s device, possibly for security reasons
or because they are using a thin client (a simple computer that derives its primary processing power over a
network connection from a remote server) or network-based device. For the most used office applications,

the maximum bandwidth demand would be about 2Mbps.*°

Smart home, under 5Mbps per device

Better connectivity has enabled networked security cameras to become relatively affordable. Economies of
scale—and the sheer volume of cameras manufactured for devices every year—have helped the price of
security devices to decline. Smart cameras remain relatively niche. Deloitte’s surveys indicate that about one

in five homes have at least one device, and footage may be stored locally rather than uploaded.’!
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Connectivity per HD device is up to 4Mbps upstream,>> but 2Mbps is a common recommended speed.”’

For some models, bitrates increase when motion is detected.

The hottom line

In the 2010s, the shift from broadcast video, digital video recorders, and DVDs to online video delivered a
multiyear change in aggregate bandwidth demand. Historical growth in bandwidth demand, however, may

no longer be a reliable indicator of future demand. The era of enough connectivity may be here.

Shifts tend to be finite. Some can take decades to complete; others may take years. In recent years, adoption
of VOD has slowed and in the absence of any new applications or devices that could require significantly

more bandwidth, household demand for bandwidth might be reaching its natural ceiling, at about
100Mbps.

A metric that may signal a steady decline in the need for higher broadband speeds is the growth in gigabytes

transferred per month (figure 2).

Figure 2
Growthin average data usage per broadband home appears to be declining

Year-on-year change in average fixed broadband usage, broadband-connected households in the United Kingdom
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Source; Ofcom, 2023,
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The implications are likely multiple.

First, in some geographies, telcos may benefit from focusing less on outright speed and more on other
attributes, including reliability. There are also considerations on the positioning of speed tiers: Offering
200Mbps as an entry level tier may encourage the majority of an operator’s subscribers to opt for the
lowest and cheapest tier. Conversely, starting at 50Mbps may nudge subscribers into opting for a mid-range

tier.

Second, given the variation in uptime between different technologies, the case for migrating to fiber to the

home may remain strong relative to legacy technologies with copper terminations.

Third, if aggregate required bitrates are slowing down, this may also mean that other network technologies
including 5G or 4G fixed wireless access (FWA) may be viable. In the US market, as of 2022, the fifth
fastest network was an FWA network, with median speeds of 24Mbps.’*

The era of rapidly increasing bandwidth demand may be coming to an end in some markets (or at least
pausing), as shifts in technology and consumer behavior suggest a near-term plateau. Online video
streaming, historically a major driver of bandwidth demand, is becoming less demanding. If consumers no

longer need faster speeds, it’s likely a matter of time before this ceases being a meaningful differentiator.
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Seventy-six percent of UK consumers are satisfied with their internet connection. Read Deloitte, Digital
Consumer Trends 2023, August 2023.

Historically, new compression algorithms have been introduced every ten years or so, namely MPEG-2
in 1995, AVC in 2005, and HEVC in 2015. The next generation of compression algorithms are likely to
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Keeping it local: Cloud
sovereignty a major focus of the
future

More data, increased cybersecurity threats, and
geopolitical tensions are expected to increase
demand for cloud solutions that can operate
locally. Meeting this need can protect a
lcompcmy’s reputation, operations, and bottom
ine.

ARTICLE « 12 MINUTE READ

In 2024, the world is forecast to generate 149 zettabytes of data.! Cloud makes this scale of data creation
and processing possible. A zettabyte, for reference, is a thousand, thousand, thousand, thousand gigabytes.

If each byte were a grain of sand, there would be enough to fill every beach on earth almost 20,000 times.”

Cloud is now fundamental and a major industry, forecast at almost US$600 billion in 2023+ It’s an engine
for transformative change and has contributed to improved service delivery, helped enable workforce
mobility, and created new frontiers in analytics and artificial intelligence. Cloud computing was founded on
the idea that data location doesn’t matter—at least, not as much as economies of scale, or the agility to
quickly spin up computing resources on the fly. As the volume, value, and sensitivity of data stored has
surged, “cloud sovereignty,” the principal that data stored in the cloud should be subject to the laws of the

country in which it physically resides, has become a major focus for policymakers.

In 2024, Deloitte predicts that the national focus on cloud sovereignty will intensify in all developed
markets. Therefore, government cloud, a subset of solutions designed to meet the stringent compliance
requirements of government agencies, is forecast to surpass US$41 billion in 2024, up 16% over 2023.*
And distributed cloud, which can be a solution to comply with data residency restrictions, is forecast to

grow to a US$7 billion market, up from a little over US$4 billion in 2022.°

A brief history of cloud computing

The concept of cloud computing dates to the early days of the internet, with time-sharing in the 1960s°
through to telecom virtual private networks (VPNs) in the 1990s.” But the mid-2000s marked a paradigm
shift with the launch of Amazon Web Services (AWS),® which brought scalable, on-demand compute to the
masses. Google, Microsoft, and others soon followed suit, launching their cloud platforms to cement

cloud’s foundational role in modern digital infrastructure.
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In the past two decades, companies, governments, institutions, and citizens have gradually moved their data
and workloads from private infrastructure (think server racks in an office cupboard) to monolithic cloud
data centers. In that time, many also adopted a new breed of “cloud native” applications. As vast quantities
of data were stored and transferred across global networks, some governments and companies became
concerned about its jurisdiction, governance, and ownership, and the term “cloud sovereignty” started

gaining traction.

Legal contradictions cause international frictions

Data localization laws may invariably create operational complexity for global businesses. Regulation tends
to change frequently, as countries wrestle with national security, data protection, and new technologies.
Companies are expected to be increasingly reliant on data, automation, and Al. They should consider how
regulation might change, be invalidated, or added to. Compliance today is essential, as is operational
agility. Being able to quickly adapt to changes in the regulatory framework is crucial, as hundreds of
countries develop their regulatory positions, each with their own nuances, some of which might be

inconsistent with one another.

So far, several attempts at regulating transatlantic data flow between the European Union (EU) and United
States have been invalidated by the European Court of Justice (figure 1). In the last decade, there has also
been a flurry of sovereignty-linked regulation, such as EU GDPR (General Data Protection Regulation), the
US CLOUD Act (Clarifying Legal Overseas Use of Data), and some state-level initiatives like the California
Privacy Rights Act (CPRA).

Global businesses, as mentioned, need to navigate variation across localized laws. The CLOUD Act, for
example, empowers US authorities to access data stored abroad for select law enforcement purposes, but
under GDPR, personal data can only be transferred outside the European Economic Area if given an
“adequate” level of data protection.” If a company releases data in accordance with the CLOUD Act but
violates GDPR, it could face hefty fines.'” In some cases, governments can reach bilateral agreements such
as one between the United Kingdom and United States,'! but these can take time. Instead, companies often
resort to end-to-end encryption, where only the sender and receiver can decrypt the data. This means that
while service providers might hand over data to law enforcement, the data would be unintelligible without

the decryption keys.
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Figure 1

Notable developments in EU and US sovereignty regulation: An evolving policy landscape

Between the European Union and United States alone, there have been several notable milestones in the regulation of transatlantic data flows:

A framework ensuring that US companies could transfer personal data from the European Union to

2000 Safe Harbor Agreement the United States while maintaining EU data protection standards.*

Revelations of extensive unveiled surveillance by the US National Security Agency ignited global

2013  Snowden Revelations concerns over data privacy and governmental surveillance and reignited discussions on data
sovereignty.
2015 Safe Harbor Invalidated The European Court of Justice invalidated the Safe Harbor Agreement due to concerns that US
(a.k.a. Schrems ) surveillance laws undermined European privacy rights?

The European Union and United States negotiated a new framework, known as the EU-US Privacy
2016 EU-US Privacy Shield Shield, to address the shortcomings of the Safe Harbor Agreement and provide a new mechanism

for transatlantic data transfers.

The European Union introduced the General Data Protection Regulation (GDPR}, which placed

2016 EU GDPR stringent regulations on data transfer outside the European Union, mandating companies to
ensure EU personal data is processed according to appropriate measures of protection.®

The US introduced the Clarifying Lawful Overseas Use of Data Act (CLOUD Act), allowing US law
2018 US CLOUD Act enforcement agencies to request personal data stored by tech companies for select law
enforcement purposes, irrespective of where this datais located.®

2020 EU-US Privacy Shield Invalidated The European Court of Justice invalidated the EU-US Privacy Shield, again due to concerns about
{a.k.a. Schrems 1) US surveillance laws and the insufficiency of US protections for European citizens' data.f

US and European leaders announced a framework to replace the EU-US Privacy Shield, including a
2023  EU-US Data Privacy Framework new redress mechanism and the Data Protection Review Court, a kind of tribunal for transatlantic
data flow.®

Source: Deloitte, 2023, based on publicly available third-party sources including: International Association of Privacy Professionals, Court Justice of
the European Union, European Commission, European Union's General Data Protection Regulation, United States’ CLOUD Act, and the European
Parliamentary Research Service. *See "Figure 1 endnotes” for more detail.

ﬂ;;’g‘ | deloitte.com/insights
To navigate the complex regulatory landscape, data management is crucial. Companies should understand
the variety of data types they have, and which classification of data sits in each system (for example,
personal information, payments data, regulated financial information). Companies should also consider
their “exit strategy” from any current cloud provider, in case of future sovereignty infringements or a
changing regulatory landscape. However, the length of cloud contracts, which can be five or more years,
and high egress charges (the price to shift data away from a cloud provider) may inhibit customers from

migrating between cloud providers.

Localization is a global challenge

The relationship between the European Union and United States is a high-profile example of how data
sovereignty frameworks develop, but it’s not the only one. Around the world, many other nations have

developed a stance on localization (this is not an exhaustive list):

Russia: One of the earliest and most rigorous enforcers of data localization, Russia’s Federal Law No. 242-
FZ mandates that Russian citizens’ personal data be stored within its borders.'” This has had far-reaching
consequences for global companies and brands. For example, LinkedIn has seen access restricted in Russia

since 2016, as a consequence of its localization laws.!?

China: The Chinese Cybersecurity Law (2017) stipulates that “critical information infrastructure
operators” store personal data and important business data gathered or generated in China within Chinese
territory.'* China has since consolidated its position on localization with the Data Security Law and
Personal Information Protection Law (2021), which enforces classification of data and governs

international transfers depending on the classification.

Saudi Arabia: Saudi Arabia introduced its Cloud Computing Regulatory Framework (CCRF) in 2018,'°
which specifies data sovereignty conditions on cloud service providers and enforces data residency for
certain types of data. In 2021, it introduced its Personal Data Protection Law, under which citizen personal

data can only be transferred overseas under a limited set of conditions.'”
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Sovereignty concerns are likely to escalate

Data sovereignty is already a prominent theme in international discussions, and its significance is likely to
grow. These factors are likely to become more prominent in 2024 and beyond, from tensions between
companies and nations regarding personal data, to geopolitics like the Russia-Ukraine war, to cloud
complexity, with a blend of hybrid and multi-cloud structures, to data protection and cybersecurity issues.
Reliance on data is immense, and cloud will likely be the de facto solution for storing, managing, and

analyzing it.

Company vs. state: There is a balance between national security and individual privacy, and high-profile
cases have often compelled governments to set assertive jurisdictional boundaries over data. For example,
the widely publicized case in 2016 in which Apple refused to bypass the encryption on an iPhone, related to
an FBI terror investigation.'® While this case did not cross jurisdictions, it did underscore the complexities
of pitting the interests of state security agencies against data privacy rights and the responsibilities of tech
companies to protect user data. Similar cases have occurred across jurisdictions, however, such as the 2013
dispute between Microsoft and the US government over data stored in Ireland that was related to a

narcotics investigation.'’

Geopolitics: Global tensions between major powers have resulted in technology and data becoming arenas
for diplomatic and trade skirmishes.? The Russia-Ukraine war has brought data jurisdiction issues to the
fore, with Ukraine quickly migrating critical data like its population register, land and property ownership,
tax payment records, and education records to cloud.?! On the other hand, US-based cloud service

providers suspended sales in Russia shortly after the invasion.??

Cloud complexity: Initially, cloud was about shifting on-premises operations to a single cloud provider.
However, today’s enterprises often leverage multiple cloud platforms simultaneously—an approach known
as multi-cloud—to benefit from features of each provider, optimizing costs, performance, and scalability.
Another common approach is hybrid cloud—a combination of private (on-premises) and public cloud
solutions—to allow data-sensitive applications to remain in-house while other workloads can benefit from
the expansive resources of the public cloud. While multi-cloud and hybrid cloud strategies offer flexibility
and optimization, they also introduce challenges. Data is dispersed across various environments, potentially
across different jurisdictions. Each cloud provider may have data centers in numerous countries, each with
its unique data protection regulations. This makes the management and governance of data sovereignty
more intricate than ever. It’s no longer about navigating the rules of one country but understanding a

complex tapestry of global regulations.

Data protection and cybersecurity: Generative Al, machine learning, and automation (which are often
enabled by cloud computing) are likely to become pivotal for business operation, prompting governments
to be even more scrupulous when it comes to data jurisdiction. Data breaches have become common, and
data localization mitigates risks in some instances. The 2020 SolarWinds hack, which impacted multiple US
government agencies, highlighted the vulnerabilities of centralized cloud systems.?® The attack, in which
hackers inserted malicious code into a routine software update, showed that security and sovereignty
should be addressed across entire supply chains, not just at the individual level. Companies should
understand the software-as-a-service and third-party providers their organization uses: which cloud
platform they run on, what sort of data they process, what their encryption levels are, and what the risks
are. Such incidents make a compelling case for countries to have more control and oversight over data

concerning their citizens. Cybersecurity challenges are set to exacerbate: The cost of cybercrime is predicted
to be US$14.6 trillion in 2024, more than double the US$6 trillion cost a few years ago in 2021.**
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Sovereignty extends beyond geography. It also includes operation and governance. One example is
Amsterdam Trade Bank, which was sanctioned by the US government in 2022 over its Russian ownership.>
Its data might have resided in Europe, but the cloud service provider with operational control was US-based
and was still able to revoke access to company email accounts and related data. Cloud providers have
partnered with local operators to overcome this type of risk, with some governments and other entities
demanding that it’s not just enough for the data to reside in a geography; the operator of that cloud

infrastructure must also be local.?®

As the world becomes more digitally connected, the need to delineate boundaries, ensure security, and
protect citizen rights is becoming ever more critical. Emphasis on data and cloud sovereignty is expected to
intensify in the coming years, driven by geopolitics, security concerns, and the protection of individual

rights.

Sovereignty solutions are an opportunity but also a
challenge for cloud providers

Cloud service providers, recognizing the growing importance of data sovereignty, have rolled out various
products, services, and features. Government cloud solutions are one example—specialized cloud
computing environments tailored to meet the strict regulatory and compliance needs of governmental

agencies.

Cloud providers have extended cloud services to the enterprise edge. One example includes a fully managed
service that deploys the infrastructure (and therefore, cloud services) to clients’ on-premises

location.?” Another allows enterprises to run cloud services from their own data center, ensuring data
remains on-premises or within a particular jurisdiction. Cloud service providers tend to offer a portfolio of
solutions, to cater to businesses that need to keep data within certain regions due to regulatory

requirements.”®

Such products are aligned with “distributed cloud,” though all may not be strictly labeled as such.
Distributed cloud refers to the distribution of public cloud services to different physical locations, while the
operation, governance, updates, and evolution remain the responsibility of the originating public cloud

provider. In simpler terms, it’s about bringing the cloud closer to where data is generated and consumed.

While these services offer a range of benefits, including latency, they also come with some drawbacks

compared to traditional cloud services, such as:

e Cost: Distributed cloud solutions often require upfront investments in hardware and infrastructure, as
opposed to traditional cloud services, which are pay-as-you-go. Also, even though the main cloud
provider manages the software stack, the onsite hardware can lead to additional maintenance costs.
Finally, IT teams might need training to manage and operate these new distributed cloud environments
efficiently.

e Complexity: Integrating distributed cloud services with existing on-premises systems can be complex.
Operating in a hybrid or multi-cloud mode likely means managing workloads across different
environments.

e Limited services: Distributed cloud offerings might not have the full suite of features available in the
central public cloud. Features and updates available in the central cloud might take time to become
available on distributed cloud platforms.

e Constrained scalability: While traditional public cloud services offer virtually limitless scalability,
distributed cloud solutions might be limited by the local infrastructure’s capacity. Increasing capacity
might necessitate additional hardware investments, whereas in a traditional cloud, it’s often a matter of
provisioning more resources through software.

e Vendor lock-in: Relying on a particular cloud provider’s distributed solution can lead to vendor lock-in,
making it challenging to switch providers or use multi-cloud strategies without significant efforts and
costs.

e Performance: The performance of distributed cloud hardware on-premises might not always match the
performance of the infrastructure in the cloud provider’s data center. Even with on-premises or edge
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deployments, there might be scenarios where data needs to traverse to the central cloud, leading to
potential network bottlenecks.

For cloud providers, growing demand for sovereign cloud might create an opportunity to sell more high-
value services, but on balance, it could chip away at profitability. For them, the economically optimal
outcome is to sell hyperscale public cloud in every jurisdiction without restriction. But the fragmentation of
global cloud infrastructure, with bespoke architectures tailored to stringent compliance mandates, can lead
to higher operational costs, and squeeze margins, even if such services are sold at a higher price. That said,
it’s an opportunity for local service providers, as well as traditional hardware vendors, especially as

customers increasingly rely on hybrid cloud (and hence need a lot of infrastructure).

The hottom line: Companies should act, not react

For companies operating in today’s global digital economy, adhering to regulations about how data is
stored, managed, and processed is critical not only to avoid significant legal repercussions and fines, but
also to maintain trust with customers and partners. As geopolitical landscapes shift, regulations may be
updated, and concerns over data privacy intensify, a company’s ability to navigate data and cloud
sovereignty issues can directly impact its market reputation, operations, and bottom line. Companies should

act to best position themselves.

Firstly, they should conduct a comprehensive data audit. This should include identifying data sources, and
classifying data based on sensitivity. For instance, personal user data might be treated differently from
anonymized analytics data or metadata. Companies should also consider a data residency strategy if they
don’t have one. This involves deciding where data will reside based on technical performance needs (like
latency) and regulatory requirements, and might mean using local data centers, distributed cloud, or cloud
regions. And finally, companies should review their data storage and transfer policies, and ensure data is
encrypted, at rest and in transit. If data does cross borders, encryption can offer an added layer of

protection against unauthorized access.

Leading practice would also involve investing to understand local regulations, which might involve
engaging local experts, and also training staff across multiple departments (e.g., I'T, legal, operational),
particularly as regulations change and evolve. Beyond that, companies should be as transparent as possible
with partners, clearly communicating to customers and supply chains how and where their data is being
stored and processed. For supply chains in particular, companies should ensure they understand how and
where suppliers store and process data. Finally, companies also need to develop a strategy in case of data
repatriation for scenarios where data needs to be moved back from a cloud or foreign server to a local
server. If possible, they should ensure any contracts with cloud providers have provisions that allow for

changes.

Sovereignty is a journey that should be embedded in current cloud strategies, and all cloud users may need

to design and architect for sustainable and sovereign platforms. That journey should include three stages:

1. Advise, in which a company should define its sovereignty posture, design its sovereignty strategy (which
would include data and workload categorization), and develop proofs of concept to prepare for

sovereignty.
2. Implement, in which a company should architect sovereignty and implement data controls.

3. Operate, in which a company should manage its sovereignty ecosystem, build methods to improve

observability and risk monitoring, and consider automation and cost optimization. %’

Cloud sovereignty is a major strategic issue for multinational companies. Getting things right can instill
greater customer confidence, reduce the risk of legal repercussions, and secure a company’s data assets. And
the regulatory landscape is unlikely to stand still. If bytes of data are like grains of sand on a beach, then
regulatory changes are the tide that can disrupt, reshape, and wash it away. Companies should ensure
compliance and foster trust. One way to do that is to remain constantly vigilant, always learning, and

prepared to adapt as the regulatory tide changes.
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Life after debt: Venture debt
funding could grow againin 2024

After a rough 2023, tech companies should
expect to see a rebound in technology venture
debt funding, fueling innovation.

ARTICLE « 7MINUTE READ

After four straight years of $30+ billion in US venture debt activity, followed by a plunge in 2023 to an
estimated US$12 billion, a partial bounce-back may be next (figure 1). In 2024, US tech venture debt could
rise to US$14-16 billion, up 25% from 2023 levels.

The failure of Silicon Valley Bank (SVB) in the first quarter of the year drew headlines, but that was only
part of the story. Despite stock market strength in the largest (mega-cap) big tech companies, smaller tech
was adversely affected in part by rising interest rates, investors focusing on later-stage companies, fewer
Initial Public Offering exits (IPOs), a slowdown in mergers and acquisitions, and weakness in venture
capital investing (also down about 60% from 2021 levels).! Despite these losses, the venture funding
market (especially debt) should rebound over time, in part due to the rise of alternate lenders such as large

private equity firms and alternative non-bank lenders gaining a foothold in venture lending.

There are over 50,000 VC backed companies in the US alone, and many are unprofitable and burning

cash.” They tend to have around two-to-three years of cash but require steady capital infusions to meet their

ongoing expenses. That money can come from investors who purchase equity stakes (ownership), known as
venture capital (VC). Another source of capital for these companies is debt: They borrow the money from
lenders and pay interest, but don’t need to dilute their equity stake to the same extent as a VC deal. Venture

debt has become an increasingly popular way for companies to raise money: Between 2017 and 2022, the
US venture debt market went from 10% of the size of the US VC market in 2017 to 14% in 2022.°
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Figure 1

A partial bounce back in venture debt activity appears to be underway
US venture debt activity (US$ billion)
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Technology venture debt grew by 2% in 2022. But based on a reported US$2.8 billion in Q3 for tech
venture debt—which would aggregate to about US$12 billion annually*—Deloitte expects 2023 will

experience a 60% year-over-year decline. That funding level is well below the 2021-2022 peak, but still in

line with the 2015-2017 levels. However, although data suggests a medium-term decline in available
venture capital, we anticipate venture debt to continue to be a growing asset class over time, with venture
debt recovering and growing into 2025 and beyond. We expect to see growth of up to 20% of overall

venture funding market size, relative to the growth of venture capital, by 2027.°

-

x\l t are the benefits of ve nt‘lre debt, and how isit
erent from venture capital?

Venture debt financing is an option for startups that have usually already received at least one round of venture capital funding.
Securing venture debt provides founders of fast-growing startups a way to raise money while retaining more equity in their
companies. Unlike venture capital, which trades equity in the company for capital, venture debt allows founders to retain their
equity, but the loan must be paid back over time.

Venture debt loans often require startups to pay interest, fees, and offer warrants to the lender, which can be taken as equity

down the line. The returns on venture debt lending are lower than traditional VC funding, but lending iis also less risky.

Although there is good data available for the global VC market, and there is robust data for US venture debt, there is a scarcity of
good global venture debt data, both current and historical. Deloitte believes that the trends seen over time in the United States
are also true globally: Venture debt was about 10% of the VC market size pre-pandemic, rose to about 15% by 2022, and in 2023
the venture capital and venture debt market in 2023 will both decline by more than 50%, meaning that venture debt will still be
about 15% the size of VC.” We estimate the US market for both venture capital and debt to be about half the global total,
suggesting that global venture debt in 2023 will be around $20-25 billion, and will be over $30 billion in 2024. We anticipate,
however, that the global market might feel the impact of a venture debt downturn less prominently in the shorter term, because
much of the venture debt market in Europe and Asia is served by state-backed venture debt.
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What's driving the current decline of venture debt?

The slump in lending was mostly brought on by rising interest rates and risk aversion.® Still, with both
venture capital and venture debt funding shrinking and strategic investors becoming more risk-averse, it’s
becoming increasingly difficult for unprofitable companies to raise funds; we predict this trend will continue

until well into 2024.

In the short term, venture debt deals could become smaller, rates higher, and generally harder to obtain.
Similar things are happening in VC: Fewer deals, smaller deals, lower valuations (“down rounds,” or deals
done at valuations lower than previous rounds), and more restrictive terms.” Companies that might have
preferred to borrow might need to raise capital and dilute their equity, divest less profitable business
segments, or be acquired by competitive buyers during a vulnerable time. We expect to see strategic VC
deals (either equity stakes or outright purchases) rise in 2024, as cash-rich, mega-cap tech companies with

high valuations invest or buy out smaller companies that can’t raise capital or debt at acceptable prices.

With technology venture funding more difficult to secure, we may also see strategic buyers seize the
opportunity to acquire or obtain stakes in early-stage companies that are dependent on more competitive
venture funding. While VC funds run by large corporations (venture arms) might have preferred to
purchase percentages of early-stage tech companies, we may begin to see them make moves to acquire them
outright to gain a competitive edge.'” We may also see lenders begin to ask for more warrants in their deals,

allowing them to buy stock at a predetermined, lower strike price.

Venture debt market prediction for early-stage tech
companies

In the wake of these developments, early-stage tech and telecom companies should weigh carefully how to
proceed. With venture debt more difficult to obtain, early-stage tech organizations should prepare to show
robust revenue and strong margins to be competitive in securing difficult-to-obtain funding. Where the
focus was solely on revenue growth and market share in 2021, companies may want to reduce costs and
show a faster path to profitability. Venture debt will likely become expensive, so even companies that are

able to secure funding should still plan for steeper costs.

Less venture money and high venture debt cost are also likely to affect the innovation ecosystem. Given that
options to buy and acquire may be fewer (because promising startup ventures with positive cashflows could
be fewer), tech companies can focus within their own enterprises on talent strategy to improve their rates of
innovation in cost-effective ways. Those efforts might include offering specialty training programs for highly
valued employees and considering relationships for research and development within the tech ecosystem to

help ensure they don’t lose their competitive edge.

Financial institutions should seize the opportunity to
gain a competitive edge

Financial institutions should consider the considerable gap in the venture debt market, which means there is
a significant opportunity for other venture debt lenders to fill the market demand. With banks behaving in
ways that are more risk-averse, we’re already beginning to see large private equity firms and alternative
non-bank lenders start to fill the venture debt space.'' We anticipate that these lenders will drive the

recovery of the technology venture debt market.

Bottom line

During this rebound phase, early-stage start-ups should plan to keep more cash on hand to weather
economic uncertainty if funding becomes more difficult to obtain down the road. They should also plan for
the risk that debt may be challenging or impossible to obtain, and they may need to raise further equity
rounds at lower prices. These developments in the market are likely to encourage early-stage tech

companies to build more stable growth over time.
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Regulators had seen early signs that SVB was in trouble as early as 2021, however, bank managers failed to
address the problems.!? In the wake of the bank failure, questions have been raised about the role of
regulatory bodies in preventing bank failures. In 2018, regulations in the Dodd-Frank Act which went into
effect during the 2008 recession were amended to exempt banks with assets between US$100-250 billion
from keeping sufficient liquid cash for thirty days of withdrawals on hand at all times."® Some have argued
that this change, combined with SVB management's failure to address concerns, appears to be a significant
contributor to the bank’s failure.'* As a result, many observers anticipate more regulation,'’ which could

contribute to the cooling of venture debt markets in the short term.

For financial institutions, the collapse and rebound of the venture debt market presents a compelling
opportunity to gain market share. Institutions moving into the venture lending space should proceed
cautiously to manage heightened risk. For example, lenders may need to ask for more warrants, in order to

buy stock at a predetermined price, possibly at lower strike prices, in order to help reduce their risk factors.

Nonetheless, one possibility that venture debt could unlock for the tech startup ecosystem is serving as an
additional pathway to raise funding. And it could work well both for the lender (less risky) and the
borrower (access to funds of smaller ticket size). Beyond traditional VCs, venture debt could serve as an
alternate asset class for tech startups to keep the innovation engine on. For instance, venture debt lenders
can help startups by offering lighter funding in the range of US$5-8 million to support pilots and
prototypes (for example, generative Al solutions) via strategic joint ventures, academic collaborations,
joining hands with adjacent tech players as part of an industry consortia, or participating in ideation labs

and other accelerator programs.

Moreover, startups are sprouting in new areas such as sustainable tech (for example, ESG software and
analytics, AgTech) and generative Al and private large language models. These new areas are expected to
require a continuous flow of funds to help those startups launch innovative solutions to help generate value
for their customers. Venture debt can serve as another plausible alternative investment avenue for the

hundreds of new/emerging startups, beyond the established investment avenues such as VCs and PEs.

All said, tech start-ups may still have to think carefully about their funding strategies in the coming year as
venture debt funding recovers. Still, as the market recovers, tech start-ups will likely be well-positioned to

build toward sustainable growth in the future.

By Bree Matheson Sriram Prakash
United States United Kingdom
Duncan Stewart Karthik Ramachandran

Canada India

148



Endnotes

1. Mike Dickson, “Are the "Magnificent 7" tech stocks ready to share the road?,” Nasdaq, August 04,
2023.

2. PitchBook Venture Monitor, Q1, 2023.

3. PitchBook Venture Monitor, Q4, 2022.

4. Ibid.

5. PitchBook Monitor Venture, Q1, 2023.

6. CB Insights, “ Venture debt vs. venture capital in one graphic,” November 18, 2020.

7. PitchBook Venture Monitor, Q1, 2023.

8. John Turner, “Why did Silicon Valley Bank fail?,” Economics Observatory, March 17, 2023.

9. Dean Takahashi, “Global VC deals declined in O3 for the second quarter in a row, hitting 3-year lows,”
Venture Beat, October 3, 2023.

10. Karthik Ramachandran, Duncan Stewart, Sriram Prakash, and Gillian Crossan, TMT divestitures make
a comeback 2023 deal values in tech, media, and telecom may bounce back strongly, Deloitte Insights,
November 30, 2022.

11. Nate Bek, “Startup leaders sound off on the future of venture debt in fallout from Silicon Valley Bank
collapse,” GeekWire, March 24, 2023.

12. Christopher Rugaber, “Fed official: Bank rules under review in wake of SVB failure,” AP News, March
29,2023.

13. Ibid.

14. Rachel Siegel, “Fed says it must strengthen banking rules after SVB’s collapse,” Washington Post, April
28,2023.

15. Phil Rosen, “The Fed is about to tighten the screws on America’s biggest banks,” Markets Insider, July
11, 2023.

Acknowledgements -

The authors would like to thank John Forster for his contributions to the article.

Coverimage by: Manya Kuzemchenko

About Deloitte

149


https://www.nasdaq.com/articles/are-the-magnificent-7-tech-stocks-ready-to-share-the-road
https://www.cbinsights.com/research/venture-debt-venture-capital-vc-comparison/
https://www.economicsobservatory.com/why-did-silicon-valley-bank-fail
https://venturebeat.com/ai/global-vc-deals-declined-in-q3-for-the-second-quarter-in-a-row-hitting-3-year-lows/#:~:text=year%20lows%20%7C%20VentureBeat-,Global%20VC%20deals%20declined%20in%20Q3%20for%20the%20second%20quarter,row%2C%20hitting%203%2Dyear%20lows&text=Global%20VC%20pre%2Dseed%20deals%20are%20taking%20a%20dive.&text=Global%20venture%20capital%20deals%20declined,the%20second%20quarter%20of%202020.
https://author-p27556-e127669.adobeaemcloud.com/content/www/us/en/insights/industry/technology/technology-media-and-telecom-predictions/2023/corporate-divestitures-tmt-industry.html
https://author-p27556-e127669.adobeaemcloud.com/content/www/us/en/insights/industry/technology/technology-media-and-telecom-predictions/2023/corporate-divestitures-tmt-industry.html
https://www.geekwire.com/2023/startup-leaders-sound-off-on-the-future-of-venture-debt-in-fallout-from-silicon-valley-bank-collapse/
https://www.geekwire.com/2023/startup-leaders-sound-off-on-the-future-of-venture-debt-in-fallout-from-silicon-valley-bank-collapse/
https://apnews.com/article/bank-failure-federal-reserve-silicon-valley-deposits-d6d3c18793f669fa05c05a0159363026
https://www.washingtonpost.com/business/2023/04/28/silicon-valley-bank-collapse-investigation/
https://markets.businessinsider.com/news/stocks/federal-reserve-barr-banks-powell-collapse-svb-policy-regulation-economy-2023-7

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee (“DTTL”),
its network of member firms, and their related entities. DTTL and each of its member firms are legally separate and
independent entities. DTTL (also referred to as “Deloitte Global”) does not provide services to clients. In the United States,
Deloitte refers to one or more of the US member firms of DTTL, their related entities that operate using the “Deloitte” name
in the United States and their respective affiliates. Certain services may not be available to attest clients under the rules and
regulations of public accounting. Please see www.deloitte.com/about to learn more about our global network of member

firms..

150





