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SMART CITIES ARE the future of urban living, 
harnessing the power of three Ds—digital 
technologies, data, and design thinking—to 

boost the efficiency and effectiveness of city services. 
However, this new wave of digital transformation 
also brings new cyber risks that could fundamen-
tally impact the existence of smart cities. Cyber 
threats have been on the rise for years, but the last 
few years have seen an explosion in cyberattacks 
that target both data and physical assets.1

As connected devices proliferate at a breakneck 
speed—the number of IoT devices is expected to rise 
from 8.4 billion today to almost 20 billion by 20202 

—cyberattacks and vulnerabilities in one area can 
have a cascading effect on numerous other areas. 
The consequences could extend beyond just data 
loss, financial impact, and reputational damage 

risks—severe enough as they are—to include dis-
ruption of crucial city services and infrastructure 
across a broad range of domains such as health 
care, transportation, law enforcement, power and 
utilities, and residential services. Such disruptions 
can potentially lead to loss of life and breakdown of 
social and economic systems.

The rapid hyperconnectivity and digitization of 
cities are accelerating cyber threats. To tackle the 
challenge, government leaders, urban planners, 
and other key stakeholders should make cyberse-
curity principles an integral part of the smart city 
governance, design, and operations, not just an 
afterthought. In this paper, we examine the key 
factors that influence cyber risks in a smart city eco-
system and a broad approach that city leaders can 
adopt to manage these risks.

Introduction

In March 2018, the city of Atlanta faced a ransomware attack that hit some of its customer-facing 
applications.3 At one point, the city had to shut down its free Wi-Fi network at the Hartsfield-Jackson 
Airport as a precautionary measure. Overall, the attack hit 5 out of 13 city departments, and it took 
the city weeks to get back to normalcy.4 Such attacks are also growing in frequency: According to a 
2016 survey of chief information officers of cities and counties, about a quarter of local governments 
were facing attempted cyberattacks every hour.5

Making smart cities cybersecure
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A SMART CITY IS a complex ecosystem of 
municipal services, public and private enti-
ties, people, processes, devices, and city 

infrastructure that constantly interact with each 
other. The underlying technology infrastructure 
of the ecosystem comprises three layers: the edge, 
the core, and the communication channel (figure 1). 
The edge layer comprises devices such as sensors, 
actuators, other IoT devices, and smartphones. 
The core is the technology platform that processes 
and makes sense of the data flowing from the edge. 
The communication channel establishes a constant, 
two-way data exchange between the core and the 
edge to seamlessly integrate the various compo-
nents of the ecosystem.

This massive amount of data exchanges, in-
tegration between disparate IoT devices, and 
dynamically changing processes creates new cyber 
threats, compounded by complexities in the other 
components of the ecosystem that wrap around the 
technology infrastructure. For instance, data gover-
nance can be a thorny issue for cities as they need 
to think about whether the data is internal or ex-
ternal; whether it is transactional or personalized; 
whether the transactional data is collected via IoT 
devices; and how the data is stored, archived, du-
plicated, and destroyed. In addition, due to a lack of 
common standards and policies, many cities are ex-
perimenting with new vendors and products, which 
create interoperability and integration problems on 
the ground and exacerbate cyber risks.

Smart cities face unique 
cyber risks

Source: Deloitte analysis.

Deloitte Insights | deloitte.com/insights

THE CORE
The core is the technology platform (cloud
platform, IoT data platform) that processes
data and generates business logic to make
sense of the data flowing from the edge.

THE COMMUNICATION LAYER
The communication channel (Bluetooth,
NFC, LTE, WiFi Direct, etc.) establishes a
constant, two-way data exchange between
the core and the edge to seamlessly
integrate the various components of
the ecosystem.

THE EDGE
The edge layer comprises devices such as
sensors, actuators, and smart phones,
as well as IoT applications such as smart
lighting and smart trash collection.
This is the front end of the smart city.
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FIGURE 1

The smart city ecosystem comprises three layers: The edge, the core, and the
communication channel
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Three factors influence the potential cyber risk 
in a smart city ecosystem (figure 2):

1. Convergence of the cyber and physical worlds

2. Interoperability between legacy and new systems

3. Integration of disparate city services and 
enabling infrastructure

To begin to understand how to manage the cyber 
risk landscape, it helps to explore each of these 
factors further.

Source: Deloitte analysis.

Deloitte Insights | deloitte.com/insights

1. CONVERGENCE
Convergence of IT and
OT infrastructures, blurring the
divide between the physical
and cyber worlds

2. INTEROPERABILITY
Coexistence and frequent
interactions between old and
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FIGURE 2

Three key factors influence cyber risk in cities
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SMART CITIES BLUR the lines 
between the physical and 
cyber worlds. In this envi-

ronment, people, processes, and 
places are integrated via both in-
formation technology (IT) systems 
used for data-centric computing 
and operational technology (OT) 
systems used to monitor events, 
processes, and devices and adjust 
city operations. Such convergence 
allows cities to control and govern technology 
systems through remote cyber operations.

However, this convergence, where many devices 
in the edge could be cyber threat vectors, gives rise 
to the risk of malicious actors entering the system 
and disrupting operations on the ground—thus 

exponentially expanding the cyber risk landscape.6 
With the proliferation of IoT devices, attackers now 
have countless entry points to compromise a city’s 
systems and take advantage of the resulting vulner-
abilities.

Convergence of the cyber 
and physical worlds

In 2014, a German steel mill was a victim of a spear phishing attack. Through targeted emails 
appearing to be from a trusted source with a malicious attachment, the attackers first obtained 
access to the business network and then to the production network lacking required separation. The 
attackers remotely disabled the blast furnace by taking over the control systems, resulting in massive 
physical damage to the furnace system, costing millions of dollars.7

In another example, as an experiment, University of Michigan researchers successfully targeted the 
Intelligent Traffic Signal System (I-SIG), which is one of a series of CV-based transportation systems 
being deployed, tested, and implemented under the US Department of Transportation’s CV Pilot 
Deployment Program. The researchers used data spoofing and fake messages from a nearby 
connected vehicle to create a traffic jam in a simulated environment, increasing average delays 
by 38 percent.8 This attack turned out to be quite easy to do, highlighting the expanding cyber 
risk landscape.

Convergence of IT and OT allows 
cities to control and govern 
technology systems through 
remote cyber operations—but also 
exponentially expands the cyber 
risk landscape.

Ways to address distinct risks in an increasingly connected urban future
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OFTEN, ORGANIZATIONS THAT pursue 
digital transformation need to integrate 
new digital technologies with legacy 

systems, which can create significant challenges 
and risks. These challenges include inconsistent 
security policies and procedures and disparate 
technology platforms, resulting in hidden security 
vulnerabilities throughout the smart city ecosystem.

This situation is exacerbated as many cities 
increasingly use IoT solutions, but within a retrofit-
ting model. For instance, large, established gas and 
water systems within a city have deployed sensors 
on a large scale. These sensors need to connect to a 
broader network for the data to be aggregated and 
analyzed centrally. However, these sensors have 
minimal security protocols.9 In the long run, retro-

fitting may not be a viable option as 
many devices could become physi-
cally incapable of upgrades.10

Another challenge is the lack 
of generally accepted standards 
governing the functioning of IoT-
enabled devices. City departments 
and agencies typically use sensor 
technologies from different vendors 

that generate data in different formats and use 
different communication protocols. Creating in-
teroperability in such situations can be difficult, and 
cities may face a trade-off between interoperability 
and security. Each new device added to an IoT eco-
system adds a new attack surface or opportunity for 
malicious attack.11

Interoperability between 
legacy and new systems

In 2015, the US Office of Personnel 
Management’s (OPM’s) systems suffered 
a data breach, giving hackers access 
to personnel file records of 4.2 million 
employees. This breach was primarily due 
to the OPM’s old network’s inability to 
encrypt data.12 The OPM has spent millions 
of dollars since then to accelerate the 
modernization process.13

Disparate technology platforms 
can result in hidden security 
vulnerabilities throughout the 
smart city ecosystem.

Making smart cities cybersecure
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TRADITIONALLY, CITIES HAVE 
offered a wide range of services 
that were largely independent of 

each other (e.g., power, water, sewer, 
transportation, public works, law 
enforcement, firefighting, and social 
services). Each of these services was 
typically provided by an agency using its 
own systems, processes, and assets. Now, these ser-
vices are slowly being integrated and linked through 
an interconnected web of digital technologies.

As cities gain opportunities for new services 
and efficiencies, this comingling of services and 
systems comes with its own set of challenges. The 
increasing integration, interconnectedness, and 
data exchange create shared vulnerabilities where 
a problem in one service area can quickly cascade 
into other areas—potentially leading to widespread 
and catastrophic failures. In addition, cities need to 
rethink regulatory requirements, rationalize varied 
security protocols, and address data ownership and 
usage challenges.

Furthermore, data stored in different systems 
can be susceptible to misuse, potentially affecting 
citizens’ privacy. For instance, it is a leading prac-
tice to mask or delete personal identifiers in data. 
However, techniques and methods that allow 
malicious attackers to match different datasets to 
reidentify an individual are becoming increasingly 
sophisticated. So, a breach that compromises mul-
tiple systems and datasets can become a serious 
privacy incident for cities. 

Cyber risk will continue to evolve in the coming 
years, as many cities plan to integrate a wide variety 
of services and infrastructure, connecting even 
more data, systems, and devices. 

Integration of disparate city 
services and infrastructure 

The Emotet malware virus struck the city 
of Allentown, Pennsylvania, in February 
2018. The virus quickly multiplied in a week 
and rendered the city’s finance department 
system unusable by not allowing it to make 
external bank transactions. Also, the police 
department could not access databases 
controlled by the Pennsylvania state police. 
Containing the virus and getting back to 
operational status is estimated to have cost 
the city US$1 million.14

A problem in one service area can 
quickly cascade into other areas—
potentially leading to widespread 
and catastrophic failures.

Ways to address distinct risks in an increasingly connected urban future
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UNDERSTANDING THE CYBER RISK EVOLUTIONARY CURVE IN SMART CITIES
Most smart cities follow a four-stage evolutionary path that relies on varying mixes of new and 
legacy technologies. With each step up the curve, the scale of technology infrastructure and the 
potential attack vectors can significantly increase, necessitating corresponding maturity in the 
cybersecurity strategy (figure 3).

During the initial stage, when data is being collected through a small number of city-controlled, hard-
wired sensors, the potential breach points are generally limited. However, at the next (intentional) 
stage, when a city starts to collect data from citizens’ smartphones and connected infrastructure, 
there are suddenly millions of uncontrolled potential breach points, most of which are beyond the 
city’s control. In the most advanced stages, when software bots at the core use artificial intelligence 
to make decisions and act without human involvement, the potential attack vectors are nearly 
endless—and continuous. 

It is important to note that as a city moves up the evolutionary curve, the degree of convergence, 
scale of technology infrastructure and corresponding interoperability, and integration of services 
increase. For instance, while a city might have a few hundred connected devices in the initial or 
intentional stage, the same number can be in thousands or millions in the integral and transformed 
stages and will require better infrastructure to support such growth. The situation, in turn, drives 
more complexity in the core, edge, and communication layers of the smart city ecosystem. Therefore, 
the maturity of cyber risk capabilities should be directly proportional to the degree of integration 
of smart city ecosystem components, and the cyber risk management approach should consider all 
these components. 

Source: Deloitte analysis.

Deloitte Insights | deloitte.com/insights
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FIGURE 3

Cybersecurity strategies need to evolve along with smart cities’
digital transformation
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THE CONVERGENCE OF physical and digital in-
frastructure, the ensuing interoperability, and 
interconnectedness between city systems and 

data is an ongoing effort in many cities. The security 
goals of a smart city—confidentiality, integrity, 
availability, safety, and resiliency—should be 
grounded on both the objectives of traditional IT 
(to secure data) as well as those of OT (to ensure 
safety and resiliency of systems and processes). 
These combined security objectives can help cities 
maintain a more secure and resilient operating en-
vironment (figure 4).

An integrated cyber risk framework can provide 
cities with management principles to incorporate 

into their smart city planning, design, and trans-
formation stages. It comprises industry standards, 
legal, and regulatory requirements to determine 
how cyber risk may affect all the ecosystem par-
ticipants, including users, government, services, 
infrastructure, and processes, as well as assess each 
system’s and asset’s influence on each other. Such 
an integrated approach can enable city stakeholders 
to view threats and vulnerabilities in their entirety 
rather than react to specific services or operational 
impact, eventually allowing them to develop the 
core capabilities of a cybersecurity program de-
scribed in figure 5.

A holistic approach 
to cybersecurity

Source: Deloitte analysis.

Deloitte Insights | deloitte.com/insights
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FIGURE 4

Smart cities must take a holistic approach to smart city cybersecurity
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FIGURE 5

An integrated approach to cybersecurity is based on five core 
components

Component Details Examples and context

Digital trust 
platform

A platform that enables seamless trusted 
connections and manages identities 
and relationships within a connected 
ecosystem. It can help manage the 
contextual relationships between people, 
devices, and systems. The approach 
should be designed to enable cities to 
identify, authenticate, and authorize 
people and devices through an adaptive, 
behavior-based security mechanism, 
augmented by geospatial technologies 
to provide location-based situational 
awareness.

Recent advancements in microprocessors enable 
low-powered hardware products that embed security 
features—such as providing trusted identities to 
certify devices on networks—directly into IoT devices. 
Previously, most IoT device manufacturers offered 
external security to the devices at the software and 
cloud levels, but now manufacturers can extend 
that to the device controller level.15 Meanwhile, 
advances in blockchain technology can offer a secure, 
self-sovereign identity that could enable efficient 
transactions across a wide variety of asset classes.16

Privacy-by-
design

Privacy-by-design is a concept that aims to 
protect citizens’ privacy by incorporating 
it upfront in the design of technologies, 
processes, and infrastructure. It can help 
restrict the collection of personal data, 
enable stricter data encryption processes, 
anonymize personal data, and address 
data expiry. Privacy setting notices can be 
designed in a user-friendly way.

Imagine a system where citizens can own their data 
and also control access to that data. For instance, 
citizens can have full control of their medical records 
data and can provide access to specific doctors of 
their choosing. Additionally, medical professionals 
can only see the data and not store it; hence when 
a citizen decides to revoke access, others no longer 
have access to the record. For instance, Estonia’s 
X-Road data-exchange system has privacy built into 
the system.17

Cyberthreat 
intelligence 
and analysis 
platform

An ecosystemwide platform with 
reconnaissance capabilities that enable 
cities to look beyond internal data and 
identify threat based on active events and 
external databases. By using behavioral 
analytics, machine learning, and artificial 
intelligence capabilities, the platform can 
provide a complete picture of the threat 
landscape to better inform scenario 
planning and response.

The city of Los Angeles’ (LA) integrated strategic 
operations center (ISOC) processes cyber threat 
information and monitors threats to prevent them 
from becoming incidents. The ISOC is an important 
link in the city’s vigilance against cyber threats. It 
processes threat information from the Department 
of Homeland Security, the FBI, the private sector, 
and other nonprofit sources and passes it on to city 
departments and other important entities such as 
the Port of LA and LA International Airport.18

Cyber 
response and 
resilience

Cyber response and resilience is about 
being prepared for a potential cyberattack. 
To help stay prepared, cyber war-gaming 
or simulations can help city governments 
gauge their speed and readiness to 
respond to cyber threats and create 
a stronger resiliency plan to manage 
potential attacks.19 This also includes 
developing advanced cyber forensic 
capabilities to help trace a threat and 
contain it, preventing it from spreading to 
other city systems.

In the IoT era, cyber resilience should be in the 
form of fail-safe systems. For instance, if one of 
the devices in the ecosystems fails, it should not 
trigger a knock-out systems failure. Thus, threats 
need to be contained to a smaller area, avoiding 
larger catastrophic failure. This can be achieved by 
building a stronger security event-monitoring control 
in the system. With more effective incident or error 
handling at the component level, the system can shut 
down the affected connected device in a fail-safe 
manner.20

Making smart cities cybersecure
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Component Details Examples and context

Cyber 
competencies 
and 
awareness 
program

The cyber workforce shortage continues 
to be a challenge for governments and can 
be a hurdle in driving the cybersecurity 
strategy in a city. According to the 2018 
Deloitte-National Association of State 
Chief Information Officers (NASCIO) 
cybersecurity survey, cyber staffing and 
competency gaps continue to be a pain 
point for state chief information security 
officers (CISO).21 Smart city operations are 
expected to require new kinds of workers 
with cyber-related capabilities in many 
parts of the workforce, not just IT. For 
example, traditional urban infrastructure 
development generally required civil 
engineering expertise. However, as smart 
cities blur the line between physical and 
digital infrastructure, there is a need for 
civil engineers with a broad understanding 
across multiple physical and digital 
infrastructure systems including data 
governance and information and 
communication technologies that go 
beyond the traditional civil engineering 
training.

For more traditional cybersecurity roles and 
responsibilities, the National Institute of Standards 
and Technology (NIST) has developed a resource 
that categorizes and describes cybersecurity work 
in detail. NIST’s NICE Cybersecurity Workforce 
Framework maps cyber skills to seven categories, 
33 specialty areas, and 52 work roles.22 A city 
government can use this framework as a starting 
point to identify and communicate cyber skills 
shortages and devise ways to plug skills gaps.23

Source: Deloitte analysis.
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BALANCING THE PROMISE of smart cities 
against the potential of cyber risks—and 
managing the associated risks effectively—

will be critical to realizing the potential of smart 
cities. Cities should begin by engaging all the 
stakeholders and entities in the broader ecosystem. 
The next steps that cities should consider include 
the following:

• Syncing smart city and cyber strategy. 
Cities should define a detailed cybersecurity 
strategy that is in line with their broader smart 
city strategy and that can mitigate challenges 
arising from the ongoing convergence, interop-
erability, and interconnectedness of city systems 
and processes. Cities should consider carrying 
out an extensive impact assessment of their data, 
systems, and cyber assets to identify, assess, and 
mitigate the risks associated with technology 
processes, policies, and solutions. The integrated 
view of the risks and knowledge of interdepen-
dencies of the critical assets can enable cities to 
develop a comprehensive cybersecurity strategy. 
For instance, Singapore launched its National 
Cyber Security Master plan in 2013 and followed 
it with a new cyber security bill in 2016. Both 
initiatives were an integral part of Singapore’s 
smart nation strategy.24

• Formalizing cyber and data governance. 
Cities need to formalize the governance ap-
proach to data, assets, infrastructure, and other 
technology components. A comprehensive gov-
ernance model should spell out responsibilities 
and roles for each critical component in the 
smart city ecosystem. To implement an eco-
system approach to tackling cyber issues, various 
entities will need to work together with a strong 

governance model as the foundation. Cities can 
establish a network among other cities, state 
agencies, academia, and corporations to share 
threat information, capabilities, and contracts to 
strengthen cyber defenses.25 Additionally, data 
management—including robust data sharing 
and privacy policies, data analytics skills, and 
monetization models that facilitate the sourcing 
and usage of “city data”—constitutes a critical 
aspect of this governance. Policies, legislation, 
and technology must be continuously aligned to 
maintain the right balance of protection, privacy, 
transparency, and utility. The governance, poli-
cies, and processes must mature along with the 
city’s overall cyber strategy. For instance, the 
city of Hague is home to the “Hague Security 
Delta,” an ecosystem of more than 200 organi-
zations working in the national security, cyber 
and urban security, critical infrastructure, 
and forensics.26

• Build strategic partnerships to grow 
cyber capabilities. The cyber skills gap is not 
going away anytime soon, so cities need to be 
innovative and proactive in plugging the cyber 
skills gap in their cities. This approach may 
require city administration to explore nontra-
ditional efforts to tap into cyber talent such as 
crowdsourcing, prizes, and challenges to solve 
cyber-related issues. A smart city requires new 
skills and competencies across the various 
ecosystem layers. Cities can augment existing 
capabilities through strategic partnerships and 
contracts with service providers.

It is critical for city leadership to realize that se-
curing cities from cyber risk is not a one-time event 
where cyber strategy evolves as cyber threats evolve; 

Securing cities for growth
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instead, it is also important to be able to recover 
when a cyberattack happens. Also, this is not a battle 
that cities can or should fight alone, but instead with 
an ecosystem of city governments, academia, the 
private sector, and startups. Technology can be one 
part of the cybersecurity solution, but the latter also 
needs a comprehensive governance model toward 

data and assets. More importantly, cities need an 
integrated approach to managing cyber risk with cy-
bersecurity principles baked into every stage of the 
smart city development process (i.e., from strategy 
and design to implementation and operations). Cy-
bersecurity is just too important to be treated as an 
afterthought.

Ways to address distinct risks in an increasingly connected urban future
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As the world becomes more connected, cyber is everywhere; with this comes threats that are 
growing in number and complexity. Cyber is moving in new directions—beyond an organization’s 
walls and IT environments and into the products they create and services they provide. To learn 
more, visit Deloitte.com.
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